
 

 

 

 
 

 
 
 

Installation Guide 
 
 

  
 

Document Version: 2008-10-06 
 

NETLAB+ Version: 4.0.25+ 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
Copyright © 2008 Network Development Group, Inc. 
www.netdevgroup.com 
 
NETLAB Academy Edition and NETLAB+ are registered trademarks of Network 
Development Group, Inc. 
 
Cisco, IOS, Cisco IOS, Networking Academy, CCNA, CCNP, and PIX are registered 
trademarks of Cisco Systems, Inc. 



NETLAB+ Installation Guide   www.netdevgrroup.com 

 10/6/2008 Page 2 of 89 

 

1 Introduction .................................................................................................................. 4 
1.1 Planning ................................................................................................................. 4 

1.2 Interfaces ............................................................................................................... 4 
1.3 Outside IP Address ................................................................................................ 5 
1.4 Inside IP Addresses ............................................................................................... 5 
1.5 Network Address Translation ................................................................................ 5 
1.6 Ports and Firewall Requirements ........................................................................... 5 

1.7 Outbound HTTP and HTTP Proxy Servers ........................................................... 6 
1.8 Power Requirements .............................................................................................. 6 

2 Installing the NETLAB+ Server .................................................................................. 7 
2.1 Unpack the NETLAB+ Server .............................................................................. 7 
2.2 Hardware Appendices ............................................................................................ 7 

2.3 Rack Mounting ...................................................................................................... 8 
2.4 Connect Server to Outside Network ...................................................................... 8 

2.5 Choose a Console Access Method......................................................................... 8 

2.6 Connect Server to Power Source ........................................................................... 9 
2.7 Access the System Console ................................................................................... 9 
2.8 IP Configuration .................................................................................................. 11 

2.9 Define Remote Access Ports ............................................................................... 14 
2.10 Outbound Firewall Test .................................................................................. 16 

2.11 Connect to the Web-based Interface ............................................................... 17 
2.12 Troubleshooting: Accessing the Web-based Administrative Interface .......... 18 
2.13 Login to Administrator Account..................................................................... 19 

2.14 Remote Access Test ........................................................................................ 20 

2.15 Administrative Functions ............................................................................... 22 
2.16 Check for Software Updates ........................................................................... 23 
2.17 Configure Services ......................................................................................... 23 

2.18 Maintenance Reminder ................................................................................... 27 
3 Installing The Control Plane ...................................................................................... 28 

3.1 Install Control Switches....................................................................................... 34 
3.2 Install Access Server ........................................................................................... 38 

3.3 Install Switched Outlet Device ............................................................................ 43 
3.4 Download System Images ................................................................................... 47 
3.5 Upload System Images to TFTP Directory ......................................................... 47 

4 Add a Pod ................................................................................................................... 49 
4.1 Select Control Switch .......................................................................................... 51 

4.2 Select Access Server(s) and Ports ....................................................................... 51 

4.3 Select Switched Outlet Devices ........................................................................... 53 

4.4 Select Device Types ............................................................................................ 54 
4.5 Generic Console Devices ..................................................................................... 54 
4.6 Select Software Images and Recovery Options ................................................... 56 
4.7 Select PC Options ................................................................................................ 58 
4.8 Select a Pod ID .................................................................................................... 59 

4.9 Select a Pod Name ............................................................................................... 59 
4.10 Verify Your Settings ....................................................................................... 59 
4.11 Cable the Pod .................................................................................................. 61 



NETLAB+ Installation Guide   www.netdevgrroup.com 

 10/6/2008 Page 3 of 89 

4.12 Test the Pod .................................................................................................... 62 

4.13 Bring the Pod(s) Back Online ......................................................................... 63 
5 Modifying Device Settings......................................................................................... 65 

5.1 Modifying Device Settings for Routers, Switches and Firewalls ........................ 67 

5.2 Modifying Device Settings for Cisco ASA Security Devices ............................. 68 
5.3 Modifying Device Settings for Generic Console Devices ................................... 70 
5.4 Modifying PC Settings ........................................................................................ 72 

6 First Steps Using NETLAB+ ..................................................................................... 73 
6.1 Add Communities ................................................................................................ 74 

6.2 Add Accounts ...................................................................................................... 76 
6.3 Add Classes ......................................................................................................... 78 
6.4 Schedule a Lab Reservation ................................................................................ 80 

Appendix A Sun LX50 ................................................................................................ 83 

Appendix A.1 Rack Mounting .................................................................................... 83 
Appendix A.2 Console Connection ............................................................................ 83 

Appendix A.3 Hyper Terminal Settings ..................................................................... 84 
Appendix A.4 Labels .................................................................................................. 85 

Appendix B IBM xSeries 305...................................................................................... 86 
Appendix B.1 Rack Mounting .................................................................................... 86 
Appendix B.2 Console Connection............................................................................. 86 

Appendix B.3 Hyper Terminal Settings...................................................................... 86 
Appendix B.4 Labels .................................................................................................. 87 

Appendix C IBM xSeries 306...................................................................................... 88 
Appendix C.1 Rack Mounting .................................................................................... 88 
Appendix C.2 Console Connection............................................................................. 88 

Appendix C.3 Hyper Terminal Settings...................................................................... 89 

Appendix C.4 Labels .................................................................................................. 89 
 



NETLAB+ Installation Guide   www.netdevgrroup.com 

 10/6/2008 Page 4 of 89 

1 Introduction 
 

NETLAB+ provides a safe ñsandboxò for users to schedule, configure and interact with 

lab equipment.  All lab equipment and supporting devices are located safely behind the 

NETLAB+ server and not directly exposed to outside or public networks.  NETLAB+ is 

delivered as a network appliance and requires no knowledge of UNIX, web server 

software or other system administration. 

 

This guide provides information on the installation of a NETLAB+ system.  The 

NETLAB+ product line includes NETLAB Academy Edition
®
 and NETLAB Professional 

Edition
®
 server appliances.  This install guide should be used to setup a NETLABAE or 

NETLABPE server.  

 

 
1.1 Planning 
 

Before setting up your NETLAB+ server, you should review the NETLAB+ System 

Overview documentation.  The overview explains NETLAB+ basic concepts and how all 

of the components fit together. 

 

NETLAB+ has some connectivity requirements that may influence the placement of the 

server on your network and the ports that are opened in your firewall.  It may be 

necessary to work with your network administrators.  To assist you in this task, we have 

prepared a white paper designed specifically for network and firewall administrators: 

 

Detailed firewall connectivity requirements are explained in the CSS, Connectivity and 

Firewall Considerations white paper: 

http://www.netdevgroup.com/netlab-css-connect.htm 

 

The NETLAB+ server can best be described as a proxy server.  All connections to lab 

equipment are proxied through the NETLAB+.  No connections are allowed unless the 

user is attending an active lab reservation.  Because all connections are proxied (not 

routed), you only have to open one IP address and two TCP ports to provide access to 

NETLAB+ and the lab equipment behind it. 

 

 
1.2 Interfaces 
 

NETLAB+ has two Ethernet network interfaces.  

 

 The outside interface (Ethernet 0) attaches to your network and faces your users.   

 

 The inside interface (Ethernet 1) attaches to a NETLAB+ control switch and faces 

your lab equipment and various control devices. 

 

http://www.netdevgroup.com/netlab-css-connect.htm
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1.3 Outside IP Address 

 

You must allocate a static IP address for the outside interface.  This address can be 

globally routable, or a private (RFC 1918) address.  The serverôs default gateway will 

also be on the same network as the outside interface. 

 

NETLAB+ does not support DHCP or BOOTP. 

 

 
1.4 Inside IP Addresses 
 

You do not allocate or configure IP addresses on the inside interface. 

 

NETLAB+ automatically binds two IP addresses on the inside interface: 169.254.1.1/24 

and 169.254.0.254/24.  Other IP addresses used in the 169.254 range are predetermined 

and assigned to control devices and remote PCs.  The network 169.254.0.0/16 is the 

IANA reserved block called LINKLOCAL.  IP addresses in this range are not globally 

routable.  This IP range has been chosen to avoid conflict with RFC1918 addresses that 

you may be using in your network 

 

 
1.5 Network Address Translation 
 

NETLAB+ supports static NAT.  You can assign a fixed IP address for the NETLAB+ 

server on the outside of your firewall, then define a static translation to the IP address 

assigned to the NETLAB+ outside interface.   

 

Port Address Translation (PAT) is not supported. 

 

 
1.6 Ports and Firewall Requirements 
 

NETLAB+ only requires one IP address and three inbound TCP ports for all inbound 

connections.  NETLAB+ also initiates outbound traffic on ports that are normally open. 

 

Inbound Port Requirements 

TCP 80 Provides HTTP access to the NETLAB+ web interface. 

TCP 23 
(or selected 
alternate(s)) 

Factory default setting which provides Telnet and VNC for proxied connections to 
lab equipment.  Proxy servers are not supported ï this port must be open, or a 
different remote access port number (or list of port numbers) must be selected.  
Please refer to section 2.9. 

TCP 22 
Provides SSH for NDG technical support only.  In lieu of SSH, this function can 
also be performed over Telnet by special arrangement. 
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Outbound Port Requirements 

TCP 80 
Provides HTTP access to NETLAB+ôs central support services (time, status, 
backup, software upgrades).  See 1.7 for information about proxy servers. 

UDP 53 
Provides DNS lookups.  You do not have to open UDP 53 in the firewall if you 
configure NETLAB+ to use a local DNS inside the firewall. 

SMTP 25 
Provides SMTP outbound mail.  You do not have to open TCP 25 in the firewall if 
you configure NETLAB+ to use a local SMTP mail server inside the firewall. 

PING 
NETLAB+ uses ICMP echo for some diagnostic tests, although this is not critical 
to its operation. 

 

 
1.7 Outbound HTTP and HTTP Proxy Servers 
 

NETLAB+  makes outbound HTTP connections associated with support functions.  These 

functions are essential to NETLAB+.  It is highly recommended that you open TCP port 

80 outbound for the NETLAB+ server.  Some networks redirect outgoing HTTP requests 

to a proxy server.  The proxy can be transparent or may require manual client 

configuration.  A NETLAB+ configuration setting is provided for manual configuration of 

a HTTP proxy server.  You only need to configure this if (1) you are using a proxy 

server, and (2) the proxy server is not transparent. 

  

Although NETLAB+ provides an HTTP proxy server setting, it will only work with 

proxies that do not interfere with HTTP.  NDG cannot provide support for problems 

caused by proxy servers. 

 

 
1.8 Power Requirements 
 

Determine your overall power requirement by adding up the power requirements for each 

device in your NETLAB+ installation.  A dedicated circuit is recommended for your 

installation.  Additional circuits may be required for very large NETLAB+ installations.   

Some of the lab devices in your installation will use switched outlets provided by your 

APC Switched Rack PDUs (or other supported models).  The NETLAB+ server, 

standalone PCs, and control devices should connect to un-switched, surge protected 

outlets. 

 

Do not connect the NETLAB+ server, control devices, or remote PCs to switched outlet 

devices (APCs).  This may cause your system to become temporarily inoperable.  Even 

though a switched outlet may be unassigned and turned on, these outlets may be turned 

off during certain events.  
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2 Installing the NETLAB+ Server 

 

This section of the Installation Guide describes, step by step, how to install a NETLAB+ 

server. 

 

 
2.1 Unpack the NETLAB+ Server 

 

Carefully unpack your NETLAB+ server and save all boxes and packing materials.  You 

should also review any safety notices and other reference material that has been packaged 

with your server. 

 

 
2.2 Hardware Appendices 
 

The appendices at the end of this document contain hardware-specific information.  The 

appendix for your server will provide rack mounting information.  It will also describe 

how to connect to the menu-driven console in order to perform IP configuration. 

 

Refer the appendix section appropriate for your server:  

 

Á Sun LX 50 Server:  See Appendix A. 

 

Á IBM xSeries 305 :See Appendix B. 

 

Á IBM xSeries 306: See Appendix C. 
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2.3 Rack Mounting 
 

Your NETLAB+ server can be rack mounted.  The appendix for your hardware will have 

specific instructions for rack mounting your server.  You should mount your server in a 

rack in a way that will provide for maximum expansion of your installation. 

 

 
2.4 Connect Server to Outside Network 
 

Connect the NETLAB+ server outside interface to your network.  Referring to the printed 

label on your server, make sure the cable is connected to Ethernet 0.  Ethernet 1 will be 

connected later in the installation. 

 

Ethernet 0 should connect to a functional 10/100 port on your LAN.  When the server is 

on, the link lights should remain illuminated on both Ethernet 0 and your LAN switch 

port.  

 

The IBM link lights do not come on unless the Ethernet network connection is 1 Gbps 

(see the appendix for server-specific information). 

 

 
2.5 Choose a Console Access Method 
 

To perform basic IP configuration, you will need to connect to the NETLAB+ console 

interface.  There are two acceptable ways to do this: 

 

1) Connect a VGA monitor and keyboard to the designated ports on your system.  

This method is preferred because you are able to observe the server when it is 

booting.  Connect the monitor and keyboard before powering on the server. 

 

2) Establish a serial port connection from another PC, laptop, or terminal using the 

serverôs built-in serial port and communications software (such as Hyper 

Terminal).  The serial port does not become active until the server has booted.  

The appendix specific to your server hardware contains the correct serial port 

settings. 
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2.6 Connect Server to Power Source 
 

Connect the power cord of the NETLAB+ server to an un-switched, surge-protected 

outlet.  Do not connect it to a switched outlet (APC device).  A printed label has been 

placed on the top of the NETLAB+ server to help identify the power and reset buttons.  

You may need to remove the front cover to access these buttons.  Remember to replace 

the front cover after the unit has been powered on.  Find the power button or switch for 

your NETLAB+ server and power on the unit. 

 

To reduce the risk of accidental data loss, follow the warnings on the printed label.  

Always perform a graceful shutdown from the system console or administrator web 

interface before powering down the server.  Similarly, these interfaces should be used to 

perform a reboot.  Pressing the reset button on the front panel will NOT perform a 

graceful reboot and should be avoided. 

 

 
2.7 Access the System Console 
 

Initial server configuration tasks are performed using a menu-driven console interface.  

These tasks establish necessary IP connectivity prior to using the web-based 

administrator interface. 

 

Connect to the console using either method described in section 2.5.  If you are using a 

serial connection, the console will not respond until the server has booted.  Press the 

ENTER key.  When asked if you want to login, respond Yes.  You will be prompted to 

enter the administratorôs password.  The system default administrator password is netlab. 
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Each menu item has a hot-key identified by brackets. 
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2.8 IP Configuration 
 

 As discussed previously in the previous section, the NETLAB+ server will require a static IP 

address.  If you are using Network Address Translation (NAT) at your site, you will need to 

allocate a unique external IP address to NETLAB+ and open a static mapping between the 

external and internal NETLAB+ IP addresses. 

 

You must assign a unique static IP address.  

 

Enter ñIò to access the NETLAB+ IP Configuration menu and begin IP Configuration of the 

server. 

  

 
 

Any Current Values will be displayed.  Any new values configured during your session will be 

displayed in the New Value column.  The values will be applied once you choose [X] Exit to 

save and apply the new values. 

  

Choose [I] to configure the IP address you will use at your site.  This IP address must be 

compatible with your LAN network address space.  At the prompt, enter the IP address in 

dotted decimal format. 
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Next, enter values for the subnet mask and default gateway.  The default gateway address must 

be on the same network as the IP address and subnet mask you assign. 

 

 
 

  

A Domain Name Server (DNS) provides host name to IP address resolution.  Enter the IP 

address of the primary and backup DNS servers.  You are required to enter a primary DNS.  

The backup, or secondary DNS, is optional but highly recommended.  
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Proceed to the next section if you would like to define remote access ports to use in place of 

the default remote access port selection, port 23. 

 

Otherwise, in order to complete the configuration process you must select [X] Exit to save the 

newly configured values for your server.  Once the new values have been saved, you should 

run a [T] Network Test. Details of the Outbound Firewall Test are discussed in the section 

2.10. 

 

 
  


