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1 Introduction 

 
NETLAB+ is an Internet based network lab for instructor led training developed by Network 
Development Group, Inc. NETLAB+ allows organizations to use the power of the Internet to 
teach students by facilitating direct interaction with real network equipment.  Students 
throughout the world have real-time access to the equipment in a training environment that 
is easy to manage and allows students and instructors to share connections simultaneously to 
the same equipment. 
 
The NETLAB+ system is delivered as a network appliance and requires no customer 
knowledge of UNIX, web server software, or other system administration functions.  
 
The administrative tasks detailed in this guide are performed through two types of 
interfaces: 
 
 System Console:  Menu driven interface used to establish basic connectivity. 
  
 Web Interface:  Almost all administrative tasks are performed through the web-  
 based interface.  Tasks performed using the web-based interface include viewing 
 logs and alerts, performing system maintenance, management of administrator 
 and instructor accounts and equipment configuration. 
 

TCP/IP configuration must be performed from the system console to provide basic 
network connectivity in order to access the Web-based interface.  Please refer to the 
Installation Guide or Appendix A of this document for information on console 
configuration. 

 
. 
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2 Using the Web Interface 

 
The web-based interface allows the administrator to monitor and maintain the NETLAB+ 
server and devices.  This interface is accessible to the administrator.  In order to use the 
Web-based Interface, several basic installation tasks must be performed (See the 
Installing the NETLAB+ Server section of the NETLAB+ Installation Guide).  To access the 
login page, direct a browser to the IP address of the NETLAB+ server. 
 
Enter administrator and the factory default password, netlab. 
 
Username:  administrator 
 
Password:  netlab 
 

The password must be changed during the initial login by the administrator.  Usernames 
and passwords are case-sensitive.  Please record your new password in a safe place.  
Changing the password is strongly recommended. 
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After successful login, the Administration page will be displayed.  The administrative 
functions include displaying various logs and alerts, performing system and 
configuration tasks and diagnostic tests.  Select any task by clicking on the icon or the 
function name. 
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2.1 Remote Access Test 

 
A Remote Access Test is performed during each user login.  The purpose of the test is to 
attempt to establish an outbound TCP connection.  This connection is necessary for 
remote device access, and remote PC access and access to chat functions (chat 
functions will be available in a future software release).   
 
This test will fail if a connection using the TCP port(s) defined by the NETLAB+ 
administrator cannot be established.  
 

 
 
 
In this example, the Remote Access Test failed when inǎǘǊǳŎǘƻǊ άƧŀƴŜŘƻŜέ ƭƻƎƎŜŘ ƛƴΦ   
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NETLAB+ now allows the administrator to define the Remote Access Port (or list of 
ports) that may be used in place of the factory default, port 23.  
 
It is critical that the ports specified are opened in the site firewall, or the client may 
experience delays and/or port test failures during user login. 
 
Please see the Remote Access Ports section of the NETLAB+ Installation Guide. 

 
There are several reasons why the Remote Access Test may fail: 
 
1) Personal Firewall settings on your computer:  The personal firewall software on your 
computer may be set by default to prohibit the port connection.  This issue is routinely 
resolved by selecting to allow the connection when prompted by a pop-up window from 
your personal firewall software.   
 
2) Security policy at your current location: It is possible that local security policy does 
not allow outbound access using the port(s) chosen by the NETLAB+ administrator.  This 
is the most likely diagnosis if you are able to successfully access the system from 
another location. 
 
3) Ports have not been opened in the site firewall: As part of the installation process, 
you must be certain to open the ports in the site firewall that have been designated 
available for outbound client connections.  This is only likely to be the problem if all 
users are unable to establish a connection. 
 

 
 
 
Use the ά¢Ǌȅ !Ǝŀƛƴέ option if you wish to repeat the test after adjusting your personal 
firewall settings.  You may select ά{ƪƛǇ ¢Ŝǎǘέ if you prefer to proceed to your MyNETLAB 
page without resolving the issue at this time.  You will not have remote device access, 
remote PC access or chat functions (chat functions will be available in a future software 
release). 
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2.2 Maintenance Reminder 

 
For your convenience, your NETLAB+ system displays the status of your system 
maintenance agreement.  The maintenance fee covers the cost of technical support and 
software updates. 
 
The last day of your current maintenance agreement is displayed in the upper right-
hand corner main page when logged in to the administrator account.  This notice will be 
displayed in green until 60 days before the maintenance end date.  The status message 
will then change from green to yellow.  You can review your renewal options by 
selecting the How to Renew link. 
 

 
 

If your maintenance agreement is not renewed by the maintenance end date, the 
notification message color will change from yellow to red.  You are strongly encouraged 
to make immediate arrangements to continue maintenance to avoid any disruption of 
services. 

 
You may find it helpful to enable the display of the maintenance reminder to instructors 
who use the system on a regular basis.  This is recommended particularly if you do not 
log into the administrator account frequently.  As the Administrator, you may enable 
the display of the maintenance notification for an instructor by editing the instructor 
account information as shown in section 2.15.2. 
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2.3 Administrative Alerts 

 
The status of system events, such as software upgrades are detailed in 
the Alert log.  The alerts that are tracked by NETLAB+ can be used by the 
administrator or central support team as needed, to track user access 
and server processes to aid in troubleshooting or device configuration.   
 

The log is generated by NETLAB+ automatically.  Events and errors are dated and time-
stamped.  The interface includes an option to delete some or all of the alert entries. 
 
2.4 NETLAB+ Event Log  

 
The NETLAB+ Event Log contains entries for each event occurring in the 
NETLAB+ system, including changes to system configuration, user logins, 
user authentication issues, automated processes, creation and deletion 
of accounts and classes.  The events that are tracked by NETLAB+ can be 
used by the administrator or central support team as needed.  

 
The log is generated by NETLAB+ automatically.  Events and errors are dated and time-
stamped.  You may select the time-period of events to view. 
 

 Select to display the log. 
 

 Select to return to previous screen. 
 

 
 
 
All events are dated and time-stamped. 
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2.5 Web Server Access Log 

 
The NETLAB+ Web Server Access Log lists a dated and time-stamped 
entry for each web server action.  When troubleshooting, the log entries 
may be helpful to determine if a user is making contact with the web 
server.  The file can also be used by the Technical Support Team to 
diagnose any web server problems.  Similar to the NETLAB+ Event Log, 

you may select the time-period of entries to view. 
 

 
 
 
All entries are dated and time-stamped. 
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2.6 Web Server Error Log 

 
The NETLAB+ Web Server Error Log lists a date and time-stamped entry 
for each web server error.  While the Web Server Access logs contain 
entries for all events, the Error Log contains entries for errors only.  
When troubleshooting, the file can be used to diagnose any web server 
problems.  Similar to the NETLAB+ Access Log, you may select the time-

period of entries to view. 
. 
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All entries are dated and time-stamped. 
 

 
 
 
2.7 Backup Status 

 
NETLAB+ Central Services stores backup files of the data necessary to 
rebuild your NETLAB+ system, to be used only in the case of a 
catastrophic event such as system disk failure.  The NETLAB+ system 
performs system backups transparently, by selecting Backup Service (see 

section 2.10).  If no backup files are listed on this page, data files are not being backed-
up to the Central Support Site.  Backups will not occur if Backup Service has been 
disabled on the Configure Services page. 
                                                                                                                                                        
Up to five backup files will be stored, with the newest files replacing the oldest files. 
  

These backups are used only to restore a non-functioning system, not to restore 
accidentally deleted student or class information.  At this time, due to data integrity 
issues, NETLAB+ has no facility to restore accidentally deleted student or class 
information. 

 

Central Support Services (CSS) are required for backup services to operate.  If your 
system is not communicating with the NDG CSS support server, your system will not be 
backed-up (see section 2.10). 

  

 Select to return to the previous page. 
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2.8 Shutdown NETLAB+ 

 
Using the Shutdown NETLAB+ function, the administrator can perform a 
graceful shutdown of the NETLAB+ server.  Do not shutdown the NETLAB+ 
server using the power switch, since this may cause data integrity 
problems by forcing processes to suspend abruptly. 

 

Once the system is shut ŘƻǿƴΣ ƛǘ Ŏŀƴƴƻǘ ōŜ ōǊƻǳƎƘǘ ōŀŎƪ ǳǇ ǘƘǊƻǳƎƘ ǘƘŜ ŀŘƳƛƴƛǎǘǊŀǘƻǊΩǎ 
interface, since the server will not be operating and the interface will not be available 
through a browser.  To restore operation, it will be necessary to press the reset button 
or cycle the power switch on the NETLAB+ server. 
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2.9 Reboot NETLAB+  

 
Use this task to reboot the NETLAB+ server.  Performing the reboot 
procedure does not require a physical power up to restore the system, 
but bear in mind that the administrator will be disconnected from the 
server during the reboot and will need to login again when the reboot 

has completed.  The reboot process will cause any users connected to the NETLAB+ 
server to be disconnected. 
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2.10 Configure Services  

 
The Configure Services page allows the administrator to configure 
several services to run automatically.  These services are available to all 
NETLAB+ systems with a current support agreement with the 
NETWORK DEVELOPMENT GROUP, Incorporated.  If Backup Service, 
Software Update Service, and Time Service are enabled, your NETLAB+ 

database will be automatically backed up, software upgrades will be installed, and the 
system clock will be updated daily  These services are enabled by default.  You must 
select Update Settings at the bottom of the page to save any changes made to these 
settings. 
 

It is strongly recommended that these services remain enabled. 

 

 
 
The Technical Support Over Remote Access Ports Service is used for troubleshooting 
only, and should only be enabled at the suggestion of the product vendor. 
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The NETLAB+ license agreement requires the system to have Internet connectivity and 
access to the NETLAB+ Central Server Center.  In order to meet this license requirement, 
NETLAB+ must be able to send outbound HTTP requests through the Internet to a 
central server using the HTTP protocol.   
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More information on NETLAB+ Central Support Services is available at this address:  
http://www.netdevgroup.com/netlab-css-connect.htm 

 
Also available on the Configure Services page, the HTTP Proxy section allows the 
administrator to enter an IP address and TCP port number of a non-transparent proxy server, 
if one is used on the network.  These values are only required for proxy servers that are non-
transparent.  If the proxy server at your site does not require manual client configuration, the 
fields should be left blank.  If changes are made to the proxy server settings, click the Update 
Settings button to apply the new values. 
 
NETLAB+ may not function properly with every proxy server.  It may be necessary to find 
an alternate location for the NETLAB+ server within your network 
 

 
 
NETLAB+ performs SMTP services to deliver email as part of the configurable services 
offered to administrators and instructors.  The administrator may also enter the IP 
address for an alternate SMTP mail server, if needed.  Some mail servers only allow mail 
from designated servers.  Using an alternate SMTP mail server has not been tested for 
all configurations or servers.   
 

 
 

  Select to save any changes made on this page. 

http://www.netdevgroup.com/netlab-css-connect.htm
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2.11 Software Updates  

 
The administrator may use this function to manually check for an 
updated software version and perform an upgrade.  This is accomplished 
by first selecting the Check Availability option.  The NETLAB+ system will 
query the Central Support System to see if an update is available and 
display an informational message indicating whether an update is 

available.  If an updated version is available, you may select Perform Upgrade Now to 
perform the update. 
 

 
 
 
If the administrator wishes to perform all software updates manually, the Software 
Upgrade Service (see 2.10) can be disabled.  A link to these services is provided on the 
page. 
 

It is recommended that the Software Update Service be enabled rather than performing 
manual updates.  (See 2.10). 
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2.12 Set Date/Time 

 
The administrator may use this function to display the currently 
configured date and time.  This information is displayed in UTC format.  
Allowing the NETLAB+ server to configure the date and time through 
Central Services makes certain that the NETLAB+ server maintains 
accurate time settings.  

 
To perform manual date adjustment the administrator must first disable the Time 
Service (see 2.10).  A link to these services is provided on the page. 
 

 
 
 
If the Time Service has been disabled, the Set Date/Time page will display a form 
allowing you change the system date and time manually. 
 

It is recommended that the Time Service be enabled rather than setting the clock 
manually (see 2.10). 
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2.13 Administrator Profile 

 
Selecting this function will display a form allowing the administrator to change the 

contact information for both the business and technical contacts for the 
NETLAB+ system.  The Administrator will be prompted to update this 
information during the initial login to the system, and subsequent 90-day 
intervals.  Keeping this information updated will enable NDG to contact 

the appropriate parties quickly should any issues arise. 
 
The information includes Contact Name, E-mail Address, Phone Number and AOL 
Instant Messenger ID for both business and technical contacts.  There is an option to 
receive NETLAB+ system alerts by E-mail.  Selecting to receive NETLAB+ News allows 
NDG to send general announcements (such as version upgrade notifications) to the 
specified E-mail address.  We recommend that you enable this option so we can keep 
you informed of new features. 
 

 
 
 
Select Update Contact Info to open the update screen to make any changes to the 
profile information. 
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2.13.1 Change Administrator Password 

 
The administrator may elect to change his password by selecting Change Admin 
Password on the administrator profile page.  See section 2.13.  The Change Password 
screen will also be displayed during the initial login into the administrator account, 
changing the password during the initial login is mandatory.   
 
To change the administrator password, enter the current password, and the new 
password.  The new password must then be retyped.  Select OK to change the 
password. 
 

Usernames and Passwords are case-sensitive. 

 
Passwords must meet the following requirements: 
Not found in the English dictionary and not too simple 
Between 7 and 16 ASCII characters 
Contain both numbers and letters 
 
An error message will be displayed if the new password does not meet these 
requirements.  
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2.14 Manage Communities 
 

 A community is a distinct group of instructors, students, and classes.  
Instructors may only manage students and classes within their own 
community (unless they are granted system-wide privileges by the 
administrator).  See section 2.15.2.1 for information on instructor 

privileges.  Each community reflects a separate autonomous group using the NETLAB+ 
system.  There is no sharing of accounts or class records between communities.  

The ability to support multiple communities on NETLAB+ is designed to facilitate the 
sharing of a NETLAB+ system among several different groups (schools, institutions 
academies, etc.).  Blocks of time on equipment pods may be allocated by community to 
ensure that each community receives a predetermined share of lab resources. 

For NETLABAE, each Academy using your system should be defined as a community.  If 
the system is being used by a single Academy, the default community assignment 
should be used. 
 
Multiple communities are optional.  Keep in mind that each instructor, student and class 
can belong to only one community.  If you do not wish to use communities, all of your 
accounts and classes must reside in the default community. 
 
 

 

Administrator

System
Leader(s)

Community
Leader(s)

Community
Leader(s)

Community
Leader(s)

Instructor(s)

Students

Classes

Instructor(s)

Students

Classes

Instructor(s)

Students

Classes

Default Community

Community A

Community B
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2.14.1 Add New Communities 
 

Only the NETLAB+ system administrator may add new communities to the system. 
 

 
 

Select Add Community to display the Add Community page. 

 

 

Enter information and change default settings as needed for the fields on the page.  
Descriptions of each field may be displayed by selecting show help tips. 
 

 Community ID:  A numeric identifier for this community.  This value determines 
the order in which this community is displayed in the community list.  You may 
accept the default, or select a different number.  Other communities will be 
renumbered relative to your selection. 
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 Name:  A name for this community. 
 

 Account Logins: Enable or disable logins by users in this community. 
 

 Maximum Length of Reservations: The maximum length of time a reservation 
can be scheduled by an individual student or team.  This setting does not restrict 
reservations made by instructors.  Instructors can establish lower (more 
restrictive) maximums for a class by setting a lower number for Preferred 
Maximum Length of Reservation in the class settings (see section 2.16.1).  
Instructors cannot establish higher (less restrictive) maximums for a class than 
this community maximum, which is enforced for all classes within the 
community. 

 

 Minimum Time Between Reservations: The minimum time that must elapse 
before an individual student or team in a class can make successive reservations.  
This setting does not restrict reservations made by instructors.  Instructors can 
define higher (more restrictive) minimums for a class by setting a higher number 
for Preferred Minimum Time Between Reservations in the class settings (see 
section 2.16.1).  Instructors cannot establish lower (less restrictive) minimums 
than this community minimum, which is enforced for all classes within the 
community. 

 

 Welcome Message: You may set a welcome message that appears on top of the 
MyNETLAB page for all users in the community.  You may apply NETLAB+ 
embedded markup (see section 2.17) to the text.   

 

 News and Announcements: This information will appear on top of the 
MyNETLAB page, below the welcome message for all users of the community.  
You may apply NETLAB+ embedded markup (see section 2.17) to the text.   

 
 

If you set Welcome and/or News and Announcement banners for a community, users in 
the community will see these banners instead of the ones set for the entire system (see 
sections 2.17.6 and 2.17.7). 

 
After entering information into the fields on the page, select OK to add the community 
to the system. 
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2.14.2 Edit Community Records 

 

To edit a community record, select the  button to the left of the community ID and 
name.  The community record will be displayed. 
 

 
 

Select the  button to edit any of the fields in the community record. 
The edit screen will be displayed. 
 

 
 
Descriptions of each field (see section 2.14.2) may be displayed by selecting show help 
tips, in the lower right-hand corner of the page. 

Select  to save changes to the record.   
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2.14.3 Delete Community Records 

To delete a community record, select the  button to the left of the community ID 
and name.  The community record will be displayed. 
 

 
 
 

Select the  button to delete the community record. 
A confirmation screen will be displayed. 
 

 
 
 

You must select  to confirm that you wish to delete the record. 
 

All classes and accounts for the community must be deleted prior to deleting a 
community record.  See sections 2.15.3 and 2.16.7 for details on deleting classes and 
accounts. 
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2.15 Manage Accounts 

 
This function is used to add, delete, and modify account information for 
both student and instructor accounts.  At least one instructor account 
must be setup by the NETLAB+ Administrator in order to access the 
scheduler for lab reservations.  A student account should be created for 

each student to allow them to participate in labs as part of an instructor-led session, a 
team session, or an individual reservation. 
 
As the NETLAB+ Administrator, you may manage accounts for any community.  You may 
also allow instructors to manage accounts for all communities by granting them system-
wide privileges (see section 2.15.2.1 ). 
 
Manage Accounts functions include adding new accounts to the system (see section 
2.15.1) and making modifications to existing accounts after selecting them via the 
account search function (see section 2.15.2). 
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2.15.1 Add Accounts 
 

An account should be created for each user to allow them to participate in labs as part 
of an instructor-led session, a team session, or an individual reservation.   

 

To add instructor and/or student accounts to the system, select the community from 
the drop-down community box on the Account Search page.  Simply accept the default 
selection for community if your system has only one community. 
 

 
 
 

Select the  button to display the add accounts screen.   
 
 
As the NETLAB+ Administrator, you may add both instructor and student accounts.  
Instructors may also add new accounts; depending on the privilege setting of their 
account (see section 2.15.2.1) 
 
Assign an initial password to the accounts by entering a value for initial password.  The 
account users will be required to change this password during their initial login. 
 
Passwords must meet the following requirements: 
 

 Not found in the dictionary and not too simple 

 Between 7 and 16 characters 

 Contain both numbers and letters 
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Specify account information for each user account: 
 

 NETLAB+ User ID:  A user ID that will be used to log in to the NETLAB+ system.  
May contain up to 16 ASCII alphanumeric characters, and the underscore "_" 
character.  Alphanumeric characters include A-Z, a-z, 0-9.  The specified ID must 
be unique to the NETLAB+ system.  You may wish to establish standards for 
account creation.  The User ID is case sensitive.  No duplicate User Ids are 
permitted.   

 

 Name:  The name of the user.  It is recommended that you use Last name, First 
name format if you wish to view names in alphabetical order within a class 
roster. 

 

 Account Type:  The account type, student or instructor must be selected for 
each account.  Once an instructor record is created, the instructor may be 
assigned as a lead instructor for a class or may join a class as a learner.  A class 
may contain one or more lead instructors (trainers).  All other users in the roster 
(who are not leads) are learners (see section 2.16.3). 

 

 E-mail Address: Any valid e-mail address associated with the account.  Entering 
an email address is optional, account users will be prompted to add/update their 
email address and time zone information when they initially log in to their 
account. 
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Select   at the bottom of the page to add the new accounts to the system.  
A confirmation screen will indicate that the accounts have been successfully added. 
 
 

 
 
 
You have the option to assign the newly entered accounts immediately to a class by 
selecting the Add These Accounts to a Class button (see section 2.16.3).  Select LΩƳ 
Done if you prefer to assign the accounts to a class roster at a later time. 
 
 
2.15.2 Edit Accounts 

 
As the NETLAB+ administrator, you may edit information in any instructor or student 
account in any community.  You may also grant system-wide instructor privileges to 
allow an instructor to manage accounts in any community.  Granting an instructor 
community-wide privileges will allow the instructor to manage student and instructor 
accounts within their community.  Instructors with normal privileges can only manage 
student accounts within their own community.  See section 2.15.2.1.   
 
You may also enable the maintenance reminder message for an instructor account as 
described in this section below. 
 
To edit accounts, use the account search function to locate the record(s) you wish to 
edit. 
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You may select a community, an account type, and/or a full or partial User Id or name to 
narrow down your selections. 
 

 
 
 
The results of your search query will be displayed in a list.  
 

 
 
 
Select an account by clicking on the User Id.  The account page for the record will be 
displayed.  
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To proceed to the edit page for this account, select the Edit button. 
The account edit page may be used to modify the account name, email address and to 
enable and disable account logins.  When account logins are disabled, the user will not 
be able to login to the NETLAB+ system. 
 
For instructor accounts, account privileges may be modified.  In this example, instructor 
Jane Doe has been granted system-wide privileges.  (See section 2.15.2.1) 
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Another option that may only be updated by the administrator is enabling the display of 
the maintenance renewal reminder.  Enabling this reminder for instructors who use the 
system on a regular basis is recommended, particularly if you do not log into the 
administrator account frequently.   
 

 
 
 
Select Update to save changes to the account record. 
 
The renewal reminder will be displayed in the upper right-hand corner of the main page 
of the instructor account if the option to show the renewal reminder is selected.  Please 
see section 2.2 for more information. 
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2.15.2.1 Modify Instructor Privileges 

 
As the NETLAB+ administrator, you may edit information for any instructor or student 
account in any community.  If you have multiple communities on your NETLAB+ system, 
you may wish to grant system-wide privileges to an instructor (see section 2.15.2 for an 
example) to allow the instructor to act as a System Leader.  This will allow the instructor 
to manage accounts and classes in any community without accessing the administrator 
account.   
 
Granting an instructor community-wide privileges will allow an instructor to act as a 
Community Leader, able to manage both student and instructor accounts within their 
own community.  Instructors with normal privileges (the default) can only manage 
student accounts within their own community. 
 
 

 
 
 

Only the NETLAB+ administrator can grant community-wide or system-wide privilege to 
an instructor account. 

Administrator

System
Leader(s)

Community
Leader(s)

Community
Leader(s)

Community
Leader(s)

Instructor(s)

Students

Classes

Instructor(s)

Students

Classes

Instructor(s)

Students

Classes

Default Community

Community A

Community B
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2.15.3 Delete Accounts 

 
Use the account search page to search for and select a record (see section 2.15) 
that you wish to delete.  Keep in mind that accounts may be assigned to multiple 
classes, rather than being bound to a specific class as in previous versions of NETLAB+.  
 
 If the accounts are for students who will continue to use your NETLAB+ system in other 
classes, you can keep the accounts and add them to the class roster of other classes as 
needed (see section 2.16.3) 
 

 
 
 
Select the Delete button.  The page will indicate if the selected account is eligible for 
deletion.  Eligibility for deletion is dependent upon the privilege level of the user 
performing the deletion (see section 2.15.2.1).  The NETLAB+ administrator may delete 
any account, in any community. 
 

 
 
Select Yes to proceed with the account deletion.  
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The account delete function may also be performed as an action on multiple accounts, 
see section 2.15.5. 
 
2.15.4 Reset Account Passwords 

 
It may be necessary to reset an account password if a user has lost or forgotten their 
current password.  You may use the reset password function.  Upon initial login, the 
user will be required to change the password. 
 
Use the account search page to search for and select a record (see section 2.15). 
 

 
 
 
Select the Reset Password button to display the password reset screen.  Enter the new 
password for the account.  
 
Passwords must meet the following requirements: 
 
Not found in the dictionary and not too simple 
Between 7 and 16 characters 
Contain both numbers and letters 



 

    
NETLAB+ Administrator Guide                                                                                                                                            www.netdevgroup.com 
 

  
5/13/09            Page 40 of 198 

 
 
 
A confirmation message will be displayed. 
 

 
 
 
The password reset function may also be performed as an action on multiple accounts, 
see section 2.15.5. 
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2.15.5 Performing Actions On Multiple Accounts 

 
Several account functions may be performed on multiple records at one time.   
Here, we select all accounts for XYZ Technical College. 
 

 
 
 
A list of all the instructor and student accounts is displayed.  To the right of each 
account in the list is a selection box.  To perform an action on multiple records, you may 
select individual records, or use the Select All and Unselect All buttons as needed. 
 

 
 
 
Selecting the Add to Class Roster action will allow you to assign the selected accounts to 
a class (see section 2.16.3).  You may also reset the password (see section 2.15.4) of the 
selected accounts or delete the account records (see section 2.15.3).  



 

    
NETLAB+ Administrator Guide                                                                                                                                            www.netdevgroup.com 
 

  
5/13/09            Page 42 of 198 

2.16 Manage Classes 
 

The Class Manager is used to manage classes and rosters.  Information for 
each class using the system must be entered into the Class Manager.  As 
the NETLAB+ administrator, you may manage classes for all the 
communities you have added to your NETLAB+ system.  You may grant 

system-wide and community-wide privileges to instructor accounts as appropriate (see 
section 2.15.2.1) to allow instructors to manage classes.  
 
A list of the classes that have been entered for the selected community will be 
displayed.  Classes are listed with the start date of the class (if any), the class name, lead 
instructor, class type, number enrolled, and end date.  
 

 
 

 
2.16.1 Add Classes 

 

To add a class to the system, select the  button at the bottom of the 
Class Manager page and enter the class information into the form.  The Class Name field 
is required; other fields may be filled out now, or later through the Edit Class function 
(see section 2.16.2). 
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Class Edit/Add Field Descriptions 
 

 Class Name:  The name of the class must be unique on the NETLAB+ system.  
 

 Lead Instructor(s):  Instructors who are trainers in this class.  Only lead instructors can 
schedule instructor-led lab reservations for a class.  Lead instructors may schedule 
instructor-led lab reservations for this class.  A lead instructor may also join any 
student or team reservations in progress that are associated with the class. 

 

 Global Labs: Select lab exercises and content that can be accessed by users in the class 
roster.  This also affects the pod types that users can access.  This setting does NOT 
control access to curriculum.  Global labs are available to all instructors on the system 
(if authorized by the administrator). 

 

 Private Labs:  Private labs are available only to the original installer.  If you have 
created lab designs using the Lab Designer, they will be available for selection in this 
section.  Please refer the NETLAB+ Lab Design Guide for details. 

 

 Starting Date:  An optional starting date for the class.  New pod reservations for this 
class may not be made before this date.  

 
Note:  If this date is, changed later, existing equipment resource reservations are not 
affected.  

 

 Ending Date:  An optional ending date for the class.  New pod reservations for this 
class (student or instructor) may not be made after this date.   

 
Note:  If this date is changed later, existing lab reservations are not affected.  

 

 Self Study Lab Access 
 

Individuals: If selected, individual users in the roster can schedule lab reservations. 
 

Teams: Enabling this option allows learners to work in groups for self-study lab 
reservations and share access to equipment at the same time.  Before enabling this 
option, place each user in the roster into the desired team (A to Z).  
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 Predetermined Lab Time Limits 
 

Enforce lab author's time limits (if any): When a lab author specifies a time limit 
for a lab exercise, NETLAB+ will always use this limit to determine the length of 
an individual or team reservation.  When a lab time limit is enforced, the 
Maximum Length of Reservation setting (described below) will have no affect on 
the reservation length.  The time limit is only imposed upon learners making 
their own individual or team reservations.  Individual or team reservations 
created by the lead instructor on behalf of individual learners or teams in the 
class are not restricted by the lab autƘƻǊΩǎ ǘƛƳŜ ƭƛƳƛǘΦ 

Do not enforce lab author's time limits: NETLAB+ will disregard any time limits 
set by lab authors.  Individuals and teams may determine how much time is 
allocated for any lab, up to the Maximum Length of Reservation setting (see 
below). 

 Preferred Maximum Length of Reservation:  Sets the maximum length (in hours) of an 
individual or team lab reservation.  Lab exercises can also have a time limit.  The lower 
of the two times is used.  The maximum time lengths of lab reservations for all classes 
within a community are subject to community maximums, if a community maximum 
has been set (see section 0).  You may not establish a higher (less restrictive) 
maximum for the class; it will not override the community maximum. 

 A lower (more restrictive) maximum time length for the class may be enforced by 
setting a value that is lower than the community maximum. 

 
Note: Lead instructors and instructor-led reservations are not bound by this 
restriction.  

 

 Preferred Minimum Time Between Reservations:  Sets the minimum amount of time 
between successive reservations made by an individual or team.  This setting can be 
used to prevent excessive scheduling of labs.  For example, a setting of 48 hours 
prevents the same individual or team from scheduling lab exercises less than 48 hours 
apart.  The default value, no limit will allow a student or team to make unlimited 
reservations.  The minimum time between reservations for all classes within a 
community is subject to community minimums, if a community minimum has been set 
(see section 0).  You may not establish a lower (less restrictive) minimum for the class; 
it will not override the community minimum.  A higher (more restrictive) minimum 
time between lab reservations for the class may be enforced by setting a value that is 
higher than the community minimum. 

 
Note: Lead instructors and instructor-led reservations are not bound by this 
restriction.  
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 Console Password: Cisco courses only.  The password which students and instructors 
are expected to assign to all device consoles, 'line con 0'.  When NETLAB+ performs an 
automated operation, it will try this password to gain access to the console.  Some 
automated operations may abort if the device's console is not set to this value.  

 

 Enable Password:  Cisco courses only.  The password which students and instructors 
are expected to assign as the privileged (enable secret) password on all devices.  
When NETLAB+ performs an automated operation, it will try this password to gain 
access to privileged exec mode.  Some automated operations may abort if the device's 
enable password is not set to this value.  

 

 E-mail Configs/Logs:  After a reservation has completed, a copy of the final 
configuration files and session logs can be automatically e-mailed to lead instructors. 

 

 Please Note: E-mail can be unreliable.  This option will only work if the lead instructors 
have a valid e-mail address set in their profiles.  System settings, port filters and/or 
anti-spam software may interfere with e-mail from NETLAB+ (even if other e-mail from 
the NETLAB+ site may be working).  Alternatively, you can access configuration and log 
data using the archive feature.  

 

 Retain Configs/Logs:  After a reservation has completed, a copy of the final 
configuration files and session logs can be retained in the NETLAB+ archive.  Since this 
information consumes disks space and increases the size of backups, please retain 
only the data you need. 

 

 Instructor-led reservations: If checked, NETLAB+ will retain configs and logs from 
instructor-led class reservations. 

 

 Individual or team reservations: If checked, NETLAB+ will retain configs and logs from 
student or team reservations. 

 

 Retention Period  This pull down lets you control the length of time NETLAB+ 
will retain configuration files and session logs in the archive for this class.  Since 
this information consumes disks space and increases the size of backups, please 
retain the data only as long as needed. 

 
 
After entering information on the page, select OK.  A confirmation message will be displayed.  
You may now choose lead instructors for the class (see section 2.16.6), or select Exit if you 
prefer to enter this information at a later time. 
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If you complete the process to choose lead instructors, you will then be prompted to add 
learners to the class roster (see section 2.16.3).   
 

 
 
You may also choose to add learners to the roster at another time. 
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2.16.2 Edit Class Information 
 

Edit the information for an existing class by clicking on the class name displayed in the 
class list displayed on ǘƘŜ Ŏƭŀǎǎ ƳŀƴŀƎŜǊ ǇŀƎŜΦ  IŜǊŜΣ ǿŜΩƭƭ ǎŜƭŜŎǘ ǘƘŜ ǊŜŎƻǊŘ ŦƻǊ ǘƘŜ 
CCNP Fall Class. 
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A page displaying the current settings for the class will be displayed. 
 

 
 
 
Select the Settings button to make the information for the displayed class available for 
editing.  The class edit page is identical to the add class page.  Please see section 2.16.1 
for a detailed description of each field on the page.  
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After updating information, select the OK button at the bottom of the page.  
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2.16.3 Add Learners to the Class Roster 

 
A class roster is a list of members, which may include student accounts, instructor 
accounts, or both.  All members must belong to the same community. 
A class may contain one or more lead instructors (trainers).  All other users in the roster 
(who are not leads) are learners.  Select the Roster button on the class page to add 
learners.  

 
   
 
A list of learners assigned to the class will be displayed, or a message stating that no 
learners have yet been added to the class. 
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Selecting Add Learners will display the Add Learners to Roster page.  This page allows 
you to select from 3 methods to add learners to the class. 
 
The first method, Select from a list of all existing users in this community is an ideal 
choice when: 
 

 You will be selecting learners for which accounts already exist. 
 

 The list of all existing users in your community is relatively small.  (Since this 
option displays all the accounts, from which you can make your roster 
selections). 

 

 
 
 
Select the learners you wish to add to the class roster from the list displayed.  Notice 
also that the list shows that instructor Jane Doe has already been selected as a class lead 
(see section 2.16.6). 
 

 
 
 
Click the Add Selected Learners button to add the learners to the class roster. 
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The second method, Create new user accounts and add to class is an ideal choice when: 
 

 You need to add learners to a class and have not yet set up accounts for them 
(typically, if this is a group of first-time users of your NETLAB+ system). 

 

 You prefer to do this process in one-step rather than first adding the accounts 
using the Account Manager (see section 2.15.1). 

 

 
 
 
Enter the new account information for each user (see section 2.15.1). 
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The third method,  Search for and select existing users in the account manager, then 
invoke Add to Class from the action menu at the bottom of the search results page is an 
ideal choice when: 
 

 You will be selecting learners for which accounts already exist. 
 

 The options on the account search page (see section 2.15) will allow you to 
select conveniently a subset of the accounts from which you may make your 
selections.  This may allow you to avoid scrolling through a long list if there are a 
large number of accounts in your community. 

 

 
 
 
Here, we will use the show option to display only student accounts. 
 

 
 
 
The result of the account search displays all of the student accounts in the community.  
Select the students you wish to add to the class roster.  (Notice that student Ida Lerner 
has been selected, although she is already indicated to be a member of the class.  For 
ǘƘŜ ǇǳǊǇƻǎŜ ƻŦ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ƭŜǘΩǎ ƛƳŀƎƛƴŜ ǘƘŀǘ ǘƘƛǎ ǊŜŎƻǊŘ ǿŀǎ ǎŜƭŜŎǘŜŘ ƛƴ ŜǊǊƻǊύΦ  {ŜƭŜŎǘ 
the Add to Class Roster action and click Go. 
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Next, you will be prompted to select the class to which you wish to add learners.  Here, 
ǿŜΩƭƭ ǎŜƭŜŎǘ ǘƘŜ //bt Cŀƭƭ /ƭŀǎǎΦ 
 

 
 
 
The status of the accounts added is shown.  Notice that Ida Lerner is flagged as already 
in the roster, thus illustrating that selecting accounts more than once to add to a roster 
will not result in duplicates on the roster.  
 

 
 

To view the class roster, select the  button. 
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If your class roster will consist of both new users (for which you need to create a new 
account) along with previous users, (already having an account on your NETLAB+ 
system) you will need to use more than one of the methods described above to add all 
of the learners to your class roster.   
 
In addition, you can add learners to a class by moving or copying a class roster from one 
class to another (see section 2.16.4). 
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2.16.4 Manage a Class Roster 
 

As students join and withdraw from a class, you will need to make periodic changes to 
the class roster.  Select the class record for the class whose roster you need to update 
(see section 2.16.2).  You may also wish to review the statistics on lab usage provided 
for each member of the class roster. 
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Select the Roster button to display the class roster, the option to add learners, the 
manage accounts option and the manage roster option.   
 

 
 
By selecting the link next to the count of the labs attended for a learner, a list of the labs 
will be displayed including the status of the reservation.  Notice that lab hours are not 
accumulated for lab reservations that are not attended. 
 
 

 
 
Returning back to the Class Roster page, you may continue by selecting Manage Roster.  
Actions on the Manage Roster page may be performed on several selected accounts at 
one time. 
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The Remove from Roster action results in the removal of the selected accounts from 
the class roster.  The accounts remain on the system and may be added to other class 
rosters. 
 
The Copy to Another Class action will add the selected accounts from the currently 
displayed class roster to another class roster.  You will be prompted to select the class to 
which the accounts will be added. 
 
Selecting the Move to Another Class action will remove the selected accounts from the 
currently displayed class roster and add them to another class roster.  You will be 
prompted to select the class to which the accounts will be added. 
 
The Manage Accounts option is also included on the class roster screen.  
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Select Manage Accounts to display the accounts page, listing all the accounts assigned 
to the class roster.  See section 2.15 for details on managing accounts. 
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2.16.5 Group the Class Roster Into Teams 
 

Classes can be configured to allow students to have Self Study Lab Access both as 
individuals and as part of an assigned team.   
 
You may place class members into teams labeled A to Z. Teams allow students to work 
in groups for self-study resource reservations and share access to equipment at the 
same time.  If teams are not used with the class, all students should be assigned to the 
ŘŜŦŀǳƭǘΣ ǘŜŀƳ ά!έΦ  {ǘǳŘŜƴǘǎ Ƴŀȅ ƴƻǘ ŎƘŀƴƎŜ ǘƘŜƛǊ ƻǿƴ ǘŜŀƳ ŀǎǎƛƎƴƳŜƴǘΤ ƘƻǿŜǾŜǊΣ ǘƘŜ 
lead instructor(s) can adjust team assignments as needed. 
 
Lead instructors are not assigned to a team and may participate in the lab reservations 
for any team.  Please see the NETLAB+ Instructor Guide for more information.  
 
IŜǊŜΣ ǿŜΩƭƭ ƎǊƻǳǇ ǘƘŜ с ƳŜƳōŜǊǎ ƻŦ ǘƘŜ //bt Cŀƭƭ Ŏƭŀǎǎ ƛƴǘƻ о ǘŜŀƳǎΦ 
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Select the Teams button.  The current team assignments will be displayed.  In this 
example, previous team assignments have been made.  Otherwise, all team members 
ǿƻǳƭŘ ƘŀǾŜ ōŜŜƴ ƛƴ ǘƘŜ ƛƴƛǘƛŀƭ ŘŜŦŀǳƭǘ ŀǎǎƛƎƴƳŜƴǘ ƻŦ ¢ŜŀƳ ά!έΦ  ¢ƘŜ Ŏƻǳƴǘ ƻŦ ƭŀōǎ ŀƴŘ 
lab hours per team are also displayed. 
 

  
 
By selecting the link next to the count of the labs attended for a team, a list of the labs 
scheduled will be displayed including the status of the reservation 
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After returning to the Class Teams list page, select the Define Teams button in order to 
modify the current team assignments.  Notice also that this class roster happens to 
include an instructor who is enrolled as a learner.  This instructor participates in the 
class identically to the other student learners.  Use the pull-down box to the left of each 
user name to make team assignments. 
 

 
 
 
After selecting the Apply button, the class list will be sorted in team order. 
 

 
 
 
Please Note: After initial team assignments have been made, you must return to the 
class edit screen and enable the option to allow teams to schedule lab time. 
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You may select the option to allow team reservations for a class at the same time you 
add a class record to the system (see section 2.16.1).  You must also be certain to make 
team assignments, otherwiseΣ ŀƭƭ ŀŎŎƻǳƴǘǎ ǿƛƭƭ ǊŜƳŀƛƴ ŀǎǎƛƎƴŜŘ ǘƻ ŘŜŦŀǳƭǘ ǘŜŀƳ ά!έΦ 
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2.16.6 Choose Lead Instructors for a Class 
 

A lead instructor should be defined for each class.  An instructor with Normal Privileges 
(see section 2.15.2.1) can create and manage classes for which they are the lead.  Lead 
instructors may make reservations for instructor-led training sessions for the class.  Lead 
instructors may make lab reservations for individual students or teams, or allow the 
students or teams to make reservations themselves depending on the settings selected 
for the class (see section 2.16.1).  The lead instructor has the option to participate in any 
lab reservation associated with the class. 
 

 
 

 

After selecting a class in the class manager, (see section 2.16) select the Leads option.  
The accounts for all instructors in the community will be displayed.  You may select 
more than one lead instructor for a class.  
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2.16.7 Delete Classes 
 

To delete a class record, select a class in the class manager (see section 2.16) and select 

the Delete option.  Do not delete a class until determining that the information for the 

class is no longer needed.   

 
Keep in mind that you may want to edit (see section 2.16.2) and continue to use a class 
record.  For example, if there will be a similar course with many of the same students 
the next semester, you can simply update the class record (see section 2.16.1) and the 
class roster (see section 2.16) as needed. 
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When deleting a class, you must choose to either retain or delete the student accounts 
on the class roster along with class and team configuration files.  Accounts will not be 
deleted if the student is enrolled in other classes. 
  

 
 
 
Select OK to proceed with the class deletion.  A confirmation message will be displayed. 
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2.17 System Banners 

 
The administrator may customize the NETLAB+ user interface by 
modifying the settings for displaying banners and messages.  The 
customized messages and banners will be displayed system-wide to all 
NETLAB+ users.  The system will display the default system messages if 
no customized items are entered.   

 
The areas that may be customized include the Login Banner, Login Box Colors, Login 
System Name, Login Text, System Page Banner, System MyNETLAB Welcome message 
and the System MyNETLAB News and Announcements. 
 
Please note that several of the customization options are only available on NETLAB 
Professional Edition® systems, as indicated in the following table.  
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Banner Name 
 

 
Location on 
Page 

 
Description 

Custom 
setting on  
NETLABAE 

Custom 
setting on 
NETLABPE 

 
Login Banner 
 

 

 
 

 
Upload a custom 
image file to appear 
on the top of the login 
page. 

 
No 

 
Yes 

 
Login Box 
Colors 

 

 
 

 
Change the box 
colors on the left side 
of the login page. 

 
No 

 
Yes 

 
Login System 
Name 

 

 
 

 
Specify an optional 
system name to 
appear on the login 
page. 

 
Yes 

 
Yes 

 
Login Text 

 

 
 

 
Add custom text to 
the body of the login 
page. 

 
Yes 

 
Yes 

 
System Page 
Banner 

 

 
 

 
Specify custom 
images and colors 
that appear at the top 
of each page. 

 
No 

 
Yes 

 
System 
MyNETLAB 
Welcome 
Message 

 

 
 

 
Specify the system 
wide welcome 
message that 
appears on top of the 
MyNETLAB page. 
 

 
Yes 

 
Yes 

 
System 
MyNETLAB 
News and 
Announcements 

 

 
 

 
Specify the system 
wide news and 
announcements that 
appear on top of the 
MyNETLAB page. 

 
Yes 

 
Yes 
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NETLAB+ messages support embedded markup tags that can be used to apply special 
formatting to your text.  Many of the tags are similar to their HTML counterparts, except 
curly braces are used instead of angle brackets. 
 

 
 
 
2.17.1 Login Banner 

 

The login banner is a static image or Adobe Flash® animation that appears 
on the top of the login page.  The administrator may upload a custom 
image file to appear at the top of the login page to replace the default 
image.  This feature is available only in NETLABPE.   

 

 
 
 
Select the change banner button.  Follow the instructions on the upload image page.  As 
shown, selecting the show help tips option will display information on each field. 
For best results, the image file should be optimized for smallest file size and the width of 
your image should be no more than 600 pixels. 
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Select OK to replace the banner image file, by uploading the file name you have 
specified.  The new login banner will be displayed. 
 

 
 
 
This new banner will be displayed on the login page for all users of your NETLAB+ 
system.  To reset the banner to the default setting, select the Reset to Default button, 
or replace the banner by selecting Change Banner. 
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2.17.2 Login Box Colors 

 
The login box appears on the left side of the login page.  The colors of the 
boxes, borders, and labels can be customized in NETLABPE.  Color settings 
may be applied to the Outer Box, Inner Box, Border and Text by selecting 
the appropriate button. 

 
Color selections may be made by entering an HTML hex code in the format of #rrggbb 
(see example in the picture below) in the box marked New or by manipulating the 
saturation of red, green and blue using the slider controls. 
 

 
 
 The login box on the left side of the page will display a 
preview of the selected color modifications. 
 
You may select Update to apply your new color selections, 
or Cancel to keep the current selections.  Use Reset to 
return to the default selections. 
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2.17.3 Login System Name 

 
You may set a system name that appears at the top of the login page.  This 
optional field may be left blank.  Setting a system name allows users to 
identify the system easily.  This can be particularly helpful to users that 
have several different NETLAB+ systems available to them. 

 
Simply enter the system name into the field and select OK. 
 

 
 
A confirmation message will be displayed. 
 

 
 
 
The system name will now be displayed on the login screen for all users. 
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2.17.4 Login Text 

 
 Login text appears in the body of the login page, below the system name 
and above the required system text.  You may apply NETLAB+ embedded 
markup (see section 2.17) to the text.   
 

In this example, the default login text is being replaced with custom text NETLAB+ 
embedded markup has been applied to bold two words in the text.  
 

 
 
 
The system will be updated to include the custom login text once the OK button is 
selected.  A confirmation message will be displayed. 
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The updated login text will now be displayed on the login screen for all users.  Notice 
ŀƭǎƻ ǘƘŀǘ ŀ ōƻƭŘ ŜŦŦŜŎǘ ǿŀǎ ŀǇǇƭƛŜŘ ǘƻ ǘƘŜ ǿƻǊŘǎ άŎǳǊǊŜƴǘƭȅ ŜƴǊƻƭƭŜŘέ ǳǎƛƴƎ ǘƘŜ NETLAB+ 
embedded markup. 
 
 

 
 
 
2.17.5 System Page Banner 

 

 NETLABPE allows custom images and colors to be added to the top of each 
page of your system.  This customization option allows you to adapt your 
system to identify your organization and branding uniquely.  You may 
select a banner background color and upload custom images for the left 

and right sides of the page. 
 
Separate banner images for the left and right side of the page allow the display to adapt 
Ŝŀǎƛƭȅ ǘƻ ǾŀǊȅƛƴƎ ǎƛȊŜǎ ƻŦ ǳǎŜǊǎΩ ǿŜō ōǊƻǿǎŜǊ ǿƛƴŘƻǿǎΦ  ¦ǇƭƻŀŘƛƴƎ ōŀƴƴer images is 
optional, and you may choose to upload images for the left, right or both sides. 
 

 
 
 
To set an image for the left side of the page, select the Set Left Image button.  Follow 
the instructions on the upload image page.  As shown, selecting the show help tips 
option will display information on each field.  For best results, the left image file should 
have a height of no more than 60 pixels.   
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A confirmation message will be displayed. 
 

 
 
 
Select OK to proceed with the upload.  The current page banner is now set with the 
uploaded image. 
 

 
 
 
Follow the same procedure to set the right-side image, this time selecting the Set Right 
Image button.  After the image file for the right side has been uploaded, the image will 
be displayed as the current right banner image.   
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Notice that the right image is smaller than the left; this will help us illustrate our next 
example, setting a background color.  To set a banner background color, select the Set 
Color button. 
 
Color selections may be made by entering an HTML hex code in the format of #rrggbb 
(see example in the picture below) in the box marked New or by manipulating the 
saturation of red, green and blue using the slider controls. 
 

 
 
 
Select Update to apply the new banner background color, a confirmation message will 
be displayed. 
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After selecting OK, the banner background color will be displayed on the custom page 
banner.  Notice that the banner background color is visible around the smaller right side 
banner. 
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2.17.6 System MyNETLAB Welcome Message 

 
You may set the system welcome message that appears on top of the 
MyNETLAB page.  Each community may have its own welcome message 
(see section 0) which if specified, overrides the system welcome message.  
You may apply NETLAB+ embedded markup (see section 2.17) to the text.   

 
To substitute your own welcome message for the default welcome message, enter your 
message into the text box. 
 

 
 
 
A confirmation message will be displayed. 
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The MyNETLAB page for all users will now display the custom welcome message. 
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2.17.7 System MyNETLAB News and Announcements 
 

System news and announcements appear on top of the MyNETLAB page, 
below the welcome message.  Each community may have its own new and 
announcements, which if specified, override the system-wide setting (see 
section 2.14).  NETLAB+ embedded markup (see section 2.17) may be 

applied to the text. 
 
To substitute your own news and announcements for the default news and 
announcements (which is blank) enter the information into the text box. 
 

 
 
 
After selecting OK, a confirmation message will be displayed. 
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Select OK to proceed with the update.  The updated news and announcements will now 
be displayed for all users on the MyNETLAB page. 
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2.18 Enable/Disable User Logins 

 
This page allows the administrator to suspend temporarily all student 
and instructor account access.  Access should be disabled while 
performing disruptive administrative tasks such as swapping hardware, 
recabling or re-configuring lab equipment.  The administrator may enter 
a message that will be displayed to a user when they attempt to login 

while the system is disabled. 
 

 
 
 
When users attempt to login to the disabled system, the disable message will be 
displayed. 
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When user logins have been disabled, a message is displayed, directing the 
administrator to the option of re-enabling user logins. 
 

 
 
The administrator may re-enable the system by selecting Enable Logins. 
 

 
 
 
2.19 Pod Assignment 

 

Pod Assignment is a pod resource management feature, which allows pods 
to be assigned and visible only to those who have been granted access.  The 
flexibility of pod assignment allows pods to be assigned at the community, 
class, instructor, student and student team level.  Pod assignment is initiated 

at the system level by the Administrator.  Community and class level assignments may be 
delegated to instructors. 
 

Please refer to the NETLAB+ Pod Assignment Guide for details on selecting and 
implementing the appropriate pod resource management features for your system. 
 
  

http://www.netdevgroup.com/products/documentation/NETLAB_Pod_Assignment.pdf
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2.20 Pod Rules 

 
Pod rules can be established to restrict equipment pod access by 
community and time of day.  This is useful in a sharing arrangement where 
a community (or Academy) is contributing towards cost recovery in return 
for guaranteed access to one or more pods. 

 
This feature can be used to grant dedicated access to one or more communities at 
certain times.  It can also be used to limit a community's access to specific times.  
 
Elements of a Pod Rule 
 

 Pod:   Each rule may target a single pod, or all pods. 
 

 Community:  Each rule targets a single community.  Multiple communities can 
be targeted by creating an overlapping rule for each. 

 

 Days of Week:  The days of the week to apply the rule. 
 

 Start/End Time:  The start and end time to apply the rule, relative to the 
specified time zone. 

 

 Time Zone:   The time zone of the specified start and end time.  Pod rules are 
automatically adjusted on the scheduling calendar for users in different time 
zones.  We recommend setting each rule to the same time zone, such as the 
local time zone of the system or administrator.  The time zone may be subject to 
daylight savings time - please see below for further explanation. 
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Scope.  A rule scope can be limited or unlimited.  Limited scope times are not bound by 
a rule.  See below for further explanation: 
 
Understanding Pod Rules 
 

 Pod rules apply to communities.  To limit pod access, users and classes must first 
be organized into communities.  By default, there is only one default community. 

 

 Without a pod rule, a user in any community may reserve the pod at any time of 
day (unless restricted by a class profile).  This is the default behavior. 

 

 When a pod rule is applied, a pod becomes dedicated to users in the specified 
community during the specified times.  In other words, the community specified 
in the rule is permitted, while all other communities are denied.  By creating 
overlapping rules, you may grant access to several communities. 

 

 Each rule has one start and end time.  Multiple pod rules can be created if more 
than one contiguous block of time is required.  For example, suppose the default 
community should be allowed access to pod 1 every day from 9am to 11am, and 
also from 7pm to 11pm.  Two rules are needed to achieve this, one for each time 
range. 

 

 The scope of a pod rule can be limited or unlimited. 
 

o A limited scope allows a community to access the pod ONLY on the 
specified days and times.  Use this scope if you want the community to 
have pod access only at designated times. 

 
o An unlimited scope allows a community to access the pod on the 

specified days and times, AND all other times not restricted by a pod rule.  
Use this scope type if you want to dedicate pod access to a community at 
certain times, but not restrict them during other times. 
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¢ƘŜ ǇƻŘ ǊǳƭŜ ǎƘƻǿƴ ōŜƭƻǿ ƛƴŘƛŎŀǘŜǎ ǘƘŀǘ ·¸½ ¢ŜŎƘΩǎ ŀŎŎŜǎǎ ǘƻ ǘƘŜ .ŀǎƛŎ wƻǳǘŜǊ tƻŘ ƛǎ 
limited to the time period 0000-0400 on Sunday, Monday, Tuesday, Friday and 
Saturday. 
 

 
 
 
When users are scheduling lab reservations, time periods that are unavailable to the 
ǳǎŜǊΩǎ ŎƻƳƳǳƴƛǘȅ ŀŎŎƻǊŘƛƴƎ ǘƻ ǘƘŜ ŎǳǊǊŜƴǘƭȅ ŜǎǘŀōƭƛǎƘŜŘ ǇƻŘ ǊǳƭŜǎ ǿƛƭƭ ōŜ ƛƴŘƛŎŀǘŜŘ 
RESERVED and are not available for selection. 
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2.20.1 Add a Pod Rule 
 

A list of the current pod rules (if any) will be displayed on the pod rules page. 
 

 
 
 

To add a rule to the pod rules list, select the  button at the bottom of the 
pod rule list.  The pod rule add/edit page will be displayed. 
 

 
 
 
After completing all the fields on the form (see section 2.20), select OK to save the pod 
rule.  In this example, XYZ Tech has dedicated access to the Basic Router Pod during the 
specified times on Thursday and Friday.  No other community will be able to access the 
pod during that time unless a pod rule is set to specify dedicated access at that time as 
well.  Since the scope is unlimited, XYZ is also able to use the pod during other times 
without restrictions. 
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Review the pod rule you have created.  You may select Done to return to the pod rule 
list. 
Select Delete if you wish to remove the pod rule. 
 
You may edit a pod rule by selecting the Edit button from the pod rule record page or by 

selecting the  button to the left of the pod rule on the pod rule list. 
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2.20.2 Edit a Pod Rule 
 

To edit a pod rule, select the  button to the left of the pod rule on the pod rule list. 
 

 
 
 

The pod rule record will be displayed.   
 

 
 
 
To proceed to the edit screen, select the Edit button. 
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Edit the information on the page as needed, see section 2.20 for details on how the pod 
rules operate. 
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2.20.3 Delete a Pod Rule 
 

To delete a pod rule, select the  button to the left of the pod rule on the pod rule 
list. 
 

 
 
 

The pod rule record will be displayed.   
 

 
 
Select the Delete button to delete the pod rule. 
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2.21 Lab Designer 

 
The Lab Designer provides a means of creating a series of custom 
laboratory exercises that may be made available for class use.   
 
A lab design is a set of labs and related reference material that may include 

documents, images and preset configuration files for each lab exercise.  This data is 
stored in a Lab Design File.  Lab design files are portable.  They can be shared, exported, 
and installed on other NETLAB+ systems.  A set of options and passwords control how 
the lab design can be used. 
 
Please refer to the NETLAB+ Lab Design Guide for more information on creating your 
own custom lab exercises. 
 

 
  

NETLAB+ 
NLX File 

NETLAB+ 
Server 

Documents 

JPEG 

PNG 

GIF 

Images Preset Configs Labs 

NETLAB+ Lab Design 
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2.21 Managing Global Lab Authorization Options 

 
As of version 4.0.24, global lab designs are authorized per community.  Systems with 
multiple communities must manage access to global lab designs using the Global Lab 
Authorization Options.  The Global Lab Authorization Options influence the default 
authorization behavior for new communities and new global lab designs.  Global Lab 
Authorization Options may only be set using the Administrator account. 
 

When a NETLAB Academy Edition® system is upgraded to a NETLAB Professional Edition® 
system, or a NETLAB Professional Edition® system is purchased by a customer who is a 
participant in the Cisco Networking Academy and also provides training independently 
of the Cisco Networking Academy, certain restrictions apply. 
These restrictions must be followed to preserve the separation of access to copyrighted 
Cisco Networking Academy curriculum content and labs.   
 
Adhering to these restrictions is mandatory as indicated in the Academy Content Rider 
for Multi-Purpose NETLAB+ Systems.  Purchasers are required to indicate their 
agreement to the terms of the rider on a form that is provided. 
  
Please refer to Appendix D for instructions on managing global labs on a multi-purpose 
NETLAB+ system. 

 
To access the Global Lab Authorization Options, select the Manage Installed Labs option 
on the main Administrator page.  The Manage Installed Labs page may also be reached 
by selecting Lab Designer and then selecting the Show Installed Lab Designs button. 
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Selecting the appropriate preference for global lab authorization determines how the 
system will handle authorization of global lab designs when additional communities are 
created and when new global lab designs are installed.   
 

 
 
All   
 
When a new community is created, all existing global lab designs are automatically 
authorized for use by the new community.  When new global lab designs are added, all 
communities are automatically authorized for all communities.  No intervention from 
the Administrator is required to make newly installed global lab designs available to all 
communities.  This option is also appropriate for all single community systems. 
 

 Do not use the ALL option for a multi-purpose NETLAB+ system.  This choice is not 
appropriate for multi-purpose systems due to the licensing issues discussed above.  
Please see Appendix D for instructions. 

 
Default  
 
When a new community is created, existing global lab designs must be manually 
authorized for the new community.  When new global lab designs are added, only the 
default community is authorized to access the global lab design.  For all other 
communities, the Administrator must authorize access to allow the communities to 
access the new global lab designs.   
 
Manual 
 
When a new community is created, existing global lab designs must be manually 
authorized for the new community.  For all communities, the Administrator must 
authorize access to allow the communities to access the new global lab designs.   
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Select the name of a global lab design to view a list of communities currently authorized 
to access the lab design. 
 

 
 
The details of the installed lab design include a list of the communities currently 
authorized to use the lab design. 
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Select Authorize Communities to authorize or revoke authorization to the global lab 
design for any community by selecting the checkboxes next to the communities listed 
and selecting either the Authorize Selected or the Revoke Selected button. 
 

 
 
Prior to authorizing a community, you will be prompted to verify that this action is 
appropriate for your organization. 
 

 
 
Prior to revoking access for a community, you will be prompted to verify that this action 
is appropriate for your organization.   
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As noted in the picture above, revoking authorization to the labs will affect all classes in 
the community.  Should you decide to grant access again, it would be necessary for 
instructors to select the lab in the global labs setting for the class.  See the NETLAB+ 
Instructor Guide for information on editing class settings. 

 

If lab reservations exist that reference global labs to which access has subsequently has 
been revoked, the lab content will still be available during the lab reservation. 

 
 

2.22 Pod Designer 

 
Pod Designer is used to create a custom pod layout.  A pod design is a 
template used to create one or more actual pods on a NETLAB+ system. 
 
Each NETLAB Professional Edition® pod may be a custom pod, and each 

custom pod may use a unique pod design.  The NETLABPE license allows custom pods to 
be used for commercial training. 
 
NETLAB Academy Edition® allows you to stand up two custom pods, each of which may 
use the same pod design, or two unique pod designs.  Custom pods deployed on a 
NETLABAE system can only be used for training within the Cisco Networking Academy®.  
Valid uses include challenge labs, or supporting Networking Academy curriculum for 
which NDG Ƙŀǎ ƴƻǘ ǇǊƻǾƛŘŜŘ ŀƴ άƻŦŦƛŎƛŀƭέ NETLABAE pod.  
 

The NETLABAE license does not permit custom pods to be used for any activity outside 
the Networking Academy. 

 
The Pod Designer tool is used to gather the required information about routers, 
switches, firewalls, PCs, control device requirements, and images.  This data is stored in 
a Pod Design File.  Pod design files are portable.  They can be shared, exported, and 
installed on other NETLAB+ systems.  A set of options and passwords control how the 
pod design can be used.  Please refer to the NETLAB+ Pod Design Guide for more details. 
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NETLAB+

NPD File
NETLAB+

Server
NETLAB+

Server

General Settings

JPEG

PNG

GIF

Images Lab Devices Remote PCs

NETLAB+ Pod Design

Control Settings

APCAPC

Actual PodsActual Pods



 

    
NETLAB+ Administrator Guide                                                                                                                                            www.netdevgroup.com 
 

  
5/13/09            Page 100 of 198 

2.23 Equipment Pods 

 
Equipment pods contain the lab devices that are accessed by others.  
The equipment pods depicted in this guide may not be available at your 
site.   
 

NETLABAE users may refer to the guide written specifically for the pod-type they plan to install.  
Pod-specific guides include: 
 

 NETLABAE Multi-Purpose Academy Pod (MAP) 

 NETLABAE Network Fundamentals Pod (NFP)  

 NETLABAE Basic Router Pod Version 2 (BRPv2)  

 NETLABAE Basic Router Pod Version 1 (BRPv1)  

 NETLABAE Cuatro Router Pod (CRP)  

 NETLABAE Cuatro Switch Pod (CSP)  

 NETLABAE LAN Switching Pod (LSP)  

 NETLABAE Network Security Pod (NSP)  

 NETLABAE Basic Switch Pod Version 2 (BSPv2)  

 NETLABAE Basic Switch Pod Version 1 (BSPv1)  

 NETLABAE Advanced Router Pod (ARP)  

 NETLABAE Advanced Switch Pod (ASP)  

 NETLABAE Security Router Pod (SRP)  

 NETLABAE Security PIX Pod (SPP 
 
  

http://www.netdevgroup.com/ae/doc/NETLAB_Multipurpose_Academy_Pod.pdf
http://www.netdevgroup.com/ae/doc/NETLAB_Network_Fundamentals_Pod.pdf
http://www.netdevgroup.com/ae/doc/NETLAB_Basic_Router_Pod_Version_2.pdf
http://www.netdevgroup.com/ae/doc/NETLAB_Basic_Router_Pod.pdf
http://www.netdevgroup.com/ae/doc/NETLAB_Cuatro_Router_Pod.pdf
http://www.netdevgroup.com/ae/doc/NETLAB_Cuatro_Switch_Pod.pdf
http://www.netdevgroup.com/ae/doc/NETLAB_LAN_Switching_Pod.pdf
http://www.netdevgroup.com/ae/doc/NETLAB_Network_Security_Pod.pdf
http://www.netdevgroup.com/ae/doc/NETLAB_Basic_Switch_Pod_Version_2.pdf
http://www.netdevgroup.com/ae/doc/NETLAB_Basic_Switch_Pod.pdf
http://www.netdevgroup.com/ae/doc/NETLAB_Advanced_Router_Pod.pdf
http://www.netdevgroup.com/ae/doc/NETLAB_Advanced_Switch_Pod.pdf
http://www.netdevgroup.com/ae/doc/NETLAB_Security_Router_Pod.pdf
http://www.netdevgroup.com/ae/doc/NETLAB_Security_PIX_Pod.pdf
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NETLABAE   users may refer to the guide(s) specific to their pod selection(s). 

 
New pods may be added to the system by following the steps detailed in the next 
section. 
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2.23.1 Adding New Pods 

 
The instructions for this section should be followed for each pod the administrator wishes to 
add to the NETLAB+ system. 
 

Please complete the tasks in the sub-sections below in order.  Do not physically connect 
your pod to a control switch until the pod has been added to your NETLAB+ system by 
following the instructions below.  This is necessary in order for the control switch to be 
programmed with the proper VLANs. 

 
 

Select  Take All OFFLINE if any of the pods are online.   
 

Select  Add a Pod. 
 

The network and hardware settings depicted here are intended to provide an example 
only.  Your system requirements may differ according to your specific hardware 
selections. 

 

 
 
 
NETLABAE users may select the pod type they wish to add to their NETLAB+ system from 
the list of pod types provided.  
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2.23.1.1 Select Control Switch 

 

Next, NETLAB+ will present a list of the control switches on your system.  Only selections 
that meet your port requirements can be made.  

 

 
 
 
Next, select the ports you want to use. 
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2.23.1.2 Select Access Server(s) and Lines 

 
This section is only applicable if there are lab devices in your topology that require 
asynchronous console access.  Such connections are provided by access servers.  

 

Line Number is now used as a unique identifier for access server ports. 
Beginning with NETLAB+ version 2010.R3, NETLAB+ supports an expanded selection of 
access servers.  Since several models include multiple modules, port number is no 
longer a unique identifier.  Please refer to section 2.24.2 for details. 

 
It is a good idea to use consecutive lines on one access server if possible.  This practice 
will make it easier to cable and troubleshoot.  If consecutive lines are not available, you 
can use non-consecutive lines, spanning multiple access servers if necessary. 
 
NETLAB+ allows you to choose consecutive lines on one access server, or you can 
ŎƘƻƻǎŜ ά[Ŝǘ ƳŜ ǇƛŎƪέ to select an access server and line for each router. 
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ά[Ŝǘ ƳŜ ǇƛŎƪέΣ allows you to make granular selections.  For access servers using octal 
cables, both the line number and the cable label are displayed. 
 

 
 
Select a line number for each device. 
 

 



 

    
NETLAB+ Administrator Guide                                                                                                                                            www.netdevgroup.com 
 

  
5/13/09            Page 107 of 198 

2.23.1.3 Select Switched Outlet Devices 
 

This section is only applicable if there are lab devices in your topology that require 
managed electrical power.  Such connections are provided by switched outlet devices  
 
It is a good idea to use consecutive outlets on one switched outlet device (SOD) if 
possible.  This practice will make it easier to cable and troubleshoot.  If consecutive 
outlets are not available, you may use non-consecutive outlets, spanning multiple SODs 
if necessary. 
 

 
 
 
ά[Ŝǘ ƳŜ tƛŎƪέ, will allow you to make granular selections. 
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2.23.1.4 Select Device Types 

 
This section is only applicable if there are network devices in your lab topology.  Please 
specify a device model for each device displayed.  Please specify a device model for each 
lab device displayed.  Statically configured lab devices do not appear in the selection 
process. 
 
Your selections are used to assign the appropriate NETLAB+ device driver. 
Improper selections may cause errors.  
 
NETLAB+ may offer selections that meet the port requirements, but do not support your 
curriculum.  NETLABAE administrators may refer to the pod specific guides for more 
information. 
 

 
 
If the device model you wish to install is not available for selection, proceed to the next 
section for guidance on installing generic console devices. 
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2.23.1.5 Generic Console Devices 

 
This section is only applicable if there are network devices in your lab topology.  

NETLAB+ supports a wide range of devices.  Selecting the appropriate device type is 
important to ensure that the full range of NETLAB+ features is available to users.  
Automation drivers have been created for all supported lab devices that enable the use 
of NETLAB+Ωǎ ŀǳǘƻƳŀǘƛƻƴ ŦŜŀǘǳǊŜǎΦ 
 
If however, you wish to install a device in your pod that is not included among the 
supported devices (for example, an older model that has reached EOL and is no longer 
supported by the vendor) you may do so by selecting Generic Console Device as the 
device model. 
 
 

 
 
Generic Console Devices have the following limited capabilities: 
 

 Console access 
 

 Ability to share connections to CLI devices. 
 

 Powered off at the end of a lab reservation (if connected to a switched outlet 
device). 
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 Powered on at the beginning of a lab reservation (if connected to a switched 
outlet device.). 

 

 Automation options available for user selection during a lab reservation include 
power on, power off and power recycle (if connected to a switched outlet 
device). 

 
There are several considerations to keep in mind when adding a generic console device 
to a pod: 
 

 Automation features such as such as scrubbing the device and password 
recovery are not available for use on generic console devices. 

 

 Since password recovery is not supported on the device, you must use discretion 
in allowing user access to the pod.  It is recommended allowing use by only a 
trusted group of users who will not perform password changes or other actions 
that may render the pod unavailable for subsequent reservations without 
intervention.  

 

 Use of the NETLAB+ CLI Terminal with a generic console device will function only 
with devices using a command line interface.  The applet does not provide 
terminal emulation such as VT100.  You do have the option of using an alternate 
terminal application of your choice, if your selection is compatible with the 
device.  

 
For detailed information, please refer to 0 for details. 
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2.23.1.6 Select Software Images and Recovery Options 

 
This section is only applicable if there are network devices in your lab topology.  
NETLAB+ scrubs the routers at the end of lab reservations or upon request.  During a 
scrub, NETLAB+ can recover an IOS image if it has been erased from flash. 
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You have three choices for flash recovery: 
 

Recovery Using Specified Image 5ǳǊƛƴƎ ! {ŎǊǳō hǇŜǊŀǘƛƻƴΧ 

If specified image not in flash Restores the selected software image if that 
image is not in flash. 

If no image in flash (erased) Restores the selected software image if there 
are no .bin images in flash.  No action is taken if 
flash contains a .bin image (even if it is not the 
specified one). 

Never (device may become unusable) NETLABAE will take no action if the flash does not 
contain a bootable image.  In this case, NETLAB+ 
automated boot process will fail and manual 
restoration of IOS will be required. 

 
If you select an automatic recovery option, you must also select a software image 
supported by the curriculum.  NETLABAE users may refer to the guide specific for their 
selected pod-type. 
 

There is an additional image management setting for routers to support Pagent IOS 
images.  A license key must be entered in order for NETLAB+ automation to function 
with routers using Pagent IOS.  This setting does not appear in the New Pod Wizard and 
must be made separately from a new pod installation.  Please see section 2.23.2.2 for 
details. 
 
For information on upgrading a router to use Pagent IOS, please see Appendix B. 

 

If you select a Cisco ASA security device, additional management options become 
available in the device manager.  These additional settings do not appear in the New 
Pod Wizard and must be made separately from a new pod install.  Please see section 
2.23.2.3 for details. 
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2.23.1.7 Select PC Options 
 

This section is only applicable if there are PCs in your lab topology.  Select an ID, type, 
access method, and operating system for your PCs and servers. 
 

 
 
ID.  Select a unique numeric identifier for this PC.  The ID you choose is also appended to 
мсфΦнрпΦлΦ· ǘƻ ōŜŎƻƳŜ Lt ŀŘŘǊŜǎǎ ŀǎǎƛƎƴŜŘ ǘƻ ǘƘŜ t/Ωǎ ŎƻƴǘǊƻƭ ǇŀǘƘ ƴŜǘǿƻǊƪ ƛƴǘŜǊŦŀŎŜΦ  
You should accept the defaults unless you want to influence the last octet of the IP 
address (i.e. you already setup the PC and assigned an address) 
 
PC/Virtual Machine Type  
 

 VMWARE ESXi 4.0 (no vCenter) provides direct access to a VMware virtual 
machine and enables automation through the VMware API.  Select this option if 
you are using ESXi 4.0. 

 

 VMWARE ESXi 3.5 U3 (no vCenter) provides direct access to a VMware virtual 
machine and enables automation through the VMware API.  .  Select this option 
if you are using ESXi 3.5. 
 

 VMWARE Server 2.0 provides direct access to a VMware virtual machine and 
enables automation through the VMware API.  This is the correct setting if you 
are using VMware Server version 2.x. 
 

 VMWARE Server 1.0/GSX provides direct access to a VMware virtual machine 
and enables automation through the VMware API.  This is the correct setting for 
VMware virtual machines if you are using VMware Server version 1.x or GSX. 
 

 STANDALONE provides indirect access to a real PC or server resource.  
 

 ABSENT indicates that you are not implementing the PC in this pod.  Users will 
get a friendly popup message if they try to connect to it, informing them that the 
PC is not implemented. 
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If you have not yet set up VMware and installed virtual machines on your NETLAB+ 
system, you may use the ABSENT setting for now, and modify the setting after installing 
your virtual machines. 

 
The Access setting specifies a direct access protocol, or indirect access. 
 

 VNC ŀƭƭƻǿǎ ŘƛǊŜŎǘ ŀŎŎŜǎǎ ǘƻ ǘƘŜ t/Ωǎ ƪŜȅōƻŀǊŘΣ ǾƛŘŜƻ ŀƴŘ ƳƻǳǎŜ ǳǎƛƴƎ ǘƘŜ ±b/ 
protocol. 
 

 INDIRECT specifies a static PC or server resource.  Users will not have access to 
the keyboard, video, or mouse.  This option is only available when PC type is 
STANDALONE. 

 
The Operating System setting specifies an OS for this PC.  The availability of a selection 
does not guarantee compatibility with all labs. 
 
The following table depicts the type and access settings that are available for selection: 
  

To implementé Set TYPE toé Set ACCESS toé 

VMware Select the VMware 
virtualization product 
you are using.  
Selections include, 
VMWARE ESXi 4.0, 
ESXi 3.5 U3, 
VMWARE Server 2.0 
and VMWARE Server 
1.0/GSX. 

VNC 

Standalone Does not apply to VMware implementations. 

Indirect STANDALONE INDIRECT 

Absent (no PC) ABSENT (not applicable) 
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2.23.1.8 VMware Settings 
 

If you select one of the VMware settings for any of the PCs, NETLAB+ will prompt for 
additional settings on the next page. 
 

 
 
Each virtual machine requires four VMware-specific settings.  Please refer to the 
NETLAB+ Remote PC Guide specific to your VMware server virtualization product 
selection for version-specific details regarding these settings. 
 

 The IP Address setting is used to connect to the VMware host system.  This is the 
IP address used for KVM and API traffic flow.   

  

 Username specifies an operating system account on the VMware host system.  
NETLAB+ will use this account to login to the VMware host and control virtual 
machines through the VMware API. 

 

 Password specifies the password associated with the host account (see section  
 

 Configuration File Enter the path of the virtual machine configuration file on the 
VMware host.  
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2.23.1.9 Select a Pod ID 

 
Each pod is assigned a unique numeric ID. 
 

 
 
 
2.23.1.10 Select a Pod Name 

 
Each pod can have a unique name.  This name will appear in the scheduler, along with 
the pod type. 
 

 
 
 
2.23.1.11 Verify Your Settings 

 
At this point NETLAB+ has added the pod to its database.  However, the pod has not 
been brought online yet.  You will want to cable up the pod, and configure PCs, and run 
a pod test before bringing the pod online.   
 

 
 
 
After you click OK, the new pod will appear in the list of equipment pods. 
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Click on the magnifier button or pod ID to manage you new pod. 
 

 
 
 
NETLAB+ will display the status of the pod and the high-level settings for each device, 
PC, and control switch. 
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2.23.1.12 Cable the Pod 

 
NETLAB+ has a cable chart feature to help you connect the lab devices in your pod.  The 
chart is generated in real-time and contains port-specific information based on your 
current lab device and control device settings. 

 
The cable chart function is accessed from the pod management page. 
 

 
 
 



 

    
NETLAB+ Administrator Guide                                                                                                                                            www.netdevgroup.com 
 

  
5/13/09            Page 119 of 198 
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2.23.1.13 Test the Pod 

 
After all routers and PCs have been installed, you should run a pod test to verify that 
your pod is working.  The pod test will detect common configuration and cabling 
problems. 
 

 
 
 

Some tests may take a long time.  During the BOOTIOS test, NETLAB+ may have to load 
the specified IOS image if it is not in flash.  IOS images can be very large and can take up 
to 30 minutes to program into flash memory. 

 
If you cannot resolve an issue and decide to contact technical support, please cut and 
paste the text from the POD TEST LOG and include with your e-mail. 
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2.23.1.14 Bring the Pod(s) Back Online 
 

Now you can bring the pod online and make it available for lab reservations.  You can 

bring just this pod online by clicking the  Online button under Management Options. 
 

 
 
 

Alternatively, you can click  Bring All ONLINE on the Equipment Pods page.  Choose 
this option when you have no more additions or modifications to pods or control 
devices and you wish to put all pods into service. 
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2.23.2 Modifying Device Settings 

 
If it is necessary to make modifications to device settings that were selected during the pod 
installation, select the appropriate pod on the Equipment Pods page. 
 

 
 
 
In order to modify settings, the pod must be offline.  You have the option to  

select  Take All OFFLINE to bring all the pods offline or select a single pod and take 
the pod offline on the pod specific page.   
 

The network and hardware settings depicted here are intended to provide an example 
only.  Your system requirements may differ according to your specific hardware 
selections. 

 
Select the pod, which contains the device(s) requiring setting modifications using the 

magnify button  to the left of Pod Id.  In this example, we have selected, Pod 1. 
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2.23.2.1 Modifying Device Settings for Routers, Switches and Firewalls 

 
Select a device to modify using the magnify button to the left of the device name.  In 
this example, we are examining the settings for R3. 
 

 
 
See sections 2.23.1.4 and 0  for details on making device-setting selections for your 
equipment.   
 

There is an additional image management setting for routers to support Pagent IOS 
images.  A license key must be entered in order for NETLAB+ automation to function 
with routers using Pagent images.  Please see section 2.23.2.2 for details. 

 

There are additional image management settings for Cisco ASA devices and Generic 
Console Devices that can be set after pod installation has been completed.  Please see 
section 2.23.2.3 and 0 for details. 

 
Please note that the pod must be offline in order to modify these settings.  After 
completing modifications, remember to select the management option to bring the pod 
online and make it available for reservations. 
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2.23.2.2 Modifying Device Settings for Routers Using Pagent IOS 

 
If your device selections include routers using Pagent IOS, it will be necessary to enter 
the license key for these devices after the pod installation has been completed.  This 
additional management option becomes available for selection when the device is 
selected on the Equipment Pods page. 
 

 
 
 
Select the router to display the management options. 
 

 
 
 

A license key must be entered into the Activation Key field for all routers using Pagent 
IOS in order for NETLAB+ automation features to function. 
 
For information on upgrading a router to use Pagent IOS, please see Appendix B. 

 
This optional field may be left blank for routers not using Pagent IOS. 
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2.23.2.3 Modifying Device Settings for Cisco ASA Security Devices 

 
If your device selections include Cisco ASA security appliances, it will be necessary to 
select device settings for these devices after the pod installation has been completed.  
These additional management options become available for selection when the device 
is selected on the Equipment Pods page. 
 

 
 
Select the device to display the management options. 
 

 
 
Here, we describe the options that are available for selection for ASA devices, in 
addition to the other device option settings referred to in the previous section. 
  
Image Recovery Local Interface:  This setting must match the port, which is connected 
to the cable, which is connected to the control switch that is defined as the Image 
Recovery Control Port.  The correct setting for this interface is set during pod installation 
and should not require modification on a NETLABAE system. 
 
Security Device Manager Image:  The software image providing the Security Device 
Manager software.  In order for these image files to be available for selection, they must 
first be uploaded to the system, see section 2.25 for details.  Note that the SDM image is 
tied to specific versions of the ASA software image.  NETLAB+ does not check for 
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compatibility between the two images.  Administrators should check the ǾŜƴŘƻǊΩǎ 
release notes specific to their selected device to insure compatibility. 
 

 
 
 
Security Device Manager Options.  This option determines when the SDM image is 
recovered.  A selection of "never" means that the SDM image will not be managed by 
NETLAB+. 
 

  
 
 
Activation Key.  Cisco ASA software requires an activation key.  If specified, NETLAB+ 
will configure the activation key during the scrub process.   
 

As a precaution, administrators should write down their activation keys prior to 
installing Cisco ASA or PIX devices in NETLAB+. 

 

 
 
Please note that the pod must be offline in order to modify these settings.  After 
completing modifications, remember to select the management option to bring the pod 
online and make it available for reservations. 
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2.23.2.4 Modifying Device Settings for Generic Console Devices 

 
If you would like to use a lab device that is not supported by NETLAB+, it may be 
possible by selecting Generic Console Device option in the Device Type pull down menu.  
This option provides user console access to an unsupported device during a lab 
reservation.  This option also supports the console-sharing feature; therefore, several 
users could access the console at the same time. 
 
A generic console device has several limitations: 
 
Automated scrub, password recovery, and configuration management are not 
performed.  The device will not be reset to a clean configuration between lab 
reservations.  If a user changes a password to an unknown value, a manual password 
recovery will be necessary. 
 
The NETLAB+ CLI Terminal is designed for command line interfaces and do not provide 
terminal emulation.  If your device requires terminal emulation (such as VT100), users 
must use a terminal application that supports the required terminal emulation (this can 
be set in their profile settings).  Because terminal emulation uses screen formatting and 
invisible control codes, the NETLAB+ console sharing and archive features may exhibit 
unpredictable behavior. 
 
Generic console devices may be controlled by a switched outlet.  This is determined by 
the pod design.  See below for details. 
 

Generic console devices are unmanaged.  Due to the limitations outlined above, you 
should only deploy this option in environments where users are experienced and 
trusted.  Users should be briefed on these limitations and the proper procedures for 
using the device without causing problems for others. 

  
 
Configuring a Generic Console Device 
 
Step 1.  Select the desired device from the Equipment Pods page, and click the GO 
button.   
 

 
 
 










































































































































