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1 Introduction

NETLAB+ is an Internet based network lab for instructor led training developed by Network
Development Group, Inc. NETLAB+ allows organizations to use the powermtktinet to

teach students by facilitating direct interaction with real network equipment. Students
throughout the world have redime access to the equipment in a training environment that
is easy to manage and allows students and instructors to slmameections simultaneously to
the same equipment.

The NETLAB+ system is delivered as a network appliance and requires no customer
knowledge of UNIX, web server software, or other system administration functions.

The administrative tasks detailed in tlyside are performed through two types of
interfaces:

System Console: Menu driven interface used to establish basic connectivity.

Web Interface: Almost all administrative tasks are performed through the web
based interface. Tasks performed usihg web-based interface include viewing
logs and alerts, performing system maintenance, management of administrator
and instructor accounts and equipment configuration.

TCP/IP configuration must be performed from the system console to provide basic
network connectivity in order to access the Wbhsed interface. Please refer to the
Installation Guide oAppendix Aof this document for informatioron console
configuration.
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2 Using the Web Interface

The webbased interface allows the administrator to monitor and maintain the NETLAB+
server and devices. This interface is accessible to the administrator. In order to use the
Web-based Interface, several basic installation tasks must be performedli8ee t
Installing the NETLAB+ Server section ofNBES LAB+ Installation GujdeTo access the

login page, direct a browser to the IP address of the NETLAB+ server.

Enteradministrator and the factory default passwordegtlab.
Username:administrator

Passvord: netlab

The password must be changed during the initial login by the administrator. Usernames
and passwords are casensitive. Please record your new password in a safe place.
Changing the password is strongly recommended.

HETLABR Academy Edition® provides remote access to Cisco
Username Metwaorking academy Program lab equipment and curriculum, To
access, you need a user [0 and passwaord, assigned by your
instructor or local system administrator,

administrator

Password

shohohododohodole

Personal Firewall software can interfere with NETLABR. If vou are
having login problems ar other issues, please disable your personal
firewall to see if that fixes the problem. If so, adjust your firewall

software accordingly.

Required Browser Plugins and Options

Forgot passwaord?

Jawa™ Enabled (IE users see below)
Javascript Enahbled
Cookies Enabled {far this site)

Fopup Windows Enabled (disable popup blockers for this site)

POWERED BY

mE Browser Support

NETL nBAE Browser Version Status
Microsoft Internet Explorer (Windows) 5.5, 6.x |© Supported
Firefox 1. o Supported
Mozilla 1.x O Beta (not tested)
7u O Beta (hot tested)
Metscape B.x @ niot supported (bugs)

A% ® Obsolete

Microsoft Internet Explorer users may need a Java plug-in. ¥ou
can obtain Java at java.sun.com.
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After successful lgin, the Administration page will be displayed. The administrative
functions include displaying various logs and alerts, performing system and
configuration tasks and diagnostic tests. Select any task by clicking on the icon or the

function name.

AEE

Administrator NETLAB Web Server Web Server Backup
Alerts Event Log Access Log Error Log Status

Shutdown Reboot Configure Software Set
NETLAB NETLAB Services Updates Date / Time
a8 - A " Yoke
Administator Manage Manage Manage Sﬁzm
Profile Communities Accounts Classes Banners
Enable / Equipment Control Lab Device Dewce Pod
Disable Pods Devices Software Assignment
User Logins (10S. SDM, etc.) (System Level)
| r‘ l—‘
(' |
m _
Lab Manage Disk
Rules Designer Designer Installed Status
Labs
}'_—“;\
' Ua
Usaqge Add / Remove Academy
Reporting Curriculum Sharing Portal

5/13/09
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2.1 Remote Access Test

A Remote Access Test is performed during each user [dgm purpose of the test is to
attempt to establish an outbound TCP connection. This connection is necessary for
remote device access, amédmote PC accsesand access to chainctions(chat

functions will be available in a future software release)

This test will fail if a connection using the TCP port(s) defined bMEIE_AB+
administrator cannot be established.

INSTRUCTOR

PORT TEST FAILED

& TCR/IP connection for remote console and remote PC functions could not be
established,

Personal Firewall Internet Firewall NETLAB+
Firewall Server
Software

Please refer to the diagram above.

This system uses TCP port 23 for remote access functions. It is possible that persaonal
firewall software on wour computer, or some other firewall in the path is blocking
connections an this TCP port.

® Are you Using Windows Firewall, Mcafee®, Morton, Comodo, Zone Alarm®, avG, or other
security software?

® If your software is prompting you to validate the connection, please accept and try
again.

® Manual configuration changes to your software may be required.

® For technical details about this port test, please click the Support button,

In this example, the Remote Access Test failednwh@ (0 NHzO (G 2 M) d 2 3ASR2 &y @
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NETLABmow allows the administrator to define the Remote Access Port (or list of
ports) that may be used in place of the factory default, port 23.

It iscritical that the ports specifiedre opened in the site firewalyr the client may
experience delays and/or port test failures during user login.

Please see the Remote Access Ports section dlEHELAB#nstallationGuide

There are several reasons why the Remote Access Test may fail:

1) Personal Firewall settingsn your computer The personal firewall software on your
computer may be set by default to prohibit the port connectiorhis issue is routinely
resolved by selecting to allow the connection when prompted by aygwpindow from
your personal firewall doware.

2) Security policy at your current locatiorit is possible that local security policy does
not allow outbound access using the port(s) chosen byNE& LABa&dministrator. This
is the most likely diagnosis if you are able to successfully athesystem from
another location.

3) Ports have not been opened in the site firewalAs part 6 the installation process,
you mustbe certain to open the ports in the site firewall that have been designated
available for outbound client connection3his is only likely to be the problem if all
users are unable to establish a connection.

£ Try Again Repeat the port test.

£ Skip Test Skip remote access test and login.

@) Learn More Mare information to help you troubleshaot,
2~ Support Show port test details for technical suppon.

Use thed ¢ NEB  bpHdn K wbi& wish to repeat the test aftedjustingyour personal
firewall settings.You may seleai { 1 A LJf youSpéeieréto proceed to your MyNETLAB
page without resolving the issue at this BmYou will not haveemote device access,
remote PC access or chat functiqobat functions will be available infature software
release)
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2.2 Maintenance Reminder

For your convenience, yolWETLABsystem displays the status of your system
maintenance agreementThemaintenancefee covers the cost of technical support and
software updates

The last day of your current maintenance agreement is displayed in ther ujgbé:

hand corner main page when logged in to the administrator account. This notice will be
displayed in green until 60 days before the maintenance end date. The status message
will then change from green to yellow. You can review your renewal aptign

selecting theHow to Renewlink.

Administration METLAB+ 2009.R1 (beta &)
Profile Logout Help administrator
The METLAR administrator account allows you to perfarm MAINTEMNANCE ENDS
configuration tasks and manage your system. For security, some July 1, 2009
configuration tasks must be done from the system console. 45 DWY] 5 ) REMAINING

HOoi TO REMNEYY

If your maintenance agreement is not renewed by the maintenance end date, the
notification message color will change from yellow to red. You are strongly encouraged
to make immediate arrangements to continue mainance to avoid any disruption of
services.

You may find it helpful to enable the display of the maintenance reminder to instructors
who use the system on a regular basis. This is recommended particularly if you do not
log into the administrator accouritequently. As the Administrator, you may enable

the display of the maintenance notification for an instructor by editing the instructor
account information as shown in secti@rl5.2
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2.3 Administrative Alerts

P The status of system events, such as software upgrades are detailed in
I \ the Alertlog. Thalerts that are tracked bNETLABean be used by the

% administrator or central support team as needed, to track user access
and server processes to aid in troubleshooting or device configuration.

N

The log iggenerated byNETLABa&utomatically. Events and errors are dated and time
stampal. The interface includes an option to delete some or all of the alert entries.

2.4 NETLAB+ Event Log

TheNETLABEvent Log contains entries for each event occurring in the
NETLABsystem, including changes to system configuration, user logins,
user autheatication issues, automated processes, creation and deletion
of accounts and classes. The eveahtt are tracked byNETLAB&an be
used by the administrator or central support team as needed

The log iggenerated byNETLABa&utomatically. Events and errors are dated and time
stamped You may select the timperiod of events to view.

(0 0K | select to display the log.

[ Cancel | Select to return to previous screen.

NMETLAB Event Log

This utility is used to view the METLAB Event Log.

Oy Wiew this week only
@ view last 1+ weeks
(O Wiew last 2+ weeks
(O Wiew last 3+ weeks
Oy Wiew last 4+ weeks

() OK | 3 Cancel I

All eents are dated and timstamped.
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[2005-02-06 06:00:20 UTC] nss-status: OK

[2005-02-06 08:00:01 UTC] integrity: check started

[2005-02-06 02:15:06 UTC] nss-backup: database backed up, ID=3701c
[2005-0z-06 09:45:01 UTC] archive maintenance daily Jjob

[2005-0z-06 12:00:12 UTC] nss-status: OF

[2005-0zZ-06 15:37:02 UTC] login by administrator from 24.211.155.:20
[2005-0Z-06 15:35:34 UTC] logout by administrator

[2005-0Z-06 16:00:01 UTC] integrity: check started

[2005-0Z-06 1le:20:42 UTC] login by administrator from £24.211.155.:20
[2005-0Z2-06 12:00:12 UTC] nss-status: QK

[2005-02-06 22:53:11 UTC] logout by administrator

[2005-02-07 00:00:12 UTC] nss-status: OK

[2005-02-07 0O0:05:11 UTC] login by administrator from 24.211.155.:20
[2005-0z2-07 01:20:24 UTC] login by administrator from 24.211.155.:20
[2005-0z2-07 01:57:17 UTC] authentication failure [BADIID] : ¥Your Net
[2005-0z2-07 01:57:43 UTC] login by administrator from 24.211.155.:20

2.5 Web Server Access Log

TheNETLABWeb Server Access Log lists a dated and-stamped

entry for each web server action. When troubleshooting, the log entries
may be helpful to determine if a user is making contact with the web
server. The file can also be used by the TexiBupport Team to
diagnose any web server problems. Similar tokt€l LABEvent Log,

you may select the timgeriod of entries to view.

Web Server Access Log

This utility is used to view the Weh Server Access Log.

O Wiew this week only
® View last 1+ weeks
O view last 24+ weeks
O Wiew last 2+ weeks
O view last 4+ weeks

i OK 5] cancel |

All entries are dated and timstamped
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[0&/Fehb/2005:15:36:42 +0000] 24.211.1558.2Z0 Z00 3598 "GET /2 HTTR/1.

[0&6/Fehb/2005:15:36:42 +0000] 24.211.1558.2Z0 304 - "GET fcustower/cns
[0&6/Fehb/2005:15:36:42 +0000] 24.211.1558.2Z0 304 - "GET /netlab.css H
[0&6/Fehb/2005:15:36:42 +0000] 24.211.1558.2Z0 304 - "GET /fimg/on.gif H
[0&6/Fehb/2005:15:36:42 +0000] 24.211.1558.2Z0 304 - "GET /fimg/offx.gif

[06/Fehb/2005:15:37:01 +0000] 24.211.1558.2Z0 Z00 g70 "POST /flogin.cgi
[0&6/Feh/2005:15:37:02 +0000] 24.211.1558.2Z0 302 293 "GET /login.cgi?
[0&6/Feh/2005:15:37:05 +0000] 24.211.1558.20 Z00 5719 "GET /my-netlak

[0&6/Feh/2005:15:37:05 +0000] 24.211.1558.20 304 - "GET /fcustower/def
[0&6/Feh/2005:15:37:05 +0000] 24.211.1558.2Z0 304 - "GET /netlab.css H
[06/Feb/2005:15:37:05 +0000] 24.211.158.20 304 - "GET /img/alert 735
[06/Feb/2005:15:37:05 +0000] 24.211.158.20 304 - "GET /img/netclah 1

2.6 Web Server Error Log

TheNETLABWeb Server Error Log lists a date and tistemped entry
for each web server error. While the Web Server Access logs contain
entries for all events, the Error Log contains entries for errors only.
When troubleshooting, the file can be used to diagnosg web server
problems. Similar to thBIETLABAccess Log, you may select the time
period of entries to view.

Web Server Error Log

This utility is used to view the Web Server Error Log.

O Wiew this week anly
@ View last 1+ weeks
Ciview last 24+ weeks
O Wiew last 2+ weeks
OWiew last 4+ weeks

) OK Cancel |
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All entries are dated and timstamped.

[Zun Feh 6 04:02:01 Z005] [notice] Apaches/1.3.2Z2 (Unix)
[Gun Feh 6 04:02:01 2005] [notice] Accept mutex: sSysSvsSemn

[Gun Feb 6 22:49:30 2005] [error] [client 2083.243.95.8] In
[Mon Fekb 7 16:07:05 Z005] [error] [client 24.211.155.:20] |
[Mon Febh 7 16:09:04 Z005] [error] [client 24.211.155.:20] |

CEI.pm: Server

clozed socket during multipart read [(client

[Hon Feb 7 23:46:13 2005] [error] [client 10.0.0.5] Fremat
[Tue Febh & 08:48:36 Z005] [error] [client Z02.176.123.178]
CEI.pwm: Serwver closed socket during multipart read (client
[Tue Feb 8 12:52:53 2005] [error] [elient 24.211.158.20] ]
CEI.pm: Server closed socket during multipart read [(client
[Tue Fekbh & 12:57:46 2005] [error] [eclient 24.211,.155.:20] |

2.7 Backup Status

NETLABEentral Services stores backup files of the data necessary to

rebuild yourNETLABsystem, to be used only in the case of a

catastrophic event such as system disk failure. NB&LABsystem

performs system backups transparently, by selecting Backupc8dbee
section2.10). If no backup files are listed on this page, data files are not being backed
up to the Central Support Site. Backups moli occur if Backup Service has been
disabled on theConfigure Servicgsage.

Up to five backup files Wibe stored, with the newest files replacing the oldest files.

These backups are used only to restore a-fuorctioning system, not to restore
accidentally deleted student or class information. At this time, due to data integrity
issuesNETLAB#as nofacility to restore accidentally deleted student or class
information.

Central Support Services (CSS) are required for backup services to operate. If your
system is not communicating with the NDG CSS support server, your system will not be
backedup (see section2.10).

| & 0K | select to return to the previous page.
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The following table list the backups on file with the NETLAR central support site. The
support site retains the last 5 backups.

Backups On File With Central Suppont Site

Diate/Tirme (LITC)

2009-05-13 09:15:00
2009-05-12 09:14:53
2009-05-11 09:15:02
2009-05-10 09:15:02
2009-05-09 09:15:03

@ ok |

Backup 1D

2E5520
265780
265642
2654595
285353

2.8 Shutdown NETLAB+

| | Usingthe ShutdowrNETLAB#unction, the administrator can perform a
4. \} graceful shutdown ofhe NETLABserver. Do not shutdown thHETLAB+

oize [Compressed)
BO1817
BO1747
B03323
BO5033
BOS052

server using the power switch, since this may cause data integrity

7 problems by forcing processes to suspend abruptly.

Oncethe systemissh&2 gy > A0 Ol yy2i
interface, since the server will not be operating and the interface will not be available

through a browser. To restore operation, it will be necessary to press the reset button
or cycle the pwer switch on theNETLABserver.

oS

0 NR dza K {i

Click the shutdown button to perform a graceful shutdown of the NETLAB

Server.

GCAUTION: To bring the system back up, you will need to press the reset
button or cycle the power switch on the NETLAB server!

SHUTDOWN |

Cancel |
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2.9 Reboot NETLAB+

Use this task to reboot thRlETLABserver. Performing the reboot

procedure does not require a physical power up to restore the system,

but bear in mind that the administrator will be disconnectiedm the

server during the reboot and will need to login again when the reboot
has completed. The reboot process will cause any users connected NEhieAB+
server to be disconnected.

Click the reboot button to perform a graceful reboot of the NETLAR server,

REBOOT | £ Cancel |
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2.10 Configure Services

The Configure Services page allows the administrator to configure
! several services to run automatically. These services are available to all
g H | G NETLABsystems with a current support agreement with the
s - NETWORK DEVELOPMENT GROUP, Incorporated. If Backep Serv

SoftwareUpdate Servie, and Time Service are enablgdur NETLAB+

database will be automatically backeg, software upgrades will be installed, and the

system clock will be updated daily These services are enabled by defauitmust

selectUpdae Settingsat the bottom of the page to save any changes made to these

settings.

L]

It is strongly recommended that these services remain enabled.

The following services can be configured to run automatically provided vou have a
current support agreement with NDG,

Backup Service

All METLABR data is stored in an SQL database. Check this box to have NETLABR
send a daily backup of the database to the METLAR central support site. This
will help WDG reconstruct your system in the event of a hard disk failure.

Software Update Service

Check this box to have NETLAR perform software upgrades automatically.
METLAR will contact the central support site every six hours, If a software
upgrade is awvailable, it will be downloaded and installed when the lab is not in
use,

Time Service

Check this box to have NETLAR update its system clock on a daily basis. The
clock is synchronized with the MNETLABR central support server,

The Technical Support Over Remote Access Batgice is used for troubleshooting
only, and should onlyéenabled at the suggestion of the product vendor.

5/13/09 Pagel7 of 19¢



NID/G

NETLAB+ Administrator Guide www.netdevgroup.com

Technical Support over Remote Access Port{s)

Enable this option ta allow MWOG to access and troubleshoot your system using
the TCP port{s) vou have defined for remaote access. Marmally this would be
done using S5SH which provides additional capabilities. However, if firewalls
and/or local policy prohibit WOG access using SSH (TCP port 22), wou may
enable this option. You should only enable this option at MDG's request in
conjunction with problem resolution.

Permit Third Party Telnet Applications / Clear Text Passwords

Enable this feature to permit terminal access to lab device using third party
Telnet application software, The Telnet protocol will transmit clear text
passwords, Disable this feature to prevent clear text passwords from crossing
the network -- users will be required to use the built-in NETLAB+ terminal
applications and the secure automatic login feature.

Obscure Login for Third Party Telnet Application Users

This security option determines the type of login prompts and
error messages displayed to third party Telnet applications, If
enabled {obscured), METLAB+ will emulate UNIX-style login
prompts and error messages, making NETLAB+ ook like a generic
Unix system to both users and port scanners. The disabled
{unobscured) setting provides NETLAB+ specific login prompts and
informative error messages to users, but also provides information
to port scanners that could be used to identify the system.

TheNETLABkcense agreement requires the system to have Internet connectivity and
access to th&dETLABE&entral Server Center. In order to meet this license requirement,
NETLAB#ust be able to send outbound HTTP requests through the Internet to a
central server using the HTTP protocol.

Security/Integrity Monitoring,
Alerts & Database Backup NETLAB

Enhancements, Upgrades, Security
Patches & Time Synchronization
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More information onNETLABE&entral 8pport Services is available at this address:
http://www.netdevgroup.com/netlabcssconnect.htm

Also available on the Configure Services page, the HTTP Proxy section allows the
administrator to enter an IP address and TCP port number of gnaosparent proxy server,

if one is used on theetwork. These values are only required for proxy servers that are non
transparent. If the proxy server at your site does not require manual client configuration, the
fields should be left blank. If changes are made to the proxy server settings, elldgdate
Settingsbutton to apply the new values.

NETLAB#ay not function properly with every proxy server. It may be necessary to find
an alternate location for th&ETLABserver within your network

HTTP Proxy

METLAR uses outbound HTTP {web protocol) for all services. Some networks
require that all HTTP traffic pass through a proxy server.

e lLeave the IP address/port walues blank if your network does not use a
praxy server, or the proxy is transparent {i.e., no client configuration is
required}),

¢ If you have a non-transparent proxy server, please enter the IP
address and TCP port number here,

Proxy IP address;
TCP port:

NETLABperforms SMTP services to deliver enaailpart of the configurable services
offered to administrators and instructors. The administrator may also enter the IP
address for an alternate SMTP mail server, if needed. Some mail servers only allow mail
from designated servers. Using an alternat#T® mail server has not been tested for

all configurations or servers.

Alternate SMTP Mail Server

To send e-mail, NETLAR narmally perfarms the function of a SMTP mail server.
If outbound SMTP mall is restricted within your network, please specify the IP
address of 3 SMTP server that can be used to deliver mail.

Alternate SMTP server IP address:

el e Select to save any changes made on this page.
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2.11  Software Updates

The administrator may use this function to manually check for an
updated software version and perform an upgrade. This is accomplished
by first selecting the Check Availability option. NeTLABsystem will
query the Central Support System to see ilugaate is available and
display an informational message indicating whether an update is
available. If an updated version is available, you may sBkdorm Upgrade Nowo
perform the update.

MOTE: ¥our system is currently configured to upgrade software automatically. If you wish
to perform all upgrades manually from this page, yvou can disable the automatic upgrade
feature from the services page.

Your system is currently running software version 3.6.0.

Please see the release notes for upgrade details,

Check Availability | Perform Upgrade Now |

If the administrator wishes to perform all software wggds manually, the Software
Upgrade Service (s&210) can be disabled. A link to these services is provided on the

page.

It is recommended that the Software Update Service be enabled rather than performing
manual updates. (Sex10).

MOTE: Your system can be configured to upgrade software automatically, To enable this
feature, go to the services pags.

Your systerm is currently running software version 3.6.0.

Please see the release notes for upgrade details,

Check Availahility Perform Upgrade Now
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2.12 Set Date/Time

The administrator may use this function to display the currently
configured date and time. This information is displayed in UTC format.
Allowing theNETLABserver to configure the date and time through
Central Services makes certain that tHETLABsever maintains
accurate time settings.

To perform manual date adjustment the administrator must first disable the Time
Service (se@.10. A linkio these services is provided on the page.

METLAR is currently configured to synchronize the date and time automatically. If you
would like to set date and time manually, please disable the time service,

(4 OK

If the Time Service has been disabled, the Set Date/Time page will display a form
allowing you change the system date and time manually.

It is recommended that the Time Service be enabled rather than sgtiie clock
manually (se€.10).

This page was generated Tuesday February 15 2005 02:37:12 AM UTC

METLAR normally updates the system clock using the time service, which is currently
disabled. We recommend that you gnable time service instead of setting the clock
manually.

This form allows you to change the system date and time manually. Enter the local date
time and time zone, NETLAR converts all times to Universal Coordinated Time (UTC) so it
does not matter what time zone the NETLAR system is actually located in,

Date Febh %! 15 = | 2005

Local Time |2 s« | 37 « | Ap w»

Time Zone | (GMT+00:00) Greerwhich Mean Tirme v

CI'H Cancel
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2.13 Administrator Profile

Selecting this function will display a form allowing the administrator to change the

N contact information for both the business and technical contacts for the

. NETLABsystem. The Administrator will be prompted to update this

ra information during the initialogin to the system, and subsequent-8ay
--" intervals. Keeping this information updated will enable NDG to contact

the appropriate parties quickly should any issues arise.

The information includes Contact Namerail Address, Phone Number and AOL
InstantMessenger ID for both business and technical contacts. There is an option to
receiveNETLABsystem alerts by-Hail. Selecting to recei/dETLABNews allows

NDG tosend general announcements (such as version upgratiaations) to the
specified Email address. We recommend that you enable this option so we can keep
you informed of new features.

CONTACT INFORRMATION
Technical Contact Buziness Contact
Cortsct Mame | Jane Doe Mary Jones
E-mail Address | janedoe@fictionalname. org mjones@fictionalname.org
Phone Mumber | (9191555-5555 (F19555-5555
A0L Instant Messenger ID | janedoefictional mjonesfictional
Receive Alerts by E-mail | Yeg Mo
Receive NETLAB+ News | Yes Yes

<7 Back to Admin | A Update Contact Info | H Change Admin Password

SelectUpdate Contactnfo to open the update screen to make any changes to the
profile information.
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CONTACT INFORMATICN
Technical Contact Business Contact
Cortact kame |Jane Daoe ||"-.-"|Elr'_-,-' Jones
E-mail Address |janedue@fimiunalname.urg |mjunes@fimiunalname.nrg
Phone Number | [(319)555-5555 |(919)555-5555
&0L Inztart Messenger D |janed|:|efi|::ti|:|nal |mj|:|neafi|:1i|:|nal
Receive Alerts by E-mail | (&) Yes (O Mo Oives ® Mo
Receive NETLAB+ Mews | () Yas (Mo ®¥es OMo
g Update Contact Info | No Change
2.13.1 Change Administrator Password

The administrator may elect to change his password by seleCirasnge Admin
Passwordon the administrator profile page. See sectba3 The Change Password
screen will also be displayed during the initial login into the administrator account,
changing the password during the initial login is mandatory.

To change the administrator password, enter the current password, and the new
passvord. The new password must then be retyped. SebE€to change the
password.

Usernames and Passwords are casasitive.

Passwords must meet the following requirements:
Not found in the English dictionary and not too simple
Between 7 and 16 ASCII caeters

Contain both numbers and letters

An error message will be displayed if the new password does not meet these
requirements.

Current Password P ——
New Password R

Re-type New Password | eeeeeees

OK Cancel
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2.14  Manage Communities

A communityis a distinct group of instructors, students, and classes.
™ Instructors may only manage students and classes within their own
— community (unless they are granted systavide privileges by the
administrator). See sectigh15.2.1for information on instructor
privileges. Each community reflects a separate autonomous group usiltNEREAB+
system. There is no sharing of accounts or class records between communities.

The ability to support multiple communities NETLAB#s designed to facilitate the
sharing of NETLABsystem among several different groups (schools, institutions
academis, etc.). Blocks of time on equipment pods may be allocated by community to
ensure that each community receives a predetermined share of lab resources.

FOrNETLAR, each Academy using your system should be defined as a community. If
the system is beingsed by a single Academy, the default community assignment
should be used.

Multiple communities are optional. Keep in mind that each instructor, student and class
can belong to only one community. If you do not wish to use communities, all of your
accounts and classes must reside in the default community.

Administrator

System
Leader(s)

Community
Leader(s)

Instructor(s)

Students

Community
Leader(s)

Instructor(s)

Students

Community _
Leader(s) Community B

Instructor(s)

Students

Default Community

Community A
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2.14.1 Add New Communities

Only theNETLABsystem administrator may adnew communities to theystem.

COMMURNITY LIST
G0 I Mame

Cg| 1 default

C&| 2 MNDG
Cg| 3 ¥¥Z Technical College

o2 Add Community | <2 Back to Admin

SelectAdd Communityto display the Add Community page.
Wew Community |

Community I | 5 |
Hame | Acme University

Account Loging | (&) Epabled O Disabled

Maximum Length of 4.0 hours

Reservstion v | (gcheduling by student accounts or teams)

Minimum Time

. . v .
R e R unlirited | (scheduling by student accounts or teams)

Welcome Message

Hews andl
Announcements

show help tips[]

Enter informationand change defaulettings as needed for thigelds on the page
Descriptions of each field may be displayed by seledivayv help tips

e Community ID:A numeric identifier for this community. This value deternsine
the order in which this communitig displayedn the community list. You may
accept the default, or select a different number. Other communities will be
renumbered relative to your selection.
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e Name: A name for thicommunity.
e Account LoginsEnable or disable logins by users in this community.

¢ Maximum Length of Reservationsthe maximum length dfme a reservation
can be scheduled by an individual student or tearhis setting does not restrict
reservations made by instructorgnstructors can establish lower (more
restrictive) maximumsor a clasdy setting a lower number fdPreferred
Maximum Length of Reservatiam the classsettings (see sectioR.16.1).
Instructorscannot establish higher (less restia) maximumsfor a class than
this community maximumwhich is enforced for atlasses within the
community.

¢ Minimum Time Between Reservationghe minimum time that must elapse
before an individual student or team in a class can make successervations.
This setting does not restrict reservations made by instructors. Instructors can
define higher (moreestrictive) minimums for alassby setting a higher number
for Preferred Minimum Time Between Reservatiamshe classsettings (see
sedion 2.16.]). Instructors cannot establish lower (Egestrictive) minimums
than this community minimumyhich is enfoced for all classes within the
community.

¢ Welcome MessageYou may set a welcome message that appears on top of the
MyNETLAB page for all users in tbe@mmunity. You may appiNETLAB+
embedded markup (see secti@l?) to the text.

¢ News and Announcementdsthis information will appear on top of the
MyNETLAB page, below the wetm® message for all users of themmunity.
You may appiNETLABembedded markup (see secti@l?) to the text.

If you set Welcomand/or Newsand Announcement bannefsr acommunity, users in
the community will see these banners insteafithe ones set for the entire system (see
sectiors2.17.6and2.17.7).

After entering information into the fields on the page, sel@ito add the community
to the system.
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2.14.2 Edit Community Records

To edit a community record, select tt A button to the left of the community ID and
name. The community record will be displayed.

Quick Tech
o |4
Mame Quick Tech
Account Loging | Enabled
Clazs Maximum Length of Reszervation | 2.0 hours
Clazz Minimum Time Between Rezervationz |4 hours
Wwelcome Message YWWelcome to Quick Techl
Mews and Announcements | Cur Mew NETLAB systemn is awesomellll

Select the £ Edit | button to edit any of the fields in the community record.
The edit screen will be displayed.

Quick Tech

Community I 4

Hame | Cluick Tech

Account Loging | (5) Enabled O Disabled

Maximium Length of Reservation |2 0 hours | (scheduling by student accounts or teams)

Minimum Time Between Reservations | 4 hours | (scheduling by student accounts or teams)

Welcome Message Welcome to Ouick Tech!

Hews and Announcements Cur MNew {b!NETLALEB{/ b} system is awvesome!!!!

shows help tips[]

Descriptions of each field (see sect@®i4.2 may be displayed by selectisgow help
tips, in the lower righthand corner of the page.

Select @ Update 1 <ave changes to the record.
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2.14.3 Delete Community Records

To delete a community record, select t ‘X button to the left of the community ID
and name. The community record will be displayed.

Acme University
D |5

Mame Acrme University
Account Loging |Enahled
Clazz M aximum Length of Rezervation (4.0 hours
Clazz Minimum Time Between Fezervation: | unlimited
Weloome Message |WWelcome to Acme University!
Mews and Announcements | Complete your assignments fraom home, using NETLABI

Selectthe = Pe1®®  ptton to delete the community record.

A confirmation screen will be displayed.

® Delete community Acme University?

(4 OK | [5 Cancel |

You must selec.“4 @ {5 confirm that you wish to delete the record.

All classes and accounts for the community mwestieleted prior to deleting a
community record. See sectiofisl5.3and2.16.7for details on deleting classes and
accounts.
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2.15 Manage Accounts

- ™ This function is used to add, delete, and modify account information for
. both student and instructor accounts. At least one instructor account
must be setup by th&lETLABAdministrator in order to access the
scheduler for lab reservations. A student@act should be created for
each student to allow them to participate in labs as part of an instruletdrsession, a
team session, or an individual reservation.

As theNETLABAdministrator, you may manage accounts for any community. You may
also allow instructors to manage accounts for all communities by granting them system
wide privileges (see secti¢hl15.2.1).

Manage Accountgunctions include adding new accounts to the system (see section

2.15.7) and makingnodifications to existing accounts after selecting them via the
account search function (see sectiadri5.2.

Account Search

Community E (all) v

Show | @ all account types
Olinstructors only
O students only
O users that have never logged in
O users that have been inactive for 1 year ar more

Match Uzer ID or Hame
dh Search |

tpartial name 2K, leave blank to match all)

=p Add Accounts | Exit |
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2.15.1 Add Accounts

Anaccount siouldbe created for each usé¢o allow them to participate in labs as part
of an instructorled session, a team session, or an individual reservation.

To add instructor and/or student accounts to the system, select the community from
the drop-down communitybox on the Account Search page. Simply accept the default
selection for community if your system has only one community.

Account Search

Community f (all) v

show | 4 cme University
default
MNDG

#v'Z Technical College ]

O ugers that have been inactive for 1 year or more

Match Uszer ID or Hame
dk Search

(partial name Ok, leave blank to match all)

Select the_apAdd Accounts | | ., - 1 display the add accounts screen.

As theNETLABAdministrator, you may add both instructor and studexccounts.
Instructors may also add new accounts; depending on the privilege setting of their
account (see section.15.2.)

Assign an initial pasvord to the accounts by entering a value for initial password. The
account users will be required to change this password during their initial login.

Passwords must meet the following requirements:
¢ Not found in the dictionary and not too simple

¢ Between7 and 16 characters
e Contain both numbers and letters
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Enter New Account Infoermation

Add to Community X7 Technical College

Sohodohoiohoioiode

Initial Password

Retype Initial Password [eesetiest

Uzer 10 [Matmne Type E-mail Address (optional) Status
1 || Adole Ann Dole IW adole@fictionalname. org E::I_E“: new user or leave
2 | ||doe2008 Jane Doe IW jdoed@fictionalhame.org E:-::}: MW user or leave
3 || mzrmith bk ary Srnith W mzmithi@fictionalnarmne, org E::SI: My USer or [ave
4 || bryiller Bob Miler W briller@fictionalhanme.arg E:-:;: new user or leave

Enter newy user or leave
5 I ghudent W blank

Specify account information for each user account:

e NETLABWYser ID A user ID that will be used to log in to tNETLABsystem.
May contain up to 1&SClalphanumeric characters, and thmdersore " "
character. Alphanumeric charactanelude AZ, az, 9. The specifietD must
be unique to theNETLABsystem You may wish to establish standards for
account creation. The User ID is case sensitd@duplicate User Ids are
permitted.

¢ Name Thenameof the user. It is recommended that you use Last name, First
nameformat if you wish to view names in alphabetical order within a class
roster.

e Account Type The account typestudent or instructormust be selected for
each account Once an instructor record is created, the instructor may be
assigned as a lead instructor for a class or may join a clads@®er. A class
may contain one or morkead instructorgtrainers). All other users in the roster
(who are not leads) arkearners(see sectior?2.16.3.

e Email AddressAny valid email address associated with the accoufntering
an email address is optionagccount users will be prompted to add/update their
email address and time zone information when they initially log in to their
account.
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Select Submit at the bottom of the page to add the new accounts to the system.

A confirmation screen will indicate thatéhaccounts have been successfully added.

All Requested Accounts Were Added

Add to Community X Z Technical College

Initial Password accepted, not shown

Uzer ID Matmne Type E-tnail Address (optional) Status
1 |&dole  |AnnDole | instructor |adole@fictionalname.org | () sdded
2 |jdoe2006 | Jane Doe | instructor | jdoe@fictionalname.org () added
3 |mamith | Mary Smith | studert | mamithi@fictionalname org | () added

4 |bmiler | Bob Miler | studert | bmiller@fictionalname arg | () added
5

=
7
g
9
10

() I'm Done =p Add These Accounts to a Class

Youhave the option to assign the newly entered accounts immediately to a class by
selecting theAdd These Accoustto a Clasdutton (see sectior2.16.3. Select. QY
Doneif you prefer to assign the accounts to a class roster at a later time.

2.15.2 Edit Accounts

Asthe NETLABa&dministrator, you may edit information in any instructor or student
account in any community. You may also grant sysiede instructor privileges to

allow an instructor to manage accounts in any community. Granting an instructor
communitywide privileges will allow the instructor to manage student and instructor
accounts within their community. Instructors with normal privileges can only manage
student accounts within their own community. See secfolbb.2.1

You may also enable the maintenance reminder message for an instructor account as
described in this section below.

To edit accounts, use the account search function to locate the d¢gpyou wish to
edit.
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You may select a community, an account type, and/or a full or partial User Id or name to
narrow down your selections.

Account Search

Community IWZ Technical Caollege  +

Show | @ all account types
Oinstructors only
O students only
O users that have never logged in
O users that have been inactive for 1 year ar more

Match Uszer ID or Hame
¢k Search

(partial name Ok, leave blank to match all}

The results of your search query will be displayed in a list.

Uzers matched: T Community: X¥Z Technical College Showing: all account types  Matching: {amy)

LISER ID M2 ME COMRLIMIT CLAZSES LAST Lz SELECT

O Adole ﬁ Ann Dole #¥Z Technical College ECNP Fall Class Jan21,2006 [
all ccna [Lead]

© hmiller E Bab Miller #¥Z Technical College | CCMNP Fall Class Jan 21, 2006 | [
O daZ005 E Ida Lerner #¥Z Technical College | CCMNP Fall Class never F
© jcary EJaggn Cary #¥Z Technical College | CCMNP Fall Class hever ]
© jdoe2005 1 Jane Doe ¥¥Z Technical College E"éﬁﬁ':ﬁ"éfﬁ; [['L-jj;']] Jan 27,2006 [
© msmith E] Mary Smith AYZ Tachnical College |CCHP Fall Class never F
O ystevens E‘]"-.,.-"ictnria Stevens |(AYZ Technical College | CCHP Fall Class never F]

|

Perform Action on Selected Accounts: I Addto Class Roster | # @]

Select an account by clicking on the Ulskr The account page for the record will be
displayed.
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User 1D jdoa2005
Mame Jane Doe

Account Tvpe instructor
Cormmunity | default
E-mail Addrezz janedoe@fictionalname. arg

CCMx 3.x Test [Lead]
Janes Test Class [Lead]

Fiivileges| instructor with system-wide management privileges
Fod Designer disabled

Clazs Membership

Loginz enabled
Lazt Loginn Thu Feb 15, 2007 3:39FP M
Maintenance show B0 day renewal reminders on MyMNETLAE page

A~ Edit | = Delete | £ Reset Passworid | 3] Exit |

To proceed to the edit page for this account, select Hult button.

The account edit page may be used to modify the account name, email address and to
enable and disable account logins. &haccount logins are disabled, the user will not

be able to login to the&NETLABsystem.

For instructor accounts, account privileges may be modified. In this example, instructor
Jane Doe has been granted systaide privileges. (See secti@rl5.2.)

Jdoe2006

Account Type instructor
Uszer ID jdoe2005

Mame |Jane Doe
E-mail Address |janedoei@fictionalnarme.org

Privileges | ) jnstructar
Cinstructor with community management privileges
instructor with system-wide management privilegesl
What's this?

Pod Designer | ) gpapled @ disabled
Logins | &) gnabled O disabled

Maintenance | [] o quy B0 day renewal reminder on MyNETLAE page

() Update [ Exit
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Another option that may only be updated by the administrator is enabling the display of
the maintenance renewal reminder. Enabling this reminder for instructors who use the

system on a regular basis is recommended, particularly if you do not log into the
administrator account frequently.

JdoeZ00E

Account Type instructor

Uszer ID jdoe2005

Mame |Jane Coe |

E-mail hddress|janedue@fi|::tinnalname.urg |

Privileges Clinstructar

Olingtructor with comrmunity management privileges
®instructor with system-wide management privileges

What's this’?
Pod Desianer | O ¢rapied @ disabled |

Logins | @ gnabled O disabled |
Maintenance § [V] =jaw 50 day renewal remindar on MyNETLAB page
(4 Update

SelectUpdateto save changes to the account record.

The renewal reminder will be displayed in the upper rigahd corner of the main page

of the instructor account if the option to show the renewal reminder iesed. Please
see sectior?.2for more information.

INSTRUCTOR
File Scheduler Account Class Profile Curriculum Archive Logout Help

MAINTEMAMNCE ENDS
Apr 1, 2007
45 DAT(S) REMAINING
Refresh this page to check for recently scheduled labs, PLEASE RENEW

There are no relevant lab reservations to display at this time.
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2.15.2.1 Modify Instructor Privileges

Asthe NETLABa&dministrator, you may edit information for any instructor or student
account in any community. If you have multipEmmunities on youNETLABsystem,

you may wish to grandystemwide privileges to an instructor (see secti@ril5.2for an
example) to allow the insuctor to act as a System Leader. This will allow the instructor
to manage accounts and classes in any community without accessing the administrator
account.

Granting an instructocommunitywide privileges will allow an instructor to act as a
Communty Leader, able to manage both student and instructor accounts within their
own community. Instructors withormal privilegegthe default) can only manage
student accounts within their own community.

Administrator

System
Leader(s)

Community
Leader(s)

Instructor(s)

Students

Community
Leader(s)

Instructor(s)

Students

Community )
Leader(s) Community B

Instructor(s)

Students

Default Community

Community A

Only theNETLABa&dministrator can grant communiwide or systerawvide privilege to
an instructor account.
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Level 1 - Normal Instructor Privileges

# (Can create and manage student accounts in their cammunity.
# (Can create and manage classes for which they are a lead.

# Can cancel lab reservations made by students in their classes.
# Cannot manage other instructor accounts,

Level 2 - Community-Wide Instructor Privileges

Can create and manage student accounts in their community,

Can create and manage instructor accounts in their community,

Can create and manage any classes in a community,

Can attend all lab reservations in their community (except instructor personal
reservations)

* Can cancel lab reservations made by instructors and students in their community.

* b

Level 3 - System-Wide Instructor Privileges

Can create and manage student accounts in any community,

Can create and manage instructor accounts in any community.

Can manage classes in any community,

Can attend all 1ab reservations in any community {except instructar personal
reservations)

* Can cancel any lab reservation,
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2.15.3 Delete Accounts

Use the account search page to search for and select a record (see setpn
that you wish to delete. Keep in mind that accounts may be assigned to multiple
classes, rather than being bound to a specific class as in previous versiiB$loAB+

If the accounts ee for students who will continue to use yoNIETLABsystem in other
classes, you can keep the accounts and add them to the class roster of other classes as
needed (see section.16.3

User 1D jdoa2005
Mame Jane Doe

Account Tvpe instructor
Cormmunity | default
E-mail Addrezz janedoe@fictionalname. arg

CCMx 3.x Test [Lead]
Janes Test Class [Lead]

Fiivileges| instructor with system-wide management privileges

Clazs Membership

Pod Designer disabled
Loginz enahled
Lazt Loginn Thu Feb 15, 2007 3:39FP M
Maintenance show B0 day renewal reminders on MyMNETLAE page

A~ Edit | = Delete | £ Reset Passworid | 3] Exit |

Select theDeletebutton. The page will indicate if the selected account is eligible for
deletion. Eligibility for deletion is dependent upon the privilege level of the user
performing the deletion (see sectidh15.2.). TheNETLABadministrator may delete
any account, in any community.

ACCOUNTS SELECTED FOR DELETIOR
ISER ID MARE TPE COnARALIRIT CLASS MEMBEERSHIP STATUS
msmith Mary Smith | student XYZ Technical College eligible for deletion

@ All of the selected accounts are eligible for deletion.

Proceed with deletion?

l;,]"n"esl Mol

SelectYesto proceed with the account deletion.
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@ 1 account(s) deleted.

#

() OK

The account delete function may also be performed as an action on multiple accounts,
see sectior?.15.5

2.154 Reset Account Passwords
It may be necessary to resan account password if a user has lost or forgotten their
current password. You may use the reset password function. Upon initial login, the

user will be required to change the password.

Use the account search page to search for and select a record (see setpn

jdoe2006

User 1D jdoe2005
Mame Jane Doe
Account Tope|instructor
Community default
E-maill Addrezs janedoe@fictionalname. arg

CCMx 3.x Test [Lead]
Janes Test Class [Lead]

Frivileges instructor with system-wide management privileges
Fod Designer disabled
Loginz enabled
Last Loginn Thu Feb 15, 2007 3:39P M
Maintenance show B0 day renewal reminders on MyMNETLAE page

A~ Edit | = Delete | £ Reset Password | [ Exit |

Clazs Membership

Select theReset Passwortutton to display the password reset screen. Enter the new
password for the account.

Passwords must meet the following requirements:
Not found in the dictionary and not too simple

Between 7 and 16 characters
Contain both numbers and letters
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ACCOUNTS SELECTED FOR A, JORD RESET
LISER ID MAME TYPE COMRLIFIT STATU=
Jdoe2006 | Jane Doe|instructor| XY Z Technical College eligible for password reset

Enter a temporary login password for the selected users. Upon login, each user will be
required to select a new password.

Temporary Pasgword [Heeesss

Retype Temporary Pagsword [*esssse

() OK | £ Cancel |

A confrmation message will be displayed.

1 password(s) reset.

*+ Please pravide the temporary password to the selected users.

() OK

The password reset function may also be performed as an action on multiple accounts,
see sectior.15.5
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2.155 Performing Actions On Multiple Accounts

Several account functions may be performed on multiple records at one time.
Here, we select all accounts for XYZ Technical College.

Account Search

Community IWE Technical College |+

Show | @ all account types
Oinstructors only
O students only
O users that have never logged in
O users that have been inactive for 1 year ar more

Match Uzer ID or Hame
¢k Search |

(partial name Ok, leave blank to match all}

A list of all the instructor and student accounts is displayed. To the right of each
account in the list is a selection box. To perform an action on multiple records, you may
select individual records, or use tiselect AlandUnselect Albuttons as neded.

Uzers matched: T Community: X¥Z Technical College Showing: all account types  Matching: {amy)

LISER ID M AME COMMLIMITY CLASSES LAST Loz SELECT

O Adole ﬁ Ann Dole #¥Z Technical College ECNP Fall Class Jan 21,2006 [
all cocna [Lead]

O hmiller E] Bab Miller #¥Z Technical College | CCMNP Fall Class Jan 21,2006 | [
O daZ005 E] lda Lerner #¥Z Technical College | CCMNP Fall Class never F]
© jcary E‘l._lasnn Cary #¥Z Technical College | CCMNP Fall Class never F
© jdoe2005 4 Jane Doe ¥¥Z Technical College E"éﬁﬁ':ﬁ"’gﬂ:ﬁj [“L-::;']] Jan 27,2006 [
© msmith E] Mary Smith A% Z Tachnical College |CCHP Fall Class newer F
O ystevens E‘l‘v’ictnria Stevens |AYZ Technical College | CCMP Fall Class never F]
Perform Action on Selected Accounts: E.ﬂ\dd to Class Roster & [ Go ]

Add to Class Roster

Reset Password
ik New Search | o Add b e

Selecting theAdd to Class Rosteaction will allow you to assign the selected accounts to
a class (see sectidhl6.3. You may alsmeset the passwordsee sectior?.15.9 of the
selected accountsralelete the account records (see secti@nl5.3.
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2.16 Manage Classes

The Class Manager is used to manage classes and rosters. Information for

™05 | i

7 _ ) eachclass using the system must be entered into the Class Manager. As

AP the NETLABa&dministrator, you may manage classes for all the
communities you have added to yoMETLABs$ystem. You may grant

systemwide and communitywide privileges to instructor accots as appropriate (see

section2.15.2.] to allow instructors to manage classes.

A list of the classes that have been entered for the selected community will be
displayed. Classes are listed with the start date of the class (if any), the class name, lead
instructor, class type, number enrolled, and end date.

CLASZ LIST COMMUNITY: X¥Z Technical College
CLASS RAME LEAD IM=TRICTORIS) #EMROLLED START DATE EMD DATE
0 CCHA 101 #Ann Dole 3 Mone Mone
E it Bt H Jane DDE
O CCMNP Fall Class Jane Doe 5] Jan 21, 2006 |May 15, 2006
© fall cochna Ann Dole 3 Mone Mone
O FNS Class it Dl 2 Mone Mone
Jane Doe
© FMNE review class Jane Doe 3 Maone Maone
© =pring cona Mone B Jan 7, 2006 |May 7, 2007
© Spring CCMA T Jane Doe 4 Jdan 21, 2006 |May 20, 2006

op Add a Class | <= Back |

2.16.1 Add Classes

To adda class to the system, select tl o Add a Class |, 16 at the bottom of the
Class Manager page and enter the class information into the form.ClHss Namé&eld

is required; other fields may be filled out now, or later through the Edit Class function
(see sectior?2.16.9.
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Clazz Hame | CCHNF Fall Class | REQ |

Lead Inztructor[z] Jane Doe

Global Labs AE CCMA 1 English 3.1
AE CCMA 2 English w31
AE CCMA 3 English 3.1
[] AE CCMA 4 English %3.1
[] AE CCMA Bridge Exams 3.0
[] AE CCMA English V2.1 (retired)
AE CCNA Pod Reservations (no labs)
[] AE CCMP BCMESM %5.0 English
[] AE CCMP BCMESM 5.0 Skills Exams English
[] AE CCMP BZSCI 5.0 English
[] AE CCMP ISCWY 5.0 English
AE CCMP OMT %5.0 English
AE CCNP Pod Reservations (no labs)
[] AE FNZ Combined %1.2 English
AE FNS PIX%1.2 English
AE FMS Router V1.2 English

Private Labs you have no instalied private lab content to select

Starting Date | @ None O Date [ Jun [s] [ 26 [v] [ 2008 [»

Ending Date | & Mone O Date|Jun w |25 W |2EIEIE| w

self Study Lab Access |[/] ajow individuals to schedule lab time
[ ]Allow teams to schedule lab time

Predetermined Lab Time Limits | &) Enforce lab author's time limits (if any)

O Do not enforce lab author's time limits
Preferred Mazimum Length of Beservation | 3.0 hours * | (community maximum iz 4.0 hours)
Preferred Minimum Time Between Beservations | 4 hours | [community minimum is 3 hours)
Console Pazsword [Cisco devices] |Cisco
Enable Pazsword [Cizco devices] [Class

E-mail Configs/Logs | @ 1y O To lead instructors upon completion

Retain Confige/Logs |[]Instructor-led reservations
[#]Individual or team reservations

Retention Period | 1 vear i
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Class Edit/Add Field Descriptions
e Class NameThe name of the class must be unique on HETLABsystem.

e Lead Instructor(s) Instructors who are trainers in this class. Only lead instructors can
schedule instructoted lab reservations for a class. Lead instructors may schedule
instructor-led lab reservations for this class. A lead instructor may also join any
student or team reservations in progress that are associated with the class.

¢ Global LabsSelect lab exercises and content that can be accessed by users in the class
roster. This also affects the pod types that users can access. This setting does NOT
control accesso curriculum. Global labs are available to all instructors on the system
(if authorized by the administrator).

¢ Private Labs:Private labs are available only to the original installer. If you have
created lab designs using the Lab Designer, they iivailable for selection in this
section. Please reféehe NETLABtab Design Guider details.

e Starting Date An optional starting date for the class. New pod reservations for this
class may not be made before this date.

Note: If this date is, cAnged later, existing equipment resource reservations are not
affected.

e Ending Date An optional ending date for the class. New pod reservations for this
class (student or instructor) may not be made after this date.

Note: If this date is changedder, existing lab reservations are not affected

e Self Study Lab Access
Individuals If selected, individual users in the roster can schedule lab reservations.
Teams Enabling this optioallows learnergdo work in groups for selftudylab

reservatiors and share access to equipment at the same tiBefore enabling this
option, place each user in the roster into the desired team (A to Z).
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5/13/09

Predetermined Lab Time Limits

Enforce lab author's time limits (if anyWhen a lab author specifies a timenii

for a lab exercisdNETLABWill always use this limit to determine the length of

an individual or team reservation. When a lab time limit is enforced, the
Maximum Length of Reservation setting (described below) will have no affect on
the reservationlength. The time limit is only imposed upon learners making

their own individual or team reservations. Individual or team reservations
created by the lead instructor on behalf of individual learners or teams in the
class are not restricted by the lab &2 Na GAYS fAYA G D

Do not enforce lab author's time limitsNETLABwill disregard any time limits
set by lab authors. Individuals and teams may determine how much time is
allocated for any lab, up to the Maximum Length of Reservation setting (see
below).

PreferredMaximum Length of ReservationSets the maximum length (in hours) of an
individual or team lab reservation. Lab exercises can also have a time limit. The lower
of the two times is usedThe maximuntime lengths of lab reservations for all skes

within a community aresubjectto community maximums, & communitymaximum
hasbeenset (see sectiol). You may nogstablisha higher (less restrictive)

maximum for theclassjt will not overridethe community maximum.

Alower (more restrictive) maximurime lengthfor the class may be enforcday

setting avaluethat is lower than the community maximum.

Note: Lead instructors and instraer-led reservations are not bound by this
restriction.

PreferredMinimum Time Between ReservationsSets the minimum amount of time
between successive reservations made by an individual or tédns setting &n be
used to prevent excessive schedulofdabs. For example, a settinfj48 hours
prevents the same individual or team from scheduling lab exercises less than 48 hours
apart. The default valuao limit will allow astudent or team to make unlimited
reservations.The minimum time betweeneservations for all classes within a
community is subject to community minimums, if a community minimws been set
(see sectior®). Youmay notestablish a lower (less restrictive) minimum for ttiass;
it will not override the community minimum. A higher (more restrictive) minimum
time between lab reservations for the class may béeced by setting a valuiat is
higher than the community mimum.

Note: Lead instructors and instructeled reservations are not bound by this
restriction.
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Console PasswordCisco courses only. The password which students and instructors
are expected to assign to all device consoles, ‘line con 0'. \MEGi.ABperforms an
automated operation, it will try this password to gain access to the console. Some
automated operations may abort if the device's console is not set to this value.

Enable PasswordCisco courses only. The password which students andiatsts

are expected to assign as the privileged (enable secret) password on all devices.
WhenNETLABperforms an automated operation, it will try this password to gain
access to privileged exec mode. Some automated operations may abort if the device's
enable password is not set to this value.

E-mail Configs/Logs After a reservation has completed, a copy of the final
configuration files and session logs can be automaticathaded to lead instructors.

Please NoteEmail can be unreliable. Thigton will only work if the lead instructors
have a valid enail address set in their profiles. System settings, port filters and/or
anti-spam software may interfere with-mail fromNETLAB¢even if other email from

the NETLABsite may be working). Alternatively, you can access configuration and log
data using the archive feature.

Retain Configs/LogsAfter a reservation has completed, a copy of the final
configuration files and session logs can be retained intBELAB achive. Since this
information consumes disks space and increases the size of backups, please retain
only the data you need.

Instructor-led reservations If checkedNETLABWill retain configs and logs from
instructor-led class reservations.

Individual or team reservationsIf checkedNETLABwill retain configs and logs from
student or team reservations.

Retention Period This pull down lets you control the length of tilETLAB+

will retain configuration files and session logs in the archive for this class. Since
this information consumes disks space and increases the size of backups, please
retain the data only as long as needed.

After entering information on the page, seld@K A confirmation message will be displayed.
You may now choose lead instructors for the class (see seztl@ng, or selecExitif you
prefer to enter this information at a later time.
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Class CCNP Fall Class was created.

+ please select lead instructors on the next page

&> Choose Lead Instructors {Next) | [5) Exit |

If you complete the process to choose lead instructors, you will then be prompted to add
learners to the class roster (see sectibi6.3.

There are no learners in this class roster.

() Done | =p Add Learners |

You may also choose to add learners to the roster at another time.
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2.16.2 Edit Class Information

Edit the information for an existing class by clicking on the class name displayed in the
class list displayed dn K S Of Fa& YI yl3ISNI LJ ISP | SNB >
CCNP Fall Class.

CLASS LIST COMMUNITY: X¥Z Technical College

CLASS RAME LEAD INSTRUCTORIS) #EMROLLED START DATE
0 CCHNP Fall Class Jane Doe G Jan 21, 2006
O fall ccna Ann Dole 0 Mone
© FMS Class Jane Doe 1 Mone
© FMNES review class Jane Dog 1] Mane
© =pring cona Mone a Jdan 7, 2006
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A page displaying the current settings for the class will be displayed.

CLASS: CCNP Fall Class

Clazz Mame
Lead Instructor=)

Mumber Enrolled

Global Labs

Private Laks

Start Date

Ending Date

Self Study Lab Access

Predetermined Lak Time Limits

Preferred Maximum Lendgth of Reservations

Preferred Minimum Time Between Reservations

CCMP Fall Class
Jane Doe
2

AE CCMA 1 English %31

AE CCMA 2 English %31

AE CCMA 3 English %31

AE CCNA Pod Reservations (no labs)
AE CCHP OMT 5.0 English

AE CCNP Pod Reservations (no labs)
AE FNE P w1.2 English

AE FMS RHouter %1.2 English

Mone

Mone

Individuals

Enfarce lab author's time limits (if any)
3.0 hours

4 hours between reservations

Conzole Password | cisco
Enahble Password | class
E-mail Configzilogs Mo
Retain ConfigsLogs |ILT Class, Student or Team
Fetertion Period | 1 yvear
Inztructor Led  Inclividual Team Tatal
Clasz Lab Uzage Lab=s 14 B 4 25
Hours 420 45 25 49.0
() Done | A° Settings | & Roster | B8 Teams | iy Leads | = Delete

Select theSettingsbutton to make the information for the displayed class available for
editing. The class edit page is identical to the add class page. Please seeZsg6tibn
for a detailed description of each field on the page.
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Clazz Hame | CCHNF Fall Class | REQ |

Lead Inztructor[z] Jane Doe

Global Labs AE CCMA 1 English 3.1
AE CCMA 2 English w31
AE CCMA 3 English 3.1
[] AE CCMA 4 English %3.1
[] AE CCMA Bridge Exams 3.0
[] AE CCMA English V2.1 (retired)
AE CCNA Pod Reservations (no labs)
[] AE CCMP BCMESM %5.0 English
[] AE CCMP BCMESM 5.0 Skills Exams English
[] AE CCMP BZSCI 5.0 English
[] AE CCMP ISCWY 5.0 English
AE CCMP OMT %5.0 English
AE CCNP Pod Reservations (no labs)
[] AE FNZ Combined %1.2 English
AE FNS PIX%1.2 English
AE FMS Router V1.2 English

Private Labs you have no instalied private lab content to select

Starting Date | @ None O Date [ Jun [s] [ 26 [v] [ 2008 [»

Ending Date | & Mone O Date|Jun w |25 W |2EIEIE| w

self Study Lab Access |[/] ajow individuals to schedule lab time
[ ]Allow teams to schedule lab time

Predetermined Lab Time Limits | &) Enforce lab author's time limits (if any)

O Do not enforce lab author's time limits
Preferred Mazimum Length of Beservation | 3.0 hours * | (community maximum iz 4.0 hours)
Preferred Minimum Time Between Beservations | 4 hours | [community minimum is 3 hours)
Console Pazsword [Cisco devices] |Cisco
Enable Pazsword [Cizco devices] [Class

E-mail Configs/Logs | @ 1y O To lead instructors upon completion

Retain Confige/Logs |[]Instructor-led reservations
[#]Individual or team reservations

Retention Period | 1 vear i

After updating information, select th@Kbutton at the bottom of the page.
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Add Learners to the Class Roster

A classosteris a list of members, which may include student accounts, instructor
accounts, or both. All members must belong to the same community.
A class may contain one or mdead instructorgtrainers). All other users in the roster
(who are not leads) arlearners Select theRosterbutton on the class page to add

learners.

CLASS: CCNP Fall Class

Clazs Mame
Lead Instructor(=)

Mumber Enrolled

Global Labs

Private Labs

Start Date

Ending Date

Self Study Lab Access

Predetermined Lak Time Limits

Preferred Maximum Lendgth of Reservations

Preferred Minimum Time Between Reservations

CCMP Fall Class
Jane Doe
2

AE CCMA 1 English %31

AE CCMA 2 English %31

AE CCMA 3 English %31

AE CCMNA Pod Reservations (no labs)
AE CCHP OMT 5.0 English

AE CCMP Pod Reservations (no labs)
AE FMNES P 1.2 English

AE FMS Router %1.2 English

Mone

Mone

Individuals

Enforce lab author's time limits (if any)
3.0 hours

4 hours between reserations

Conzole Pazsword | Cisco
Enshle Pazsword | class
E-mail ConfigsiLogs Mo
Retain Configs/Logs |ILT Class, Student or Team
Retertion Period |1 year
Instructar Led  Individusl Team
Class Lab Uzage Lab= 14 B 4
Hour = 420 45 25
() Done /P Settings & Roster A% Teams jyLeads

Tatal
25
49.0

= Delete

A list of learners assigned to the class will be displayed, or a message stating that no
learners have yet been added to the class.

There are no learners in this class roster.

(2 Done | o7 Add Learners
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SelectingAdd Learnerswill display theAdd Learners to Rostepage. This page allows
you to select from 3 methods to add learners to the class.

The first method Select from a list of all existing users in this commuisign ideal
choice when:

¢ You will be selecting learners for which accouwadteady exist.
e The list of all existing users in your community is relatively small. (Since this

option displays all the accounts, from which you can make your roster
selections).

& Select from list of all existing users in this community.

3 Create new user accounts and add to class.

O Search for and select existing users in the account manager, then invoke Add to Class from
the action menu at the bottorn of the search results page.

Select the learners you wish to add to the class roster from the list displayed. Notice
also that the list shows that instructor Jane Doe has already been selected as a class lead
(see sectior?.16.6).

COMMURITY: ¥ Z Technical College
[ AME LISER: IT SELECT
P Ann Dole Adole
8 Bob Miller brniller [
fi Jane Doe Jdoe200E already class lead
8 Mary Srith msmith

() Add Selected Learners | [3 Cancel |

Click theAdd Selected Learnetsutton to add the learners to the class roster.
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The second methodCreate new user accounts and add to classn ideal choice when:

e You need to add learners toclass and have not yet set up accounts for them
(typically, if this is a group of firsime users of youNETLABsystem).

e You prefer to do this process in osgep rather than first adding the accounts
using the Account Manager (see sectibt5.1).

) Select from list of all existing users in this community,

(#) Create new user accounts and add to class.

Search for and select existing users in the account manager, then invake Add fo Class from
[ ) .
the action menu at the bottam of the search resulis page.

Enter the new account information for each user (see se@id5.]).

Enter New Account Information

Add to Community 3 Z Technical College
Add to Class CCMNP Fall Class

Initial Passworg |*eeee

Retype Initial Passwor [eeesess

=zer |0 Mame Type E-mail Address (optional) Status
1 | |ida2006 Ida Lerner W Enter new uzer or leave blank
2 | wstevens Yictoria Stevens W Enter news uzer or leave blank
3 |jcany Jazon Camy W Erter newe user of leave blank

4 I shudent Enter newy uzer or leave blank
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The third method SearchHor and select existing users in the account manager, then
invokeAdd to Clasfrom the action menu at the bottom of the search results pagan
ideal chote when:

e You will be selecting learners for which accounts already exist.

e The options on the account search page (see se&itb§ will allow youo
select convenientlha subset of the accounts from which you may make your
selections. This may allow you to avoid scrolling through a long list if there are a
large number of accounts in your community.

1 Select fram list of all existing users in this community.

3 Create new user accounts and add to class.

.. Search for and select existing users in the account manager, then invake Add to Class from
the action menu at the bottom of the search results page.

Here, we will use thehow option to display only student accounts.

Account Search

Community IWE Technical Callege  »

Show | O all account types
Oinstructors only
® students only
O users that have never logged in
O users that have been inactive for 1 year ar more

Match Uszer ID or Hame
dh Search |

(partial name Ok, leave blank to match all)

The result of the account search displays all of the student accounts in the community.

Select the students you wish to add to the class roster. (Notice that student Ida Lerner

has been selected, althoughesks already indicated to be a member of the class. For

G§KS LizN1J32 &S 2F (KAa&a SEIFYLX Sz tS3Qa AYI3IAyYyS
the Add to Class Rostexction and cliclGo.
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Uzers matched: § Community: X¥Z Technical College =howing: studenmts only  hatching: (amy)
U=ER ID MAME COPARALIRIT CLAZSES LAST Lo SELECT

© hmiller Ei Bab Miller #YZ Technical College Jan 21, 2005

O da2005 Ei Ida Lerner #Y¥Z Technical College  |CCMP Fall Class | never

© jcary <] e Cary #¥Z Technical College never ol

© msmith Ei MWary Smith #YZ Technical College never ]

O ystevens Eﬂfictnria Stevens |AYZ Technical College never
Select Al

. _ -
Perform Action on Selected Accounts: I Add ta Class Roster Go PP

Next, you will be prompted to select the class to whiok yish to add learners. Here,
pSQft asStSOG GKS / /bt ClLff /flaao

CLASS MAKME LEAD IMSTRUCTORIS) # EMROLLED START DATE ERD DATE
© CCMP Fall Class Jane Doe 1 Jan 21, 2006 |May 15, 2006
© fall ccna Ann Dole 0 Mone Mone
O FMNZ review class Jane Doe 0 Mone Mone
© =pring cona Mone 0 Jan 7, 2006 |May ¥, 2007

The status of the accounts added is shown. Notice that Ida Lerner is flagged as already
in the roster, thus illustrating that selecting accounts more than once to add to a roster
will not result in duplicates on the roster.

ADDING TO CLASS ROSTER: CCHP Fall Class

IISER: ICr & RE STATUS
bmiller Bob iller added to roster
ida2006 lda Lerner already in roster
vstevens “ictoria Stevens added to roster

Cg Show Class Roster

To view the class rosteselect the button.
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CLASE ROSTER: CCHx 3.x Test

MAME LISER: IT TEAM | LAST Linzir E-mAlL ADDRESS LABS LaB HOURS

& Bob Miller brniller A Moy 7, 2006 | bmillen@fictionalname. ory 3 3.0
< e Larp idaZ2006 A Mow 7, 2006 | ilemeng@fictionalname. arg 1 0.4
S Wlenmile v wstevens B |[Mov B, 2006 vstevensi@fictionalname.arg &0 2 1.0
Usage by Deleted Accounts| O 0.0

Total Individual Lab Usage *| B 4.5

* Individoal totals do not include team labs,

() Done | op Add Learners | # Manage Roster | #° Manage Accounts I

If your class roster will consist of both new users (for which you need to create a new
account) along with previous users, (already having an account orNULAB+

system) you will need to use more than one of the methods diesdrabove to add all

of the learners to your class roster.

In addition, you can add learners to a class by moving or copying a class roster from one
class to another (see secti@l6.4.
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As students join and withdraw from a class, you will need to make periodic changes to
the class roster. Select the class record for the class whose roster gdumapdate

(see sectior?2.16.2. You may also wish to review the statistics on lab usage provided
for each member of the class roster.

CLASS: CCNP Fall Class

Class Mame
Lead Instructor=)

Mumber Enrolled

Global Labs

Private Laks

Start Date

Ending Date

Self Study Lak Access

Predetermined Lak Time Limits

Pretferred Maximum Length of Reservations

Preferred Minimum Time Between Reservations

CCHNP Fall Class
Jane Doe
2

AE CCNA 1 English 3.1

AE CCNA 2 English 3.1

AE CCMNA 3 English 3.1

AE CCMA Pod Reservations (no labs)
AE CCHNP OMT %5.0 English

AE CCMP Pod Reservations (no labs)
AE FMS P 1.2 English

AE FMS Router 1.2 English

Mone

Mone

Individuals

Enforce lab author's time limits (if any)
3.0 hours

4 hours between reservations

Conzole Passwoard | cisco
Enable Pazzword class
E-mail Configzilogs Mo
Retsin Configzilogs |ILT Class, Student or Team
Retertion Period | 1 yvear
Instructar Led  Individusl Team Total
Clazs Lab Usage Labs 14 E 5 25
Hours 420 45 25 49.0
i) Done | ° Settings | & Roster | B8E Teams | jiLeads | = Delete
5/13/09 Page57 of 19¢



NID/G

NETLAB+ Administrator Guide www.netdevgroup.com

Select theRosterbutton to display the class roster, the option to add learners, the
manage accounts option and the manage roster option.

OSTER: CCNx 3.x Test

FAIE LISER IO TEAM | LAST LOGIN E-MAIL ADDRESS LABS LAB HOURS
& Bob Miller bmiller A (Mow 7, 2006 bmillen@fictionalname. arg 3 3.0
< e Larn ida2006 A (Mow 7, 2006 | ilemeng@fictionalname. arg 1 0.4
S Wlelmile S wstevens B |[Mov B, 2006 vstevensi@fictionalname.arg &0 2 1.0
Lsage by Deleted Accounts| 0O 0.0
Total Individual Lab Usage *| B 4.5

* Individual totals do not include team labs.,

(4 Done | op Add Learners | A/ Manage Roster | # Manage Accounts I

By selecting the link next to the count of the labs attended for a learner, a list of the labs
will be displayd including the status of the reservation. Notice that lab hours are not
accumulated for lab reservations that are not attended.

CLASS HaWE | LSER ID LAST LOGIH
CCMz 3w Test |BobMiller  bmiller | Tue Mow 7, 2006 12:16PM

Lab List: Bob Miller

DATE/TIME LAE MakE STATUS LAB HOURS
Tue Moy 7, 2006 17:00PM | 2.2.1 Router Configuration Lzing Setup hot attended
Fri bow 3, 2006 1:30PH 1.2.5erifving BIP w2 Configuration completed 1.0
Fri Moy 3, 2006 10: 304k 6.2.5 Configuring Part Security hat attended
FriOct 27, 2006 1:00PM 2.2.9 Command Line Fundamentalz completed 1.0
FriOct 27, 2006 1Z00PM | 2.2.1 Router Configuration | sing Setup completed 1.0
Total [completed) 3 labs 3.0

<= Back |

Returning back to the Class Roster page, you roatiraie by selectinglanage Roster
Actions on theManage Rostepagemay be performed on several selected accounts at
one time.
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WOSTER: CENP Fall Class

MAME LIZER IC: TEAM LAST LOGIN SELECT
& Bab Miller bmiller A Jan 21, 2006
& 1da Lermer idaZ006 A never ]
& victoria Stevens vstevens A never

Perfarm Action on Selected Members: E Remowve from Roster (retain accounts) & [ Go ] oot Al
" NEEIeC

Femove from Roster (retain accounts)

() I'm Done Making Change Copy to Another Class

bowe to Another Class

TheRemove from Rosteaction results in the removal of the selected accounts from
the class roster. The accounts remain on the system and may be added to other class
rosters.

TheCopy toAnother Classction will add the selected accounts from the currently
displayed class roster to another class roster. You will be prompted to select the class to
which the accounts will be added.

Selecting thevMlove to Another Clasaction will remove tle selected accounts from the
currently displayed class roster and add them to another class roster. You will be
prompted to select the class to which the accounts will be added.

The Manage Accounts option is also included on the class roster screen.

CLASS ROSTER: CCHx 3.x Test

MAME LISER: IT TEAM - LAST Loz E-mAll ADDRESS LABSs LaB HOURS

& Bob Miller brniller A Moy 7, 2006 | bmillen@fictionalname. ory 3 3.0
< e Larp idaZ2006 A Mow 7, 2006 | ilemeng@fictionalname. arg 1 0.4
S Wlenmile v wstevens B |[Mov B, 2006 vstevensi@fictionalname.arg &0 2 1.0
Usage by Deleted Accounts| O 0.0

Total Individual Lab Usage *| B 4.5

* Individoal totals do not include team labs,

() Done | op Add Learners | # Manage Roster | #° Manage Accounts
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SelectManage Accountso display the accounts page, listing all the accounts assigned
to the class roster. See sectigri5for details on managing accounts.

Class: CCNP Fall Class

ISER 1T M AME COMBLMITY CLASSES LAST Loz SELECT
L . CCMP Fall Class
© ystevens |8 Victoria Stevens | X¥Z Technical College e never ]
CCMP Fall Class
© Adole Bi Ann Dale #¥Z Technical College  |fall cona [Lead] Jdan 21, 2006 [l
spring ccna
CCMP Fall Class
0 ida2006 |8 Ida Lerner #¥Z Technical College  |fall ccna never ]
Spring cocna
CCMP Fall Class
© bmiller Ei Bob Miller #¥Z Technical College  |fall cona Jan 21, 2006 ]
spring ccna
CCMP Fall Class
O jcary & Jason Cary #¥¥Z Technical College  fall cona never ]
spring ccna
. . . CCMP Fall Class
© masmith |8 Mary Smith XY Z Technical College spring ccna never ]
Perform Acti Selected Accounts: | Fieset Passward v | Go
ErTarm 100 On =22 Ce CCOLInTE:
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2.16.5 Group the Class Roster Into Teams

Classes can be configured to allow students to have Self Study Lab Access both as
individuals and as part of an agsagl team.

You may place class members itgamslabeled A to Z. Teams allow students to work
in groups for selstudy resource reservations and share access to equipment at the
same time.If teams are not used with the class, all students should b&yaed to the
RSTlLdz G GSHY 6! éo {GdzRSy(Ga YIre y2i
lead instructor(s) can adjust team assignments as needed.

OKIy3SsS

Lead instructors are not assigned to a team and may participate in the lab reservations
for any tean. Please see thdETLAB#nstructor Guiddor more information.
IANRdzL §KS ¢

| SNBZ ¢6SQf f

CLASS: CCNP Fall Class

Clazs Mame
Lead Instructor(=)

Mumber Enrolled

Global Labs

Private Labs

Start Date

Ending Date

Self Study Lab Access

Predetermined Lak Time Limits

Preferred Maximum Lendgth of Reservations

Preferred Minimum Time Between Reservations

Conzole Pazsword | Cisco
Enshle Pazsword | class
E-mail Configzilogs Mo
Retain Configs/Logs |ILT Class, Student or Team
Retertion Period |1 year
Instructar Led  Individusl Team Total
Class Lab Uzage Lab= 14 B 4 25
Hours 420 45 25 49.0
() Done /P Settings & Roster A% Teams jyLeads = Delete
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Jane Doe
2

AE CCMA 1 English %31

AE CCMA 2 English %31

AE CCMA 3 English %31

AE CCMNA Pod Reservations (no labs)
AE CCHP OMT 5.0 English

AE CCMP Pod Reservations (no labs)
AE FMNES P 1.2 English

AE FMS Router %1.2 English

Mone

Mone

Individuals

Enforce lab author's time limits (if any)
3.0 hours

4 hours between reserations
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Select theTeamsbutton. The current team assignments will be displayed. In this

example, previous team assignnismave been made. Otherwise, all team members

g2dZ R KI @S 06SSy Ay GKS AYyAGAlLf RSFlLdzZA 0 | aan:z
lab hours per team are also displayed.

CURREMNT MEMBERS LABs LABR HOURS
A |Bob Miller 3 1.5
bary Smith
Jason Cary
Ann Dole
B Ida Lemer 1 0.5
Yictaria Stevens
Usage by Deleted Teams| 1 0.5
Tatal Team Lab Usage *| 5 248

* Team totals do not include lab reservations made for individual users,

() Done | A Define Teams I [£3 Cancel I

By selecting the link next to the count of the labs attended for a tealist af the labs
scheduled will be displayed including the status of the reservation

CLASS TEAM CURREMT MEMBERS

Bob Miller
CCHx 3% Test A |Jazon Cary
b ary S mith
Lab List:
DATEATIME LAR MAkiE STATUS |LAB HOURS
Tue Mow 7, 2006 1:00Fk | B.2.1 Yerfwing Default Switch Configuration completed 05
baon Mov &, 2006 1:30PM | Reserve Bazic Router Pod Verzion 2 [no lab exercize] | completed s
bon Mow &, 2006 1:00Pk | 2.2.1 Router Configuration Uzing Setup completed na

Total [completed) 3 labs 1.5
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After returningto the Class Teams list page, selectirefine Teamdbutton in order to
modify the current team assignments. Notice also that this class rosterenapp
include an instructor who is enrolled as a learner. This instructor participates in the
class identically to the other student learners. Use the-goWn box to the left of each
user name to make team assignments.

CLASS TEAMS: CCHP Fall Class

LISER: MAME LISER ID
A ¥ |14 Ann Dole Adole
“ | & Bob Miller briller
8 Ida Lemer ida200F
& Jason Cary Jcary
& Mary Srith mstrith
8 Victoria Stevens wStEvens

J 2 Apply | [E) Cancel |

WMo DO~ " T o Tmo o M

£

After selecting theApply button, the class list will be sorted in team order.

CLASS TEAMS: CCHP Fall Class
TEAM I=ER: MAKE ISER: 1D

IA—V M Ann Dale Adole
[A % &Mary Smith msmith
IEF—V Euaann Cary jcary
IEF—V & victaria Stevens wstevens
[C % BBob Miler brniller
[C v BidaLemer 432005

Please Note: Aftenitial team assignments have been mageu must return to the
class ed screen and enable the option to allow teams to schedule lab time.
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You may select the option to allow teai@servations for a class at the same time you
add a class record to the system (see secBd®.]). You mustlso be certain tanake
team assignments, otherwide | f £ | OO2dzyida oAff NBYIAY | aaai

Self Study Lab Access | [V] ullaw individuals to schedule lab time
I ¥ Allow teams to schedule lab time |
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Choose Lead Instructors for a Class

A lead instructor should be defined for each class. An instructor with Normal Privileges
(see sectio 2.15.2.) can create and manage classes for which they are the lead. Lead
instructors may make reservations for instrucled training sessions for the class. Lead
instructors may make lab reservams for individual students or teams, or allow the
students or teams to make reservations themselves depending on the settings selected
for the class (see sectidh16.]). The lead instructor has the option to participate in any
lab reservation associated with the class.

== CCHP Fall Class

Clazs Mame
Lead Instructor(=)

Mumber Enrolled

Global Labs

Private Lahs

Start Date

Endling Date

Self Study Lak Access

Predetermined Lak Time Limits

Preferred Maximum Length of Reservations

Preferred Minimum Time Between Rezervations

CCHNP Fall Class
Jane Doe
2

AE CCNA 1 English 3.1

AE CCNA 2 English 3.1

AE CCMNA 3 English 3.1

AE CCMA Pod Reservations (no labs)
AE CCHNP OMT %5.0 English

AE CCMP Pod Reservations (no labs)
AE FMS Pl 1.2 English

AE FMS Router 1.2 English

Mone

Mone

Individuals

Enforce lab author's time limits (if any)
3.0 hours

4 hours between reservations

Conzole Password | cisco
Emable Pazsweard class
E-mail Configzsilogs Mo
Retain Configslogs | ILT Class, Student or Team
Retertion Period |1 year
Instructaor Led  Individusl Team
Class Lab Uzage Labs 14 ] =
Hours 420 45 25
() Done /° Settings & Roster B8 Teams iy Leads

Total
23
49.0

= Delete

After selecting a class in the class manager, (see setl@hselect theLeadsoption.
The accounts for all instructors in the community will be displayed. You may select
more than one lead instructor for a class.

5/13/09
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To delete a clas®cord, select a class in the class manager (see s2d®and select
the Delete option. Do not delete a class until determitiaghe infamation for the

class is no longer needed.

Keep in mind that you may want to edit (see sectibh6.2 and continue to use a class
record. For gample, if there will be a similar course with many of the same students
the next semester, you can simply update the class record (see s@ctiéri) and the

class roster (see sectidl6) as needed.

== CCHP Fall Class

Clazs Mame
Lead Instructor(=)

Mumber Enrolled

Global Labs

Private Lahs

Start Date

Endling Date

Self Study Lak Access

Predetermined Lak Time Limits

Preferred Maximum Length of Reservations

Preferred Minimum Time Between Rezervations

FMS Class
Jane Doe
2

AE CCNA 1 English 3.1

AE CCNA 2 English 3.1

AE CCMNA 3 English 3.1

AE CCMA Pod Reservations (no labs)
AE CCHNP OMT %5.0 English

AE CCMP Pod Reservations (no labs)
AE FMS Pl 1.2 English

AE FMS Router 1.2 English

Mone

Mone

Individuals

Enforce lab author's time limits (if any)
3.0 hours

4 hours between reservations

Conzole Password | cisco
Emable Pazsweard class
E-mail Configzsilogs Mo
Retain Configslogs | ILT Class, Student or Team
Retertion Period |1 year
Instructaor Led  Individusl Team
Class Lab Uzage Labs 14 ] =
Hours 420 45 25
() Done /° Settings & Roster B8 Teams iy Leads
5/13/09

Total
23
49.0

= Delete
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When deleting a class, you must choose to either retain or delete the student accounts
on the class roster along with class and team configuration files. Accounts will not be
deleted if the student is enrolled in other classes.

6 Delete class FNS Class?

® retain student accounts
O delete student accounts (unless enrolled in other classes)

Mote: the following items will also be deleted:

# class and team configuration files

(4 OK | [ Cancel |

SelectOKto proceed with the class deletion. A confirmation message will be displayed.

@ Class FNS Class was deleted.

() OK
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2.17  System Banners

The administrator may customize tiINETLABtser interface by

& modifying the settingsdr displayingoanners and message$he
customized messages and banners will be displayed sysidmto all
NETLABttsers. The system will display the default system messages if

no customized items are entered.
The areas that may be customized include the Login Banner, Login Box Cujars,
System Name, Login Te®ystem Page Banner, System MyNETLAB Welcomageess
and the System MyNETLAB News and Announcements.

Please note that several of the customization options are only availabéE®hAB
Professional EditiaBisystems, as indicated in the following table.
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Custom Custom
Banner Name Location on Description setting on setting on
Page NETLABAe | NETLABRe

Login Banner Upload a custom No Yes

== image file to appear

|:| on the top of the login

: page.
Login Box Change the box No Yes
Colors [—] == colors on the left side

— of the login page.
Login System L Specify an optional Yes Yes
Name L1 system name to

|:| appear on the login

- page.
Login Text Add custom text to Yes Yes

E===1 the body of the login

[ 1 |page
System Page ' ' Specify custom No Yes
Banner images and colors

i B b, g that appear at the top
T - of each page.

System : : Specify the system Yes Yes
MyNETLAB — wide welcome
Welcome * Vi message that
Message 73 : appears on top of the

= = MyNETLAB page.
System ' ' Specify the system Yes Yes
MyNETLAB wide news and
News and % B W i announcements that
Announcements T . appear on top of the

= Z MyNETLAB page.
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NETLABmessages support embedded markup tags that can be used to apply special
formatting to your text. Many of the tags are similar to their HTML counterparts, except
curly braces are used instead of angle brackets.

METLAE EMBECDED MARKUP TAGS

Bedin Tag End Tag Effect
Inl none | Start & new paragraph.
{br} nopme | Start a new line.
b} ffbl |Text between {b} and {/blis bolded.
{i} {At Text between {i} and {/i} is #alcized
ir} {ir} Text between {r} and {/r} appears in red.

Text between begin and end tag is hypetlinked. If clicked, the specified URL is

o i el el opened in a new window,
fregh none  |Displays the registered trademark symbal &req.
ftrm} none  |Displays the trademark symbaol ™.

2.17.1 Login Banner

L | The login banner is a static image or Adobe Flasimation that appears
I:IIZI on the top of the login pageThe administrator may upload a custom
image file to appear at the top of the login page to replace the default

image. This feature is available on\WNIBTLAR.

Cumrent Login Banner

NETLAB: NETLAB PROFESSIONAL EDITION®

A° Change Banner | 3] Exit |

Select the change banner button. Follow the instructions on the upload image page.
shown, selecting thehow help tipsoption will display information on each field.

For best results, the image file should be optimized for smallest file size and the width of
your image should be no more than 600 pixels.
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Upload Image
To upload a custom login banner, specify the path of a GIF, JPEG, PHG or Adobe Flazh® SWwF file
o your PC or warkstation, or click the browsedchoose button.

For best resultz, the width of a login zhould by optimized for smallest file zsize and should not exceed

BO0 pixels i width,

File Type (2 GIF, PNG, or JPEG
O SWF (Flash)

The type of file pou want to upload.

Pathto File LWUERLEGRER L T
Il::".,F"iI:tures"-,newbanner.g Browse. ..

The path ta the image file on your PC. Click browse o
navigate.

shiow help tips

Select OK to replace thmmnner image file, by uploading the file name you have
specified. The new login banner will be displayed.

Welcome to Generic Universin{!!!!!!
Home of the fighting Badger!!!

A7 Change Banner | Reset to Default | [£5) Exit |

This new banner will be displayed on the login page for all users oiNIBULAB+
system. To reset the banner to the default setting, seleetRlset to Defaulbutton,

or replace the banner by selecti@hange Banrme

Pager1of 19¢
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2.17.2 Login Box Colors

The login box appears on the left side of the login pajee colors of the
' poxes, borders, and labels can be customizedEMLAB. Color settings
== | ' ' °

may be applied to the Outer Box, Inner Box, Border and Text by selecting
: the appropriate button.

Color selections may be made by entering an HTML hex code in the fornraggibk¥
(see example in the picture below) in the box markésiv or by manipulating the
saturation of red, green and blue using the slider controls.

® outer Box Colar Rad A 155
O Inner Box Color
Green i 209
C porder Color
O Text color Blue i 228
Current Default M ey
#EZFIOE | RALAAMN #B01E4

(u,] Update {use new colors) | @ Cancel {(keep current colors) |
Reset (use default colors) |

The login box on the left side of the page will display a
I preview of the selected color modifications.
janedoe
You may seledtpdate to apply your new color selections,
Password or Cancelo keep the current selections. UBesetto
ELELIEE IR .

return to the default selections.

Luginl

Forgot pazsword?

5/13/09 Page72 of 19¢



NETLAB+ Administrator Guide

NID/G

www.netdevgroup.com

2.17.3 Login System Name

You may set a system name that appears at the top of the login page. This

=

=3 optional field may be left blank. Setting a system name allows users to
identify the system easily. This can be particularly helpful to users that
have several differelETLAB$ystems available to them.

Simply enter the system name into the field and sel@kt

Optional System Name

Genetic University NETLAB System One

() OK | 3 cancel |

A confirmation message will be displayed.

@ System name updated.

() OK

The system name will now be displayed on the login screen for all users.

Username
janedog|

Password
3 I 3 I I ¥ I F

Luginl

5/13/09

Generic University NETLAB System One

This system is available to all currently enrolled students.

Personal firewall software can interfere with connectivity.
TCP ports 80 and 23 must be open between your computer and
this web site. If you experience login failures or lab connection
problems, please disable your firewall software to determine if
this is causing the problem.
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2.17.4 Login Text

Login text appears in the body of the login page, below the system name
% and above the required system text. You may apiiif LABembedded
markup (see sectio.17) to the text.

In this example, the default login text is being replaced with customN&TLAB+
embedded markup has been applied to bold two words in the text.

Default Login Text
NETLAR Professional Edition{reg} provides remote access to lab equipment and

curriculum. To access, you need a user ID and password, assigned by your instructor ar
local systern administrator,

Custom Login Text {leave blank to use default)
Thiz system is available to all {blcurrently enrolled{/b} students.

() OK | 3 cancel |

The system will be updated to include the custom login text oncexKbutton is
selected. A confirmation message will be displayed.

@ Login text updated.

() OK
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The updated login text will now be displayed on the login screen for all users. Notice
Ftaz2 GKFdG | 02fR STFFSOG g1 a | LILX NSRBI 2 (GKS
embeddedmarkup.

Generic University NETLAB System One
Username
janedoe| IThi5 system is available to all currently enrolled students,
Password Personal firewall software can interfere with connectivity,
EREXEXXER X TCP ports 80 and 23 must be open between your computer and
this web site. If you experience login failures or lab connection
Lnginl problems, please disable your firewall software to determine if
this is causing the problem.
2.17.5 System Page Banner

NETLAR allows custom images and colors to be added to the top of each
— — — — page of your system. This customization option allows you to adapt your
: system to identify your organization and branding uniquely. You may

sele¢ a banner background color and upload custom images for the left
and right sides of the page.

& e

Separate banner images for the left and right side of the page allow the display to adapt

e

[%

Sraate (2 GFNBAYy3a aAl Sa 27 da&mMaRsisSo o0NRgas

optional, and you may choose to upload images for the left, right or both sides.

LEFT IMAGE COLOR RIGHT IMAGE
®
NETLAB PROFESSIONAL EDITION HFEEECE m E
A~ Set Left Image | A Set Color | A Set Right Image |

53 Exit | Reset to Default Banner |

To set an image for the left side of the page, selectSkeLeft Imagdutton. Follow

the instructions on the upload image page. As shown, selectingitbe help tips

option will display information on each field. For best results, the left image file should
have a height of no more than 60 pixels.
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Upload Left Banner Image

To upload a left banner image, zpecify the path of a GIF, JPEG. ar PMG file on vour PC or
wiorkstation, or click the browsedchoosze button,

For best resultz, the height of the left image should not excesd B0 pikels. IF both a left and right
image are wuzed. they should be the zame height.

Fath to File Il::%pimures".,leﬂ_image.gi' Browse...

The path to the image file on your PC. Click browse to
havigate.

shaw help tips
() OK | [ cancel |

A confirmation message will be displayed.

@ Left banner image was set to the uploaded image.

# The effect of this change will be seen after you click Ok,

#

(1) OK

Select OK to proceed with the upload. The currerggpbanner is now set with the
uploaded image.

Current Page Banner

LEFT IMAGE COLOR RIGHT IMAGE
Generic University HFFFFFF NOT SET
A7 Set Left Image | A Set Color | AP Set Right Image

53] Exit | Reset to Default Banner |

Follow the same procedure to set the rigkitle image, this time selecting ti8et Right

Imagebutton. After the image file for the right sides been uploaded, the image will
be displayed as the currenight banner image.
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Current Page Banner

LEFT IMAGE COLOR RIGHT IMAGE
Generic University HFFFFFF Home of the Fighting Badger
A7 Set Left Image | A Set Color | A Set Right Image |

53 Exit | Reset to Default Banner |

Notice that the right image is smaller than the left; this will help us illustrate our next
example, setting a background color. To set a banner background color, sel&dtthe
Colorbutton.

Color selections may be made bytering an HTML hex code in the format ofggbb

(see example in the picture below) in the box markésiv or by manipulating the
saturation of red, green and blue using the slider controls.

Page Banner Color

Fed i 213
Green N 161
Blue i o3
Curremnt R
#FFFFF #DaA1652

(u] Update {use new colors) | @ Cancel {keep current colors) |

Select Update to apply the new banner background color, &rcoation message will
be displayed.

@ Page banner color was changed to #D5A162.

* The effact of this change will be seen after you click Ck,

-

() OK
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After selecting OK, the banner background color will be displayed on the custom page
banner. Notice that the banner background color is visible around the smaller right side
banner.

Current Page Banner

LEFT IMAGE COLOR RIGHT IMAGE
Generic University HDEA,162 Home of the Fighting Badger
A7 Set Left Image | A Set Color | A Set Right Image |

53 Exit | Reset to Default Banner |
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2.17.6 System MyNETLAB Welcome Message

: : You may set the system welcome message that appears on top of the

MyNETLAB page. Each community may have its own welcome message

3= F (see sectior®) which if specified, overrides the system welcome message.
= You may appNETLABembedded markup (see secti@l?) to the text.

To substute your own welcome message for the default welcome message, enter your
message into the text box.

Default Welcome Message
Welcome to METLAB Professional Edtion{reg}.

System MyMNETLAB Welcome Message {leave blank to use default)
Welcome to Our New {r}{b}NETLAE'{/r}{/b}

() OK | [ cancel |

A confirmation message will be displayed.

@ MyNETLAB welcome message updated.

() OK
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The MyNETLAB page for all users will now display the custom welcome message.

Generic University Home of the Fighting Badger

MyNETLAB INSTRUCTOR
File Scheduler Account Class Profile Curriculum Archive Logout Help

IWEICDmE to Our Mew NETLAB! I
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2.17.7 System MyNETLAB News and Announcements

' ' System news and announcements appear on top of the MyNETLAB page,
below the welcome message. Each community may have its own new and
= == announcements, which if specified, override the systeide setting (see

# = I - section2.14). NETLABembedded markup (see secti@l?) may be

applied to the text.

KL o

To substitute your own news and announcements for the default news and
announcements (which is blank) enter the information into the text box.

Default News and Announcements

System MyNETLAB Mews and Announcements {leave blank to use default)
Jur system currently has two {b!EBEasic Router Pods{/b} and one {h}Cuatro
Fouter Podf/b}.

() OK | 3 cancel |

After selectingOK a confirmation message will be displayed.

@ System news and announcements were updated.

(1) OK
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Select OK to proceed with the update. The updated news and announcements will now
be displayed for all users on the MyNETLAB page.

Generic University Home of the Fighting Badger

MyNETLAB INSTRUCTOR
File Scheduler Account

Class Profile Curriculum Archive Logout Help

Welcome to Our Mew METLAB!

ews and Announcements
ur system currently has two Basic Router Pods and one Cuatro Router Pod.
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2.18 Enable/Disable User Logins

This page allows the administrattwr suspend temporarilgll student

and instructor accounaccess. Access should be disabled while

a performing disruptive administrative tasks such as swapping hardware,
-, recabling or reconfiguring lab equipment. The administrator may enter

i a message that will be displayed to a user when they attempt to login
while the system is disabled.

Lser logins are currently: enabled

To disable logins: provide a message that will be displayed to users when they
access NETLAB, then click Disable Logins.

REASON FOR DISABLIMNG LOGIN (USER MESSAGE)

Adding additional hardware Lo the system. Logins will kbe re-enabled
Felh. 10 at & a.m.

When users attempt to login to the disabled system, the disable message will be
displayed.

Login failed.

® lserloging have been disabled by the administrator: Adding additional
hardware. Logins will be re-enabled May 15 at 6 a.m.

P

(L) OK

5/13/09 Paged3of 19¢



NID/G

NETLAB+ Administrator Guide www.netdevgroup.com

When user logins have been disabled, a message is displayed, directing the
administrator to the option of reenabling usetogins.

User logins are globally disabled. Click here to re-enable instructor and
student logins.

The administrator may renable the system by selecting Enable Logins.

User Logins METLAB+ 2009.R1 (heta 3)
Admin Logout administrator

f:*.._ \ Student and instructor logins are currently: disabled
A a Feason given: Adding additional hardware. Logins will be re-enabled
May 15 at 6 a.m.
&

To re-enable logins, click the Enable Logins button,

Enable Logins | Return to Admin Page

2.19 Pod Assighment

Pod Assignment is a pod resource management feature, which allows pods
‘ to be assigned and visible only to those who have been granted access. The
flexibility of pod assignment allows pods to be assigned at the community,
class, instructor, student and student team level. Pod assignment is initiated
at the system level by the Administrator. Community and class level assignments may be
delegated tainstructors.

Please refer to th&lETLAB+ Pod Assignment Gidatadetails on selecting and
implementing the appropriate pod resource management features for youesys
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2.20

Pod Rules

Pod rules can be established to restrict equipment pod access by

-
alﬁ community and time of day. This is useful in a sharing arrangement where

| a community (or Academy) is contributing towards cost recovery in return
* for guaranteed access tne or more pods.

This feature can be used to grant dedicated access to one or more communities at
certaintimes. It can also be used to limit a community's access to specific times.

Elements of a Pod Rule

5/13/09

Pod Each rule may target a single pod, or all pods.

Community: Each rule targets a single commiyni Multiple communities can
be targeted by creating an overlapping rule for each.

Days of Week:The days of the week to apply the rule.

Start/End Time: The start and end time to apply the rule, relative to the
specified time zone.

Time Zone: The time zone of the specified start and end time. Pod rules are
automatically adjusted on the scheduling calendar for users in different time
zones. We recommehsetting each rule to the same time zone, such as the

local time zone of the system or administrator. The time zone may be subject to
daylight savings timeplease see below for further explanation.
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Scope A rule scope can bienited or unlimited Limited scope times are not bound by
a rule. See below for further explanation:

Understanding Pod Rules

e Pod rules apply to communities. To limit pod access, users and classes must first
be organized into communities. By default, there is only one de€ammunity.

e Without a pod rule, a user in any community may reserve the pod at any time of
day (unless restricted by a class profile). This is the default behavior.

e When a pod rule is applied, a pod becomes dedicated to users in the specified
community during the specified times. In other words, the community specified
in the rule is permitted, while all other communities are denied. By creating
overlapping rules, you may grant access to several communities.

e Each rule has one start and end time. INple pod rules can be created if more
than one contiguous block of time is required. For example, suppose the default
community should be allowed access to pod 1 every day from 9am to 11am, and
also from 7pm to 11pm. Two rules are needed to achiew& tine for each time
range.

e The scope of a pod rule can be limited or unlimited.

o A limited scope allows a community to access the pod ONLY on the
specified days and times. Use this scope if you want the community to
have pod access only at designatedes.

0 An unlimited scope allows a community to access the pod on the
specified days and times, AND all other times not restricted by a pod rule.
Use this scope type if you want to dedicate pod access to a community at
certain times, but not restrict th@ during other times.
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¢CKS LR NMHz S akKz2gy o06St2¢ AYyRAOFNGSA GKFG - | %
limited to the time period 000400 on Sunday, Monday, Tuesday, Friday and
Saturday.

Sun
WY E Mon ) )
VIR PeD : Technical | Tue oo -D:00 Eastern Time (U= 8 1 gong ngon | Limited
Basic Router Pod (Yerszion 2 - |Canada)
College Fri
Sat

When users are scheduling lab reservations, time peribdt are unavailable to the
dza SNDRa O2YYdzyAide | OO2NRAY3I (2 (GKS Odz2NNByduf &
RESERVEINd are not available for selection.

MyNETLAB Logout Y| jdoe2006]

Februsry 2006 Mo Shiowwing Today's Date and Local Time
Tuesday February 14, 2006
= = 1% § 1% 151 FEbruaW 11:13 AM
1213 (1415 |16 [17 |18 2 1 Eastern Time (LS & Canada)
19|20 |21 |22 [ 23 |24 |25
25| 27 |28 2006

Select a pod and reservation time for class CCHWP Fall Class by clicking on a [+
PO 1 -~
BASIC ROUTER POD w2

sl
e-i 3 Routers
| PZ Support

12am

lam

2am

3am

B3 D3 DB @D

4am [RESERMYED
RESERWED
Sam (RESERNED
RESERWED w
< »
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2.20.1 Add a Pod Rule

A list of the current pod rules (if any) will be displayed on the pod pége.

PoOD RULES

0 RULE # PoD CORMMURITY DayS TIME ZShE START EMD | SCOPE
PoD 2 [GMWT+00:007 Greenwhich Mean .

2Ll & Baseswion pod (versionzy| Efeut L Man p 0000 |2400) Limited
PoD RYZ Thu | (GRT-05:00) Pacific Time (US &

ﬁl 7 Baszic Router Pod (Version 2 TEE?;;C:I Fri |Canada) 0300 11200 Unlimited

To add a rule to the pod rules list, select t “° Add Rule | button at the bottom of the
pod rule list. The pod rule add/edit page will be displayed.

Pod I FOD 1 -Basic Router Fod (Wersion 2) |+

Community IWZ Technical College  +

Dayz of Week F Sunday

Clonday

Ol Tuesday
Clwednesday
V] Thursday
I Friday

Ol Saturday

Time Zone I (GMT-08:00) Facific Time (US & Canada) W

Ctart Time IDBDD ¥ [hhmm)
End Time ITEDD % (hhmm)

Scope | & ynlimited (do not restricted to specified time)
Climited {restrict cormmunity to specified time)

(4 OK Cancel

After completing all the fields on the form (see sectibf0), selectOKto save the pod

rule. In this example, XYZ Tech has dedicated access to the Basic Router Pod during the
specified times on Thursdand Friday. No other community will be able to access the

pod during that time unless a pod rule is set to specify dedicated access at that time as
well. Since the scope is unlimited, XYZ is also able to use the pod during other times
without restrictions.
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PoD RULE: T

Pod FoOD

Basic Router Pod MWersion 2)
Community YL Technical College

Thursday
Friday

Time Zone | (GhT-03:00) Pacific Time (US & Canada)
Start Time 0300
End Time | 1200
Scope |unlimited (do not restrict community to specified time)

Days of Week

Review the pod rule you have created. You may s€&eaeto return to the pod rule
list.
SelectDeleteif you wish to remove the pod rule.

You may edit a pod rule by selecting the Edit button from the pod rule record page or by
selecting theﬁ' button to the left of the pod rule on the pod rule list.
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2.20.2 Edit a Pod Rule

To edit a pod rule, select thﬁl button to the left of the pod rule on the pod rule list.

PoOD RULES

0 RULE # PoD CORMMURITY DaYS TIME ZSHE START EMD | SCOPE
POD 2 [GMWT+00:007 Greenwhich Mean .

2l & |pacioswion e (Version zy| UL MOn fp 0000 |2400) Limited
PO RYZ Thu (GhT-08:00) Pacific Time (US &

ﬁl i Baszic Router Pod (Version 2 TEE?Q;CEEI Fri |Canada) ) et Sl

The pod rule record will be displayed.

POD EULE: T

Pod FODO

Basic Router Pod MWersion 2)
Community XY 7 Technical College

Thursday
Friday

Time Zone (GMT-08:00) Pacific Time (US & Canada)
Start Time 0300
Endl Time | 1200

Days of Week

Scope unlimited (do not restrict community to specified time)

() Done A Edit = Delete

To proceed to the edit screen, selebetEdit button.
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Pod I FOD 1 -Basic Router Fod (Wersion 2) |+

Community IWZ Technical College  +

Dayz of Week F Sunday

Ol Maonday
ClTuesday
Clywednesday
V] Thursday
] Friday

Ll Saturday

Time Zone I (G T-08:00) FPacific Time (U2 & Canada) e

Ctart Time IDBDD % (hhmm)
End Time ITEDD “  (hhmm)

Scope | @ ynlimited (do not restricted to specified time)
O limited restrict community to specified time)

N o T

Edit the information on the page as needed, see seci@dfor details a» howthe pod
rules operate

5/13/09 Page91of 19¢



NID/G

NETLAB+ Administrator Guide www.netdevgroup.com

2.20.3 Delete a Pod Rule

To delete a pod rule, select trﬁl button to the left of the pod rule on the pod rule
list.

PoOD RULES

0 RULE # PoD CORMMURITY DaYS TIME ZSHE START EMD | SCOPE
POD 2 [GMWT+00:007 Greenwhich Mean .

2l & |pacioswion e (Version zy| UL MOn fp 0000 |2400) Limited
PO RYZ Thu (GhT-08:00) Pacific Time (US &

ﬁl i Baszic Router Pod (Version 2 UGEl:) Fri |Canada) ) et Sl

College

The pod rule record will be dikyed.

POD EULE: T

Pod FODO

Basic Router Pod MWersion 2)
Community XY 7 Technical College

Thursday
Friday

Time Zone (GMT-08:00) Pacific Time (US & Canada)
Start Time 0300
Endl Time | 1200

Days of Week

Scope unlimited (do not restrict community to specified time)

() Done A Edit = Delete

Select theDeletebutton to delete the pod rule.
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2.21  Lab Designer

ThelLab Designeprovides a means of creating a series of custom
laboratory exercises that may be made available for class use.

nﬂd A lab design is a set of labs and related reference material that may include
documents, images and preset configuration files for each lab exercise. This data is
stored in aLab Design FileLab design files are portable. They can be shared, exported,
and installed on otheNETLABsystems. A set of options and passwords control how
the lab design can be used.

Please refer to thé\ETLABIab Design Guider more information on creating your
own custom lab exercises.

NETLAB+ Lab Desi

Documents Images Preset Config: Labs
Index Lab Mame
1 Reserve Basic Router Pod Yersion 1 [nho
2 Reserve Basic Router Pod Version 2 [no
3 2.2 Router Configuration Using Setup
4 2.2.1 Router Configuration Using 5 etup
5 229 Command Line Fundamentals
5 2,28 Command Line Fundamentals
7 31.2 Command Modes and Fiouter [denl
8 31.2 Command Modes and R outer [den!
9 3.1.3 Configuring R outer Passwords
10 3.1.3 Configuring A outer Passwords
11 3.1.4 Using Router show Commands
1
> | mEE
NETLAB- NETLAB-
NLX File Server
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2.21  Managing Global Lab Authorization Options

As of version 4.04 global lab designs aeathorized per community. Systems with
multiple communities must manageccess to global lab desigasing theGlobal Lab
Autharization Options The Global LaButhorization Optionsnfluence the default
authorization behavior for n@ communities and new global lab desigi@lobal Lab
AuthorizationOptionsmay only besetusing the Administrator account.

When aNETLAR\cademy Hition®system isupgraded to aNETLARrofessional Editidh
system, or ANETLAProfessional Editidtsystem is purchasely a customer whds a
participant in the Cisco Networking Acadeandalsoprovides training independently

of the Cisco Networkingoademy certain restrictionsapply.

These restrictionsust be followed to preserve the separation of access to copyrighted
Ciso Networking Academy curriculuoontentand labs

Adhering to these restrictions is mandatory as indicated inAbademy Content Rider
for Multi-PurposeNETLABS$ystems Purchases are required to indicate their
agreement to the terms of the rider on a form that is provided.

Please efer to Appendix Cfor instructions on managinglobal labn a multrpurpose
NETLABsystem

To access the Global Lab Authorization Options, select the Manage Installed Labs option

on themain Administrator page. ThHdanage Installed Labs page may also be reached
by selecting Lab Designer and then selectingShew Installed Labd3igns button.

Global Installed Lab Designs

Mk E BLILD GLOBAL IO
AE CCHA T English 3.1 3 |AECCMATWI0_00CO_FOBB_BREY.
AE CCHA 2 English 3.1 4 |AECCMAZI0_00CO_FOEB_BEET.
&E CCHA 3 English 3.1 2 |AECCHMAZRI0_00CO_FOEB_BEEY_
AE CCHA 4 Englizh 3.1 2 |AECCMALYI0_00CO_FOBB_BBEY
AE CChHa Bridge Exams 3.0 1 |AECCMWABAZD_00OCO_FORB_BRET :
AE CCHA Englizh 2.7 [refired) 2 |AECCMAXV210EM_0D0CO_FORE_BAI
CCMA Exploration ILT 1 |CCMAEXPILT_0003_47F1_7505_ 4
kicrocomputer Fundamentals 2 |MFUM_0003_47F1_750D5 44ED_F1
Hovvell Metwork Adminiztration 2 |ITCH_0003_47F1_7aDa_44ED_Fa:

L}" Global Lab Authorization Options
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Selecting the appnariate preference for global labuthorization determines how the
system will handle authorizatioof global lab designehen additional communities are
created andvhen new global lab designs arestalled.

lobal Lab Authonization Preferences

O ptiam “When a new community iz created. . “When a global lab deszigh iz installed. .
® All exizting global lab designz are automatically All communities are automatically authorized o use the
ALL authornized for uze by the new community, |ab.
- . The default community iz automatically autharized o uge
) DEFALLT Existing glabal lab designs must be manualy the labz, All ather communities must be manually

authorized for the new community. athorized

Exizting global lab designs must be marnually
authorized for the new cammunity.

() OK | [ Cancel |

0 MANUAL All commurities: must be manually authorized.

All

When a new community is createal] existing global lab designs argtomatically
authorized for usdy the newcommunity. When new global lab designs adeled,all
communitiesare automaticallyauthorized for alcommunities. No intervention from
the Administrator is requed to makenewlyinstalled global lab desigrvailable to all
communities. This optiois also appropriate for all single community systems.

Do not use théALLoption for a multipurposeNETLABsystem This chaie is not
appropriate for multipurposesystemsdue to the licensing issues discussed above.
Please seé\ppendix Oor instructions.

Default

When a new community is createdxisting global lab designsust be manually
authorized for the new communityWhen new global lab designs added,only the
default communityis authorized to access the global lab desigor all asher
communities, the Administrator must authorize access to allow thraraunitiesto
access the new global lab designs

Manual
When a new communitis created, existing global lab designast be manually

authorized for the newcommunity. For all communities, the Administrator must
authorize access to allow themmunities toaccess the new global lab designs.
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to access the lab design.

Global Installed Lab Deszigns

tfhAE BUILD GLOBAL 1D
AE CCMA& 1 English w31 3 |AECCMATYI0_00CO_FOEE_BSEY_
AE CCHA 2 English w31 4 |AECCHAZI0_00CO_FOEE_BSEY_
AE CCMA 3 English W31 2 |AECCMAZI0_00CO _FOEE_BSEY_
AE CCMA 4 English 3.1 2 |AECCMALYI0_00CO _FOEE_BSEY_
AE CCMé Bridge Exams 3.0 1 |AECCMABA3D 0OCO_FOBB_BSET £
AE CCMa& English %27 [retined) 2 |AECCMHAXYZ10EMN_O0CO_FOEE_BAI
CCMA Exploration LT 1 |CCHMAEXPILT_0003_47F1_VED5E_4F
Microcomputer Fundamentals 2 |MFUM_0003_47F1_7aD5 44ED_F1
Movell Mebwork, Adminiztration 2 ITCW_0003_47F1_7eD5_44ED_F3I:

The details of the installed lab design include a list of the communities currently
authorized to usehe lab design.

Installed Lab Design

Mame

Build

Atk [0
Global 1D
Drezcription
Author
Crganization
Copyright
Suppart LRL

Mate /
Comrment

CCMA Exploration Lab Exercises
1

JDOEZ003

0003_47F1_75D5 47 CE_FCAR
ILT Labs

Jane Doe

MNDG

ACoezs

Authorized
Comrmunities

=lobal

1. default

2 lowa Pod 1

3: lowa Fod 2

4: lowa Fod 3 £ Authorize Communities
c =

B

7

: Bogota, Colombia
: Lima, Perd
: Buenos Aires, Argentina

Truztes

Can Urinztal
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SelectAuthorize Communitiesto authorize or revoke authorization to the global lab
design for any communitlyy selectinghe checkboxes next to the communities listed
and selecting either th@uthorize Selectear the Revoke Selectetutton.

Global Lab Design

Mame CCMNA Exploration Lab Exercizes
Global 1D |0003_47F1_75D5_47CE_FCAR

Community Authorization

COBUMITY 1D flfkAE AUTHORIZED SELECT
1 default YES ]
2 lowa Pod 1 YES FI
3 lowa Pad 2 YES ]
4 lowa Pod 3 YES Fi
5 Bogota, Colombia YES ]
E Lima, Per) YES [FI
7 Buenos Aires, Argentina YES ]
8 Test MO
9 ABC Technical Schoal MO ]

< No Change | o 2 Authorize Selected | == Revoke Selected |

Prior to authorizing @ommunity, you will be prompted to verify that this action is
appropriate for your organization.

® Autharize cammunities?

+ By authorizing the selected communities, you cerify that ALL
members of the communities have the legal right to use the lab content
provided in this lab design.

*+ You also cerify that your arganization is in compliance with all
copyrighted material provisions and addendums to the NETLAE+ license
agreement.

() Yes, all members of the communties are authorized | IE No |

Prior to revoking access for a community, you will be promptegetdy that this action
is appropriate for your organization.
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@ Revoke access to "CCNA Exploration Lab
Exercises” in the selected communities?

+ This operation will revoke access from classes in the
communities shown above.

+ Should you decide to grant access again, instructors
in the affected communities will be required to re-enable
the lab design at the class level.

() Revoke | 5 cancel |

As noted in thepicture above, revoking authorization to the labs will affect all classes in
the community. Should you decide to grant access agawpilld be necessary for
instructors to select the lab in the global labs setting for the class. Sd¢EheAB+
Instrudor Guidefor information on editing class settings.

If lab reservation®xistthat refererce global labs to which accessstaubsequentihas
been revoked, the labontent will still be available during the lab reservation.

2.22  Pod Designer
PodDesignelis used to create a custom pod layoutpdd designs a
ﬁi template used to create one or more actual pods dNETLABsystem.
4 EachNETLARrofessional Editidipod may be a custom pod, and each
custom pod may use a unique pod design. NEE&LARlicense allows custom pods to
be used for commercial training.

NETLAR\cademy Editiofallows you to stand upvo custom pods, each of which may
use the same pod design, or two unique pod designs. Custom pods deployed on a
NETLAR:System can only be uddor training within the Cisco Networking Acadéiny
Valid uses include challenge labs, or supporting Networking Academy curriculum for
WhichNDGK | & y 2 (i LINE ONRGARpod.yY a2FFAOAL f ¢

TheNETLAR:license does not permit custom pods to be useddny activity outside
the Networking Academy.

The Pod Designer tool is used to gather the required information about routers,
switches, firewalls, PCs, control device requirements, and images. This data is stored in
a PodDesign File Pod design filegre portable. They can be shared, exported, and
installed on otheNETLABs$ystems. A set of options and passwords control how the

pod design can be used. Please refer toktel LABPod Design Guider more details.
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General Settings

Mame  Stanly Client Server Pod (Win)
—
Organ fon | Stanly Community College

Eloning 7] This pod design map be cloned

Des

Images

Control Settings
==
[

Lab Devices

W S m

=

Remote PCs

~= —
0 ;i
2

NETLAB+
NPD File
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2.23  Equipment Pods

Equipment pods contain the lab devices that are accessed by others.
The equipment pods depicted in this guide may not be available at your
site.

NETLARuUsers may refer to the guide written specifically for the gigpe they plan to install.
Podspedfic guides include:

NETLAR:Multi-Purpose Academy Pod (MAP)
NETLAR:Network Fundametals Pod (NFP)
NETLAR:Basic Router Pod Version 2 (BRPv2)
NETLAR:Basic Router Pod VersidnBRPv1)
NETLAR:-Cuatro Router Pod (CRP)
NETLAR:Cuatro Switch Pod (CSP)
NETLARLAN Switching Pod (LSP)
NETLAR:Network Security Pod (NSP)
NETLAR:Basic Switch Pod Version 2 (BSPv2)
NETLAR:Basic Switch Pod Version 1 (BSPv1)
NETLAR-Advanced Router Pod (ARP)
NETLAR-Advanced Switch Pod (ASP)
NETLAR:Security Router Pod (SRP)
NETLAR:Security PIX Pod (SPP
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EXISTING PODS  (click on the GO buttons to manage a pod)
GO D POD TYPE PO MARME STATUS ACTIVITY
BASIC ROUTER POD
A1 % 3 Routers POD 1 @ OFFLINE IDLE
BASIC ROUTER POD
X2 % 1 Routers POD 2 @ OFFLINE IDLE
BASIC SWITCH POD
%43 ﬁ 1 Router POD 3 @ OFFLINE IDLE
e 2 Switches

ADVANCED ROUTER POD

4 @ Frame / ISDN / Dial FOD 4 @ OFFLINE IDLE

SECURITY PIX POD

5 0 2 PIX Firewalls Apalla @ OFFLINE IDLE

P

Ps

PCs & Servers
SECURITY ROUTER POD

6 ﬁ 2Firewall Fouters  Starbuck @ OFFLINE IDLE

P

PCs & Servers

P AddaPod | & Take All OFFLINE | <) Bring All ONLINE | < Back |

NETLAR: usersmay refer to the guide(s) specific to their pod selection(s).

Newpods may be added to the system by following the steps detailed in the next
section.
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2.23.1 Adding New Pods

The instructions for this section should be followed for each pod the administrator wishes to
add to theNETLABsystem.

Please complete the tasks inglsubsections below in order. Do not physically connect
your pod to a control switch untihe pod has been added to yoNETLAB+ system by
following the instructions below. This is necessary in order for the control switch to be
programmed with the prper VLANS.

Select® Take All OFFLINfE&any of the pods are online.

Selecti” Add a Pod

The network and hardware settingepicted hereare intended to provide an example
only. Your system requirements may differ according to your specific hardware
selections.

The Mew Pod Wizard will now help you add an equipment pod to your system,
Before you begin:

s Review any relevant pod-specific documentation.

e Setup the control devices that will be used with this pod.

s Upload the software images that will be used with lab routers and 1ab firewalls in
this pod.

£ Next 3 cancel

NETLARusersmay select the pod type they wish to add to thRIETLABsystem from
the list of pod types provided.
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POD TYPES (select one)
SELECT POD TYPE

o

5/13/09

CUATRO ROUTER POD
w 4 routers, PCs

CUATRO SWITCH POD
4 switches
& & 4 PCs

LAN SWITCHING POD
g_ 3 Switches

J 1 Router
e PC Support

¢  MULTI-PURPOSE
o/\e ACADEMY POD

u u
? 3 Routers, 3 Switches
BASIC ROUTER POD

@ 3 Routers

BASIC ROUTER POD v2
3 Routers

&
—!i PC Support

DESCRIPTION

AFE Cuatro Router Pod
4 routers, PCs

AE Cuatro Switch FPod
4 Switches, PCs

AE LAN Switching Fod
3 Switches, 1 Fouter, 3 PCs, 1 Server

AE Multi-purpose Academy Pod
3 Routers, 3 Switches, 3 PCs

AE Basic Router Pod %1
3 routers

AE Basic Router Pod %2
3 routers, PCs

MOTES

Applicable to both CCMNA and
CCMP curricula. Supports
remote PCs using Wiware.

supports remote PCs using
Shlware.

Supports remote PCs using
hWWare.

supports remote PCs using
Shlware.

supports CCHNA curriculum. Mo
remate PC support.

Applicable to both CCMNA and
CCMP curricula. Supports
remote PCs using YMware.
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2.23.1.1 Select Control Switch

Next,NETLABwill present a list of the control switches on your syste@nly selections
that meetyour port requirements can be made.

CONTROL SWITCHES
SELECT D SWTCHTYPE  PORTS THAT AREFREE  COMMENT
IMELIGIELE 1|Catalyst 2860-24 PORT 16-17 NOT ENOUGH CONSECUTIVE PORTS
® |3 |Catalyst 2950-24 PORT 4-16 Ok T LISE

> Next | <= Back | 3 Cancel |

Next, select the ports you want to use.

& AE Multi-purpose Academy Pod requires 8 consecutive control switch
ports,

Ports 4 to 11
% Next | ¢aBack | [ Cancel | TR 12
Parts ¥ to 14
Paortz 8to 15
Forts Hto 16
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2.23.1.2 Select Access Server(s) and Lines

This section is only applicable if there are lab devices in your topology that require
asynchronous console access. Such connections are provided by access servers.

Line Number is now used as a unique identiffer access server ports.

Beginning with ETLAB+ version 2010.R3, NETLAB+ supports an expanded selection of
access seers. Since several models include multiple modules, port number is no

longer a unique identifier Please refer to sectich24.2for details.

It is a good idea to use consecutive lines on one access server if po3sildgractice
will make it easier to cable and troubleshodt.consecutive lines are not availableuy
can use norconsecutive lines, spanning multiple access servers if necessary.

NETLABa&llowsyou to choose consecutive lines one access server, or you can
OK22a$S a][ tbselect & adcHsskreer and lfioe each router.

ACCESS SERVERS
D | T%PE LINES THAT ARE FREE
Cisco 2511-Rd 4-5 910, 1416
2 Cisco 2811 + NW-16A + 3 HWIC-164A (Lines 18-81) 18-49, 53-81
3 Cisco 2811 + NM-16A + 2 HWIC-16A (Lines 34-81) 34-81

& AE Multi-purpose Academy Pod requires 6 access server lines,

() Let me pick the access server and lines for each device Line 1
Line 2

Line 3
> Next | <= Back | [£3 Cancel | Line 4

Line &
Line B
Line ¥
Line 8
Line 9
Line 10
Line 11
Line12
Line 13
Line 14
Line 15
Line 16
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G SG Y 8lonsyourd rhde granular selections-oraccess servers usingtal
cables, both the lineumber and the cable labake displayed.

SELECT AR ACCE
LA DEYICE ACCESS SERNWER [ID)

F1
R2
F3
=1
=2
=3

&> Next |

“a | Done

W

SIS L s

5 SERYER AMD LIME FOR EACH LAR DEVICE

LIME

Line 18 | HWIC-1 64 0A 0 | CAB-HDB-ASYRC PO

Line 18 [ HWIC-164 0140 | CaAB-HDE-A5MC PO
Line 19 [ HWIC-164 01171 | CAB-HDB-ASYMC P1
Line 20 [ HWIC-164 01J2 | CAB-HDE-A5YMC P2
Line 21 [ HWIC-164 003 | CAB-HDE-A5YMNC P23
Line 22 [ HWIC-164 014 | CAB-HDE-A5YMNC P4
Line 23 [ HWIC-164 0105 | CAB-HDE-A5YMNC PS5
Line 24 | HWIC-164 0106 | CAB-HDE-A5YMNC PE
Line 25 | HWIC-164 017 | CAB-HD3-A3YMC P7?
Line 26 | HWIC-164 0108 | CaAB-HDE-A5YMNC PO

<a Bacl Line 27 | HWIC-164 011/9 | CAB-HDB-ASYMC P

Line 28 [ HWIC-164 01710 | CAB-HD2-A5YMNC P2
Line 28 [ HWIC-164 011711 | CAB-HDE-A5YMC P23
Line 30 | HWIC-164 0112 | CAB-HDE-A5YMNC P4
Line 31 [ HWIC-164 011713 | CAB-HDE-A5YMC P5
Line 32 | HW/IC-164 01714 | CAB-HD3-A5YMC PE
Line 33 | HWIC-164 0N G | CAB-HDE-ASYMNC P7
Line 34 | HWIC-164 0920 | CaB-HDE-A5YMC PO
Line 35 [ HWIC-164 D21 | CAB-HDE-ASYMC P1
Line 36 [ HWIC-164 0202 | CAB-HDE-A5YMC P2
Line 37 | HWIC-1 64 OW2i3 | CAB-HDB-ASYMNC P23

W

L

W

Select a line numbdpr each device.

SELECT AR ACC

LA&B DEWICE ACCESS SERWER (100

F1
R2
R3
=1
52
=3

> Next |

5/13/09

=5 SERWER ANMD LINE FOR EACH LAB DEVICE

[ IRAR S IR cS IR IR ST o]

W

W

W

LIME
Line 18 [ HWIC-164 010 | CAB-HDE-ASYNC PO
Line 19 | HWIC-164 011 | CAB-HD-ASYNC
Line 20 | HWIC-164 012 | CAB-HD8-ASYNC P2
Line 21 [ HWIC-164 013 | CAB-HDE-ASYNC 3
Line 22 | HWIC-164 0104 | CAB-HDE-ASYNC P4
Line 23 [ HWIC-164 015 | CAB-HDE-ASYNC FS

<= Back | [£3 Cancel |
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2.23.1.3 Select Switched Outlet Devices

This section is onlgpplicable if there are lab devices in your topology that require
managed electrical power. Such connections are provided by switched outlet devices

It is a good idea to use consecutive outlets on one switched outlet device (SOD) if
possible. This préce will make it easier to cable and troubleshoot. If consecutive
outlets are not available, you may use roonsecutive outlets, spanning multiple SODs
if necessary.

SWITCHED OUTLET DEVICES (5000

I T%PE QUTLETS THAT ARE FREE
1 |APC 7900 Switched Rack PDU 4-5
2 APC 9211 MasterSwitch 2,58

3 |APC 7900 Switched Rack PDU 4-8

& AE Multi-purpose Academy Pod requires 6 switched outlets,

(& Use 6 consecutive outlets on switched outlet device |1 V starting at outlet |1 V
() Let me pick select outlets for each device manually

> Next | <= Back | 3 Cancel |

a[ Sa Y, &ill allow®du éo make gralar selections.
LaR DEVICE SoD OUTLET
R1 1] 4w
R2 1] 5 v
R3 2 v 5 v
51 2w 6 v
52 2w 7|~
53 2 [ w] 51w

&> Next | <= Back | 3 Cancel |
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2.23.1.4 Select Device Types

This section is only applicable if there are network devices in your lab topoRiggse
specify a device model for each device displayelikase specify device model for each
lab device displayed. Statically configured lab devices do not app#da selection
process.

Your seledbns are used to assign the appropridM&TLABeéevice driver
Improper selections may cause errors.

NETLABmay offer selections that meet the port requirements, but do not supyorr
curriculum. NETLAR administrators may refer to the pod specific guides for more
information.

SELECT A MODEL FOR EACH LAB DEVICE

LAR DEYICE TYPE MDEL
R1 64 Router |[Cisco 1841 (501059 v
o ’I‘ Router Cisco 1841 (5005 >
R3O Router  |[Cisco 1841 (501069 >
S1 e Switch Cisco 3560 v
=9 :: Switch Cisco 2060 v
53 pe Switch  Cizco 3560 i)

£ Next | <3 Back | 3 Cancel |

If the device model you wish to install is not available for selection, proceed to the next
section for guidance on installing generic console devices.
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2.23.1.5 Generic Console Devices

This section is only applicable if there are network devices in your lab topology
NETLABsupports a wide range of devices. Selecting the appropriate device type is
important to ensure that the full range METLABfeatures is available to use

Automation drivers have been created for all supported lab devices that enable the use
of NETLAB2a | dzi2YlF GA2Yy FSI GdzNBao

If however, you wish to install a device in your pod that is not included among the
supported devices (for example, an older mbttet has reached EOL and is no longer
supported by the vendor) you may do so by selec@emeric Console Devi@es the
device model.

SELECT A MODEL FOR EACH LAB DEVICE

L& DEVICE TYFE WCDEL
=3 a‘ Fouter ‘Cisco 831 ¥
Cisco 2620 -~
R2 74 Router Cisco 2B620XM
Cisco 2621
R34 Router | o
Cisco 250

Mext Ba¢ Cisco 2B50xM

ED—I @ Cigco 2651
Cisco 2651xM
Cigco 2691
Cisco 280172811 (Mo serial)
Cisco 2801/28171 (S0/04%)
Cisco 2801/2811 (S04
Cisco 2801/28171 (S0/24%)
Cisco 2801/28171 (S0/3/%)
Cisco 2821 (Mo Serial)
Cisco 2821 (50707
Cisco 2821 (504154
Cisco 2821 (30728
Cisco 2821 (50738

Generic Console Devices have the following limited capabilities:
e Console access
e Ability to share connections toLCdevices.

e Powered off at the end of a lab reservation (if connected to a switched outlet
device).
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Powered on at the beginning of a lab reservation (if connected to a switched
outlet device.).

Automation options available for user selection duringlareservation include
power on, power off and power recycle (if connected to a switched outlet
device).

There are several considerations to keep in mind when adding a generic console device
to a pod:

Automation features such as such as scrubbingdinéce and password
recovery are not available for use on generic console devices.

Since password recovery is not supported on the device, you must use discretion
in allowing user access to the pod. Itis recommended allowing use by only a
trusted groupof users who will not perform password changes or other actions
that may render the pod unavailable for subsequent reservations without
intervention.

Use of theNETLABELI Terminakith a generic console device will function only
with devices using a camand line interface. The applet does not provide
terminal emulation such as VT100. You do have theoopif usingan alternate
terminal applicationof your choice, if your selection is compatible with the
device.

For detailed information, please reaféo O for details.

5/13/09
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2.23.1.6 Select Software Images and Recovery Options

This section is only applicable if there are network devices in your lab topology.
NETLABscrubs the routerat the end of l& reservations or upon requesDuring a
scrub,NETLABean recover an 10S image if it has been erased from flash.

SELECT AN IMAGE AMD RECOVERY QOPTIONS FOR EACH LAB DEWICE

DEYICE TYPE SOFTWARE IMAGE RECOWER USIMNG SPECIFIED IMAGE

R1 q‘ Cisco 1841 (S005) c1841-advipsericezkl-mz.124-10a.bin v { if specified image not in flash S
_ — if zpecified images not in flagh
2 q‘ Cizco 1841 (S0/05) 1 841-advipserviceskG-mz.124-10a.hin | % | || if noimage in flash [erased)

never [device may become unuzable]

R3 E{ Cisco 1841 (30/07%) || o1 841-advipserviceski-ma.124-10a.bin | v | || if specified image not in flash v
=3 Cisco 3550 m M
2 Cisco 2960 m A
53 Cisco 3560 o -

5> Next | <= Back | 3 Cancel |
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You have three choices for flash recovery:

Recovery Using Specified Image 5 dzNAy 3 ! { ONHzo h LIS NI i

If specified image not in flash Restores the selected software image if that
image is not in flash.

If no image in flash (erased) Restores the selected software image if there
are no .bin images in flash. No action is taker
flash contains a .bin image (even if it is not the
specifial one).

Never (device may become unusabl NETLAR:will take no action if the flash does nt
contain a bootable image. In this cabE TLAB+
automated boot process will fail and manual
restoration of 10S will be required.

If you select an automatiecovery option, you must also selecsaftware image
supportedby the curriculum.NETLAR:zusersmay refer to the guide specific for their
selected poeype.

Thereis anadditionalimage management setting foouters to support Pagent I0OS
images. A license key must be entered in ordeN&T LAB&utomation to function

with routers using Pagent I0S. This settiogsnot appear in the New Pod Wizard and
must be made separately from a new pod ingtadin. Please see sectiop.23.2.2for
details.

For information on upgrading a router to use Pagent IOS, pleasamsendix B

If you select a Cisco ASA security device, additional management options become
available in the device manager. These additional sgttolo not appear in the New

Pod Wizard and must be made separately from a new pod install. Please see section
2.23.2.3for details.
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2.23.1.7 Select PC Options

This section is only applicable if there are PCs in your lab topology. Select an ID, type,
access method, and operating system for your PCs and servers.

REMOTE P SETTINGS

Pz BAKE ICr PCOIRTUAL MACHIME TYPE ACCESS OPERATING Z%STEM
.E_|. PC A 15 s | [Phware ES%i40([novCenter] v WA v windows 7 2
: ABSEMT
.E_L PCB 16 [ Whiware ESii 4.0 [no wCenter] s v windows Server 2008 |+ |
J Widware ES#i 3.5 U3 o wCenter]

I N=lels 1 Widware Server 2.0 3 1
— 17 1) Whdware Server 1.0/G5% Ve v Linu hd
STAMDALOME

&> Next | <2 Back [£3 Cancel

ID. Select a unique numeric identifier for this PC. The ID you choose is also apfmended

MC pPpPHpndPnd: G2 06SO02YS Lt | RRNPaa laairAdaySR G2
You should accept the defaults unless you want to influence the last octet of the IP

address (i.e. you already setup the PC and assigned an address)

PC/Virtual Machine Type

o VMWARE ESXi 41b vCenterprovides direct access to a VMware virtual
machine and enables automation through the VMware AFtlect this option if
you are using ESXi 4.0.

e VMWARE ESXi 3.5 ® vCenterprovides direct access to a VMware virtual
machine and enables automation through the VMware AF3elect this option
if you are using ESXi 3.5.

¢ VMWARE Server 2gbovides direct access to a VMware virtual machine and
enables automation through the VMare API. This is the correct setting if you
are using VMware Server version 2.X.

o VMWARE Server 1.0/Gpprévides direct access to a VMware virtual machine
and enables automation through the VMware API. This is the correct setting for
VMware virtual machmes if you are using VMware Server version 1.x or GSX.

e STANDALONgfovides indirect access to a real PC or server resource.

e ABSENIindicates that you are not implementing the PC in this pod. Users will

get a friendly popup message if they try to connect to it, informing them that the
PC is not implemented.
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If you have not yet set up VMware and installed virtual machines on your AEA
system, you may use the ABSENT setting for now, and modify the setting after installing

your virtual machines.

TheAccesssetting specifies a direct access protocol, or indirect access.

e VNCHff2¢g
protocol.

a4 RANBOI

7

I 00Saa 02

GKS t/

¢ |INDIRECSpecifies a static PC or server resource. Users will not have access to

the keyboard, video, or mouse. This option is only available when PC type is

STANDALONE.

TheOperating Systensettingspecifies an OS for this PC. The availability of a selection

does not guarantee compatibility with all labs.

The following table depicts the type and access settings that are available for selection:

To i mpl e mg

SetTYPE t o é

Set ACCESS

VMware

Select the VMware
virtualization product
you are using.
Selections include,
VMWARE ESXi 4.0,
ESXi 3.5 U3,
VMWARE Server 2.0
and VMWARE Server
1.0/GSX.

VNC

Standalone

Does not apply to VMware implementations.

Indirect

STANDALONE

INDIRECT

Absent (no PC)

ABSENT

(not applicable)

5/13/09
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2.23.1.8 VMware Settings

If you select one of the VMware settings for any of the RNES;LABwill prompt for
additional settings on the next page.

WnMARE YIRTUAL MACHIME SETTIMNGS

PC D PC MAME P ADDRESS USERMAME PASSWORD COMFIGURATION FILE
15 .E_L PC A 169.254.1.253 rietlab ztrongpassword [dataztore]Pod_d wink<Pro.vme
16 -E_L FC B 169.254.1.253 netlab strongpaszword [datastore]Pod_4 win2008. vms
17 .E_L FCC 169.254.1.253 rietlab strangpassward [dataztore]Pad_alin v

&> Next | <= Back | 3 Cancel |

Each virtual machine requires four VMwaspecific settings. Please refer to the
NETLAB+ Remote PC Guigecific to your VMware server virtualization product
selection for versiorspecific details regarding these settings.

e ThelP Addressetting is used to connect to the VMware host system. This is the
IP address usefr KVM and API traffic flow.

e Usernamespecifies an operating system account on the VMware host system.
NETLABWill use this account to login to the VMware host anahtrol virtual
madiines through the VMware API.

e Passwordspecifies the password associated with the host account (see section

¢ Configuration FileEnter the path of the virtual machine configuration file on the
VMware host.
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2.23.1.9 Select aPod ID

Each pod is @&gned a unique numeric ID.

Please select a Pod ID.

Pod ID: IE *I
£ Next | <3 Back | &3 Cancel |

2.23.1.10 Select a Pod Name

Each pod can have a unique name. This name will appear in the scheduler, along with
the pod type.

Pod Mame: IGaIamicd

&> Next | <= Back | [£3] Cancel |

2.23.1.11 Verify Your Settings

At this pointNETLABRas added the pod to its database. However, the pod has not
been brought online yet. You will want to dalup the pod, and configure BCand run
a pod test before bringing the pod online.

New Pod Wizard

@ The Mew Pod Wizard has added the pod,

* MNew pods are not brought online autamatically.
+ %ou should cable the pod and run a pod test befare bringing the pod online.

() OK

After you clickOK the new pod will appear in the lisf equipment pods.
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Click on the magnifier button or pod ID to manage you new. pod

% MULTI-;PURPOSE

Q) s Qs ACADEMYPOD | G, paciicq @ OFFLINE IDLE
- ? 3 Routers, 3 Switches

NETLABwill display the status of the pod and the higvel settings for each device,
PC, and control switch.

POD S - STATUS
POD D POD BLAME STATUS ACTITY PCOD TYPE
*  MULTI-PURPOSE
5 Galactica @ OFFLINE IDLE e£2 e ACADEMYPOD

u ]
? 3 Routers, 3 Switches

Pl 3 - ROUTERS

E ACCESS @ SWITCHED

GO | NAME TPE LIME= APE OLITLETS

SOFTWARE IMAGE
Ck| E‘ R1 Cisco 1841 (5004 TR LINE 18 ity 040) | SO0 1 OUTLET 4 | 1841 -advipservicesk3-mz 124-10a hin
Q| gi R2 |Cizco 1841 (5000 | LINE 19 (tty 0A44) | S0D 1 OUTLET 5 | 01841 -advipserviceskd-mz 124-10a hin

CM g R3 Cizco 1841 (0000 | LINE 20 (tty 0A/2) SO0 2 OUTLET 5 | ©1841 -advipserviceskd-mz.124-10a hin

—
Ck| :_.. 21 |Cisco 3560 B LINE 24 (tty 0143) |S00 2 OUTLET 6 nia
—
Cg| ::_,, 52 |Cisco 2960 ISR LINE 22 (tty DM144) SO0 2 OUTLET 7 nia
—
Q| :_., 53 |Cizco 3560 =R LIME 23 (tty 0M/5) |S00 2 QOUTLET & nds
POD 5 - PC SERVERS [(click the GO buttons to reconfigure)
30 MaME  PCID STATUS TYFE &CCESS | COMTROLIP | OPERATIMNG S STEM
Cq E_I PCA | 15 | OMLIMNE | “hiware ESXi 4.0 (no vCenter) | WHNC | 1692541 253 Windows 7

Ck .E_I' PCHB | 16 | OMLIMNE | “hware ESXi 4.0 (no wCerter) WMC 169254 1 253 | Windows Server 2002

Ckl E_I PCC | 17 | OMLINE | “Mwware ESXi 4.0 (no wCenter) WHC | 169.254 .1 233 Lirmix

SWITCH 1D Pl PORT RAMGE BASE WLAMN WLAR POCL

==
e 4-11 140 140-147
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2.23.1.12 Cable the Pod

NETLABHas a cable chart featarto help you connect the lab devices in your pod. The
chart is generated in redime and contains porspecific information based on your
current lab device and control device settings.

The cable chart function is accessed from the pod management page.

Pod 5 -- Management Options

4> Online | Bring this pod ONLIME and make it available for reservations.

Ar Test | Tell me if this pod is warking praperly.

|:| Cable | Show me how to cable this pod.

— Delete | Remaove this pod from NETLAB.
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Admin

METLAB+ 2010.R3

administrator

The cable chart describes the connections for each lab device in the pod. Connections
between control devices are not depicted (please refer to the Administrator Guide for

guidance).

CABLE CHART FOR POD S
’I‘ R1 (Cisco 1841 (S0/0/%)
CORMECT FROCH

FastEtherneti0

FastEthernst OM

Cansole

Porwver

Seriald DCE

Zeriall DTE

QIQ R2 (Cisco 1841 (S0/0/%)
COMMECT FROCM

FastEtherneti0

FaztEthernst0n

Canzole

Powwer

Zeriald DTE

Seriall DCE

5/13/09

IEIMG CABLE

CAT-5 Straight Through

CAT-5 Straight Through

CAB-HDE-ASYMNC

Powver Cord

Back-to-back serial cables

Back-to-back serial cables

IIzIMG CABLE

CAT-5 Straight Through

CAT-5 Straight Through

CAB-HDS-ASYMNC

Powver Card
Back-to-back serial cables

Back-to-back serial cables

-

S

5~

Q@ =001
APC

QHE
QRS

—
—

5~

@ so0+

APC

.,Im
QRS

CORMECT T

Part 4

FastEthernet 005

Port ity 0400
Lire 15
Octal cakle PO

Chtlet 4

Setiald DTE

Zeriall DCE

COMRECT T

Part 5

Patt 6

Part ity 0M M
Lirme 19
Octal cakble P1

Citlhet 5

Setiall DCE

Setial DTE
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2.23.1.13 Test the Pod

After all routers and Phave been installed, you should run a pod test to verify that
your pod is working. The pod test will detect common configuration and cabling
problems.

Pod 5 -- Management Options

4 Online | Bring this pod OMLINE and make it available for reservations.

Ar Test | Tell e if this pod is warking propery.

|:| Cable | show me how to cable this pod.

Some tests may take a long time. During B@OTIO&st, NETLABmay have to load
the specified I0S image if it is not in flash. 10S images can be very large and can take up
to 30 minutes to program into flash memory.

If you cannot resolve an issue and decide to contact technical support, pleaaad
paste the text from theeOD TEST L@@d include with your enail.
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METLAB 3.6.0

Admin
TE=TING POD &
.................... mEWIEE N R e e G T

Control Switch 3 | Catalyst 3550-24 (PAZSED 3testis) passzed, device looks good

.I ROUTERT Cisco 2521%M  CONSOLE (D RUMNING  recover consale test

q ROUTER2 Cizco 2621 XM CONSOLE (3 RUNMING | recover console test

E =]] STANDALCNE {JPASSED  2testis) passed, device looks good

.E_L PC_1 STAMNDALOME () PASSED 2 test(=) pazsed, device looks good

] * Thiz PC is not managed by NETLAB

1= _1

= - SUEIBAHEIE SdlrED * |t iz azsumed to be warking

E_' PC_2 STANDALOME ZKIPPED * Thiz PC iz administratively OFFLIMNE

E I=_2 ABSEMT SKIPPED * Thiz PC iz not implemented

POD TEST LOG

[00:07] PC3: Testing remate PC zoftvware and AP - PASS
[O0:0F] PC3: Pinging PC &t 16925403 - PASE

[00:05] T2 Testing remate PC softvware and APl - PASS
[O0:05] PC2: Pinging PC st 16925402 - PASS

[00:03] C530 Applyving pod YLAN map on contral switch 3 - PASS
00031 C53 Setting up VLARN pool an control switch 3 - PASS

TESTING IH PROGRESS | STOP |

IMPORTAMNT: Use the STOP button to the right if yvou want to stop the pod test.
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2.23.1.14 Bring the Pod(s) Back Online

Now you can bring the pod online and make it available for lab reservations. You can
bring just this pod online by clicking tH Onlinebutton under Management Options.

Pod 5 -- Management Options

£ Online | Bring this pod OMLIMNE and make it available for reservations.

Ar Test | Tell me if this pod is warking propery.

|:| Cable | Show me how to cable this pod.

— Delete | Remave this pod from METLAB.

Alternatively, you can clicit’ Bring All ONLINGn the Equipment Pods page. Choose
this option when you have no more additions or modifications to pods or control
devices and you wish to put all pods into service.

Equipment Pods
Admin

METLAB 3.6.0

Equipment pods contain the lab devices that are accessed by users,

EXISTING PODE  (click on the GO buttons to manage a pod)
GO | D POD TYPE | POD MAME | STATUS ACTIMITY
BASIC SWITCH POD

&l E ﬁ 1 Router =Tolnle ) OFFLINE IDLE

2 Switches
SECURITY ROUTER POD

%l 5 ﬁ 2 Firewall Fouters | (3alactica () OFFLINE IDLE

PCs & Servers

25 AddaPod |  dL Take All OFFLINE || <> Bring Al ONLINE || <aBack |
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2.23.2 Modifying Device Settings

If it is necessary to make modifications to device settings that were selected during the pod
installation, select the appropriate pod on the Equipment Pods page.

EXISTING PODS  (click on the GO buttons to manage a pod)
GO D POD TYPE PioD MAME STATUS ACTIITY
AE Cuatro Router Pod
gl 1 4 routers, PCs FPOD 3 OMLIMNE IDLE
gl E ASA Testing POD 3 3 OMLINE IDLE
<p Add aPod | L Take All OFFLINE | 4> Bring All ONLINE |  <aBack |

In order to modify settings, the pod must be offline. Youéthe option to
select® Take All OFFLINEDbring all the pods offline or select a single pod and take
the pod offline on the pod specific page.

The network and hardware settings depicted here are intended to provide an example
only. Your system redgrements may differ according to your specific hardware
selections.

Select the pod, which contains the device(s) requiring setting modifications using the

magnify button glto the left of Pod Id. In this example, we have selected, Pod 1.
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PODT - STATUS
POD D POD BAKE STATUS ACTIVITY POD TYPE
AE Coatro Router Pod
1 POD (3 OMLINE IDLE

4 routers, PCs

PoD 1 - ROUTERS ATCHES, AMD FIREWALLS (click on the GO buttons to reconfigure des
ACCESS () SWATCHED
G0 MAME TYPE EPORTS 4 SOFTWARE IMAGE
Ck| g‘ Rl |Cizco 1841 (S0 5 PF] LME 1 S0D1 QUTLET | o184 -advipserviceska-mz.124-1 02 bin

Q¢| gﬁ R2 |Cizco 280102811 (S0M 4 |TER] LME 2 |S0D1 OUTLET 2| 2801 -advipserviceskd-mz 124-10a kin

Ck| .IQ R3 |Cizco 280142811 (S0Me |B2E] LUMWE 3 5001 OUTLET 3 | c2801 -advipserviceskd-mz.124-10a kin

CM g‘ R4 |Cisco 280102811 (30Me) |BER] LME 4 |S0D 1 OUTLET 4 na
D SERWERS  (click the GO huttons to reconfigure)

GO MAME PCID  STATUS TYPE ACCESS  COMTROL IP OPERATING SYSTEM
CM E_I PC1a 101 | ONLINE | WhAWARE WG 10.0.0.25 Lins
Cg| E_| PC1b 102 | ONLINE | WMWARE WG 10.0.0.25 Windows P
Qq E_| PC2 103 | ONLINE | WMWARE e 10.0.0.25 Windows XP
CQ E_' PC3 104 | OMLINE | YMWARE YN 10.0.0.25 Windows XP

| 1 pca
Q, __| 105 | OMLINE ABSENT NULL

SWITCH 1D POD PORT RAMGE BASE WLAN WLAR POCL

e 1 1-8 100 100-107

Pod 1 -- Management Options

& Offline | Take this pod OFFLINE.

Ar Test I Tell me if this pod is warking praperly.

|:| Cable | Show me how to cable this pod.

= Delete | Remove this pod from METLAE.
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2.23.2.1 Modifying Device Settings for Routers, Switches and Firewalls

Select a device to modify using the magnify button to the left of the device name. In
this example, we arexamining the settings for R3.

PoD 3 DEYICE B3
Device Mame g‘i R3
Device Type Cizoo 1841 (SO0 hal
Automation shared console, automated actions, image recovery
ooftware Image c1841-advipzervicesk3-mz.124-10a.bin [ %
Image Recovery Option recover if the specified image {above) is notinflash | %
Irmage Recovery Local Interface FastEthernet00
=3 CONTROL SWATCH PORT
Image Recovery Contral Port — 3 7
- ACCESS SERVER LIME
Access Server !.i 3 20 (tty 0/1/2)
. O S0, DEVICE CUTLET
Switched Outlet A 5 5

Activation Key (optional)

See sectins2.23.1.4and0 for detailson making deviceetting selections for your
equipment.

Thereis anadditionalimage management setting for routers to support Pagent IOS
images. A license key must be entered in ordeNBT LAB&utomation to function
with routers using Pagent imageBlease see sectidh23.2.2for details.

There are additiondmagemanagement settingfor Cisco ASA devices and Generic
Console Devices that cée set after pod installation has been completededske see
section2.23.2.3and 0 for details.

Please note that the pod must be offline in order to modifydbesettings. After
completing modifications, remember to select the management option to bring the pod
online and make it available for reservations.

£ Online Bring this pod ONLIME and make it available for reservations,
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2.23.2.2 Modifying Device Settings for Routers Using Pagent 10S

If your device selections include routarsing Pagent 10S, it will be necessary to enter
the license key for these devices after the pod installation has been completed. This
additional management option becomes available for selection when the device is
selected on the Equipment Pods page.

POD 1 - ROUTERS, SWWITCHES, AMD FIREYALLS (click on the GO buttons to reconfigure devices)
E.&.CCESS @ SWITCHED
PORTS APC DUTLETS

GO MAKE TPE SOFTWARE IMAGE

Q¢| gﬁ R4 |Cizco 280102811 (S0Ma) |TER] LME 4 (SO0 1 OUTLET 4 | 2804 tpgen_achverterkS-mz.4 3 .0 kin

Select the router to display the management options.

POl 1 DEYICE R4

Device Marme E‘ R4

Device Type Cigco 2801/28171 (30414 i

Automation shared console, autormated actions, image recovery
ooftware Image ce8014pgen_adventerkd-mz.4.3.0.hin W

Irmage Recovery Option recover if the specified image (abowve) is notin flash W

Irmage Recovery Local Interface  |FastEthernet00
e CONMTROL SWiTCH FORT

Image Hecovery Contral Port - 1 7
ACCESS SERVER LIME
Access Server E 1 4
. 5.0, DEWICE CUTLET
Switched Outlet Ec 1 4
fctivation Key (optional) 407554012371 ||

A license key must be entered into the Activation Key field for all routers using Pagent
IOS in order foONETLAB&utomation features to function.

For information on upgrading a router to uBagent 10S, pleasees&ppendix B

This optional field may be left blank for routers not using Pagent 10S.
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2.23.2.3 Modifying Device Settings for Cisco ASA Security Devices

If your device selections include Cisco ASA security appliances, it will be necessary to
select device settings for these devices after the pod installation has been completed.
These additional management options become availahlsétection when the device

is selected on the Equipment Pods page.

POD 3 - ROUTERS, SWITCHES, AMD FIREYWALLS (click on the GO buttons to reconfigure devices)
! j ACCESS m SWITCHED
(e8] MAME TYFE L] LINES APC OLTLETS SOFTWARE IMAGE
Cgl @ FOO Cisco ASA 5510 PRI LINE 13 20D 2 QUTLET 1 asa706-ka kin

Select the device to display the management options.

POD 3 DEVICE FOO

Device Name @ FOO

Device Type Cizoo ASA 5510 hal

Autormation shared console, automated actions, image recovery
software Image azaF06-kS bin | |

Image Recovery Optian recover if the specified image (above) iz notin flagh |
Image Hecovery Local Interface Ethernet0i0 W |

Irmage Recovery Control Port ::: CONTROI{ =iTeR P;::gT

Access Server E .&CCESSﬁER'\-"EH L1II‘%E

Switched Outlet [ e

=ecurity Device Manager Image azdmB06.bin | %

security Device Manager Options recover if the gpecified image iz notin flazh |
Activation Key (optional) FEOe3b5Y cod?2811 18d00d8c 860600420 47254041

Here, we describe the options that are available for selection for ASA devices, in
addition to the other device option settingsferred to in the previous section.

Image Recovery Local Interfac@his setting must match the port, which is connected
to the cable, which is connected to the control switch that is defined as the Image
Recovery Control Port. The correct settingtfus interface is set during pod installation
and should not require modification onNETLARSystem.

Security Device Manager Imagé& he software image providing the Security Device
Manager software.Iln order for these image files to be available for selection, they must
first be uploaded to the system, see sectd25for details. Note that he SDM image is
tied to specific versions of the ASA software imaly&TLABdoes not check for
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compatibility between the two images. dininistratorsshould check th& Sy R 2 NI &
release notespecific to their selected device to insure compatibility.

Security Device Manager Image

asdm-522 hin
asdmbik. bin
Activation Key (recommended) asdmb12.hin
asdmb21 hin

security Device Manager Options fied image is notin flash hi

18d00d8c 86b004a0 4728d0a1

Security Device Manager Optiong.his option determines whethhe SDM image is
recovered. A selection of "never" means that the SDM image will not be managed by
NETLAB+

security Device Manager Image asdmblB.hbin  »

Security Device Manager Options | recover ifthe specified image is not in flash v

Activation Key [recormmended) rECOvEr f EES :E!E:ifil:i ir'r'IELEE! is notin flash
recover ifthere is no image in flash

never recover image [device may become unusahle)

i Update Settings | <2 Batr]

Activation Key. Cisco ASAoftware requires an activation keyt specified NETLAB+
will configure theactivation key during the scrub process.

As a precaution, administrators showldite down theiractivation keys prior to
installing Cisco AS¥* PIX devices INETLAB+

Activation Key (recommended) 7602357 cod?2811 18d00d8c 86b004a0 4728d0al

Please note that the pod must be offline in ordemodify these settings. After
completing modifications, remember to select the management option to bring the pod
online and make it available for reservations.

Pod 5 -- Management Options

4 Online | Bring this pod OMLIME and make it available for resemations.
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2.23.2.4 Modifying Device Settings for Generic Console Devices

If you would like to use a latevice that is not supported QYETLAB+it may be

possible by selecting Generic Console Device option in the Device Type pull down menu.
This option provides user console access to an unsupported device during a lab
reservation. This option also suppsthe consolesharing feature; therefore, several

users could access the console at the same time.

A generic console device has several limitations:

Automated scrub, password recovery, and configuration management are not
performed. The device will ndie reset to a clean configuration between lab
reservations. If a user changes a password to an unknown value, a manual password
recovery will be necessary.

TheNETLABELI Terminak designed for command line interfaces and do not provide
terminal emuldion. If your device requires terminal emulation (suchvdq.00), users

must use a terminapplication that supports the required terminal emulation (this can
be set in their profile settings). Because terminal emulation uses screen formatting and
invigble control codes, th&lETLAB¢onsole sharing and archive features may exhibit
unpredictable behavior.

Generic console devices may be controlled by a switched outlet. This is determined by
the pod design. See below for details.

Generic consoldevices are unmanaged. Due to the limitations outlined above, you
should only deploy this option in environments where users are experienced and
trusted. Users should be briefed on these limitations and the proper procedures for
using the device withoutausing problems for others.

Configuring a Generic Console Device

Step 1. Select the desired device from the Equipment Pods page, and click the GO
button.
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