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1 Introduction
NETLAB+ provides a safe “sandbox” for users

lab equipment. All lab equipment and supporting devices are located safely behind the
NETLAB+ server and not directly exposed to outside or public networks. NETLAB+ is
delivered as a network appliance and requires no knowledge of UNIX, web server
software or other system administration.

This guide provides information on the installation of a NETLAB+ system. The NETLAB+
product line includes NETLAB Academy Edition” and NETLAB Professional Edition” server
appliances. This install guide should be used to setup a NETLABAr or NETLABp¢ server.

1.1 Planning

Before setting up your NETLAB+ server, you should review the NETLAB+ System
Overviewdocumentation. The overview explains NETLAB+ basic concepts and how all of
the components fit together.

NETLAB+ has some connectivity requirements that may influence the placement of the
server on your network and the ports that are opened in your firewall. It may be
necessary to work with your network administrators. To assist you in this task, we have
prepared a white paper designed specifically for network and firewall administrators:

Detailed firewall connectivity requirements are explained in the CSS, Connectivity and
Firewall Considerations white paper.

The NETLAB+ server can best be described as a proxy server All connections to lab
equipment are proxied through the NETLAB+. No connections are allowed unless the
user is attending an active lab reservation. Because all connections are proxied (not
routed), you only have to open one IP address and two TCP ports to provide access to
NETLAB+ and the lab equipment behind it.

1.2 Interfaces

NETLAB+ has two Ethernet network interfaces.
e The outside interfacdEthernet 0) attaches to your network and faces your users.

e Theinside interfacdEthernet 1) attaches to a NETLAB+ control switch and faces
your lab equipment and various control devices.
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1.3 Outside IP Address

You must allocate a static IP address for the outside interface. This address can be
globally routable, or a private (RFC 1918) address. The server’' s default ga
be on the same network as the outside interface.

NETLAB+ does not support DHCP or BOOTP.

1.4 Inside IP Addresses

You do not allocate or configure IP addresses on the inside interface.

NETLAB+ automatically binds two IP addresses on the inside interface: 169.254.1.1/24
and 169.254.0.254/24. Other IP addresses used in the 169.254 range are
predetermined and assigned to control devices and remote PCs. The network
169.254.0.0/16 is the IANA reserved block called LINKLOCAL. IP addresses in this range
are not globally routable. This IP range has been chosen to avoid conflict with RFC1918
addresses that you may be using in your network

1.5 Network Address Translation

NETLAB+ supports static NAT. You can assign a fixed IP address for the NETLAB+ server
on the outside of your firewall, then define a static translation to the IP address assigned
to the NETLAB+ outside interface.

Port Address Translation (PAT) is not supported.
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1.6 Ports and Firewall Requirements

NETLAB+ only requires one IP address and three inbound TCP ports for all inbound
connections. NETLAB+ also initiates outbound traffic on ports that are normally open.

Inbound Port Requirements
TCP 80 Provides HTTP access to the NETLAB+ web interface.

Factory default setting for the remote access port for proxied connections to lab

(;I)-rcspelzei(t)eld equipment. Proxy servers are not supported i this port must be open, or a
alternate(s)) different remote access port number (or list of port numbers) must be selected.

Please refer to section 2.9.

Provides SSH for NDG technical support only. In lieu of SSH, this function can
TCP 22 also be performed over the TCP port(s) defined for remote access, by special
arrangement.

Outbound Port Requirements

Provides HTTP access to NETLAB+6s <cen

U backup, software upgrades). See 1.7 for information about proxy servers.
UDP 53 Provides DNS lookups. You do not have to open UDP 53 in the firewall if you
configure NETLAB+ to use a local DNS inside the firewall.
SMTP 25 Provides SMTP outbound mail. You do not have to open TCP 25 in the firewall if
you configure NETLAB+ to use a local SMTP mail server inside the firewall.
PING NETLAB+ uses ICMP echo for some diagnostic tests, although this is not critical

to its operation.

1.7 Outbound HTTP and HTTP Proxy Servers

NETLAB+ makes outbound HTTP connections associated with support functions. These
functions are essential to NETLAB+. It is highly recommended that you open TCP port
80 outbound for the NETLAB+ server. Some networks redirect outgoing HTTP requests
to a proxy server. The proxy can be transparent or may require manual client
configuration. A NETLAB+ configuration setting is provided for manual configuration of
a HTTP proxy server. You only need to configure this if (1) you are using a proxy server,
and (2) the proxy server is not transparent.

Although NETLAB+ provides an HTTP proxy server setting, it will only work with proxies

that do not interfere with HTTP. NDG cannot provide support for problems caused by
Proxy servers.
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1.8 Power Requirements

Determine your overall power requirement by adding up the power requirements for
each device in your NETLAB+ installation. A dedicated circuit is recommended for your
installation. Additional circuits may be required for very large NETLAB+ installations.
Some of the lab devices in your installation will use switched outlets provided by your
APC Switched Rack PDUs (or other supported models). The NETLAB+ server, standalone
PCs, and control devices should connect to un-switched, surge protected outlets.

Do not connect the NETLAB+ server, control devices, or remote PCs to switched outlet
devices (APCs). This may cause your system to become temporarily inoperable. Even
though a switched outlet may be unassigned and turned on, these outlets may be
turned off during certain events.
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2 Installing the NETLAB+ Server

This section of the Installation Guide describes, step by step, how to install a NETLAB+
server.

2.1 Unpack the NETLAB+ Server
Carefully unpack your NETLAB+ server and save all boxes and packing materials. You

should also review any safety notices and other reference material that has been
packaged with your server.

2.2 Hardware Appendices

The appendices at the end of this document contain hardware-specific information. The
appendix for your server will provide rack mounting information. It will also describe
how to connect to the menu-driven console in order to perform IP configuration.
Refer the appendix section appropriate for your server:

A Sun LX 50 Server: See Appendix A.

A IBM xSeries 305 :See Appendix B.

A IBM xSeries 306: See Appendix C.
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2.3 Rack Mounting

Your NETLAB+ server can be rack mounted. The appendix for your hardware will have
specific instructions for rack mounting your server. You should mount your server in a
rack in a way that will provide for maximum expansion of your installation.

2.4 Connect Server to Outside Network

Connect the NETLAB+ server outside interface to your network. Referring to the printed
label on your server, make sure the cable is connected to Ethernet 0. Ethernet 1 will be
connected later in the installation.

Ethernet 0 should connect to a functional 10/100 port on your LAN. When the server is
on, the link lights should remain illuminated on both Ethernet 0 and your LAN switch
port.

The IBM link lights do not come on unless the Ethernet network connection is 1 Gbps
(see the appendix for server-specific information).

2.5 Choose a Console Access Method

To perform basic IP configuration, you will need to connect to the NETLAB+ console
interface. There are two acceptable ways to do this:

1) Connect a VGA monitor and keyboard to the designated ports on your system.
This method is preferred because you are able to observe the server when it is
booting. Connect the monitor and keyboard before powering on the server.

2) Establish a serial port connection from another PC, laptop, or terminal using the
S e r v e r-id ssrial pott antl communications software (such as Hyper
Terminal). The serial port does not become active until the server has booted.
The appendix specific to your server hardware contains the correct serial port
settings.
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2.6 Connect Server to Power Source

Connect the power cord of the NETLAB+ server to an un-switched, surge-protected
outlet. Do not connect it to a switched outlet (APC device). A printed label has been
placed on the top of the NETLAB+ server to help identify the power and reset buttons.
You may need to remove the front cover to access these buttons. Remember to replace
the front cover after the unit has been powered on. Find the power button or switch for
your NETLAB+ server and power on the unit.

To reduce the risk of accidental data loss, follow the warnings on the printed label.
Always perform a graceful shutdown from the system console or administrator web
interface before powering down the server. Similarly, these interfaces should be used
to perform a reboot. Pressing the reset button on the front panel will NOT perform a
graceful reboot and should be avoided.

2.7 Access the System Console

Initial server configuration tasks are performed using a menu-driven console interface.
These tasks establish necessary IP connectivity prior to using the web-based
administrator interface.

Connect to the console using either method described in section 2.5. If you are using a
serial connection, the console will not respond until the server has booted. Press the
ENTER key. When asked if you want to login, respond Yes. You will be prompted to
enter the administrator’s password.
netlab.
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"T_. Mew Connection - HyperT erminal
Fle Edit “iew Call Transfer Help

NETLAB Console Access

Do vou want to login? (yes/no): yes
Enter administrator password to enter NETLAB console: netlab

NETLAB Sy=tem Conzole
Software Version 2.21.0a

[I] IP Configuration
[P] Passgwords

[A] Accesg Restrictions
[T] Tools

[L] Logs

[8] Shutdown Gracefully
[R] EReboot

[¥] Exit (Logout)

w [

Disconnected [Auto detect |Auto detect [SEROLL  [C&FS  [HUM [Capure  [Frintecho

Each menu item has a hot-key identified by brackets.

T New Connection - HyperT erminal

File Edit Yiew Call Transfer Help
D= 53] B =
=
NETLAE Sy=tem Console
Software Version 2.21.0a
[I] IP Configuration
[P] Passwords
[A] Access Restrictions
[T] Tools
[L] Logs
[8] Shutdown Gracefully
[R] Reboot
[¥] Exit (Logout)
=l
Disconnected |Autndetecl |Aulodetect SCROLL |EAP5 MU |Eaptule Frint echa Y
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2.8 IP Configuration

As discussed previously in the previous section, the NETLAB+ server will require a static IP
address. If you are using Network Address Translation (NAT) at your site, you will need to
allocate a unique external IP address to NETLAB+ and open a static mapping between the

external and internal NETLAB+ IP addresses.

You must assign a unique static IP address.

Enter “I1I” to access the NETLAB+ I P Conf
server.
T Maw Connection - Hyperl oiminal
Fie Edt Vew Cal Trnchr Help
0| 5|3| | =
=
NETLAE TP Configurstion Current Value MNew Value
[I] IP Addeess= 10.0.0,35
[8] 8ubnet Mask 255.255.255.0
[G] Default Gateway 10.0.0.1
[F] lst DN& Name Server 10.0.0.83
[B] 2nd DNS (optional) 10.0.0.14
[A] Bemote Access Port(s) 23
[R] 8tatic Routes
[T] Network Test (using current wvelues)
[2] Quit (without saving)
[Z] Exit {mave and apply new values)
- =]
J——— Aot el abe detet

Any Current Values will be displayed. Any new values configured during your session will be
displayed in the New Value column. The values will be applied once you choose [X] Exit to
save and apply the new values.

Choose [I] to configure the IP address you will use at your site. This IP address must be

compatible with your LAN network address space. At the prompt, enter the IP address in
dotted decimal format.
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"T_. Mew Connection - HyperT erminal

File Edit “iew Cal Transfer Help
0|2 53] sols
|
IP address, subnet mask, and default gateway are assigned
to WETLAE interface (eth0). Looking at the back of the system,
this interface i1z on the left. This is the interface that
attaches to your network.
Press <Esck> or leave blank to keep the current wvalue.
Current IP address: 10.0.0.84
New IP address: |
=
Disconnected [Auto detect |Auto detect [SEROLL  [C&FS  [HUM [Capure  [Frintecho 4

Next, enter values for the subnet mask and default gateway. The default gateway address
must be on the same network as the IP address and subnet mask you assign.

'7_. Mew Connection - HyperT erminal

Fle Edit “iew Cal Transfer Help
= @|S| iizﬁl'ﬁl
=l
IP address, subnet mask, and default gateway are assigned
to METLAE interface (eth0). Looking at the back of the syvztem,
this interface iz on the left. Thiz iz the interface that
attaches to your network.
Press <Esck> or leave blank to keep the current wvalue.
Current Subnet Mask: 255.255.255.0
New Subnet Mask:
L]
Disconnected [Auto detect |Auto detect [SEROLL  [C&FS  [HUM [Capure  [Frintecho 4

A Domain Name Server (DNS) provides host name to IP address resolution. Enter the IP
address of the primary and backup DNS servers. You are required to enter a primary DNS.
The backup, or secondary DNS, is optional but highly recommended.
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"7_, Mew Connection - HyperT erminal

Fle Edit “iew Call Transfer Help
D] 58] 0l
Press <Escr» or leave blank to keep the current wvalue.
Current primary name server IP address: 10.0.0.14
New primary name server IP address:
Disconnected [Auto detect |Auto detect [SEROLL  [C&FS  [HUM [Capure  [Frintecho 4

Proceed to the next section if you would like to define remote access ports to use in place of
the default remote access port selection, port 2201.

The default remote access port is 2201; this is a change from previous NETLAB+
software versions. Existing systems with software prior to 2009.R1.beta.2 will continue
to have the former default setting of 23. The remote access port selection may be
changed, as described in section 2.9.

Otherwise, in order to complete the configuration process you must select [X] Exit to save the
newly configured values for your server. Once the new values have been saved, you should
run a [T] Network Test. Details of the Outbound Firewall Test are discussed in the section
2.10.
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2.9 Define Remote Access Ports

The factory default port used by NETLAB+ for remote device access, remote PC access and
chat functions is TCP port 2201 (existing systems with software prior to 2009.R1.beta.2 will
have the former default setting of 23). Chat functions will be available in a future software
release). At some organizations, it may be desirable to select a different port, in order to
remain compliant with your or g aaonea adreip@tn
numbers to be used in place of the factory default.

S S

A Remote Access Test is performed during each user login. This test will fail if a
connection using the TCP port(s) cannot be established. If you define more than one
port for use as the outbound TCP connection, the test will attempt to establish a
connection using each port number, in the order they are listed, until the Remote
Access Test detects a successful connection. The system will keep track of which port

results in successful access and wil|l use t
T Maw Connection - Hyperl oiminal [ 5] ]
Fie Edt Wew Col Tranche Help
0|2 5|3 ol=| =

=]
NETLAE TP Configurstion Current Value MNew Value
[I] IP Addeess= 10.0.0,35
[8] 8ubnet Mask 255.255.255.0
[G] Default Gateway 10.0.0.1
[F] 13t DNS Name Server 10.0.0.83
[B] Znd DNZ (optional) 10.0.0.14
I[A] Bemote Access Port(s) 23 I

lE] Static KHoutes

[T] Network Test (using current wvaelues)
[2] Quit (without saving)
[Z] Exit {mave and apply new values)

Drcanreited Aubodelect  Subedein

Select [A] and enter a list of TCP ports separated by commas, in the order they should be tried
by the user client. Each port may be a number from 1 to 65535.

Port 22, 80, and 443 are reserved for other functions and cannot be used as Remote
Access ports.
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".. Maw Lorre B - 1 ppes | somanasl

Fla Edt Viewm Cal Tranche Help
0| 53| ojs| =
=]
Remote Access Ports
Configure the specified TCP port(s) will be used for remote
device access, remobte FPC access, and chat functions. Enter
a list of TCP ports separated by commas, in the order they
should be tried by the user client. Each port may be a
number from 1 to b65535. Port 22, 80, and 443 are resecved
for other functions. The factory default port is 23.
BE SURE THE FPORTS ¥OU SPECIFY ARE OFEMED IN THE S5SITE
FIREWAIL, OR THE CLIENT MAY EXPERIENCE DELAYS AND/OR PORT
TEST FAILURES DURING LOGIN.
Current port(a) . ... coeuvuunus 23
ew port(s) [ESC to guit].... 2301,23 |
: - - -
|Duermectsd ks delbcr  Mabeded  [SLROLD [CAFS [HDR [Cictne [Font ek 2

Here, ports 2301 and 23 have been entered as Remote Access Ports.

It is critical that the ports you specify are opened in the site firewall, or the client may
experience delays and/or port test failures during user login.
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2.10 Outbound Firewall Test

NETLAB+ must be able to send certain types of data through the network in order to function
properly. This outbound traffic includes DNS lookups, outbound mail, and HTTP to NETLAB+
Central Services.

The Outbound Firewall Test will determine if the interface, gateway and DNS are reachable. It
wi || al so test the s er NEELAB+ Gntral Buppbri. Eaijure of o
any of these tests will indicate a network problem and should be corrected for proper
functionality of NETLAB+. A successful test will indicate OK for all test types.

This is an outbound test only.

Since this is only an outbound test, it will not determine if inbound clients can access the
NETLAB+ server. Inbound access problems must be addressed on a client-by-client basis,
since this wild./ I nv ol v eNEILABesereeid via WTTP tind iemoge b |
access ports. Any errors reported during the test should be evaluated and corrected. Most
errors are caused by firewall configuration issues.

'Trg; Mew Connection - HyperT erminal

File Edit “iew Call Transfer Help
D 5(5] 0S|
=]
NETLEE outbound Network and Firewall Test..
Test Protocol/Port Destination Status
ping icmp (echo) primary interface RUNNING - OK (5/5)
ping icmp {echo) default gateway RUNNING - OK (5/5)
ping icmp {echo) primary DNS RUNNING - OK (5/5)
find dns {53 udp) nss.intranet RUNNING - OK {(10.0.0_.82)
ping icmp {(echo) nss.intranet RUNNING - oK (5/5)
get http (80 tcp) nss.intranet RUNNING - OK
mail smtp (25 tcp) mail .netdevgroup.com RUNNING - OK
Tracing the route from this server to CS5.
This may fail if ICMP echo packets are blocked.
traceroute to nss.intranet (10.0.0.82), 30 hops max, 38 byvte packets
1 nss.intranset (10.0.0.82) 0.345 ms 0.311 ms 0.307 ms
Fress any key to continueJ
=
Disconnected Auto detect Auto detect |5CF|DLL |EAF'5 MUK |Captule ‘Printecho 4

When your test runs correctly, you can exit the NETLAB+ System Console interface and
continue with your NETLAB+ installation tasks. You can choose to logout from your main
menu. Do not shut down or power off the server at this time. The Outbound Firewall Test
may also be accessed from the web interface, see the Test Outbound Access section of the
NETLAB+ Administrator Guide
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2.11 Connect to the Web-based Interface

After the IP configuration of the NETLAB+ server is complete, you will be able to access the
web-based interface to perform the remainder of your configuration tasks. Using a PC
connected to the LAN, open a web browser and connect to the web-based administrator
interface of the NETLAB+ server by entering the IP address you assigned to the NETLAB+
server in the IP configuration step.

4 about:blank - Microsoft Internet Explorer  [= [B]X]
: File Edit %iew Favarites Tools  Help 11’

. - — n J *»
e Back ~ () \ﬂ \g { A /- ! Search ‘“E;:(’ Favorites ﬁ‘}
Address | hitp://100.0.0.84/ v
&] Done B Internet

The web browser should open the NETLAB+ login page allowing you to login using the
administrator account.
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NETLAB acadermy Edition® provides remote access to Cisco

Username Metworking Academy Program lab equipment and curriculum, To
e access, you need a user ID and password, assigned by your
instructor or local system administrator,
[l ] Personal Firewall software can interfere with METLAB. If you are
having login problems or other issues, please disable wour personal
- firewall to see if that fixes the problem. If sa, adjust your firewall
software accordingly.
Forant 0 Required Browser Plugins and Options
argot passWord:
Java™ Enabled {IE users sea below)
JavaScript Enabled
Cookies Enabled (far this site)

Fopup Windows | Enabled (disable popup blockers for this site)

POWERED BY

mE Browser Support

NETL ABAE Browser Version Status
Microsoft Internet Explorer (Windows) 5.6, 6.x O Supported
Firefox 1.x O Supported
Mozilla 1.% O Beta (nat tested)
7o O Beta (nat tested)
Metscape B.x @ not supported (bugs)

dx ® Obsolete

Microsoft Internet Explorer users may need a Java plug-in. You
can obtain Java at java.sun.com.

2.12  Troubleshooting: Accessing the Web-based Administrative Interface

If the server is not accessible from the web browser of your PC, installation cannot
continue. In order to continue installation, you must troubleshoot your connectivity
problem now. Here are some things to try:

A The most common connectivity issue is incorrect cabling. Recheck the printed
label on top of your NETLAB+ server to ensure that your server is connected to
your LAN via Ethernet O.

A To avoid routing issues, it is recommended that your PC and the NETLAB+ server
be connected to the same LAN during the installation process. In this case, both
your PC and the NETLAB+ server should have IP addresses within the same
network range.
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A Confirm that all configured IP parameters are correct and that this is the IP
address you entered in your web browser’s

A Test the LAN port used to connect the NETLAB+ server to your LAN to ensure
that it is operational. This port should not be in a segregated VLAN that is
inaccessible to other network ports.

A Test the Ethernet cable used to connect the NETLAB+ server to your LAN. This
cable should operate at 100 Mbps. A manufactured cable should be used when
available.
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2.13 Login to Administrator Account

When prompted for the username and password, login as administrator using the
default password netlab. Remember that NETLAB+ usernames and passwords are case
sensitive.

A password change is required during the initial login to the administrator account. You

wi || be prompted to change the Administrator
with the default password. This step is mandatory; choosing Cancel will log you out of

the server, and require you to log in again.

To change the administrator password, enter the current password, and the new
password. The new password must then be retyped. Select OK to change the
password.

Passwords must meet the following requirements:

A Not found in the dictionary and not too simple
A Between 7 and 16 characters
A Contain both numbers and letters

An error message will be displayed if the new password does not meet these
requirements.

5 Current Password R ——
5 New Password ——

‘Retype New Password |eqeenaes

OK Cancel

For additional information on the administrator account, see the Administrator Account
section of the NETLAB+ Administrator Guide
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2.14 Remote Access Test

A Remote Access Test is performed during each user login. The purpose of the test is to
attempt to establish an outbound TCP connection. This connection is necessary for
remote device access, and remote PC access and access to chat functions (chat
functions will be available in a future software release).

This test will fail if a connection using the TCP port(s) defined by the NETLAB+
administrator cannot be established. The procedure for defining ports for remote
access is described in section 2.9.

Remote Access Test INSTRUCTOR

PORT TEST FAILED

& TCR/IP connection for remote console and remote PC functions could not be
established,

Personal Firewall Internet Firewall NETLAB+
Firewall Server
Software

Please refer to the diagram abowve,

This system uses TCP port 23 for remote access functions, It is possible that personal
firewall software on your computer, or some other firewall in the path is blocking
connections on this TCP port,

® Are you using Windows Firewall, Mcafee®, Norton, Comodo, Zone Alarm®, avG, or other
security software?

® If your software is prompting you to validate the connection, please accept and try
again,

® Manual configuration changes to your software may be required,

®* For technical details about this port test, please click the Support button,

In this example, the Remote AccessTest f ai |l ed when” ihecggedtion.
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NETLAB+ now allows the administrator to define the Remote Access Port (or list of
ports) that may be used in place of the factory default, port 23.

It is critical that the ports specified are opened in the site firewall, or the client may
experience delays and/or port test failures during user login.

Please see section 2.9 for details on defining remote access ports.

There are several reasons why the Remote Access Test may fail:

1) Personal Firewall settings on your computer: The personal firewall software on your
computer may be set by default to prohibit the port connection. This issue is routinely
resolved by selecting to allow the connection when prompted by a pop-up window from
your personal firewall software.

2) Security policy at your current location: It is possible that local security policy does
not allow outbound access using the port(s) chosen by the NETLAB+ administrator. This
is the most likely diagnosis if you are able to successfully access the system from
another location.

3) Ports have not been opened in the site firewall: As part of the installation process,
you must be certain to open the ports in the site firewall that have been designated
available for outbound client connections. This is only likely to be the problem if all
users are unable to establish a connection.

& Try Again Repeat the port test.

[ Skip Test Skip remote access test and login.

@) Learn More tdore information to help you troubleshoot.
2~ Support Show port test details for technical suppont.

Usethed ¢ NB  bpHdn ik yLEwish to repeat the test after adjusting your personal
firewall settings. You may select & { {1 A LJf ybu$pr@fér éo proceed to your MyNETLAB
page without resolving the issue at this time. You will not have remote device access,
remote PC access or chat functions (chat functions will be available in a future software
release).
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After successful login, the Administration page will be displayed. Tasks may be selected

by clicking on the icon or the function name.

[

Administrator NETLAB Web Server Web Server Backup
Alerts Event Log Access Log Error Log Status

Shutdown Configure Software
NETLAB Services Updates
o0 @9
-‘/ '_\___,_» T ‘
Administator Manage Manage Manage
Profile Communities Accounts Classes

a&da s

Equipment
Pods

«@

Enable /
Disable

User Logins

Lab Device
Software

Control
Devices

DateTri me

System
Banners

a

Pod

Assignment
(10S. SDM, etc.) (System Level)

/ as e

Pod Pod Lab Manage
Rules Designer Designer Installed
Labs

Network Usage Add / Remove Academy
Status Reporting Curriculum Sharing Portal
12/6/2011
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2.16  Check for Software Updates

It is recommended at this time to check for software updates. Your NETLAB+ server was
shipped with the latest available software version installed. However, the possibility exists
that a new software update may have become available while the server was enroute to your
site. Checking to see if an update is available will allow you receive the updated version
immediately.

Select Software Updates from the Administrator functions displayed. Select the Check
Availability option. The NETLAB+ system will query the Central Support System to see if
an updated version exists and display an informational message indicating whether an
update is available. If an updated version is available, select Perform Upgrade Now to
perform the software update.

It is recommended that the Software Update Service remain in its default configuration
setting, which will allow the NETLAB+ system to receive software updates automatically.
NETLAB+ will periodically check the Central Support site. If a software upgrade is
available, it will be downloaded and installed when the lab is not in use.

METLAR uses the Internet to download and upgrade the system software,
Lse this page to check the availabilty of an upgrade, or to perform an
upgrade on demand.

MOTE: Your system is currently configured to upgrade software automatically. If you wish
to perform all upgrades manually from this page, you can disable the autaomatic upgrade
feature from the services page.

Your system is currently running software version 2009.R1 (beta 3).

Please see the release notes for upgrade details,

Check Availability | Perform Upgrade Now |

For more information on the Software Update Service, please see the Software Updates
section of the NETLAB+ Administrator Guide
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2.17  Configure Services

. -| Next, select the Configure Services from the Administrator page. The first
B J D section of the page lists several services configured to run automatically.

These services are available to all NETLAB+ systems with a current
support agreement with the Network Development Group, Incorporated.
If Backup Service, Software Update Service, and Time Service are enabled, your
NETLAB+ database will be automatically backed up, software upgrades will be installed,
and the system clock will be updated daily. These services are enabled by default. You
must select Update Settings at the bottom of the page to save any changes made to
these settings.

" "

It is strongly recommended that these services remain enabled.

| The following services can be configured to run automatically provided you have a
© current support agreement with NDG.

Backup Service

All METLABR data is stored in an SQL database. Check this box to have NETLABR
send a daily backup of the database to the METLAR central support site. This
will help WDG reconstruct your system in the event of a hard disk failure.

Software Update Service

Check this box to have NETLAR perform software upgrades automatically.
METLAR will contact the central support site every six hours, If a software
upgrade is awvailable, it will be downloaded and installed when the lab is not in
use,

Time Service

Check this box to have NETLAR update its system clock on a daily basis. The
clock is synchronized with the MNETLABR central support server,

The Technical Support Over Remote Access Ports Service is used for troubleshooting
only, and should only be enabled at the suggestion of the product vendor.
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Technical Support over Remote Access Port{s)

Enable this aption to allow NDG to access and troubleshoot your system using
the TCP port{s) you have defined for remote access. Marmally this would be
done using 55H which provides additional capahbilities. Howewer, if firewalls
and/or local policy prohibit NDG access using S5H (TCP port 223, wou may
enable this aption. You should anly enable this option at NDG's request in
conjunction with problem resolution.

Permit Third Party Telnet Applications / Clear Text Passwords

Enable this feature to permit terminal access to lab device using third party
Telnet application software. The Telnet protocol will transmit clear text
passwords, Disable this feature to prevent clear text passwords from crossing
the network -- users will be required to use the built-in NETLAB+ terminal
applications and the secure automatic login feature,

Obscure Login for Third Party Telnet Application Users

This security option determines the type of login prompts and
errar messages displayed to third party Telnet applications. 1f
enabled {obscured), METLABR+ will emulate UNIx-style login
prompts and error messages, making METLAB+ look like a generic
Unix system to both users and port scanners, The disabled
runobscured) setting provides NETLAB+ specific login prompts and
informative error messages to users, but also provides information
to port scanners that could be used to identify the system,

If your site has a non-transparent proxy server, you must enter the IP address and TCP port
number in the indicated fields on this page. These values are only required for proxy servers
that are non-transparent. If the proxy server at your site does not require manual client
configuration, the fields should be left blank. If changes are made to the proxy server
settings, click the Update Settings button to apply the new values.

Although NETLAB+ provides an HTTP proxy server setting, it will only work with proxies

that do not interfere with HTTP. NDG cannot provide support for problems caused by
proxy servers.
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HTTP Proxy

METLAR uses outbound HTTP (web protocaol) for all services, Some networks
require that all HTTP traffic pass through a proxy server,

e Leave the IP address/port values blank if your network does not use a
proxy server, or the proxy is transparent {i.e., no client configuration is
required?,

s If vou have a non-transparent proxy server, please enter the IP
address and TCP port number here,

Proxy IP address:
TCP port:

Alternate SMTP Mail Server

To send e-mail, METLABR normally perfarms the function of a SMTP mail server,
If outbound SMTP mail is restricted within vour netwoaork, please specify the IP
address of a SMTP server that can be used to deliver mail.

Alternate SMTP server IP address:

NETLAB+ performs SMTP services to deliver email as part of the configurable services offered
to administrators and instructors. If email delivery is restricted within your network to a
specific SMTP server, you can configure NETLAB+ to use the SMTP server at your site to
deliver email. This configuration is not tested for all SMTP servers or configurations. Some
mail servers may not deliver email generated from NETLAB+ due to restrictions based on
email headers.

If you enter an Alternate SMTP Mail Server IP address, click the Update Settings button.
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2.18 Maintenance Reminder

For your convenience, your NETLAB+ system displays the status of your system
maintenance agreement. The maintenance fee covers the cost of technical support and
software updates.

The last day of your current maintenance agreement is displayed in the upper right-
hand corner main page when logged in to the administrator account. This notice will be
displayed in green until 60 days before the maintenance end date. The status message
will then change from green to yellow. You can review your renewal options by
selecting the Please Renew link.

Administration METL&B+ 2009.R1 (beta 8]
Profile Logout Help administrator
The METLAR administrator account allows you to perform MAINTEMAMNCE ENDS
configuration tasks and manage your system. For security, some July 1, 2009
configuration tasks must be done from the system console, 45 DBYT 5 ) REMAINING

HOw T REMEW

If your maintenance agreement is not renewed by the maintenance end date, the
notification message color will change from yellow to red. You are strongly encouraged
to make immediate arrangements to continue maintenance to avoid any disruption of
services.

You may find it helpful to enable the display of the maintenance reminder to instructors
who use the system on a regular basis. This is recommended particularly if you do not
log into the administrator account frequently. Please refer to the NETLAB+
Administrator Guidéor more information.
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The NETLAB+ control planeforms the foundation needed to interconnect various
components of the NETLAB+ system. The control plane consists of devices that are
required in order for NETLAB+ to function, but are not accessible to students and

instructors.

Control devices may be control switches, access servers, or switched outlet devices.

OUTSIDE = INSIDE
INTERFACE . ,.._!--_-:*.:-‘:"-'ﬁ&#{' :1 INTERFACE
_N:ETLAB+ SERVER
RESERVED PORTS CONTROL SWITCHES
v
ACCESS SWITCHED

SERVERS

OUTLETS

8 = @)

NETLAE CONTROLDEVICE

=

Control switchegprovide internal connectivity between NETLAB+, access servers, remote
PCs, and switched outlet devices. The control switch also provides a network path for
NETLAB+ to download I0S images to Cisco lab devices in the event flash has been erased

(or the correct image is not installed).

Access serversovide console connections to lab routers, lab switches,
devices so that users can access these devices from NETLAB+.

12/6/2011
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Switched outletgrovide managed electrical power, allowing NETLAB+ and users to turn
lab equipment on and off.

Careful planning is necessary in order to make efficient use of your equipment. Port
requirements vary depending on the type and number of pods you will be installing in
NETLAB+.

The port requirements for control devices of each pod type are listed in the table below.
Each pod type requires control switch ports, access server lines, and switched outlets.

Port Requirements Reference Table

Control Switch

Pod Access Server  Switched
Pod Types Ports Reserved Ports Lines Outlets
Basic Router Pod V1 3 0 3 3
Basic Router Pod V2 (PCs) 6 1 3 3
Cuatro Router Pod 8 1 4 4
Basic Switch Pod V1 3 0 3 3
Basic Switch Pod V2 (PCs) 4 1 3 3
Cuatro Switch Pod 4 1 4 4
Advanced Router Pod 3 0 3 3
Advanced Switch Pod 8 0 8 8
Network Security Pod 2.0 11 1 2 2
Security Router Pod (FNSR) 10 3 2 2
Security PIX Pod (FNSP) 14 3 2 2
CCNA 2.1 Pod 6 0 6 6
Custom Pods As needed based on your unique requirements

Control switch ports are broken down into pod portsand reserved ports

Pod portsonnect lab equipment to NETLAB+. During normal operation, pod ports are
automatically placed in unique or common VLANSs to simulate one or more Ethernet
segments required by the topology of the pod. In the event that NETLAB+ must
download an I0S image to a lab device, NETLAB+ will temporarily place the device in
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VLAN 1 so that it can access the NETLAB+ TFTP server. Pod ports must be consecutive
and reside on the same switch. A single control switch can have pod ports for several
pods, as long as all pod ports are consecutive on the switch.

The reserved port®n a control switch provide the framework to interconnect NETLAB+
and control devices. Reserved ports always operate in VLAN 1 and provide a common
network for NETLAB+ to communicate with control devices. A reserved port is never

al |

ocated to

equi pment pods, thu

s the

Reserved ports are also used by standalone remote PCs in conjunction with Virtual
Network Computing (VNC). VNC provides a method to remotely access the keyboard,
video, and mouse. A remote PC that offers VNC typically has two network interfaces.
One interface connects to the lab topology; the other connects to a reserved port on a
control switch. The VNC connection traverses the control plane and is proxied back to a
client window on the

Java-b

ased VNC

OUTSIDE
INTERFACE

D G

user

POD 1

NETLAB
= VNC PROXY =

e e ] ———

INSIDE Sfa=g4 CONTROL
INTERFACE I PATH
________________ |
TCP 5900

PROXIED CONNECTION

Pods that do not have remote PCs do not require reserved ports.

Reserved ports operate in VLAN 1, so there are no consecutive port requirements.
However, it is desirable to connect NETLAB+, access servers, switched outlet devices,
and all other control switches to Control Switch 1, in a hub and spoke fashion. You
should avoid cascading control switches.
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You can change the number of reserved ports on each switch as required. The most
efficient scheme is to allocate from the highest port and work towards the lowest. For
pod ports, you work from lowest to highest.

The next table illustrates an example of the control port requirements for a NETLAB e
system, based on the selection of pods for the site. In this example, two Basic Router
Pods, a Basic Switch Pod, a Security Router Pod and a Security PIX Pod will be installed in
NETLAB+. The values for port requirements are taken from the Port Requirements
Reference table for each pod type.

Port Requirements Example

POD Type Control Switch Access Switched
Pod Ports Reserved Ports Sc?rver LS
(consecutive) =L
1  Basic Router Pod V1 3 0 3 3
2  Basic Router Pod V1 3 0 3 3
3  Basic Switch Pod V1 3 0 3 3
4  Security Router Pod 10 3 2 2
5  Security PIX Pod 14 3 2 2
Total 33 6 13 13

The total number of access server lines and switched outlet ports can be simply added
up. We will use a 16-port Cisco 2511-RJ to provide the 13 necessary access server lines.
We will use two 8-port APC 7900 Switched Rack PDUs to provide the 13 switched outlet
devices.

Less straightforward is the total number of control switches needed. Since the pod

ports for each pod must be consecutive and on the same switch, you will need to fit

everything into place carefully. Also, it will be necessary to use ports on the control

switches to connect to the NETLAB+ server, trunk switches together and to connect

each access server and switched outlet devic
number of control switch ports we need.
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Control Switch Port Requirements Example

Control Switch Ports

Pod Ports (from above) 33
Reserved Ports (from above) 6
NETLAB+ server inside port 1
Access Servers 1
Switched Outlet Devices 2
Trunks to other control switches 2 (estimated)
Total 45

We have now calculated that we need at least 45 control switch ports. This might fit on
two 24-port Cisco 2950 switches. However, the consecutive requirement for pod ports
might make this difficult. By careful arrangement of the pods and reserved ports, we
can indeed fit this on two 24-port control switches:

12/6/2011 Page 34 of 103



NETLAB+ Installation Guide www.netdevgroup.com

Qutside Interface Inside Interface

e

NETLAB

APC APC

Q) 0

E’ Control Switch 1 - Catalyst 2950-24
|

[+ ]2 (= [+ {5 J{e J{7 ]2 JLo o[z {22 ][z= {24 =] [26]ffo7 a2 o] @@ﬂ@

SECURITY PIXPOD

PIXPOD

SINORL

@ Control Switch 2 - Catalyst 2950-24
[ ]

[+ ](2][3 J[4 ][5 ][6 {7 ][ [ {0l ][22 J[24 }15] {6 17 {18 ] 2020 ]2 }[22] [22] [24]
BASIC BASIC BASIC SECURITY

ROUTER SWITCH ROUTER
SECURITY ROUTER POD POD POD POD

The red-shaded ports are reserved ports. Normally NETLAB+ reserves port 17 to 24 on a
24 port control switch. On control switch 1, this range worked out fine. On control

switch 2, we changed the reserved range to 20-24 in order to free up pod ports 17-19
for the Basic Switch Pod.
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Use the table below to calculate the port slot requirements for your installation. First,
write down the pod type for each pod that you plan to install. Then, just as in the
example above, enter in the values for each pod from the Port Requirements Reference
Table.

Control Switch Access
Server Switched
Pod Type Pod Ports Reserved Ports Lines Outlets

O 00 N OO U A W N PP

Total

Continue the process calculating the additional control switches needed for your
NETLAB+.

Control Switch Port Requirements
Control Switch Ports

Pod Ports (from above)
Reserved Ports (from above)
NETLAB+ server inside port 1
Access Servers
Switched Outlet Devices
Trunks to other control switches

Total
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3.1 Install Control Switches
Log into NETLAB+ using the administrator account (see 2.13) and select the Control

Devices function.

-

Select Control Switches from the Manage Control Devices page. Depending on
your specific pod topology and hardware, you may need to configure one or more
control switches for the pod.

If this is not the first control switch to be installed on the system, the existing control
switches will be displayed.

o2 Add a Control Switch

Select the option to Add a control switch, from
the Configure Control Switches screen. The Add Control Switch Screen will be displayed.

Select a switch ID and switch type, then click Add Switch. Based on your selections, you
will be able to view and set other parameters for the switch on the next screen.

Mewe Control Switch

| SwitchID |7 «

| Type Catalyst 2950-24 v

25 Add Switch | 5 Cancel |

Edit the information for this control switch as needed, and then click OK. Some of the
values cannot be changed. Normally NETLAB+ reserves port 17 to 24 on a 24 port
control switch. To meet your specific port requirements, (see section 3) you may
change the range of reserved ports being used on the switch.

After editing the information as needed, select OK. The Control Switch Management
screen will be displayed.
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hdodify Switch

Switch 1D 7

Type Catalyst 2950-24 v

IP Address 165,254,117

- Reserved Ports () 1o reserved ports
- for non-pod usage

@) Portg |17 thraugh |24

) OK | Cancel |

The Control Switch Management screen displays a diagram showing the port assignments for
the selected switch.

CONTROL SMTCH 1 P ADDRESS 169.254.1.11 Catalyst 2950-24 |

=

10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

-------- BRI SRR

- Pott iz free and not assigned to any pods
Port iz assigned to equipment pod with pod 1D of &

@ Port iz reserved for connections to NETLAB, cortrol svwitches, access servers, and switched outlet devices

H Configure

You must configure the |0S software on the control switch before it can be
used by NETLAB+. To perform this task, we assume that:

Your NETLAB+ server and control switches are turned on

Everything is cabled correctly, see section 4.12

All ports in the path between the control switch and the NETLAB+ server are up
(green)

You have connected a PC or terminal to the console port of the control switch and
you are at the Switch> prompt

> > >

>

Carefully follow the steps listed on the configure control switch screen.

The specific settings depicted may differ from the settings for your site.
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Step 1 -- Check 105 Version

ESwitch> show ver
ECiSCD Internetwork COperating Iystem Joftware
EIOS [Ciml nnn Software (nnn), Version nnh, RELEAIE S0OFTWARE

Images for Catalyst 2950-24

Recommended
These images have been tested 121 (22)EA

Defective :
These images will not wark ol T e eerler

' The recommended software images listed above will work with NETLAB. Please do not use:
' the defective images listed above -- they contain known bugs that will cause problems in
' METLAR. If wou need to upgrade the software image, you can use METLAR as wour TETP

L server DEE

ffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffff

' Step 2 -- Start Clean

| Cisco [0S acts upon existing configuration files, If you are installing this contral switch for:
L the first time, make sure you start with a blank configuration: '

' gwitch> enahble
'Syitch# write erase
'Switch# reload

iStEp 3 -- Assign the IP Address

iThe correct IP address for contraol switch 1is 169.254.1.11. The subnet mask is
1 255.255.255.0.

iSwitch# conf term

iSwitch(chfig]# smmp-servrer community netlabh rw
ESwitch(chfig]# interface VLAH]1

rwitchiconfig-1if)# ip address 169.254.1.11 255.255.255.0
'Switch{config-if) # no shutdown

‘Syitchiconfig-if) # exit

Switch{config)# exit
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Step 4 -- Check Connectivity
YWerify that you can ping the NETLAR server:

' Switch# ping 169.254.1.1
ESending 5, 100-byte ICMP Echos Lo 189.254.1.1, tCime out i= 2 =seconds:

If you can ping the NETLABR server, proceed to Step 5. Otherwise:

s recheck your cables .
s all ports in the path between contral switch 1 and the NETLABR server should be up

{green}
s LUTP connection between switches require crossover Ethernet cables

s Trunking options between control switches must match, or disabling trunking and
place ports in YLAMN 1
s see the NETLAR install guide or admin guide for additional troubleshooting tips

i Step 5 -- Configuration

NETL;’-‘«E can use SMMP to automatically complete the remaining configuration tasks, CI||:I<
Cl:untmue to proceed,

> Continue | [ Cancel |

Perfurmlng Configuration Tasks for Control Switch 1

'pinging the switch............ O oK

‘checking the I0S versicn...... ) OK [12.1(22)EAZ]
isetting the switch name....... (0 OK [netlab-cs1]
rgetting up VLANs.............. ) OK

'loading the basic config...... ) OK

icup? FUNNing to Startub....... ) OK

Basic configuration of control switch 1 was successful.

Some pod types may require additional control switch configuration. Please refer tn:ui
the specific documentation for the pod types that you are connecting to this
switch,

CEI Back to Previous Page

_______________________________________________________________________________________________________________________
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NETLAB+ automatically sets control switch passwords as shown. You will need to enter
these passwords if you wish to access the command line interface of the device at a
later time.

Console Password: router

Enable Password: cisco

See the Control Switches section of the NETLAB+ Administrator Guiide more
information on control switches.

3.2 Install Access Server

Select Access Server from the Manage Control Devices page.

If this is not the first access server to be installed on the system, the existing access
servers will be displayed.

Line Number is now used as a unique identifier for access server ports.

Beginning with NETLAB+ version 2010.R3, NETLAB+ supports an expanded selection of
access servers, Since several models include multiple modules, port number is no
longer a unique identifier. Instructions for adding/modifying pods and access servers
throughout this guide use access server line numbers for identification.

You can easily view the line number of any access server port. Examples are provided
below.

Details on supported access server configurations and general usage guidelines can be
found at: http://www.netdevgroup.com/ae/controldevices.htm#accessservers

EXISTING ACCESS SERYERS (click on the GO buttons to manage)
O Type P &ddress Lines in Use
Cisco 2511-RJ 1B9.2541.21 |9
Cisco 2811 + NM-16A + 3 HWIC-16A (Lines 18-81) 169254 122 9
E Cisco 2811 + NM-16A + 2 HWIC-18A (Lines 34-31) 189254123 |0

¢ lelele

Add Access Server | <2 Back to Admin |
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Select Add an Access Server from the Configure Access Server screen. The New Access
Server screen will be displayed.

Select an access server ID and type, and then click Add Access Server.

Accezs Server D

Type | Cigco 2811 + Mh-324 (Lines BE-97)

o2 Add Access Server 3 Cancel

You may change the access server's type as needed, only if the same line numbers in use
exist on the new access server.

The Access Server Management screen displays a diagram showing the port assignments and
line numbers for the selected access server. As shown below, you can easily view the line
number by hovering your mouse over any port.

The specific settings depicted here may differ from the settings at your site.

For access servers using octal cables, the octal cable label is displayed with the line number.

Access Server Management

METLAB+ 2010.R3

Admin

Access SERVER[EN e Aporess EIEETEFF Cisco 2811 + NM-16A + 3 HWIC-16A (Lines 18-81)

Fr e e e e e e e elele Le e e LF] pallpallpallr e lelle el | Le e e e el el
|LINE 65 | TTY 1/2 | Cable type: CAB-OCTAL-ASTNC | Octal cable label: 3 CINLSEEIEL

HWIL-TbA

P LeLe e e Le e L)
psllesllpslesleslleslr Lr )

LINES 18 - 33

Another example of viewing line numbers by hovering the mouse over a port.
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E ool =t AT 1 [ Y112 169.254.1.21 [ Cisco 2511-R |

Go ]
Howver the mouse owver any pDrt

Port is assigned to equipment pod with pod id of n.

- Part is free.

Several management options are accessed from this screen.

Configure
# g You must configure the 10S software on the access server before it can be

used by NETLAB+. To perform this task, it is assumed that:

e Your NETLAB+ server, access server, and control switches are turned on

e Everything is cabled correctly.
e All control switch ports in the path between the access server and the NETLAB+ server

are up (green)
e You have connected a PC or terminal to the console port of the access server and you

are at the Router> prompt

Carefully follow the steps listed on the configure access server screen:

The specific settings depicted may differ from the settings for your site.

Step 1 -- Check I0S Yersion

Switch> show vrer
Cizco Internetwork Operating System Software
IO (tmw) nnh Software (nnn), Version nnn, RELEALASE SOFTWARE

Images for Cisco 2511-RJ

Recommended
These images should waork, 120

Defective
These images will not work,

The recommended software images listed above will work with NETLABR, Please do not use
the defective images {if any) listed above -- they contain known bugs that will cause
problems in NETLAB, If you need to upgrade the software image, you can use MNETLAR as
yvour TETP server. [OEE
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Step 2 -- Start Clean

Cisco I0S acts upon existing configuration files, If vou are installing this access server for
the first time, make sure you start with a blank configuration:

Fouter:> enable
Fouterf# write erase
Fouter# reload

Step 3 -- Assign the IP Address

The correct IP address for access server 1 is 169.254.1.21, The subnet mask is
2955.235.254.0.

Routerf# conf term

Router (config) # interface Etherneto

Router (config-if) # ip address 169.254.1.21 255.255.255.0
Router (config-if) # no shutdown

Router (config-if) # exit

Router (config) # snmp-server community private rw

Router (config) # exit

Step 4 -- Check Connectivity
YWerify that you can ping the inside interface of the METLABR server at 169, 254,1.1;

Fouter# ping 169.254.1.1
Gending 5, 100-byte ICMP Echos to 169.254.1.1, time out is 2 seconds:

If wou can ping the NETLAR server, proceed to Step 5. Otherwise:

®* Recheck your cables,

® Al contral switch ports in the path between access server 1 and the METLABR server
should be up {(green}.

® LUTP connection between contral switches require crossover Ethernet cables,

® Trunking options between contral switches must match, or disabling trunking and
place ports in YLAaM 1,

® Sge the METLABR install guide or admin guide for additional troubleshooting tips.

Step 5 -- Autoconfiguration

METLAR will now connect to the access server and complete the remaining configuration
tasks automatically. Click Continue to proceed.

This step must be completed before the access server is usable.

E» Continue | (3 Cancel |
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Performing Configuration Tasks for Access Server 1

pinging the AcCCesSS SREVEE i v i i v s s v n s
checking the I0O3 Version. . vceveennnas
Setting the afdcess Server namwe. .. .....
loading the basic config.. ...
COPY FUnNning Lo Startup. . e e e snnss

O OK

O OK [12.0(5)]

() OK [netlab-as1]

NID/G
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() OK [config loaded wia TFTF]

() OK [config saved]

logging into SEEWVELE . @ - ittt et eennnn ) OK

checking asvne line L., ..o ernenenn. ) OK [line exists]
checking a3VHe L1ine 2. v e vernrnrnsnss ) OK [line exists]
checking asvne Line F.oue e oo nrnsnss () OK [line exists]
checking async line 4. ... e v neenns () OK [line exists]
checking async l1ine 5. .. vee v nernns () OK [line exists]
checking async l1ine B. .. vee e neenns () OK [line exists]
checking asvne 1ine 7. v v vneennonns () OK [line exists]
checking asvne line B. ..o e e enenn. ) OK [line exists]
checking asvne line 9. ..o e e enenn. ) OK [line exists]
checking asvne 1ine 10, .. v nrnsnss ) OK [line exists]
checking asvne 1ine 1l. ..o rnrnsnss () OK [line exists]
checking async line 12. .. ... e vuevnns () OK [line exists]
checking async line 15... ... veevueenns () OK [line exists]
checking asyne line 14.. ... e ueenns () OK [line exists]
checking asyne line 15. ... e vneenns () OK [line exists]
checking asvne line 16. .. ..o enenn. ) OK [line exists]
configuring asyne line 1.............. ) OK [configured]
configuring asvone Line 2. .. evevvrnenss () OK [configured]
configuring asvone Line ..o rernenas () OK [configured]
configuring asyvone line 4. ..o enenss () OK [configured]
configuring async line 5. .. veevueenns () OK [configured]
configuring async line A. .. veevneonns () OK [configured]
configuring async line 7. .. veevneenns () OK [configured]
configuring asyne line S. .. vee v enns () OK [configured]
configuring asyne line 9.............. () OK [configured]
configuring asyne line 10............. ) OK [configured]
configuring asvone line 11.....veeuen.. () OK [configured]
configuring asyone line 12.. ... enenss () OK [configured]
configuring async line 15.......0cvuns () OK [configured]
configuring async line 14.......0.000.. () OK [configured]
configuring async line 15......0ceevuns () OK [configured]
configuring asyne line 16. .. ... ueenns () OK [configured]

COPY Funning to SEartuUb. . .vvv v nna.

@ Configuration of access server 1 was successful.

""r Test

12/6/2011

() OK [config saved]

Tell me if this access server is configured and working properly.
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Testing Access Server 1

pinging the acCes2 S2EEVEE it v s s v s s s a s
checking the I0Z werSiol. e i v e cvn s
setting the access server namwe. . ......

logging into server
checking line
checking
checking
checking
checking
checking
checking

checking

async
asyno
async
async
async
async
async
async

line
line
line
line
line
line
line
checking line
checking
checking
checking
checking
checking
checking
checking

async
asyno
async
async
async
async
async
async

line
line
line
line
line
line
line

@ Access server 1 looks good.

A Modify

) OK
O OK [12.0{8}]
) OK [netlab-as1]

O OK

) OK [line exists]
) OK [line exists]
) OK [line exists]
() OK [line exists]
() OK [line exists]
() OK [line exists]
) OK [line exists]
) OK [line exists]
) OK [line exists]
) OK [line exists]
) OK [line exists]
() OK [line exists]
() OK [line exists]
() OK [line exists]
) OK [line exists]
) OK [line exists]
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Change the access server type. You may change the access server's

type only if the same line numbers in use exist on the new access server.
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Modify Ac

Access Server ID 1

Type : Cizco 2511-F.J

Cigoo 28171 + NhA-324 (Lines BE-97)

Cizoo 28171 + Mk-32A + 1 HWIC-16A (Lines 50-97) |

Cigoo 28171 + MhA-324 + 2 HWIC-164 (Lines 34-97)

= [elete

Cizoo 287171 + MbA-3208 + 3 HWIC-164 (Lines 18-97)
Cizoo 287171 + MbA-3208 + 4 HWIC-164 (Lines 2-97)
Cizco 28171 + MbA-16a4 (Lines B6-81)

Cizco 28171 + MbA-164 + 1 HWIC-164 (Lines 50-81)
Cizco 2811 + MbA-164 + 2 HWIC-16A (Lines 34-81)
Cizco 28171 + MbA-164 + 3 HWIC-16A (Lines 18-81)
Cizco 28171 + MbA-1BA + 4 HWIC-16A (Lines 2-81)
Cizco 28171 + 1 HWIC-164 (Lines 50-65)

Cizco 287171 + 2 HWIC-164 (Lines 34-65)

Cizco 28171 + 3 HWIC-164 (Lines 18-65)

Cizco 28171 + 4 HWIC-164 (Lines 2-65)

Cizoo 28071 + 1 HWIC-164 (Lines 50-65)

Cizco 28071 + 2 HWIC-164 (Lines 18-33, 50-65)
Cizoo 260 + MbA-324 (Lines 33-64)

Cizoo 28w + MhA-164 (Lines 33-48)

Cizco 2511-RJ

Cizco 2571 (octal cables)

Remove the access server from NETLAB+.
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See the Access Servers section of the NETLAB+ Administrator Gujidfier more
information on access servers.
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3.3 Install Switched Outlet Device

APc Select Switched Outlets from the Manage Control Devices page.

If this is not the first switched outlet device to be installed on the system, the existing
switched outlet devices will be displayed.

The specific settings depicted may differ from the settings for your site.

i Existing Sweitched Outlet Devices (click on the Go buttons to manace a device)

Do |ID | Type IP Address Outlets | Cutlets in Use
[Z) 1 aPc 211 MasterSwitch 169254191 8 13,67
[P 2 APc 9211 Masterswitch 169254192 8 17

[ A 3 APC 3211 MasterSwitch 169254193 8 15

[ 4 APC 7900 Switched Rack PDU 169254194 8 Mone

[A) 5 APC 7920 Switched Rack FDU 169254195 8 None

Select Add Switched Outlet Device, the New Switched Outlet Device page will be
displayed.

Select an ID and Type, and then click Add Device.

witched Outlet Device

Device ID |5

Type AP 7900 Switched Rack PDL +

CDZ' Add Device | @ Cancel |

____________________________________________________________

You may change the switched outlet device's type.
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hadify Switched Outlet Device

| Device ID 5

Type APC 7900 Switched Rack PDL

The Switched Outlet Device Management screen displays a diagram showing the
assignments to each outlet.

Please Note: The specific settings depicted here may differ from the settings at your
site.

E: OUTLET DEVICE 1 IF a0DRESS 169.254.1.91

APC 9211 MasterSwitch

Pob 2 PoD 2 P2

P01 P Pl 1
FREE F3

R2 R FREE R3 R2 R
8 7 6 5 4 3 2 1

Several management options are accessed from this screen.

| H Configure | o st configure the TCP/IP settings on a switched outlet device
before it can be used by NETLAB+. To perform this task, we assume that:

Your NETLAB+ server, switched outlet device, and control switches are turned on
Everything is cabled correctly, see section 4.12

> > >

All control switch ports in the path between the switched outlet device and the
NETLAB+ server are up (green)

Carefully follow the steps listed on the Configure Switched Outlet Device screen.

The specific settings depicted may differ from the settings for your site.
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' §tep 1 -- Connect to Control Console

 1ay Serial Interface. To access the unit's Control Console, use the supplied null-modem
' cable to connect the serial port of a PC or laptop to the serial port on switched outlet

' device 1. Using a terminal emultation program ¢such as Hyperterm), set the terminal port |
' to the following communication settings: :

Bit Rate 2400
Data Bits i
=top Bits 1
Farity None

Flow Caontrol  |None
Local Echo | Off
Terrinal Type |[ANSI (VT100)

1b} Logging on. To log on to the Control Console, respond to the user name and
' password prompts. The default for both the Administrator user name and the
Cadministrator password is apc (lowercase],

Tzer N=aune @ apcC
Pazsszword :© apcoc

'Step 2 -- Configure TCP/IP
iEa} Mavigate to the TCP/IP settings menu:
Control Console » 2-Hetwork > 1-TCPSIP

1 2bYy Configure the manual TCR/IP settings exactly as shown: |

1- System IP : 169.254.1.91
2- Subnet Mask : 255.255.255.0
3—- Default Gateway: 169.254.1.1
4- BOOTE : Disahled

S5— lAeeept Changes : Pending

EEE} Accept changes{option 5).
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Ja) Wwait 60 seconds after logging out {the last step) for the unit to reload and new
settings to take effect.

3b) Reconnect to the Contral Console,
3b) Mavigate to the ping utility and ping the NETLABR server,

Control Console > Hetwork > Ping Utility

Ping AiAddress,
<ENTER> = "169.254.1.1": EHTER

Reply from 163.254.1.1: icmp seq=0
Reply from 163.254.1.1: icmp seq=1
Reply from 163.254.1.1: icwp seq=:2
Reply from 163.254.1.1: icwp sedq=3
Reply from 163.254.1.1: icmp seq=4

Step 4 -- Network Test

METLAR will now werify connectivity and attempt to control this switched outlet device
using ShMP.

EﬁContinue | Cancel |
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Testing Switched Outlet Device 1

Pinging the device. . vvi i nranns O oK
o reading software version......... O oK

APC Web/SHNMP Management Card (MB:v3.2.0 PF:wZ. 5.4 PN: aos254.bin AF1:v2.1.0
CANLims210.bin MM APSE06 HR: G2 SM: WADL104010137 MD: 01/24/2001)

D EESEIng OUELET L. .. i e ) DK
teatihg outlet 2. . ... e i O DK
Ctesting outlet 3.l ) OK
Ctesting outlet 4. ... ) oK
testing outlet 5. .. ...t anas 0 oK
P LEsSting outlet G........ .00, O oK
CEESting oublet T i i O oK
testing outlet S. ...t i e O oK

@ Switched outlet device 1 looks good.

See the Switched Outlets section of the , NETLAB+ Administrator Guifd® more
information on switched outlets.
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3.4 Download System Images

The NETLAB+ TFTP server must contain 10S images compatible with your equipment in
order to perform the automated procedures essential to the proper operation of the
NETLAB+ system. These image files will be used by NETLAB+ to perform automated
recovery when flash has been erased or the image has been corrupted.

Even if your routers are currently running the appropriate 10S image, you must download
image files for each router type to the PC that you will be using to set up the NETLAB+ system.
The files must have a .bin extension in order to be updated to the TFTP server. You will need
to download an image for each type of router hardware in your lab pods.

If you do not have the necessary image files, they may be obtained from the appropriate
source

(i.e. log into Cisco CCO and go to the Software Center)

Once these files have been downloaded to the PC, the files may then be uploaded to the TFTP
server. Proceed to the next section.

3.5 Upload System Images to TFTP Directory

With the necessary system images downloaded to your PC, (see previous section) you
may proceed to upload system images to the TFTP directory.

During the process of adding a pod, you will specify an image file to be used with each
router in your lab pods. If you have not uploaded these images to the NETLAB+ TFTP
directory, you will be unable to choose a compatible image. Therefore, it is critical that
you download a compatible image for each router type in your lab pods.

Select the 10S & PIX Images administrator function. The top of the page
ﬂ displays the list of files currently in the directory.
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File Size Uploaded Delete
asa706-kS.bin 6474 304 2006-12-18 14:52:38 UTC in use
asa712-k8.bin 6,764 A44 2006-12-27 18:47:32 UTC [
asa721-k8.bin 8,202,240 2006-12-27 18:50:11 UTC [
asa722-k8.bin 8,312,832 2008-12-27 19:14:18 UTC [
asdm-522 .bin £623,108 2006-12-27 19:17:26 UTC [
asdmS06 . .bin 5823930 2008-12-18 158:A2:23 UTC [
asdm512 .bin 7 495 B0 2006-12-27 18:54:56 UTC [
asdm521.bin 5439756 2008-12-27 18:57:29 UTC [
cl841-advipservicesk9-mz.124-10a.bin 22 051 295 2006-10-31 14:41:51 UTC [
clS4l-ipkase-mz.124-10.bin 16,729 432 2006-02-01 18:05:43 UTC in use
©2500-2-1.122-1.bin 7R30 205 2005-11-23 18:05:47 UTC in use
c2600-d-mz.122-19 . bin 6222812 20058-11-2318:07:21 uTC [

Follow the instructions at the bottom of the System Images page to upload any image
files needed that are not already present in the TFTP directory.

You can upload system images with a .bin extension from your local machine to
NETLAB+'s TFTP Directory.

In order to upload a system image to NETLAB+, the image must exist on your local PC. If
the image is not on your PC, you will need to obtain it from the appropriate source (i.e.
log into Cisco CCO and go to the Software Center)

Do not rename Cisco software images. NETLAB+ examines the file name to determine
compatibility during pod configuration.

Specify the file name on your PC machine (example: C:\My Documents\c2500-d-1.120-
5.T.bin) or click the Browse button to bring up a file dialog box.

Upload File
K | Select after you have specified a file name. Repeat as needed.

Refresh List | Refresh the list after adding image files and verify that you have every

file needed loaded into the TFTP directory.

See the 10S & PIX Images section of the NETLAB+ Administrator Guide more
information.
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4 Add a Pod

After successful installation of the NETLAB+ control plane, the next step is to install
equipment pods.

A pod (or lab topology) is a single instance of a set of lab gear that students and instructors
interact with during their training via the NETLAB+ system. It is a logical group of equipment
that is physically interconnected and can be reserved as a single resource from the scheduler.
In addition, a pod is isolated from other pods during normal operation.

This pod installation process must be repeated for each pod that is installed on the NETLAB+
system.

Please complete the tasks in the sub-sections below in order. Do not physically connect
your pod to a control switch until the pod has been added to your NETLAB+ system by
following the instructions below. This is necessary in order for the control switch to be
programmed with the proper VLANs.

NETLAB,: users may refer to the guide written specifically for the pod-type they plan to install.
Pod-specific guides include:

NETLABae Multi-Purpose Academy Pod (MAP)
NETLABae Network Fundamentals Pod (NFP)
NETLABAe Basic Router Pod Version 2 (BRPv2)
NETLAB,e Basic Router Pod Version 1 (BRPv1)
NETLABAe Cuatro Router Pod (CRP)

NETLABae Cuatro Switch Pod (CSP)

NETLABae LAN Switching Pod (LSP)

NETLABae Network Security Pod (NSP)
NETLABAe Basic Switch Pod Version 2 (BSPv2)
NETLABe Basic Switch Pod Version 1 (BSPv1)
NETLABae Advanced Router Pod (ARP)
NETLABae Advanced Switch Pod (ASP)
NETLABAe Security Router Pod (SRP)
NETLABAg Security PIX Pod (SPP

5. Select the Equipment Pods administrator function.

The instructions for this section should be followed for each pod you wish to add
to the NETLAB+ system.

Select % Take All OFFLINE if any of the pods are online.
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The network and hardware settings depicted here are intended to provide an example
only. Your system requirements may differ according to your specific hardware
selections.

The Mew Pod Wizard will now help you add an equipment pod to your system.

Before yvou begin:

s Review any relevant pod-specific documentation.
s Setup the control devices that will be used with this pod.
s Upload the software images that will be used with lab routers and 1ab firewalls in

@ Next

this pod.

ﬁ Cancel

NETLABAe users may select the pod type they wish to add to their NETLAB+ system from

the list of pod types provided.

i FOD TYPES (zelect one)
1| SELECT POD TYPE

o

O

CUATRO ROUTER POD

w 4 routers, PCs
CUATRO SWITCH POD
E 5'3 4 switches
a a 4 PCs

LAN SWITCHING POD
g_ 3 Switches

j 1 Router
e PC Support

¢  MULTI-PURPOSE
o/\e ACADEMY POD

u |
? 3 Routers, 3 Switches
BASIC ROUTER POD

@ 3 Routers

BASIC ROUTER POD w2

il
ﬂ-il 3 Routers

;  PC Support

DESCRIPTICN

AE Cuatro Router Pod
4 routers, PCs

AE Cuatro Switch Pod
4 Switches, PCs

AE LAMN Switching Pod
3 Switches, 1 Router, 3 PCs, 1 Server

AE Multi-purpose Academy Pod
3 Routers, 3 Switches, 3 PCs

AE Basic Router Pod %1
3 routers

AE Basic Router Pod %2
3 routers, PCs

MOTES

Applicable to both CCMNA and
CCMP curricula. Supports
rermote PCs using Viware.

Supports remote PCs using
Wlweare,

Supports remote PCs using
YW are.

Supports remote PCs using
Whlware.

Supports CCMNA curriculum. Mo
remate PC support. '

Applicable to both CCMNA and
CCMP curricula. Supports
remote PCs using YMware.
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4.1 Select Control Switch

Next, NETLAB+ will present a list of the control switches on your system. Only selections
that meet your port requirements can be made.

CONTROL SWITCHES
SELECT D SWTCHTYPE  PORTS THAT AREFREE  COMMENT
IMELIGIELE 1|Catalyst 2860-24 PORT 16-17 NOT ENOUGH CONSECUTIVE PORTS
® |3 |Catalyst 2950-24 PORT 4-16 Ok T LISE

> Next | <= Back | 3 Cancel |

Next, select the ports you want to use.

& AE Multi-purpose Academy Pod requires 8 consecutive control switch
ports,

Forte 4 to 11
% Next | GaBack | [ Cancel | |02
Portz 7 to 14
Paortz 8t0 15
Paortzs Hto 16
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4.2 Select Access Server(s) and Lines

This section is only applicable if there are lab devices in your topology that require
asynchronous console access. Such connections are provided by access servers.

Line Number is now used as a unique identifier for access server ports.

Beginning with NETLAB+ version 2010.R3, NETLAB+ supports an expanded selection of
access servers. Since several models include multiple modules, port number is no
longer a unique identifier.

It is a good idea to use consecutive lines on one access server if possible. This practice
will make it easier to cable and troubleshoot. If consecutive lines are not available, you
can use non-consecutive lines, spanning multiple access servers if necessary.

NETLAB+ allows you to choose consecutive lines on one access server, or you can
choose “Let me pick” to select an access ser

D TYP LINES THAT ARE FREE
Cizco 2611-Rd 4-5 910, 14-16

2 Cisco 2811 + NM-1BA + 3 HWIC-1BA (Lines 18-81) 18-49, 53-81

3 (Cisco 2811 + N-1BA + 2 HWIC-16A (Lines 34-81) 34-31

& AE Multi-purpose Academy Pod requires 6 access server lines,

() Let me pick the access server and lines far each device Line1
Line 2

Line 3
&> Next | <a Back | 5 Cancel | Ling 4

Line &
Line B
Line ¥
Line 8
Line 9
Line 10
Line 11
Line 12
Line 13
Line 14
Line 15
Line 16
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“Let me pick”, allows you to make granul ar s
cables, both the line number and the cable label are displayed.

SELECT AM ACCESS SERWER AMD LIME FOR EACH LAB DEYICE

L&E DEYICE ACCESS SERWER (D) LIME

R1 2| ™ Line 18 | HWAC-1 BA 00 | CAB-HDB-ASYMC PO §w

=) 1 [w Line 18 [ HW/C-164 01/0 | CAB-HDB-ASYMNC PO |~
Line 19 | HWwWIC-164 011 | CAB-HD3-ASYMNC P

F3 1| Line 20 | HWIC-164 0142 | CAB-HDE-A5YMC P2

21 — Line 21 [ HWIC-164 003 | CAB-HDE-A5YMC P23
Line 22 [ HWIC-164 004 | CAB-HDE-A5YMC P4

52 1| Line 23 [ HWIC-164 015 | CAB-HDE-A5YMNC P5
Line 24 [ HWIC-164 0106 | CAB-HDE-A5YMNC PE

53 1+ Line 25 [ HWIC-164 017 | CAB-HDE-A5YMNC P

Line 26 | HWIC-164 07118 | CAB-HDE-ASYNG PO
&> Next | ¢ Bacl Line 27 | HWIC-164,0/1/8 | CAB-HD8-4SYNC P
" Line 28 | HWIC-164 07110 | CAB-HDE-ASYNC P2
Line 28 | HWIC-164 0111 | CAB-HDE-ASYNC P3
Line 30 | HWIC-164 01112 | CAB-HDE-ASYNC P4
Line 31 | HWIC-164 01113 | CAB-HDE-ASYNC 5
Line 32 | HWIC-164 01114 | CAB-HD&-5YNC P&
Line 33 | HWIC-1B4 01115 | CAB-HDE-ASYNC F7
Line 34 | HWIC-1B4 072/0 | CAB-HDE-ASYNG PO
Line 35 | HWIC-164 01211 | CAB-HDE-4SYNC P1
Line 36 | HWIC-164 07212 | CAB-HDE-45YNC P2
Line 37 | HWIC-1BA 0723 | CAB-HDS-ASYNC P3| ¥

L=

& Done

Select a line number for each device.

SELECT AN ACCESS SERVER AND LINE FOR EACH LAB DEYICE

LAB DEVICE ACCESS SERVER (D) LINE
R 2w Line 18 | HwIC-164 0/1/0 | CAB-HD8-ASYNC PO | v
R2 2w Line 18 | HwIC-164 0/1/1 | CAB-HD8-ASYNC 1 | v
R3 2w Line 20 | HwIC-164 0/1/2 | CAB-HD8-ASYNC P2 | v
51 2w Line 21 | HwIC-164 0/1/3 | CAB-HD8-ASYNC P3| v
52 2w Line 22 | HwIC-164 0714 | CAB-HD8-ASYNC P4 | v
53 2w Line 23 | HwIC-164 0/1/5 | CAB-HD8-A5YNCP5 | w

> Next | <= Back | 3 Cancel |
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4.3 Select Switched Outlet Devices

This section is only applicable if there are lab devices in your topology that require
managed electrical power. Such connections are provided by switched outlet devices.

It is a good idea to use consecutive outlets on one switched outlet device (SOD) if
possible. This practice will make it easier to cable and troubleshoot. If consecutive
outlets are not available, you may use non-consecutive outlets, spanning multiple Sods
if necessary.

SITCHED QUTLET DEVICES

I TYPE QUTLETS THAT ARE FREE
1 APC 9211 MasterSwitch 4 8

2 APC 9211 MasterSwitch a

3 APC 8211 MasterSwitch &8

4 APC 7900 Switched Rack PDU 1-8

& Security Router Pod requires 2 switched outlets,

| & Use 2 consecutive outlets on switched outlet device
({7 Let me pick select outlets for each device manually

“Let me Pick”, will allow you to make

Lak Device

ROLTER1
ROLTERZ
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4.4 Select Device Types

This section is only applicable if there are network devices in your lab topology. Please
specify a device model for each device displayed. All statically configured routers may
not appear in the router selection process.

A Your selections are used to assign the appropriate NETLAB+ device driver.
A Improper selections may cause errors.

NETLAB+ may offer selections that meet the port requirements, but do not support your
curriculum. NETLABae administrators may refer to the pod specific guides for more
information.

B SELECT A MODEL FOR EACH LAB DEWICE

i LaB DEYICE TYPE hSDEL
 ROUTER! §Z4 Router [ Cisca 26213M =
 ROUTER? QIQ Router | Cisco 2621xM |

£ Next | <3 Back | [£3 Cancel |

If the device model you wish to install is not available for selection, proceed to the next
section for guidance on installing generic console devices.

45 Generic Console Devices

This section is only applicable if there are network devices in your lab topology.
NETLAB+ supports a wide range of devices. Selecting the appropriate device type is
important to ensure that the full range of NETLAB+ features is available to users.
Automation drivers have been created for all supported lab devices that enable the use
of NETLAB+' s automation features.

If however, you wish to install a device in your pod that is not included among the
supported devices (for example, an older model that has reached EOL and is no longer
supported by the vendor) you may do so by selecting Generic Console Device as the
device model.
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SELECT A MODEL FOR EACH LAB DEVICE

i LaB DEYICE TPE WSDEL
ORI @ Router [ Cisco 831 ol
Cisco 2620 Al
R2 24 Router Cisco 2620XM
Cisco 2621
R3  |0Z8 Router |00 M
Cizco 2k60

i Next Ba¢ Cisco 26500

§ 2 Noxt | e Cisco 2651

Cisco 2651xM

Cigco 2691

Cisco 280172811 (Mo serial)
Cisco 2801/28171 (S0/04%)
Cisco 2801/2811 (30414
Cisco 2801/28171 (S0/24%)
Cisco 2801/28171 (30434
Cisco 2821 (Mo Serial)
Cisco 2821 (50704
Cisco 2821 (504154
Cisco 2821 (507284
Cisco 2821 (50738

Generic Console Devices have the following limited capabilities:
e Console access
e Ability to share connections to CLI devices.

e Powered off at the end of a lab reservation (if connected to a switched outlet
device).

e Powered on at the beginning of a lab reservation (if connected to a switched
outlet device.).

e Automation options available for user selection during a lab reservation include
power on, power off and power recycle (if connected to a switched outlet

device).

There are several considerations to keep in mind when adding a generic console device
to a pod:

e Automation features such as such as scrubbing the device and password
recovery are not available for use on generic console devices.
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e Since password recovery is not supported on the device, you must use discretion
in allowing user access to the pod. It is recommended allowing use by only a
trusted group of users who will not perform password changes or other actions
that may render the pod unavailable for subsequent reservations without
intervention.

e Use of the NETLAB+ CLI Terminal with a generic console device will function only
with devices using a command line interface. The applet does not provide
terminal emulation such as VT100. You do have the option of using an alternate
terminal application of your choice, if your selection is compatible with the
device.

For detailed information, please refer to 5.4 for details.

4.6 Select Software Images and Recovery Options

This section is only applicable if there are network devices in your lab topology.
NETLAB+ scrubs the devices at the end of lab reservations or upon request. During a
scrub, NETLAB+ can recover an |0S image if it has been erased from flash.

SELECT AN IMAGE AMD RECONVERY QPTIONS FOR EACH LAB DEVICE
DEICE TYPE SIOFTWARE IMAGE RECOVER USING SPECIFIED IMAGE
1 q‘ Cizco 1841 (S0/05) 18471 -advipzemicesk-mz.124-10a.bin v { if zpecified image not in flazh Ak

_ — 1 If zpecified image nat in flazh
= g‘ Cisco 1841 (20/0/x%) o184 1-advipzervicesk3-mz.124-10a.bin | % | || if noimage in flash [erazed)

REYEl |device may became Unusable

— [dewi o] blz]

5> Next | <= Back | 3 Cancel |

R3 q‘ Cisco 1841 (S0/0/%) | ¢1841-advipserviceskd-mz.124-10a.bin | v | || if specified image not in flash el
51 feM Cisco 3560 N m
52 |fEM Cisco 2950 N Mt
53 | Cisco 3560 N I
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You have three choices for flash recovery:

Recovery Using Specified Image During A Scrub Operati ongé

If specified image not in flash Restores the selected software image if that image is
not in flash.

If no image in flash (erased) Restores the selected software image if there are no

.bin images in flash. No action is taken if flash
contains a .bin image (even if it is not the specified
one).

Never (device may become unusable) NETLAB+ will take no action if the flash does not
contain a bootable image. In this case, NETLAB+
automated boot process will fail and manual
restoration of IOS will be required.

If you select an automatic recovery option, you must also select a software image
supported by the curriculum. NETLABAg users may refer to the guide specific for their
selected pod-type.

If you select a Cisco ASA security device, additional management options become
available in the device manager. These additional settings do not appear in the New
Pod Wizard and must be made separately from a new pod install. Please see section 5.3
for details.

There is an additional image management setting for routers to support Pagent |I0S
images. A license key must be entered in order for NETLAB+ automation to function
with routers using Pagent I0S. This setting does not appear in the New Pod Wizard and
must be made separately from a new pod installation. For information on upgrading a
router to use Pagent I0OS, please see Appendix B of the NETLAB+ Administrator Guide.
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4.7 Select PC Options

This section is only applicable if there are PCs in your lab topology. Select an ID, type,
access method, and operating system for your PCs and servers.

REMOTE PC SETTINGS

P pAME | P i WIRTLAL MACHIRME TY'FPE AICCESS CPERATIMNG S STEM
;—L PCA  [1 [v] FAWARE ESEIETE V] WNC v ‘Windows XF v
g, PC B 2 |l ﬁr?fl*squfEFT!E ESxi26U3 WNC v Windows Server 2003 v

= WWARE Server 2.0
gj PCC 3 [ g?ﬁ%ﬁiéﬁger 1.0/G5x YT || Lir v

&> Next | <= Back | [£3 Cancel |

ID. Select a unique numeric identifier for this PC. The ID you choose is also appended to

169. 254. 0. X to become | P address assigned to
You should accept the defaults unless you want to influence the last octet of the IP

address (i.e. you already setup the PC and assigned an address)

PC/Virtual Machine Type

o VMWARE ESXi 3.5 U3 provides direct access to a VMware virtual machine and
enables automation through the VMware API. This is the correct setting if you
are using VMware ESXi.

e VMWARE Server 2.0 provides direct access to a VMware virtual machine and
enables automation through the VMware API. This is the correct setting if you
are using VMware Server version 2.x.

e VMWARE Server 1.0/GSX provides direct access to a VMware virtual machine
and enables automation through the VMware API. This is the correct setting for
VMware virtual machines if you are using VMware Server version 1.x or GSX.

e STANDALONE provides indirect access to a real PC or server resource.
e ABSENT indicates that you are not implementing the PC in this pod. Users will
get a friendly popup message if they try to connect to it, informing them that the
PC is not implemented.
If you have not yet set up VMware and installed virtual machines on your NETLAB+

system, you may use the ABSENT setting for now, and modify the setting after installing
your virtual machines.

12/6/2011 Page 65 of 103



NETLAB+ Installation Guide

The Access setting specifies a direct access protocol, or indirect access.

e VNCal |
protocol.

O wS

direct

access t o

NID/G

www.netdevgroup.com

the PC’'s

e |INDIRECT specifies a static PC or server resource. Users will not have access to
the keyboard, video, or mouse. This option is only available when PC type is

STANDALONE.

The Operating System setting specifies an OS for this PC. The availability of a selection
does not guarantee compatibility with all labs.

The following table depicts the type and access settings that are available for selection:

To i mpl eme

Set TYPE

Set ACCESS

VMware

Select the VMware
virtualization product
you are using.
Selections include,
VMWARE ESXi 3.5
U3, VMWARE Server
2.0 and VMWARE
Server 1.0/GSX.

VNC

Standalone

Does not apply to VMware implementations.

Indirect

STANDALONE

INDIRECT

Absent (no PC)

ABSENT

(not applicable)
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4.8 VMware Settings

If you select one of the VMware settings for any of the PCs, NETLAB+ will prompt for
additional settings on the next page.

Yl ARE YIRTUAL MACHIME SETTIRGS

PC D PC kAME P ADDRESS USERMAME P A SEWDRD COMFIGURATION FILE

15 ,E_li PCA | 169.254.1.253 | | nietlab | | Stmngpasswurd| | [datastore]Pod_4Awine=Pro.vms |
16 ,E_ll FC B |'IEEI.254.1.253 | |r'|etla|:| | |$trangpassward| | [dataztore]Pod_d win2003, vrs |
17 ,E_ll PCC |'IEE|.254.1.253 | |net|a|:| | |strungpasswnrd| | [dataztore]Pod_dlin. v |

g Next | <= Back | 3 Cancel |
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Each virtual machine requires four VMware-specific settings. Please refer to the
NETLAB+ Remote PC Gujeific to your VMware server virtualization product
selection for version-specific details regarding these settings.

4.9

The IP Address setting is used to connect to the VMware host system. This is the
IP address used for KVM and API traffic flow.

Username specifies an operating system account on the VMware host system.
NETLAB+ will use this account to login to the VMware host and control virtual
machines through the VMware API (se

Password specifies the password associated with the host account (see section

Configuration File Enter the path of the virtual machine configuration file on the
VMware host.

Select a Pod ID

Each pod is assigned a unique numeric ID.

Please select a Pod ID.

Pod 10: [6 |

&> Next | <2 Back | (£ Cancel |
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4.10 Select a Pod Name

Each pod can have a unique name. This name will appear in the scheduler, along with
the pod type.

- Pod Name: IGaIamicd

&> Next | <= Back | [£3 Cancel |

4.11  Verify Your Settings

At this point NETLAB+ has added the pod to its database. However, the pod has not
been brought online yet. You will want to cable up the pod, and configure PCs (if any),
and run a pod test before bringing the pod online.

New Pod Wizard

@ The New Pod Wizard has added the pod.

* Mew pods are not brought anline automatically.
*+ “ou should cable the pod and run a pod test before bringing the pod online,

After you click OK, the new pod will appear in the list of equipment pods.
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Click on the magnifier button or pod ID to manage you new pod.

% MULTI-PURPOSE
o/ e ACADEMY POD

.v. Galactica
n 3 Routers, 3 Switches

Al s

£ OFFLINE IDLE

NETLAB+ will display the status of the pod and the high-level settings for each device,

PC, and control switch.

POD S -STATUS
P01 POD MAME STATU= ACTIITY POD TYPE
®  MULTI-PURPOSE
5 Galactica @ OFFLINE IDLE sLe ACADEMYPOD

PoD S - ROUTERS

u |
? 3 Routers, 3 Switches

e RS

Cisoo 1841 (5004 TSR LINE 18 ¢ty 041.40)
Cisoo 1841 (5004 | TERE LINE 19 ¢ty 051713
Cisoo 1841 (S004) | TEE LINE 20 city 04112)
Cisco 3560 IR LINE 21 ity 041 £3)
Cisoo 2960 IR LINE 22 ity 01 54)

Cizco 3560

P LINE 23 ity 0/145)

Al LS (click on the GO buttons to reconfigure devices)

S TCHED

APC OLITLETS SOFTWARE IMAGE

SO0 QUTLET 4 | 21841 -advipzervicesk9-mz.124-1 03 kbin
SO0 1 QUTLET 5 | 2184 -advipserviceskS-mz.124-10a kin

SO0 2 QUTLET 2 | 184 -advipservicesk9-mz.124-10a kin

So0 2 OUTLET & nfa
SO0 2 OUTLET 7 nfa
SO0 2 OUTLET & nfa

=0 MAME PC D STATUS T'PE ACCESS | COMTROL IP CPERATIMNG SYSTEM
Cg .E_'I PCA | 15 | OBLINE | “Mwvare ESXi 4.0 (no wCenter) WMIC 169.254 1 253 Windows 7

Ckl .E_L PC B 16 | OMLIME | Whlwware ESXi 4.0 (no wCerter) WC 162254 1 253 | Windovws Server 2003
C%l .EJ, PCC | AT | OMLIMNE | “Mwvare ESXi 4.0 (no wCerter) WMIC 169.254 1 253 Lirw

SMTCHID | POD PORT RANGE BASE WLAN | WLARN POOL
:: 3 4-11 140 140-147
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412 Cable the Pod

NETLABe has a cable chart feature to help you connect the lab devices in your pod. The
chart is generated in real-time and contains port-specific information based on your
current lab device and control device settings.

The cable chart function is accessed from the pod management page.

Pod 5 -- Management Options

<> Online | Bring this pod ONLIME and make it available for reservations.

A Test | Tell me if this pod is warking praperly.

|:| Cable Show me how to cable this pod.
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iCable Chart NETLAB+ 2010 R3
Admin administrator

' The cable chart describes the connections for each lab device in the pod. Connections
'between control devices are not depicted (please refer to the Administrator Guide for
guidance).

CABLE CHART FOR POD S
g«j R1 (Cisco 1841 (S0

COMMECT FROM LISIMG CAELE COMMECT T
FastBthernet0i CAT-5 Straight Through L5 3 Port 4
FastEthernet 041 CAT-5 Straight Through = FastEthernet 055

Part (thy) 04110
Console 2 B-HDE- A5 E AfE 2 Line 18

Cctal cakble PO
Poweer Povver Cord m =001 Ctlet 4

APC

Setiall DCE Back-to-back serial cables g Rz Setiald DTE

COMMECT FROM LISING CABLE COMMECT T
FastBthernet0i CAT-5 Straight Through =k Port 5
—
FastEthernetii CAT-5 Straight Through o 5 3 Port &
—
Part itty) 04 A
Console CAB-HDS- &5 YRE E Al 2 Lire 19
Cctal cable P1
Poweer Powver Cord m =001 Ctlet &
APC
Seriall DTE Back-to-hack serial cahles a R1 Seriall DCE
Seriall DCE Back-to-back serial cahles q R3 Seriall DTE

| Serial DTE Back-to-back zerial cables a R3 Setiall DCE

$24 R2 (Cisco 1841 (30/0/0)
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4,13 Test the Pod

After all routers and PCs have been installed, you should run a pod test to verify that
your pod is working. The pod test will detect common configuration and cabling
problems.

Pod 5 -- Management Options

4 Online | Bring this pod OMLINE and make it available for reservations.

Ar Test | Tell e if this pod is warking propery.

|:| Cable | show me how to cable this pod.

Some tests may take a long time. During the BOOTIOS test, NETLAB+ may have to load
the specified 10S image if it is not in flash. The I0S images can be very large and can
take up to 30 minutes to program into flash memory.

If you cannot resolve an issue and decide to contact technical support, please cut and
paste the text from the POD TEST LOG and include with your e-mail.
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METLAB 3.6.0

Admin

TESTIMG POD 5

(LT ETOER SRR AR R RN R RN DETALS |
Caortrol Switch 3 | Catalyst 3550-24 {JPASSED 3testis) passed, device looks good
q ROUTER1 Cigoo 2621 Xhi COMSCLE (5 RUNMING  recover congole test
q ROUTER2 Cizco 2621 XM COMSOLE () RUMNING | recover conzole test

E BB STAMDALOMNE {JPASSED  2test(s) passed, device looks good
g—!ﬂ PC_1 STANDALCNE {JPASSED  2testis) passed, device looks good
g s STHDALOE T oo A
E—L pc_2 STAMDALORE SHIPPED * This PC iz administratively OFFLIMNE
E I5_2 ABSENT SHIPPED #* This PC iz not implemented

POD TEST LOG
[00:07] PC3: Testing remaote PC software and AP - PASS
[00:07] PC3: Pinging PC at 169,254 0.3 - PASS

[00:05] P2 Testing remate PC softvware and &P - PASS
[00:05] PC2: Pinging PC &t 169.254.0.2 - PASS

[00:03] 253 Applyving pod WLAN map on control switch 3 - PASS
00:03] £ Seting up WLAM pool on control switch 3 - PASS

TESTING IN PROGRESS | STOP |
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4.14  Bring the Pod(s) Back Online

Now you can bring the pod online and make it available for lab reservations. You can
bring just this pod online by clicking the 4> Online button under Management Options.

Pod 5 -- Management Options

£ Online | Bring this pod OMLINE and make it available for reservations.

Ar Test | Tell me if this pod is warking praperly.

|:| Cable | Show me how to cable this pod.

= Delete | Remove this pod from METLAB.

Alternatively, you can click 4" Bring All ONLINE on the Equipment Pods page. Choose
this option when you have no more additions or modifications to pods or control
devices and you wish to put all pods into service.

METLAE 3.6.0

#Equipment Pods
© Admin

Equipment pods contain the lab devices that are accessed by users,

Bl EXISTING PODS  (click on the GO buttons to manage & pod)
GO | D | POD TYFE | POD HMAME | STATUS ACTIVITY
BASIC SWITCH POD

gl 3 ﬁ 1 Roter POD 3 () OFFLINE IDLE
- 2 Switches

SECURITY ROUTER POD

gl 5 ﬁ 2 Firewall Routers | (Salactics ) OFFLINE IDOLE
- PCs & Servers

95 AddaPod | 4 Take Al OFFLINE || <) Bring Al ONLINE || <2 Back |
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5 Modifying Device Settings

If it is necessary to make modifications to device settings that were selected during the pod
installation, select the appropriate pod on the Equipment Pods page.

JEXISTING FODS (click on the GO buttons to mansge a pod)
sl v POD TYPE PioD MAMWE STATUS ACTIITY
5 AE Cuatro Router Pod
gl 1 4 routers, PCs FPOD 3 OMLIMNE IDLE
gl E ASA Testing POD 3 3 OMLINE IDLE
<p Add aPod | L Take All OFFLINE | 4> Bring All ONLINE |  <aBack |

In order to modify settings, the pod must be offline. You have the option to
select % Take All OFFLINE to bring all the pods offline or select a single pod and take
the pod offline on the pod specific page.

The network and hardware settings depicted here are intended to provide an example
only. Your system requirements may differ according to your specific hardware
selections.

Select the pod, which contains the device(s) requiring setting modifications using the

Q)

magnify button to the left of Pod Id. In this example, we have selected Pod 1.
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POD 1 - STATUS
POD D PO MAME STATUS ACTMWITY POD TYPE
AE Cuatro Router Pod
4 routers, PCs

1 FoOD ) OMLINE IDLE

ACCESS (@) SWMTCHED
G0 MAME TPE EPOHTS o SOFTWARE IMAGE
Ck| gi R1 |Cizco 1841 (50015 PER] LME 1 (S0D1 OUTLET 1 | e184 -advipserviceska-mz 124-10a hin

Q| g‘ R2 |Cisco 280102811 (50M s TSR] LME 2 |S0D1 OUTLET 2| 2801 -advipserviceska-mz 124-10a kin

Q¢| E‘ R3 |Cizco 280102811 (S0M s BER] LMWE 3 |S0D1 OUTLET 3 | 2801 -advipserviceskd-mz 124-10a kin

Ck| .IQ Ré |Cizco 280142811 (S0Me0 | BSE] LME 4 |S00D 1 OUTLET 4 nifa

G0 MEME PCID | STATUS TYPE ACCESS | COMTROL IP CPERATING SYSTEM

CQ E_| PCla 101 | OMLINE | YMWARE WG 10,0025 L

CM E_I PC1b 102 | ONLINE | WhWARE e 10,0025 Windowes KP

Cg| E_| P2 103 | ONLINE | WMWARE WG 10,0025 Windowys HP

Qq E_| PC3 104 | ONLINE | WMWARE WG 10,0025 Windowes XP
1 pes 105 | OMLINE ABSENT MUILL

%l :_"

SWWITCH 1D PO PORT RAMGE BASE WLAMN WLAR POCL

| 1-8 100 100-107

Pod 1 -- Management Options

&, Offline | Take this pod OFFLINE.

Ar Test I Tell me if this pod is warking propetly.

|:| Cable | Show me how to cable this pod.

— Delete | Remove this pod from METLAR.
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5.1 Modifying Device Settings for Routers, Switches and Firewalls

Select a device to modify using the magnify button to the left of the device name. In
this example, we are examining the settings for R1.

POD 5 DEYICE B3
Device Mame g‘ R3
Device Type Cizco 18471 {30005 V
Autormation shared consale, automated actions, image recavery
software Image cl 84 1-advipzericeskd-mz.124-104a.bin V
Image Recovery Option recover if the specified image {above) iz notin flazh V
Irmage Recovery Local Intedface FastEthernet00
£ CONTROL SWITCH PORT
Image Recovery Contral Port — 3 =
A o E ACCESS SERVER LIME
CCESS Server 5 20 (tty 0/1/2)

. 5.0, DEWICE QUTLET

Switched Outlet Eﬂ 5 5

Activation Key (optional)

See sections 4.4 and 4.6 for details on making device-setting selections for your
equipment.

There are additional management settings for Cisco ASA devices and Generic Console
Devices that can be set after pod installation has been completed. Please see section
5.3 and 5.4 for details.

Please note that the pod must be offline in order to modify these settings. After
completing modifications, remember to select the management option to bring the pod
online and make it available for reservations.

Pod 5 -- Management Options

4 Online | Bring this pod OMLINE and make it available for reservations.
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5.2 Modifying Device Settings for Routers Using Pagent 10S

If your device selections include routers using Pagent 10S, it will be necessary to enter
the license key for these devices after the pod installation has been completed. This
additional management option becomes available for selection when the device is
selected on the Equipment Pods page.

POD A - ROUTERS, SWATCHES, AND FIREWWALLS (click on the GO buttons to reconfigure devices)

EACCESS @ SWITCHED

GO | NAME TPE PORTS | APC OQUTLETS

SOFTWARE IMAGE

Ck| .IQ Ré |Cizco 280142811 (S0M40 |BSE] LINE 4 |S0D1 OUTLET 4 | c2801 tpogen_acverterkd-mz 4 3 0 kin

Select the router to display the management options.

PoD 1 DEVICE R4

Device Mame qﬁ R4

Device Type Cisco 2801/2811 (S04 /) e

Autoration shared console, automated actions, image recovery
software Image c2ol1-tpgen_adwventerkd-mz.4.3.0.bin b

Image Recavery Option recowver if the specified image (abowe) is notin flash b

Image Hecovery Local Interface  |FastEthemet0m
e COMTROL SWITCH PORT

Irmage Recovery Control Port — 1 7
ACCESS SERWER LIME
Access Server E 1 4
. .0 DEVICE CUTLET
owitched Outlet .Ec 1 4
factivation Key (optional) 407554012371 ||

A license key must be entered into the Activation Key field for all routers using Pagent
I0S in order for NETLAB+ automation features to function.

For information on upgrading a router to use Pagent I0S, please see Appendix B of the
NETLAB+ Administrator Guide.

This optional field may be left blank for routers not using Pagent |0S.
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5.3 Modifying Device Settings for Cisco ASA Security Devices

If your device selections include Cisco ASA security appliances, it will be necessary to
select device settings for these devices after the pod installation has been completed.
These additional management options become available for selection when the device
is selected on the Equipment Pods page.

L= (click onthe GO buttonz to reconfigure devices)
ACCESS @ SWITCHED
GO M AME TYPE ELINES R SOFTWARE IMAGE
Cg' m FO0 Cisco ASA 5510 PR LINE 13 50D 2 QUTLET 1 asa75-ks hin

POD 3 DEVICE FOO

' Device Name m FOO

' Device Type Cisco ASA 5510 ™

Autormation shared console, autormated actions, image recovery
ooftware Image azar06-kB.bin V

Irmage Recovery Option recover if the specified image (above) is notin flash V
Image Recovery Local Interface Ethernetlii v

Image Recovery Contral Port :: CONTRDI{ SITLH P?ST

;.-E\CCESS Sarver E .&CCESS1SER"-.-"EH L;P%E

Switched Outlet ‘?c S.O.E;_EVICE CILI';LET

mecurity Device Manager Image azdm506.bin V

mecurity Device Manager Options recover if the specified image iz natin flazh V
Activation Key (optional) 7E0e3b57 ccd72811 18d00d8c BELO04 a0 4728d041

Here, we describe the options that are available for selection for ASA devices, in
addition to the other device option settings referred to in the previous section.

Image Recovery Local Interface This setting must match the port, which is connected to
the cable, which is connected to the control switch that is defined as the Image
Recovery Control Port. The correct setting for this interface is set during pod installation
and should not require modification on a NETLABg system.

Security Device Manager Image. The software image providing the Security Device

Manager software. In order for these image files to be available for selection, they must
first be uploaded to the system, see section 3.5 for details. Note that the SDM image is
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tied to specific versions of the ASA software image. NETLAB+ does not check for
compatibility between the two i mages, admini
release notes specific to their selected device to insure compatibility.

———————————————————————————————————————————————————————————————————————————————————————————————————————————————

security Device Manager Image

fied image is notin flash b

18d00d5c 86b004a0 4728d0a1

security Device Manager Options

| asdrmb06.bin
| Activation Key (recommended) asdmb512.hin
' asdmb521.hin

Security Device Manager Options. This option determines when the SDM image is
recovered. A selection of "never" means that the SDM image will not be managed by
NETLAB+.

| Secutity Device Manager Image || asdmbB0Bbin v

Security Device Manager Options || recover if the specified image is notin flash |

Activation Key (recammended) fEcowver ’r the s :Eu::ml:i Imace is not in flash
. recaver if there iz no image in flash

: never recaver image (device may bhecome unusahble)
i Update Settings | <2 Batr]

Activation Key. Cisco ASA software requires an activation key. If specified, NETLAB+
will configure the activation key during the scrub process.

As a precaution, administrators should write down their activation keys prior to
installing Cisco ASA or PIX devices in NETLAB+.

Activation Key (recommended) 7B0a3kh? cod?2611 18d00d8c 86k004al 47 28d0al

Please note that the pod must be offline in order to modify these settings. After
completing modifications, remember to select the management option to bring the pod
online and make it available for reservations.

4 Online | Bring this pod OMLIME and make it available for reservations.
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5.4 Modifying Device Settings for Generic Console Devices

If you would like to use a lab device that is not supported by NETLAB+, it may be
possible by selecting Generic Console Device option in the Device Type pull down menu.
This option provides user console access to an unsupported device during a lab
reservation. This option also supports the console-sharing feature; therefore, several
users could access the console at the same time.

A generic console device has several limitations:

1. Automated scrub, password recovery, and configuration management are not
performed. The device will not be reset to a clean configuration between lab
reservations. If a user changes a password to an unknown value, a manual
password recovery will be necessary.

2. The NETLAB+ CLI Terminal is designed for command line interfaces and do not
provide terminal emulation. If your device requires terminal emulation (such as
VT100), users must use a terminal application that supports the required
terminal emulation (this can be set in their profile settings). Because terminal
emulation uses screen formatting and invisible control codes, the NETLAB+
console sharing and archive features may exhibit unpredictable behavior.

3. Generic console devices may be controlled by a switched outlet. This is
determined by the pod design. See below for details.

Generic console devices are unmanaged. Due to the limitations outlined above, you
should only deploy this option in environments where users are experienced and
trusted. Users should be briefed on these limitations and the proper procedures for
using the device without causing problems for others.

Configuring a Generic Console Device

Step 1. Select the desired device from the Equipment Pods page, and click the GO
button.

PoOD 2 - ROUTERS, SWITCHES, AMD FIREWALLS (click on the GO buttons to reconfigure devices)

| o NAME TVPE Ef}ﬁﬁéss E: gmﬁ':? SOFTWARE IMAGEE
LY ’I‘ LiAjap %?::;"j fjﬁﬁﬁ“ce PEFILME11  |SOD 2 OUTLET 3 nia
g‘q WLC f;fgg; ﬂ%'jgii'ﬁﬁz‘fce MEEILME12  |SOD 2 OUTLET 4 R/
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Step 2. Select Generic Console Device from the Device Type pull down menu. Click OK
on the popup to confirm this change.

PO 2 DEVICE WLC

Device Name E‘WLC
Device Type Generic Consaole Device hal
Device Type Users Will See WwWLC2006 Cantroller
Autormation shared console
- ACCESS SERWER LINE
5 2

Access Server
BIT RATE DATABITS STOPBITS PARITY  FLCW CORTROL

E00 | »| |8 |1 % || Mone | % || Mone |
. m 5.0, DEYICE CUTLET
owitched Outlet A 2 4

Activation Key (optional)

Step 3. In the Device Type Users WBke field, type in a brief description of the actual
device. This provides a more descriptive name for the device that will be displayed for
users when accessing the pod during a lab reservation.

Step 4. Set the asynchronous communication parameters for the access server port.
NETLAB+ will initialize the access server port using these parameters at the beginning of
each lab reservation.

It is recommended that flow control remain set to none. If hardware flow control is
selected and cabling and hardware are not configured correctly for hardware flow
control, the access server port may will hang and require and require a manual access
to the access server to clear the line.
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Switched Outlet
The switched outlet settings are displayed for reference only. The pod design

determines whether a switched outlet is allocated for the device. The following table
describes switched outlet behavior.

Pod design allocates a Pod design DOES NOT allocate

switched outlet: switched outlet:
Power Source Switched Outlet Uncontrolled Outlet
At beginning of lab Power On Always On
At end of lab Power Off Always On
During lab User Controlled Always On

If this is a custom pod and you have access to the pod design, you may control whether
or not a switched outlet is allocated. This setting is a function of pod design. Please
refer the NETLAB+ Pod Design Gudmtedetails.

If you are using a NETLAB,e standard pod, or you do not have access to the pod design,
you may plug the device into an uncontrolled outlet if you do not want switched outlet
behavior. However, if a switched outlet is allocated, it cannot be reclaimed.

55 Modifying PC Settings
In order to modify the settings for a PC that has been installed in the pod, Select the PC

using the magnify button to the left of the PC name. In this example, we are examining
the settings for PCla.
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{FOD 1 - PC 101

CPCID 101

: —

PC Narne 1 pcia

Type WIWARE W

i‘v“hﬂware Host IP Address 10.0.0.25

i‘v“Mware Host Usermame MNETLAR

i‘v’Mware Host Passwaord METLAB

i‘v’Mware Guest Configuration File || ChWirtual Machines\POD_1 PC_1a\mandrake wimx

i‘v“Mware Guest Operating System || Linux |+

: RemoteDisplay.vnc.enabled = "TRLE"
i‘v’Mware Guest WMC Settings RemoteDisplay.vne.port = "6001"
' RemoteDisplay. vne.password = "NETLAB"

i»‘-hn::n::ess Method WM W

Admin Status OMLINE ~ +
EGP“'I'HS revert to snapshot during scrub operation

Refer to section 4.7 for information on selecting PC settings.

Please note that the pod must be offline in order to modify these settings. After
completing modifications, remember to select the management option to bring the pod
online and make it available for reservations.

Pod 5 -- Management Options

£ Online | Bting this pod OMLIME and make it available for reservations.
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6 First Steps Using NETLAB+

After successfully installing your pod(s) it is recommended that you try out some of the
major features of NETLAB+ in order to become familiar and comfortable using the
system.

The duties of the NETLAB+ administrator include the management of communities,
accounts and classes on the NETLAB+ system. You have the option to delegate account
and class management duties to instructors that you have granted the appropriate
privilege level.

A summary of instructor privilege levels is shown here. Please refer to the Modify
Instructor Privileges section of NETLAB+ Administrator Guiide more details.

Level 1 - Normal Instructor Privileges

# Can create and manage student accounts in their community.
# Can create and manage classes for which they are a lead.

# Can cancel lab reservations made by students in their classes.
* Cannot manage other instructor accounts,

Level 2 - Community-Wide Instructor Privileges

Can create and manage student accounts in their community,

Can create and manage instructor accounts in their community,

Can create and manage any classes in a community,

Can attend all lab reservations in their community (except instructor personal
reservations)

* Can cancel lab reservations made by instructors and students in their community.

* b b

Level 3 - System-Wide Instructor Privileges

Can create and manage student accounts in any community,

Can create and manage instructor accounts in any community,

Can manage classes in any community.

Can attend all lab reservations in any community {except instructar personal
reservations)

* Can cancel any lab reservation.

Please see the NETLAB+ Administrator Guifde detailed information on community
management, account management, class management. These topics are introduced
briefly in the sections below along with an example of using the lab scheduler.
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6.1 Add Communities

A communityis a distinct group of instructors, students, and classes. Instructors may
only manage students and classes within their own community (unless they are granted
system-wide privileges by the administrator). Each community reflects a separate
autonomous group using the NETLAB+ system. There is no sharing of accounts or class
records between communities.

Multiple communities are optional. If the system is being used by a single Academy, the
default community assignment should be used. Keep in mind that each instructor,
student and class can belong to only one community. If you do not wish to use
communities, place all accounts and classes in the default community.

Administrator

System
Leader(s)

Community
Leader(s)

Instructor(s)

Students

Community
Leader(s)

Instructor(s)

Students

Community

Leader(s) Community B

Instructor(s)

Students

Default Community

Community A

12/6/2011 Page 87 of 103



NID/G

NETLAB+ Installation Guide www.netdevgroup.com

“% New communities are added using the Manage Communities administrator
2 function.

Go I Mame

Ck| 1 default
| 2 noG
A | 3 XYZTechnical College

- &5 Add Community | <3 Back to Admin

Select Add Community to display the Add Community page.

New Community
Community I | 5 ™M
Hame | Acme University

Account Logins | (&) Epgbled O Disabled

Maximum Length of 410 haurs

Reservation V (scheduling by student accounts or teams)

Minimium Time

Between Reservations unlimited v | (scheduling by student accounts or teams)

Welcome Message

Hews and
Announcements

show help tips[]

For more information on communities, see the Manage Communities section of the
NETLAB+ Administrator Guide
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6.2 Add Accounts

At least one instructor account must be setup by the NETLAB+ Administrator in order to
access the scheduler for lab reservations. A student account should be created for each
student to allow them to participate in labs as part of an instructor-led session, a team
session, or an individual reservation.

-0 Accounts are added to the NETLAB+ system by using the Manage Accounts
) function.

Account Search

Community E (=l v

Show | @ all account types
Oinstructors only
O students only
O ugers that have never logged in
O users that have been inactive for 1 year ar more

Match Uzer ID or Hame
ik Search |

(partial name Ok, leave blank to match all)
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Enter New Account Information

Add te Community X7 Technical College

Retype Inftial Passworg [*eeses*

Uzer ID

2 | |dos2008
3 || mzmith

1 [dde
4 [bmiller

Initial Password

Matmne

Ann Dole

Jane Doe

b ary Smith

Bob Miller

Sohodohoiohoioiode

Type

E-mail Addrezs (optional)

adolet@fictionalnarme. org

jdoet@fictionalname.org

rzmithi@fictionalharne, arg

brniller@fictionalname. org

Statuz

Enter newy user ar leave
blank

Enter newy user or leave
hlank

Enter newe user or leave
blank

Enter newy user or leave
blank

Enter nemwy uzer of leave
hlank

For more information on adding accounts, including a description of each field on the
page, see the Manage Accounts section of the NETLAB+ Administrator Guide
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6.3 Add Classes

Information for each class using the system must be entered into the Class Manager. As the
NETLAB+ administrator, you may manage classes for all the communities you have added to
your NETLAB+ system.

™93 Classes are added to the NETLAB+ system by using the Manage Classes
s function.

If there have been any classes previously entered into the system, they will be
displayed.

CLASZ LIST COMMUNITY: X¥Z Technical College

CLASS MAME LEAD IMSTRICTORIS) # EMROLLED START DATE EMD DATE

@ CCRA 101 Ann Dole 3 Mone Mone

E et H JanE DUE :
© CCHNP Fall Class Jane Doe B Jan 21, 2006 |May 15, 2006
O fall cochna Ann Dole 3 Mone Mone :
© FNE Class s Dl 2 Maone Maone

. Jane Doe

O FIZ review class Jane Doe 3 Mone Mone ,
1O spring coha Mone B Jan 7, 2006 May 7, 2007
| [© Spring CCRA Jane Doe 4 Jan 21, 2006 May 20, 2006

o Add a Class | <= Back |

To add a class to the system, select the Add a Class button at the bottom of the Class
Manager page and enter the class information into the form.
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Clazz Mame | CCHNF Fall Class | REQ |

Lead Inztructor[z] Jane Doe

Global Labs AE CCMA 1 English w31

AE CCMA 2 English W31

AE CCMA 3 English 3.1

AE CCMA 4 English w31

AE CCMNA Bridge Exams 3.0

AE CCMNA English V2.1 (retired)

AE CCNA Pod Reservations (no labs)
AE CCMP BCMEM %5.0 English

AE CCMP BCMSHM %5.0 Skills Exams English
AE CCMP BSCIWE.0 English

AE CCMP ISCWW 5.0 English

AE CCHP OMT %5.0 English

AE CCMP Pod Reservations (ho labs)
AE FMS Combined 1.2 English

AE FNES PIX 1.2 English

AE FMS Router 1.2 English

HFEOEEOOOO0ROOO0KFE

Private Labs o have no instalied private lab content to select

Starting Date | &) Mone O Date | Jun [se] | 26 [s] | 2005 s

Ending Date | & Mone O Date|Jun v |2E: v |2EIEIE| w

self Study Lab Access | [/] Allow individuals to schedule lab time
[ ] Allow teams to schedule lab time

Predetermined Lab Time Limits | &) Eqforce lab author's time limits (if any)

O Do not enfarce lab author's time limits
Preferred Mazimum Length of Reservation | 3.0 hours * | (community maximum iz 4.0 hours)
Preferred Minimum Time Between Beservations | 4 hours | [community minimum is 3 hours)
Conzole Password [Cisco devices] |Cisco
Enable Pazsword [Cizco devices] |class

E-mail Configs/Logs | @ 1y O Ta lead instructors upon completion

Retain Configs/Logs |[]Instructor-led reservations
[«]Individual or team reservations

Retention Period | 1 vear v
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For more information on adding classes, including a description of each field on the
page, refer to the Class Management section of the NETLABAdministrator Guide

6.4 Schedule a Lab Reservation

The NETLAB+ Lab Scheduler may be accessed using an instructor account or a student
account (if enrolled in a class where individual or team lab reservations have been
enabled). Login to the NETLAB+ system using an instructor account (see section 6.2 and
the NETLAB+ Instruat&uide.

To schedule a lab reservation, select Scheduler from the menu bar or the
link on the body of the MyNETLAB page.

The Scheduler Options screen will be displayed. Detailed descriptions of the scheduler
options are available by selecting Help on the menu bar. Try out the scheduler by
reserving an equipment pod for your own use. To reserve an equipment pod for your
own use, select the scheduling option shown below and then click the OK button.

O X view or cancel reservations

O WO Reserve instructor-led training time for a class
O OO Reserve self-study time for teams

O O Reserve self-study time for individual learners

® @ Reserve an equipment pod for your own use

O (D Reserve lab time in a class that vou are attending as a Iearneri

The reservation calendar will be displayed, where a reservation time may be selected.
Use the calendar in the upper left corner of the screen to select the date for the
reservation by clicking on the date of your choice. You may scroll from month to month
by selectingthe < and = symbols.

The number of pods available for you to select from will depend upon the number of
pods that have been installed on your NETLAB+ server. If more than one community
uses your NETLAB+ server, you will be limited to selecting within the timeframes
designated for your community. Please see the Pod Rules section of the NETLAB+
Administrator Guidéor more information.
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i

Thursda Fehruary 8, 2005
4 February 1:56 PM
= 9 Eastern Time (US & Canada)

|_D" |
=
—_—

ey

[ ([ [ 1=
—

(5] | [mr]

52 [

=

_L
[in]
[ 12 [ [

2006

[]I

POD 1 POD 2 -
BASIC ROUTER POD v2 BASIC SWITCH POD v2

6}" 3 Fouters ;_._— 1 Router, 2 Switches
_—!_i PC Support — PC Support

12am

1am

2am

3am

B3B3 B @ 3@
B3| D@ B @ B E

To select the reservation time, scroll the page up and down as needed to display
available reservation times. Available times are indicated with an '*' symbol. Scrolling
to the bottom of the page will display the color legend, designed to make the calendar
easy to understand.

Color Legend

Diate you are viewing

Today's date

Time reserved far you

Unreserved time

Access restricted to specific instructors and classes
Available time, click to reserve

Tirme reserved for someone else 5
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Once a lab reservation time has been selected by selecting an available time &, the
confirmation page will be displayed.

Select the appropriate option for initial configuration of the pod equipment. The
restore last configuration option will try to restore the lab to the state it was in at the
end of the last attended reservation. NETLAB+ maintains a different .LAST_SAVED
configuration folder for each type of reservation (classroom, student, team, and
instructor).

Reservation Type Instructor Access
Equipment Pod FOD 1
Rezerve Pod For Jane Doe
Time Zone Eastern Time (US & Canada)
Start Time Thursday February 9, 2005 7:00AM

EndTimeIFeb v |9 v |2|Jm3 v |a v |un v |AM v

Initial Configuration | @) rwsiore configs from last Basic Router Pod (Version 2) reservation (if any)
: O load default configs for exercise '
O no configs loaded (clean)

i) Confirm Reservation <a Back to Calendar Cancel

After confirming, a message will be displayed and you may make additional
reservations, or select Done to return to the MyNETLAB page.

'Reservation confirmed.

| Reservation 901
' Reservation Type |nstructor Access
Equipment Pad P00 1
Rezerved For |Jane Doe (jdoel008) :
Time Zone | (GhT-05:00) Eastern Time (US & Canada)
Start Time | Thu Feb 9, 2005 7:00AM |
End Time Thu Feb 9, 2005 8:00Ak
Initial Configuration load last saved config (if any)

i I'm Done | &) Make Another Reservation |

Thereservationf or t hi s | ab reservation wil/ now be
MyNETLAB page. For more information on scheduling reservations, see the Schedule
Lab Reservations section of the NETLAB+ Instructor Guide
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Appendix A Sun LX50

Appendix A.1  Rack Mounting

The Sun LX50 can be mounted in a front-only, front and rear or mid-mount configuration. The
instructions for each style are included in a large, fold out diagram in the server box. Itis very
important that you read and follow these directions carefully, as the server is large and bulky
and should be securely affixed to the rack. The chassis handles should be replaced, and the
front cover reattached to prevent accidental access to the power switch.

Appendix A.2  Console Connection

The Sun LX50 rear RJ45 port is used to connect a PC using a standard console cable like those
used to access Cisco routers. This console connection allows the Administrator to access the
NETLAB+ System Console menu system to perform IP configuration.

Connect the console cable to the server port indicated. The other end of the console cable
should be connected to the PC serial communications port. If your PC has multiple com ports,
be sure to choose the correct port in your Hyper Terminal Port Settings.

Ethernet 1
{to control switch) AC Power
oooog oo
a 7 DDDDD EE\ | r e f%
| 1 T L 1 [ | [
(-DC—ﬁ D e o o
] euso L:J el o &d &&J
Optilonal
Video
Back RJ45
Ethernet0 Serial 2
(to LAN) Optional {Console to PC)
Keyboard
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Appendix A3 Hyper Terminal Settings COMT Properties @K
The HyperTerminal program on the PC should be Pt e T |
configured for the correct serial port for the
following settings:
. Bit d: (3600 =
e Bits per second: 9600 15 REr sEcEn I [
e Data bits: 8 Data bits: [3 =]
e Parity: None
. Farity: |1 -
e Stop bits: 1 i’ I e -
e Flow control: None Stop bits: |1 =]
Pressthe® Ent er” key to vie
Please note that the initial login prompt may be Flows control | NS -
delayed as much as 1 minute.
Restore Defaults |

k. Cancel | ¥ 1] |
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Appendix A.4 Labels

A printed label attached to the top of the server case can be used to identify the ports and
connections for this server.

NETLAB Academy Edition Connections Sun LX50 INJD|G]
Documentation: http://netlabdocs.netacaddev.net

Support: http://iwww.netdevgroup.com/netlab/support. htm

SUN LX50 Serial Console

to Control Switch #1 9600,8,1,N
Monitor Keyboard no flow control
G e O
J Cisco flat RJ45

console cable

I RJ45 to DB9
------- female serial

Laptop computer with 9-pin serial port adapter

PC (optional)

An additional label identifies the power and reset buttons located under the front cover.

REMOVE BLUE COVER TO ACCESS POWER SWITCH

TO AVOID ACCIDENTAL DATA LOSS, always perform a
graceful shutdown from the system console or admin web page

before powering the unit off,
DO NOT USE THE RESET BUTTON

to reboot the system. Use the
system console or admin web page

to perform a reboot.

POWER  RESET
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Appendix B IBM xSeries 305
Appendix B.1 Rack Mounting

The IBM x305 Rack Installation Instructiorse included with the documentation that shipped
with the server. This printed publication contains the instructions to install your server in a
rack. Itis very important that you read and follow these directions carefully.

Appendix B.2 Console Connection

The IBM x305 rear serial-port connector is used to connect a PC using a standard serial cable.
This console connection allows the Administrator to access the NETLAB+ System Console
menu system to perform IP configuration.

Connect the serial cable to the server port indicated. The other end of the serial cable should
be connected to the PC serial communications port. If your PC has multiple com ports, be
sure to choose the correct port in your Hyper Terminal Port Settings.

il I | s
L |:||:||:||:|:|:||:||:|u.°° E’!;},‘BH

Ethernet 2(to control switch)
Ethernet 1(to LAN)

¢ ! LI
Keyboard Video / \ Serial(Console to PC)

Appendix B.3 Hyper Terminal Settings

The HyperTerminal program on the PC should be Port Settings |
configured for the correct serial port for the
following settings:

e Bits per second: 9600 Bitz per second: |HEDD =]

D ata bitg: IB j

e Data bits: 8

e Parity: None

e Stop bits: 1 Parity: [None R
e Flow control: None
Stop bikg: |1 j
Press the “Enter” key t re
Please note that the initial login prompt may be Flaw control: [T —

delayed as much as 1 minute.
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Appendix B.4 Labels

A printed label attached to the top of the server case (rear view) can be used to identify the
ports and connections for this server.

MNETLAE Academy Edition Connections IBM =305 [MFE
Documentation: http:/netlabdocs netacaddey . net
Suppart: hitp: A netdevgroup.com/metlab/support htm

B x305 Serial Console
9500,3,1 M
kKeyboard  Monitar no flow control

to Contral G
ON - A c s

When the Ethernet link LED {green) is Iit, t
indicates that the speed of the Ethernet LAN

— i5 1000BASE-T. When this green LED is off,
_@ it indicates that the speed of the Ethernet

PC (optionall  LAN is 10/100BASE-T.

An additional label identifies the power and reset buttons located on the front cover.

DO NOT USE THE RESET BUTTON to reboot
the systern. Use the systern console or admin
web page to perform a reboot,

TO AVOID ACCIDENTAL DATA LOSS,
always perform a graceful shutdown
from the system console or admin web
page before powering the unit of.
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Appendix C IBM xSeries 306
Appendix C.1  Rack Mounting

The IBM x306 Rack Installation Instructiorse included with the documentation that shipped
with the server. This printed publication contains the instructions to install your serverin a
rack. Itis very important that you read and follow these directions carefully.

Appendix C.2 Console Connection

The IBM x306 rear serial-port connector is used to connect a PC using a standard serial cable.
This console connection allows the Administrator to access the NETLAB+ System Console
menu system to perform IP configuration.

Connect the serial cable to the server port indicated (serial connector port). The other end of
the serial cable should be connected to the PC serial communications port. If your PC has
multiple com ports, be sure to choose the correct port in your Hyper Terminal Port Settings.

Rear

Keyboard Ethernet 1 connector (to LAN)
connector

[, F@‘y 3
/ /)

System power Serial Video
connector connector connector

Ethernet 2 connector (to Control Switch)

n m|ws = e n
IO OO DI OO O I RO CI O
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The HyperTerminal program on the PC should be Part Settings |

configured for the correct serial port for the
following settings:

e Bits per second: 9600
e Data bits: 8

e Parity: None

e Stop bits: 1

e Flow control: None

Press the “Enter key t
Please note that the initial login prompt may be
delayed as much as 1 minute.

Bitz per zecond: I 9600

[rata bits: IB

Parity: I Mone

Stop bikg: I 1

Flaw contral;

Mone

Appendix C.4 Labels

A printed label attached to the top of the server case (rear view) can be used to identify the

ports and connections for this server.

Docurnentation: http://netlabdocs netacaddew net
SuUpport: http: ey netdevgroup camdnetlab/support . htm

METLAB Academy Edition Connections IBM x306 [M1E

Serial Consaole
9500,8,1 M ta LAN

no flow control  Monitor

O &Y

to Control
Switch £ 1

Keyboard

When the Ethernet link LED [(green)
is lit, it indicates that the the

— Ethernet netwark is 1 Ghps. When
@ the LED is off, it indicates that the
PC (optional)  Ethernet network is 104100 kMbps.

An additional label identifies the power and reset buttons located on the front cover.
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DO NOT USE THE RESET BUTTON to reboct
the system. Use the systemn console or admin
web page to perfarm a reboot,

TO AVOID ACCIDENTAL DATA LOSS
always perform a graceful shutdown
fram the system console or admin web
page before powering the unit off.
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