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1 Background

NETLAB+ remote PCs and servers in a pod can be implemented using virtual machines
running on VMware vSphere 4. The flexibility and broad selection of tpgrsystems

and configurations that may be provisioned on a virtual machine offer great potential to
support IT training imwide range of disciplines using NETLAB+.

This guide provides informatiaon NETLAB+ remote PC VMwarmpliementation using
ESXversions 4.01 and 4W2with vCenter.

In the subsections below, we will begin lnging to your attention the prerequisite
knowledge recommende@long withbuilding afundamental understanding of how
remote PCs, virtualization and NETLAB+ work toget

Objectives

What should know before proceeding?

What is a remote PC?

What can users do with a remote PC?

What is a virtual machine?

How do NETLAB+, VMware vCenter and VMware ESXi work together?

= =4 4 -8 4

1.1 What should | know before proceeding?

NETLABeommunicates with VMware vSphete perform automated tasks and virtual
machine managementJsers othis guide should haveworking knowledge of
VMware vCenter, the vSphere Client and VMware ESXi.

NETLAB+ administratousing this guideshould be comfortale with the process of
creating and configuring@A NIi dz f YIAOKNX Y OK& T HBZEAY)I (GKS G{ LI

TheVMware \Ephere Virtual Machine Administration Guipkovides déailed guidance
on provisioning virtual machines.
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1.2 What is a Remote PC?

Aremote PGs a personal computer or server that can leenotely accessed from

another desktop Remote accesslows a user to have full access to the keyboard, video,

and moue of the remote PC. NETLAB+ provides-uitient software for remote

I 00Saas 6KAOK Aa f2FIRSR +dzi2YFdAOrft& GAL (K

Campys

User
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1.3 What can users do with aremote PC?

Users can remotely access tkeyboard, videpand mouse of a remote PGIETLAB+

also provides special features such as shared simultaneous access, interfacing with real
lab equipment (routers, switches, and firewalls), remotely powering a PC on or off, and
restoring the PC to a clean state. This offers a wide range of jjdssb Here are a

few scenarios that are being used today.

1 Online Lab Blivery. Provide students with sefpaced, scheduled access to real
operating systems and application software, without distributing software or
licenses.

1 Distance LearningProvide remote instructorled training by allowing
simultaneous shared access to remote PCs and remote servers. Several users
Oy 02yySOG (G2 FyR aKINBF GKS NBY2GS t/ Qa
time. Using NETLAB+, students can observe what tieiobsr is doing on the
remote PC, and viegersa.

1 Resource Scheduling?rovidescheduled usage to limiteghysical lab
equipment and virtual machine host serveRBroactive Resource Awareness
allows you to timeshare virtualization servers using the INMBF scheduler.

1 Online Network Taining. Provides online delivery of network training. Remote
PCs can be interface with real lab equipment, such as routers, switches, and
firewalls, all of which can be accessed remotely using NETLAB+.

1 Online GeneralT Training Provideon-line access to real operating systems and
real application software. Using NETLAB+, remote PCs can be completely
isolated from production networks, providing a safe environment for instructors
and students to do things that are htypically allowed on production networks.
Students can safely experience administrative privileges in complex computing
environments. You can now provide labs that are not practical for students to
set up at home, or scenarios that would be too diffi¢a set up by new IT
students. NETLAB+ includ@8virtual topologies that can be used to teach a
variety of courses, including Linux, Microsoft or Cyber Security. Pods using these
topologies can be created very quickly using NEFsABd cloning and
automated network features.

1 Online Security faining. Provides online delivery of security training. Using
NETLAB+, remote PCs can be completely isolated from production networks,
providing a safe environment for instructors and students to do thihgs are
not typically allowed on production networks. This might include configuring PCs
and lab devices using administrator privileges, installing new software, capturing
network traffic, experimenting with firewalls and VPMgaling with live viruses

1/25/2012 PageB of 223



N|D|G

Remote PC Guide for VMware Implementation Using ESXi versions 4.01 and 4.1 U2 with vCenter www.netdevgroup.com

and malware and scanning networks. At the end of the lab reservation,
NETLAB+ will undo any changes.

1 VMware vSphere ICM Coursd@he VMware vSphere ICM course prepares your
students for the VMware Certified Professional exam. NDG hasgrad with
VMware to prepare a series ¢ébs for the NETLAB+ environmehisingthe
virtualization and pod assignment capabilities of NETLAB+, each student has
access to their own set of virtuauipment, which they may maintain exclusive
use of throughout the courseStudent pods can be created very quickly using
NETLABs pod cloning and automated network featureNETLAB+'s use of
virtualized lab components results in a significant cost reduction by allowing
several pods to run simultaneously on one physical sefver more information,
please visitttps://www.vmware.com/partners/programs/vap/
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1.4 What is a Virtual Machine?

In NETLAB+\artual machinds a remote PC or remote server that runs onuéitzed
hardware. Although the hardware is virtualized, real operating systems and real
application software can still be used; virtual hardware appears to be real as far as the
software is concerned. In fact, the software running on a virtual machiakosed to

execute instructions directly on the real CPU. This provides relatively good performance,
comparable to actual hardware in most cases. A special process known as the
hypervisomanages workload among virtual machirf@$/s)to ensure that each

application has time to execute.

Virtualization allows you to host real operating systems and real application software
with fewer hardware resourceslo implement VMsthe NETLAB+ software interfaces
with third party virtualization products thatun on separate servers (not on the
NETLAB+ server). This guide is specific todHEXand 4.1J2with vCenter from
VMware Inc.

Each NETLAB+ remote PC or remote server runs insidarada machine VMware

ESXi provides virtual CPU, virtual meymmirtual disk drives, virtual networking

interface cards, and other virtual hardware for each virtual machine. ESXi also provides
the concept of a virtual networking switch. Virtual switches can be connected to real
networks via host network adapterallowing VMs to connect to real networks.
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1.5 How do NETLAB+, VMware vCenter and VMware ESXi work together?

The following diagram depicts four major components that make up a typical NETLAB+

system setup usingMware vCenter and VMware ESXi. 4.x

CampusUsers

Remote Users

CampusLAN

,,,,,,,, VMware vCenter
(can be a virtual machine)

Physical Servers Running VMware ESXi

NETLAB+ Control Network (iscigted)

Real Equipment
(optional, Cisco NetAcad)

ESXi Local Disks
OR
SAN (optional)

0.

,w“

. Virtual Machines
- ' (for Cisco pods)
L. <

. VMware ICM Pods

S/

1. The NEIAB+ server provides the user interface for student and instructor access, an
interface to manage VMs, and software features to automate virtual machine pod
creation. This document assumes you have already setup your NETLAB+ server.

2. VMware vCenter is uskto manage your physical VMware ESXi servers, to create
VMs, and to take snapshots of virtual machines. NETLAB+ communicates with
vCenter to perform automated tasks and virtual machine management.

3. Physical VMware ESXi servers host the virtual machingsur virtual machine pods.
In the example environment shown here, there are two host servers. Each NETLAB+
remote PC or remote server runs inside ofidual machine

4. Pods consisting of virtual machines reside on your physical ESXi host server disks.
Optionally, these VMs can reside on a Storage Area Network (SAN).

Virtualization using ESXi is performed on separate physical servers, not included with
NETLAB+. You can interface with multiple ESXi servers if necessary.

1/25/2012
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Here is list of features ancelmefits provided by NETLAB+, working in conjunctioh wit
VMware vCenter and VMware ESXi.

1 Remote AccessThe keyboard, video and mouse of each virtual machine can be
I 0O0OSaaSR ¢gAGK2dzi | ol Ol R22NE ySOg2N] 2NJ
Access to airtual machine is proxied througRETLABand the virtualization
host system, similar to K\Helver-IP hardware solutionaNo special client
A2F06FNB 020KSNJ GKIFyYy WI @ ONENLABWIS Ij dzZA NB R 2y
download its remote PC access appligatto the client whenever the user clicks
onaPC.

1 Sharing. Multiple users can share access to a virtual machine simultaneously.

1 Connection ProxyNETLAB#nultiplexesvirtual machine traffic using a single 1P
address and two TCP ports. It also progiddrontend to the virtual machine
environment, so that virtualizabn servers and VM3o not have to be placed on
production networks. This significantly increases security and eases firewall
administration. If the user has a valid lab reservatioNETLAB will proxy client
access to the keyboard, video and mouse of the virtual machine. This access is
terminated when the lab reservation completes, ensuring that users of different
reservations do not interfere with each other.

1 Automated Operations.Users may power on, power off, and revert to clean
state (scrub) from thé&NETLABweb interface.

1 Snapshos. NETLABsupportsrevert to snapshat Changes to a virti macline
can be discarded at the end of a lab reservation, returning the PC to astisan

1 Progressive LabsUsing NETLAB+ Pod Assigner, students may be assigned their
own pod and personal VMs for an entire course. These VMs will réigiin
state betweenab reservations.

1 Linked Virtual MachinesNETLABcloning operations suppotinked virtual
machines.A linked virtual machinehases virtual disks with a masteirtual
machine in an ongoing mannerthis conserves disk spaaed allows multiple
virtual machines to usthe same software installationLinked virtual machines
canbe created very quickly because most of the disk is shared with the master
VM.

1 Pod Cloning.Pods containing only virtual machines can be cloned in a single
operation. This is called pod cloning. The NETLAB+ administrator can clone a
master pod very qiekly. Using linked virtual machines, a typical pod can be
cloned in one minute or less.

1 Automatic Networking. Many NDG provided pademplates support automatic

networking. When a pod starts, NETHABI| create all the necessary virtual
1/25/2012 Pagel2of 223
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switches andor port groups on the VIQ ldost server, and bind each virtual
machine network adapter to the correct port group. At the end of the lab
reservation, NETLABVill delete the virtual switches and port groups used by
the pod to free networking resources.

Automatic Remote Display SetugNETLAB+ now supports automatic setup of
remote display parameters on virtual machines. This feature combined with pod
cloning and automatic networking allows pods to be deployed very quickly from
a set of master VMs withoutrgy manual setup.

Proactive Resource AwarenesBroactive Resource Awareness allows you to
time-share virtualization serverusing the NETLAB+ scheduléscheduling a
particular pod would exceed the virtualization host seniarits in a30-minute

time slot, the pod cannot be scheduled at that time and will be clearly indicated
on the scheduler.This feature hows you to increase trainees with fewer servers
while providing a good lab experience.

VM Deletion. Virtual machines can be removed from threventory and/or
completely fromthe disk directly from NETLABWhen deleting a pod, NETLAB
provides the option to delete all virtual machines in one operation.
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2 Planning
2.1 VMware Product Comparison

The following table compares NETLAB+ suppmorsélected VMware hosting products.
This guide is specific WMware vSphereESXwith vCenter

Do not use VMware vSphere 5. NETLAB+ doesupgiort vSphere 5 at this tingue to
severalknown issuegregardingeSXi angCenter) See theNETLABRemote PC
Supportpage for the most current informatianThe diagram below illustratebe
supported options.

ICM 5.0 Virtual Pods
on ESXi 4.1U2 Physical

Supported

ICM 4.1 Virtual Pods
on ESXi 4.1U2 Physical

Supported

Any ICM Virtual Pod
on ESXi 5.0 Physical

Not Supported

Physical Host
VMware ESXi 4.1 U2

Physical Host
VMware ESXi 5.0

Physical Host
VMware ESXi 4.1 U2

ICM 4.1 Pod VMs ICM 5.0 Pod VMs ICM 4.1/5.0 Pod
ESXi4.1 ESXi5.0 ESXi
ESXi4.1 ESXi5.0 ESXi

vCenter 4.1 (Windows) vCenter 5.0 (Appliance) wCenter

vclient VM vclient VM vclient VM

SAN VM SAN VM SAN VM

Other Pod(s)

Other Pod(s)

Other Pod(s)

1 VMware ESXi 4.1 U2 is currently recommendedpioysicalhost servers.
1 VMware vCenter 4.1 is currently recommended for NETLAB+ VM management.

1/25/2012
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VMw are
VMw are Product ESXi
vCenter
VMw are Major Version(s) 5.0
NETLAB+ Support Not Supported
Minimum NETLAB+
Version
Architecture

VMw are Versions
Tested by NDG

Host Operating System
Required

vCenter Required
Support ICM 4.1 Pods
Support ICM 5.0 Pods

THIS GUIDE
VMw are VMw are
ESXi ESXi
vCenter vCenter
41 U2 4.01
Recommended Supported
2011.R2 2011.R2
Bare Metal Bare Metal
Hypervisor Hypervisor
4.1 U2 4.01
No No
Yes Yes
Yes No
Yes No

VMw are
ESXi
Standalone

4.01

Supported
2009.R1

Bare Metal
Hypervisor

4.01

No
No
No
No

The documentation and screeshot examples in this guide illustrate the usee$Xi 4.1
U2for host servers. NETLAB+ system software will work with ESXi 4.01 servers, but be
aware that if you plarto use your NETLAB+ system to teach the VMware IT Academy
Program InstallConfigure, Manage (ICM) 4.1 or 5.0 coyis8Xi 4.W2is recuired for

the ICM course and ICM pod deployment.

If your system is currently using ESXi 4.01, upgrading to ESXi 4.1 U2 is recommended.

1/25/2012
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2.2 NETLAB+ Feature Support

The following table compares NETLAB+ features that are supported/aritbus
VMware virtualzationproducts.

THIS

GUIDE

VMw are VMw are
NETLAB+ Features ESXi ESXi

vCenter  Standalone
VMw are Major Version(s) 4.41'032 401
Remote PC Viewer Yes Yes
Pow er On / Off VM Yes Yes
Revert to Snapshot Yes Yes
Integration w ith VIMw are vCenter Yes
VM Inventory Yes
Linked Clones Yes
Clone VM Pods and Individual V Ms Yes
Automatic Netw orking (1) Yes
Automatic Remote Display Setup (2) Yes
Delete Pod VMs and Individual V Ms Yes
VMw are vSphere ICM Course Support (3) Yes

(1) NETLAB+ will automatically setup netw orking on NDG standard pods.
(2) NETLAB+ willautomatically program Remote Display parameters.

(3) VMw are vSphere ICM course requires ESXi4.1 U2 and vCenter 4.1.

2.3 Virtual Machine Software Licenses

For the purpose o$oftware licensing, each virtual machine is treated as an individual PC
or saver. Please refer to the specific vendor license agreements (and educational
discount programs, if applicable) to determine licensing requirements for your virtual
Y| OK A ytBadie(serdepsbftware, operating systems, and applications.
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2.4 Obtaining VMware v Sphere Software and Licenses for the NETLAB+
Infrastructure

TheVMware Academic Programnablesmember organizationsorldwideto gain easy
access to cuttinggdge virtualization technology and resources at no chakgjégible

faculty within educational institutionsayeasily access and download selected VMware
software at no charge.

For further information, please visit:
http://www.vmware.com/partners/programs/education/eacademy.html

Renewablédicenses for your physical ESXi Host servers and vCenter Server are available
from the VMware eacademy.

Server Software Source
ESXi Hosts VMw are vSphere ESXi Server VMw are e-academy w ebsite
VMw are vCenter Server Standard VMw are e-academy w ebsite
vCenter Server Windows Server 2008 R2 64-bit MSDN-AA or Retail
Microsoft SQL Server 2008 R2 64-bit MSDN-AA or Retail

2.5 VMware ESXi

Physical VMware ESXi servers host the virtuathimes in youpods. Virtualization
using ESXi is performed on separate physical servers, not included with NETLAB+. You
can interface with multiple ESXi servers if necessary

NETLAB+ is compatible with VMware ESXi versions 4.01 ab@ 4Fbr new
installations, version 4.W2is recommended. The hardware you use fory@8Xi
server(s) must be compatible with the version of ESXi you select.

VMware ESXi 4W2isa required componentif you plan to use your NETLAB+ system to
teach the VMware IT Academy Program Install, Configure, Manage (ICM) course. For
more details on NETLAB+ support of tdcourse:

http://www .netdevgroup.com/content/vmita/
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2.5.1 VMware ESXi Host Requirements

Thefollowingtable shovethe specifications for the VMware hostachine used by NDG
as the 2012est platform. We recommend using these specifications as a reference
when planning yourwn system configurationYour specific CPU, memory, and disk
requirements willvary dependingn the number of active vidal machines and their

respectiveconfigurations.

Components

Server Model

Operating System

Hypervisor (installed by you)

Physical CPUs

Hardw are Assisted Virtualization Support

Total CPU Cores/ Threads

Total System Memory

Chassis Hard Drive Configuration

Storage Configuration Options

(Tablecontinued on next page)

1/25/2012

Recommended Minimum / Features

Dell R710

Specify NO operating systemon order.

VMw are ESXi 4.1 U2
Two (2) x Intel Xeon E5620 Quad Core @ 2.4GHz"*

Intel-VT and Intel-EPT®

8 cores, 16 threads
Memory requirements vary based on server role or curriculum.

Management Server: 32GB or higher recommended.
Cisco NetAcad only: 64GB or higher recommended.
VMw are ICM 4.1 course: 72GB minimum.

VMw are ICM 5.0 course: 128GB minimum.

Use 16GB quad-ranked DIMMs for maximum expansion.
(Kingston part number KTD-PE310Q/16G)

6 x 3.5"

1.5TB Internal Direct Attached Storage Option™
{ H700 RAID Controller, 512MB Cache
T RAIDS
 3X1TB,3.5SATA, 7200 RPM 3.0GB/s
T Western Digital RE4 WD1003FBY X Recommended
f 1VMware VMFS Datastore

3.5TBInternal Direct Attached Storage Option4
I H700 RAID Controller, 512MB Cache
1 RAIDS
 3X2TB, 3.5SATA, 7200RPM, 3.0GB/s
I Western Digital RE4 WD2003FYYS Recommended
1 2VvMware VMFS Datastores

Dell PERC H700 Controllers with 512MB cache are

recommended.
Dell PERC H200 Controllers are NOT recommended.
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(Table continued from previous page)

Components Recommended Minimum / Features
NIC Dual Tw o-Port Embedded Broadcom NetXtreme 115709 Gigabit
Ethernet
Riser Card Riser with 2 PCle x8 + 2 PCle x4 Slot
BIOS Setting Performance BIOS Setting
Pow er supplies High Output Pow er Supply, Redundant, 870W
Embedded Management DRAC6 Express
Optical Drive DV D ROM, SATA, Internal

"Minimum recommended processor is Intel E5620 @ 2.4Ghz (4 cores, 8 threads per CPU). VMware ICM
pods have not been tested on AMD based systems by NDG and are not supported.

“Two (2) physical CPUs per server (i.e. dual-socket) are required for VMw are ICM pod support (8 cores, 16
threads per host).

%64-bit processors with hardw are-assisted virtualization (Intel-VT/EPT) are required for good virtual machine
performance and to support VMw are ICM course offerings.

“Internal Direct Attached Storage consists of hard drives that reside on the ESXi server and are connected
directly to the host systemvia a RAID controller.

Please search the VMware Compatibility guide to ensure your ESXi host hatidwa
compatible with the VMware version you wish to use.

http://www.vmware.com/resources/compatibility/search.php

NDG Equipment Selection Disclaimer

NDG offers no warranties (expsesd or implied) or performance guarantees (current or
future) for 3rd party products, including those products NDG recommedde to the
dynamic nature of the IT industry, our recommended specifications are subject to
change at any time.

NDG recommendg equipment specifications are based on actual testing performed by
NDG To achieve comparable compatibility and performance, we strongly encourage
you to utilize the same equipment, exactly as specified and configure the equipment as
directed in our setp documentation Choosing other hardware with similar
specifications may or may not result in the same compatibility and performanice
customer is responsible for compatibility testing and performance validation of any
hardware that deviates from ND@commendations.NDG has no obligation to provide
support for any hardware that deviates from our recommendations, or for
configurations that deviate from our standard setup documentation.
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2.5.2 Special ESXi Host Requirements for VMware IT Academy

HardwareAssisted Virtualizatiofintel VTx)isREQUIREDN any host yowse for the
VMware IT Academy Install, Configure, Manage (ICM) course.

TheVMware IT Academy labs hamet been tested on AMD processa@rd are not
supportedon AMD processors.

TheNETLA+ VMware ICM Pod Installation and Configuration Gpideides detailed
instructions fordelivering the ICM course usingywWdNETLAB+ system. You may obtain
this guide through theNDG Lab Resource Center for the VMware IT Academy

http://www.netdevgroup.com/content/vmita/resource/

2.5.3 Obtaining VMware ESXi and Licenses

The following procedure assumes you are a registered member of the VMware
Academic Program (VMAP). Nommbers can obtainvaluation copies of VMware
vCenter and ESXi software frditip://www.vmware.comand purchase through retail
partners.

When downloading ESXi it isimportant to select a versia is compatible with
NETLAB+.

1 NETLABis compatible with VMware ESXi versions 4.01 andJ2.1

1 For new installations, version 442 is recommended.

1 VMware ESXi 42isa required componentif you plan to use your NETLAB+
system to teach the VMware IT Academy Program InstafifiQure, Mange
(ICM) course.

Keep in mind tha¥ Mware ESXi versidnOis not supported. Do not select VMware
ESXi 5.0

The current link from VMware Academic Alliance Program is for VMware ESXi 4.1. You
will need to upgrade to 4.1 U2 as recomnuzed.

1. Followthe link provided to you by VMware when you registered in the VMware
Academic Alliance Program. This téke you to theacademic software store.

2. Click orFaculty/Staffat the top to see the available downloads. You must be a
registered Faculty/Staff useFor more information, contact the VMware Academy
contact at your school.
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3. Click onvMware vSphere ESXi Servavhich is marked with a red box in the picture
below. This is the first of two software items you will download from trecademy
website (se sectiorn2.6.2) ® ¢tKSasS AGSYa IINB YIFEN]SR gAGK

Faculty/Staff

VMware | Lab Installs

B =

VMware elearning VMware Fusion 4 (for VMware Player 3
Mac OS X)

VMware vCenter Lab VMware vCenter VMware vCloud
X Manager 4 Server Standard Director =
I I
| Eu . |
1 f— 1
1 1
1 1
1 1
1 1
. VMware vSphere ESXi VMware Workstation VMware Workstation 7 |
! Server 6.5 !
1 1
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4. Click orAdd to Cart.

Students Faculty/Staff

VMware vSphere ESXi Server - Download

Manufacturer: vMware, Inc.
! — Free
VMware ESX| 4

Delivery Type: Download
Quantity: Il restricted

Available to: Faculty/Staff I

i Add To Cart I
In Stock

Are you eligible?

2 Tweet 0 1 Recommend I} Sign Up to see what your friends recommend.

You will be able to place an order for this product again in 12 months after the initial order.
The license you will receive with this offering is valid 12 months starting with the 1st of the month the offering was ordered.

5. Sign in with your registered login.
6. Click onCheck Outo continue.

Your Cart
Name Quantity Unit Price  Price
Vitware viphere ESXi Server - Download 1 Free Free | pamove
Date Added: b i
[ Update Cart | Subtotal: $0.00
" Check Qut  Continue Shopping

7. Read and accept theULA
8. On the confirmation page, click dAroceed With Order.
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9. On the receipt page, record the serial number found unteems. You will need
this serial numberfor the installation later.

Items Al prices sra in US Dollars

Hamae Quantity Unit Cost Amount
1. VMwars v 3phers E3XI Sarver - Download wnload Optons 1 £0.00 $0.00

l_ - HIZ94- - - -31.|=:El.l_'|

Subtotal:  $0.00
Taxes: $0.00
Total:  $0.00

There is a limit of one domload of ESXie®Bver per useaccount If you system will be
running more than DellR710 ESXi Host Servers (see se@fondiscussio)) you will
need oneor more additional licensedn order to circumvent the limitation, you may
use additionalegistered faculty/staff accourstto obtain additional licensed downloads.

2.6 VMware vCenter

VMware vCenter Server enables youtanage the resarces of multipleESXhosts and
allows you tamonitor andmanage your physical and virtual infrastructuigtarting

with software version 2011.RRIETLABtegrates withVMware vCenter Server to
assist the administrator with installingeplicatingand configuring virtual machine pods.

2.6.1 VMware vCenter Server Requirements

A separateserverrunning a64-bit WindowsServer operating system requiredfor
vCenterServer StandardThisservercan be gphysical servefbare metal)or virtual
machinerunning on a VMware ESXi 4.1 U2 hdsteither case, the physical server on
which vCenter resides should be a dedicatednagement server" to provide ample
compute power.

NDG does not support configurations where vCenter is running on a heavily loaded ESXi
host and/or an ESXi host that is also used to host virtual machines for NETLAB+ pods.
Such configurations have ekited poor performance, API timeouts, and sporadic errors

in NETLAB+ operations.
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This table outlineseveral configurations supported by VMware and recommended for
NETLAB+.

7 Operating vCenter Host/VM
Sipioln ol System Version Driilicee Limit

Window s

1 VMwareESXi4.1U2  Server 2008 VWCIES:I; 2"1 for  Microsoft SOL Server -
R2 (64-bit)
Window s Microsoft SQL

2 VMw are ESXi 4.1 U2 Server 2008 Vw?ﬁgfj?/\s ;Ll for Express (built-in 5/50
R2 (64-bit) database)
Window s

3 Bare Metal Server 2008 VW?ESI)?/\S ;1'1 for Microsoft SQL Server  ---
R2 (64-bit)
Window s Microsoft SQL

4 Bare Metal Server 2008 VW?ﬁgg\e/\r/ ;"'1 for Express (built-in 5/50
R2 (64-bit) database)

Option 1 is recommended for any vSphere infrastructure of 50 or more vintaghines.

Option 2 is recommended for small vSphdré U2deployments that will not exceed 50
virtual machines.

Options 3 and4 are bare metal Windows 2008 server deployments and do not leverage
virtualization. Only one instance of vCenter can be mmthe server.Running vCenter
in a virtual machine instance is recommended as it provides additional benefits:

The vCenter VM can be backed up using vSphere backup utilities.

The vCenter VM can be easily migrated to another host.

The vCenter VM can faver to another host.

You may stand up new versions of vCenter on the management server, in
parallel with the production instance, and slowly upgrade components and VMs
to newer versions of VMware vSphere as they become available.

= =4 -4 A

The vCenter servenusthave network access to your ESXi servers and to the Internet
for updates and patches. You wilBethe VMware vSphere Clietd accesyCenter
Server.
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2.6.2 Obtaining VMware vCenter Server and Licenses

The following procedure assumes you are a registerechivex of the VMware

Academic Program (VMAP). Nowembers can obtain evaluation copies of VMware
vCenter and ESXi software from http://www.vmware.com and purchase through retail
partners.

The installer for vCenter Server is available through the VMwaaeaglemy website. If

you are installing vCenter Server on a physical machine, it is recommended you perform
these steps on that computer to avoid large file transfers. If you are installing on a
virtual machine, you will need to upload this file to thexEBatastore.

1. Followthe link provided to you by VMware when you registered the academy. This
will take you to theacademidicensesoftware store.

2. Click orFaculty/Staffat the top to see the available downloads. You must be a
registered Faculty/Stafiser. For more information, contact your VMware academy
contact at your school.

vmware’
T —— S TaaIISSSS——— 00 s

Students )

VMware

Product Search GO

[~}

English (United Sraras] | "8 US Dallars

2 Twoirt ] ciiLie [ Bethe first of your friends to e Ehis
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10. Click onvMware vCenter Server Standdrwhich is marked with a red box in the
picture below. This is the second of two software items you will download from the
e-acalemy website (see sectidh6.2) ® ¢tKSasS AdSYya INB YIN]SR
picture below.

r

IETO racuity/Statt

VMware | Lab Installs

B ==

VMware elearning VMware Fusion 4 (for VMware Player 3
Mac OS X)
VMware vCenter Lab VMware vCenter VMware vCloud
Manager 4 Server Standard Director
VMware vSphere ESXi VMware Workstation VMware Workstation 7
Server 6.5
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3. Click orAdd To Cart

Home | Your Account | Help | SignIn

~\
\

vmware

Students Faculty/Staff

English [United States] | B s pollars Product Search l Go ]

VMware vCenter Server Standard - Download

Manufacturer: VMware, Inc.

. . Quantity: | 1
Payment: PayPal, Visa, MasterCard, American e
Express = Add To Cart
Delivery Type: Download Free o
. Who is Eligible?
In Stock * Faculty/sStaff

(more...

Quantity restricted

2 Tweet 0 £ Recommend B} Be the first of your friends to recommend this.

You will be able to place an order for this product again in 12 months after the initial order.
The license you will receive with this offering is valid 12 months starting with the 1st of the month the offering was ordered.

4. Sign in with your registered login.
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5. Click onCheck Outo continue.

Home | Your Account | -\.—;‘T Shopping Cart | Help | Sign Out
~
vmwdare
Students Faculty/Staff
English [United States) | B Us Dollars Product Search
Your Cart
Name Quantity Unit Price Price

WMware vCenter Server Standard - Download i Free Free | pamove
Date Added:
Update Cart Subtotal: 30.00

" Check Out % Continue Shopping

Privacy Policy | Safe Shopping

o

Read and acqs the EULA
On the confirmation page, click édiroceed With Order.

8. On the receipt page, record the serial number found unitems. You will need
this serial numberfor installation later.

~

Items  All prices are in US Dollars

Name Quantity Unit Cost Amount
1. VMware vCenter Server Standard - Download Download Options 1 £0.00 %0.00
VMvare EULA
I Serial Number - 4M406- -6 o- -89UsM I

You will be able to place an order for this product again in 12 months after the initial
order.
The license you will receive with this offering is valid 12 months starting with the 1st of
the month the offering was orderad.
Subtotal: $0.00
Taxes: 50.00
Total:  $0.00
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9. Click orDownload Optionsto get the link for downloads.

Items  All prices are in US Dollars

Name Quantity Unit Cost Amount
1. VMware vCenter Server Standard - Download |Download Options 1 %0.00 %0.00
VMware ELLA

Serial Number - 4M406- -6 o -89U5M

¥ou will be able to place an order for this product again in 12 months after the initial
order.

The license vou will receive with this offering is valid 12 months starting with the 1st of
the month the offering was ordered.

Subtotal: $0.00
Taxes: 5$0.00
Total: $0.00

10. Click onVMware vCenter Server 4.110 start the download. Save the file to
your desktop for installation.
11. Sign out and close thea&cademy website.
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2.7 Networking Models

The NETLAB+ server, vCenter server and ESXi hosts siaglbéomedor duathomed
depending on your requirementslhis guide documents threedmmonnetworking
configurations

1 SingleHomed Networking
1 DuatHomed Networking
1 Secure+ Networking

Please revieveach configuration to determine which one best suits your negcisoose
only one of these configurationsthenperformthe corresponding setupasks.

The NHLAB+ server, vCenter server and ESXi hosts should be geographHatisted.

If SingleHomed (outside) networking is used, all components should be connected by
100Mb/s a higherspeedLAN. NDG does not support split server configurations that
traverse a WAN and/or configurations that place firewalls between these servers.

The following table describes the symbols and connection types denoted in the
networking diagramshroughout this section.

Symbol| Connection Type

HTTP HTTP Connection

PC Remote PC Display User Connection
PCB Remote PC Display Back Connection
MGT VMware vSphere Management Connecti
REQ Real Equipment Traffic on VLANs

Remote Deskip Protocol
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2.7.1 Single-Homed Networking

Singlehomed networkingSH)connects one NIC from each server to a routable nelkwor
on your campus. Séan be used if your pod®ntain only virtual machines (i.gou are
not hosting only real lab equipnmg). All traffic flows across the campus LASonsider
the Secure+ network model (described later) if you do not want the VMware
infrastructure componentsr trafficon the campus LAN.

Public IP

Campus LAN

Outside

»
y PCB_

0

NAT

Campus IP

A MGT 2

Campus Users

Campus IP

 PCB 4

MGT

System Admin

Campus IP
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SH does not require NETLAB+ control switches. A 1Gb/second switch fpigttly
recommended for each server connection. This will provide optimal bandwidth for
remote display connections and virtual machine cloning operations between hosts.

2.7.1.1 Single-Homed Setup Tasks

If you have chosen singleomed networking, thdollowingsetup tasksan be
performed now.

1.

Obtain anlP addressessubnet mask, and default gateway for each outside
server interface connected to your campus LAN.

If you are using a physical server for vCenter, connect it to a Gigabit Ethernet
port on your camps LAN.

Connect the first Ethernet port of each ESXi host to a Gigabit Ethernet port on
your campus LAN.

Later in the setup process, you will configure IP parameters for these ingstfache
following table show&ey configurations parameters that widé implemented for this
networking model.

IP Address

Subnet Mask

Gateway

vSwitch

Management
Path

NETLAB vCenter ESXi Host 1 ESXi Host 2
Outside Inside Outside Inside Outside Inside Outside Inside
Campus Campus Campus Campus
Campus Campus Campus Campus
Campus Campus Campus Campus

vSwitchO vSwitchO
* *
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2.7.2 Dual-Homed Networking

Duathomednetworking(DH)can be usedff you are hosting both virtuahachinesand
real lab equipment in your NETBA pods. In this environmetLANs on NETLAB+
control switches serve @ "inside”communication path for virtual machine traffic
between yourESXi host serveand real lab equipment.

PublicIP

L

R

Campus LAN
Outside

iu

NAT

Remote Users

»

Campus Users

MGT

System Admin

1/25/2012

Control Switches

HTTP Inside
| PC_ 2 :
L PCB |
Campus IP 169.254.0.254
L MGT 2
Campus IP 169.254.0.253
| PCB 4
<<»
Campus IP » 169.254.0.241
L REQ 2
P 169.254.0.242

Real Equipment
(optional, Cisco NetAcad)
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2.7.2.1 Dual-Homed Setup Tasks

If you have chosedualhomed as your networking model, the following setup tasks can
be performed now.

1. Obtain an IP addresses, subnet mask, and default gateway for each outside
server interface connected to your campus LAN.

2. If you are using a physical server for vCenter:
a. Connect thdirst Ethernet interface to a port on your campus LAN.
b. Connect the second Ethernet Interface to a control switch reserved port;
a Gigabit uplink port can be used if available.

3. Connect your ESXi host servers:
a. Connect the first Ethernet port of each ESXstito a Gigabit Ethernet
port on our campus LAN.
b. Gonnect the second Ethernet port on your ESXi to a designated reserved
port on a control switch, or a Gigabit Ethernet uplink port (if one is
available). A Gigabit port will provide the highest bandwidth.

4. Console into tk control switch and configure each inside ESXi adthport as
a trunk(NETLAB+ does not do this automatically).

interface FastEthemet0/n

description inside connection to ESXi host #
switchport mode trunk
switchport mode nonegoti ate

Later in the setup process, you widirdfigure virtual switches, VM kernel ports, atri
addresses for interfaces. The following table skd®y configuratioparameters that
will be implemented fothis networking model.
NETLAB vCenter ESXi Hatsl ESXi Host 2
Outside Inside Outside Inside Outside Inside Outside Inside
IP Address Campus 169.254.0.254 Campus 169.254.0.239 Campus 169.254.0.241 Campus 169.254.0.242

Subnet Mask = Campus 255.255.255.0 Campus 255.255.255.0 Campms  255.255.255.0 Campus 255.255.255.0

Gateway Campus not set Campus not set Campus not set Campus not set
vSwitch vSwitchO vSwitchl vSwitchO vSwitchl
Management i *

Path
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2.7.3 Secure+ Networking

Thismodelfocuses on securithy moving all virtual machine traffic and management to
the inside. This is a good model if you implement vCenter on a physical server and do
not mind accessing vCenter from the server consdleere is no possibility that virtual
machines can access tbampus LANr Internet and viceversa. Because of this, virtual

machine creation requires software installation from media and/or ISO images.

Public IP

£

'

Campus LAN
Outside

I:-l

=

T
NAT

/

Remote Users

& »

Campus Users

g
AL
==

System Admin

4

P
P

Control Switches
Real Equipment
(optional, Cisco NetAcad)

Inside

HTTP I»

iZPCig 3
Campus IP & 169.254.0.254

[ RDP 3 LMGT 4

Campus IP 169.254.0.253

e ™
/_.’_.'\’

You may add an optional outside connection for the vCenter server. Thisatldwect
accesdo vCenterusing Remote Desktop Protocol (RDP). An instance of the vSphere
client may be installednd runon the vCenter server thereby allowing you to manage
the vSphere infrastructurever the inside pathindirectly using RDFPom the outside

path.

Technicallythe vSphere client running on an outside desktop can be used to access
vCenter However, attemps to open the consolef a virtual machinewill fail, as this
requires a routable network path between theSphereclientdesktopand ESXi host.
This is whyRDP is used to access an instance of the vSphere client running on the

vCenter server itself.
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2.7.3.1 Secure+ Networking Setup Tasks

If you have chosethe Secureetworking model, the following setup tasks can be
performed now.

1. If you are using a physicarser for vCenter:

a. Optionally connecanEthernet interface to a port on your campus LAN if
you desire RDP management access. You will require a Campus IP
address, subnet mask, and gateway setting for this interface.

b. Connect arEthernet Interface to a cdrol switch reservegort; a Gigabit
uplink port carbe used if available.

2. Gonnect the firstEthernet port on your ESXi to a designated reserved port on a
control switch, or a Gigabit Ethernet uplink port (if one is available). A Gigabit
port will provice the highest bandwidth.

3. Console into the control switch and configure each inside ESXi host switchport as
atrunk (NETLAB+ does not do this automatically).

interface FastEthermnet0O/n
description inside connection to ESXi host #
switchport mode trunk
switchport mode nonegotiate

Later in the setup process, you will configure virtual switches, VM kernel ports, and IP
addresses for interfaces. The following table shows key configuration parameters that
will be implemented for this networking model.

NETLAB vCenter ESXi Host 1 ESXi Host 2
Outside Inside Outside Inside Outside Inside Outside Inside
IP Address Campus 169.254.0.254 Campus+ 169.254.0.253 169.254.0.241 169.254.0.242
Subnet
Mask Campus 255.255.255.0 Campus+ 255.255255.0 255.255.255.0 255.255.255.0
Gateway Campus Campus+ not set not set not set
vSwitch vSwitchO vSwitchd
Connection * *
Path
+
optional
for RDP
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2.8 Storage Area Networks

Astorage area networkSANprovidescentralizedsharedstoragefor virtual machines

and data. Sharing storage usually simplifies storage administration and adds flexibility
since virtual machines can be migrated from one ESXi host to another withpying
large files.

NDG performs all testingwoservers with Internal Direct Attached Storage (i.e. RAID
arrays and RAID contiters directly attached to eagh This is the configuration that
most academic institutions are likely to find affordable and adopt.

A Storage Area Network (SAN) is a dai@id network that provides access to
consolidated, block level data storagbat can be used for disk storage in a VMware
vSphere environment.

Currently NDG does not provide benchmarks, guidance or troubleshooting for SAN
configurations. Our documentatbn may show an optional SAN in thavironment;
however, this is not a recommendation or requirement to deploy a SAN.

NDG benchmarks and capacity planning guidance do not account for the additional
latencies introduced by SAN.

. When compared to Directtfached Storage, a SAN may introduce additional I/O
latency between ESXi server and di$kerefore, a SAN may reduce the number
of active VMs you can run on an ESXi host.

1 If you deploy a SAN, you should perform your own benchmarks and determine
the numbe of active VMs you can host on your ESXi serYeur mileage may
vary.

1 Always configure NETLAB+ Proactive Resource Awareness to ensure that the
number of VMs that can be activated will remain within your predetermined
performance limits.

Caution Deplbyment of a SAN requires skill and planning. Performance of SAN
solutions can vary greatly. NDG performance benchmarks are based on Direct Attached
Storage (local disks connected to each ESXi hosts). Free SAN solutions may be
attractive, but test resuli show I/O rates that are half or less than directly attached

SATA or SAS drives attached to the ESXi hosts.
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3 VMware ESXi Server Setup

This section describes the initlAIOS setup and software installation on a VMware ESXi
host server.

The following &ble shows the minimum server configurations recommended for various

NDG supported coursewarel hese configurations are based on the Dell R710ifipation

and vary only by memory and active VMs support&¥bu do not need separate host servers

for eachcurriculum and may run VMs for Cisco, General IT, and Cybersecurity on the same
servers We recommend no more than 40 active VMs per server with 128GB of memory
Always configure NETLAB+ Proactive Resource Awareness to limit the number of scheduled
VMs d any one given time and to prevent oversubscription of the host resources.

Server Server Processor(s) Memory Cores/Threads  Active
Role/Courses Type VMs
Cisco Only Setup (8 Dell 2 X Intel E5620 64GB 8/16 24
Active MA P pods) R710
VMw are ICM Course Dell 2 X Intel E5620 128GB 8/16 40
(8 Active ICM Pods) R710
General IT/ Dell 2 X Intel E5620 128GB 8/16 40
Cybersecurity R710

All tasks in this section are performed s@parate dedicateghysicalserversthat you
provide. Do nd perform any of the tasks in this section on the NETLAB+ server
appliance, as this will delete the NETLAB+ software, requiring you to returh D@or
re-installation.

Setup of the VMware ESXi host server is illustrated in thessgbons below usiga

Dell server moddDellR710 This is theecommended server modael this writing (QTR
4,2011) Pleasalsorefer to the NDG website for the latest server recommendations.
If you are using a recommended server other than the Ré10, be aware ttiahe
process ad screen images shown below wiliry from your system.

Be sure thahardware assistedvirtualization support (Intel-VT) isenabledin the BIOS.
Some vendors disable this technology by default.
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3.1 Preparing the ESXi Server

If you are wing the recommended server from sectidm, there are several BIOS
settings and RAID configurations that you will neednake sure are set correctly.

You must perform the steps detailed in the subsection bel for every ESXi host
server on your NETLAB+ system.

It is highly recommended that you read this section completetior to making changes
to your system.

3.1.1 DELL R710 BIOS System changes

Please verify that your system has the latest Bl@3&lled You may obtain the latest
drivers and downloadfor the Dell R710 fromDe&ld ¢ S0 a A i S @

Instructions for changing BIOS settings:

1. Turn on or restart your system.
2. Press <F2>to enter System Startup at the BIOS startup screen.

FZ = System Setup

F10 = System Services
F11 = BIOS Boot Manager
FiZ = PXE Boot

Wuuw.dell .conm

PowerEdge R710

BI0S Revision 6.1.0

Note: BIOS Revision at the time of this document was 6.1.0.

3. Use the arrow keys to selebtemory Settings> Memory Operating Modeand
make sure it is set tOptimizer Mode
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System Time .
System Date ..

Memory Setting

Processor Sett
SATA Settings
Boot Settings

Integrated Dev
PCI IRQ Assign

System Memory Size .........., 120.0 GB
System Memory Type ........... ECC DDR3
System Memory Speed 868 Miz
System Memory Uoltage ,....... 1.35V
Video Memory 8 MD

Sustes Mesoru Test! Emabled 0000
Mewory Operating Mode ,....... Optimizer Mode

noae Interieaving ........., ,» Disabled

Memory Operating Uoltage

CENTER>
<ENTER)

4. Pres€E500 return to the main menu.
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5. Use the arrow keys to selerocessor Settings> Virtualization Technology
and make sure itis set tBnabled. Also, checlExecute Disablés set toEnabled

System Time ..........
System

........................

..........................................

Core Speed i icvvsiiasvis oy

.....................

Bus Speed ...... e vas TR S AR X Rt T R P . g
anlcal Proccssor S S e ... Enahled

<o.. Ewabled |
Ha jacent Lacne Line rrelclcn .................... Enabled
Harduare Prefetcher ......covvvivivneciininiienass Enabled
DCU Streamer Prefetcher ........covievevnevcensss
DA e i o s B em s v s e e b e e A Enabled
................. Comnute

DRENTE D IRINE o s i i s i ke e Enabled
Embedded Server Management ............vovviviniicnnas

POUBE MERARONRRE . iiseasissnaniisianssrrvaesividberio

Up,Douwn firrow to select SPACE, +,~ to change ESC to exit Fi=Help

6. Pres€£SQo return to the main menu.
7. Use the arrow keyt selectReport Keyboard Errorand make sure it is set to
Do Not Report
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llﬂS Version 6.1.6

fisset Tag.

SATA Settings .

Boot Settings ......ccovveiinnnsenn S RS K T T K h e CENTER>

Integrated Devices ........ S T KL T a
PCl1 IRQ Assignment

...................................

................................

...........................

.....................................

.....................................

FA/EC l’rllq! ON EBITOF . ovvvsvnnssnsnnns tarane serasnses ERADICA

Up.Down Arrow to select

SPACE, +,- to change | ESC to exit | Fl=Help

8. Use the arrow keys to seleEtl/F2 Prompt on Erroand make sure it is set to
Disabled.

Dell Tnc. (wa dell com) - Fowerbdge R710
BI0S Version 6.1.0

fssel Tag:

SATA Settings .....
Boot Settings ......o00ves

Integrated Devices ,...... Y Ay O Y T Y sne ‘
PCI IR

Serial| WARNING: After setting this field to Disabled, the system
Esbedd| will not paase if am error occurs during POST, Any critical

errors will be displayed and logged to the System Event
Log.

-------

Up,Down Arrow to seleot SPACE.+,~ to change ESC to exit | FlzHelp

9. Pres£S@nd selecSave Changes and Exit
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3.2 DELL R710 RAID Configuration

RedundantArray of Independent Disks (RAID) is designed to give the server redundancy
and increased performance depending on the RAID type selected. The recommended
and testedconfiguration is a RAIR The H700 RAID controller with 512MB cache is
recommencad andsupported. The H200 is NOT supportedhe H200 has exhibited

poor performance and does not support RAIDPTeasesee sectior.5.1for details on
hardware requirements.

RAID5 distributes errorcorrectingbits (parity)along with the data and requires all

drives but one to be present to operate; the array is not destroyed by a single drive
failure. Upon drive failure, any subsequent reads can be calculated from the distributed
parity such that the drive flure is masked from the end uselHowever, a single drive
failure results in reduced performance of the entire array until the failed drive has been
replaced and the associated data rebuilt.

RAID @rrays mayake severalhours to initialize as the cortller creates parity on the
drives. The 3x2TB drive configuratiovill take approximatelyl hours.

Please verify that your system has the latdSO0 RAID Controller Firmware installed
You may obtain théatest drivers and downloader the Dell R710 fromDe&ld 6Sca A i S @

1. Turn on or restart your system.
2. During the boot process, you will be prompted Rrgss <CtrI><R> to Run
Configuration Utility.

juerEdge Expandable RAID Controller BIOS
opuright(c) 2010 LSI Corporation
Press <Ctrl><R> to Run Configuration Utility

HA -0 (Bus 3 Dev 0) PERC H700 Integrated
FW package: 12.10.2-0004

Note:TheH700 FW package at the time of this document was 12-0002.

3. You should start with a clean configuration. If not, you will need to clear any
existing configuration.
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3.2.1 3x2TB HDD Configuration

This section is for the 3x2TB HDD Configuration féDRA When installing ESXi 4.1 U
you must create two virtual disks when using this HDD configuration. One is a 2TE
datastore, and the other is the remaining space in another datastore.

1. Use the arrow keys to select the PERC H700 controller and géess

Select RAID Level BAIDS.

Select all your physical disks on the left.

Edit the VD Size 2048.00 GB This will be the first datastore.
Edit the VD Name t9D-DAS1

arwdn

048 . O
UD-DAS]

[ ) Advanced Settings

1/25/2012 Page44of 223



N|D|G

Remote PC Guide for VMware Implementation Using ESXi versions 4.01 and 4.1 U2 with vCenter www.netdevgroup.com

6. SelectOKon the right. Note the message indicating we need to indgathe
Virtual Disk after it has been configured. We will do that laterstep.

7. Use your arrow keys to highlight Free Capacity and fEessr.

8. Editthe VD Name t«DDAS2.SelectOK Note the message indicating we need
to initialize the Virtual Dis&fter it has been configured. We will do that in a
later step.

9. Use your arrow keys to highlight Virtual Disk 0. PRZend selecinitialization
-> Start Init. SelectYesto confirm Initialization of the HDDs. This process can

take severahours.

tate: Optimal

[Inftialization

Consistency Check F|

Fast Init felete VD

Properties

10. You can presiEnteron theVirtual Disk to see thestimated time remaining.

UD-DAST

[ ] Advanced Settings

11. When initialization is completed, sele®Kto confirm.

12. Repeatsteps8-10 for Virtual Disk 1.
13. Pres€£S@o close out of the RAID Configuration Utility. Sef@kto confirm
exiting. You will be prompted to reboot your system.
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3.2.2 3x1TB HDD Configuration

This section is for the 3x1TB HDD Configuration for RAID 5. When installing ESXi
you create only one datastore in this HDD configuration.

4.1 U2,

1. Use the arrow keystselect the PERC H700 controller and press enter.

Liquration Present !
{ iqured Phusical Disks

00:00: Ready: 931.00 GB
00:00:01: Ready: 931.00 GB
00:00:0Z: Ready: 931.00 GB

2. Select RAID Level BAIDS.
3. Select all your physical disks on the left.
4. Editthe VD Name tv¢D-DAS1

Create New UD
1862 .00

UD-DASI

[(X100:00:01 931.60
[X100:00:02 931.60 6!
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5. SelectOKon the right. Note the message indicating we need to initialize the
Virtual Dislafter it has been configured. We will do that in a later step.

6. Use your arrow keys to highlight Virtual Disk 0. PRZsnd selectnitialization
-> Start Init. SelectYesto confirm Initialization of the HDDs. This process can
take several hours.

teqrated (Bus O0x03, Dev Ox00)
: Hdlni 5
State: Optimal

Disk: 0, VD
Start Init. Initialization 4
Consistency Check »

Fast Init. Delete UD
Properties

7. You can presBnteron the Virtual Disk to see thestimated time remaining.

= Uirtual Disk: 0, UD-DAS1, 1862.00 GB

UD-DAS1

[ ] Advanced Settings

00:00:00 931.00 GB 00
00:00:01 931.00 GB 01
00:00:02 931.00 GB 02

8. When initialization is completed, sele®Kto confirm.
9. Pres€ESQo close out of the RAID Configuration Utility. Sel@kto confirm
exiting. You will be prompted to b®ot your system.
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3.3 Installing ESXi on Host Server

This section will walk you through installing VMware ESXi to your host servers. Please
note that the content in the images below will vary based on your system. The
instructional steps are the sam

If you are using VMware ESXi @32, please review the information in th8etting

Started with ES)Servelinstallableguide. You may use this guide as a reference $&r E
4.1 Installable and ESXL£mbedded versions, with the exception that usE®jXi
Installable requires performing the installan procedure detailed on page, Tnstall
ESX4.1 using the Interactive Mode.

If you are using VMware ESXi 4.01, pleasemthe information in theGetting Started
with ESXServeinstallableguide. You may use this guide as a reference for ESXi 4.01
Installable and ESXi 4.01 Embedded versiwaitd the exception that usingSXi
Installable requires performing the installan procedure detailed on page @stall
ESX4.0. Keep in mind that the procedures detailed in this guideommends and
illustratesthe use of ESXi 4.1.

If you have not dne so already, burn a copy of the ESXi 4.1 Installable I1SO.

Instructions for installing ESXi:

1. Turn on or restart your system.
2. Insert your ESXi 4.1 media to install the ESXi Installable.
3. You are presented with the Installation screen below.

Welcome to the UMware ESXi 4.1.8 Installation
UMware ESXi 4.1.8 installs on most systems but only systems
on UMuare’s Hardware Compatibility Guide (HCG) are
supported. Please consult UMware’s HCG on vMware.coM.

Please select the operation you wish to perform.

4. Presdmterto continue.

5. You are prompted with the User Agreement. PrE&sto Accept and Continue.
6. On the Select a Disk screen, chotise 2TB drive
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wa  6702bchO1bdZ2I500167debda11824613)

(F1) Details

This screenshot is for the 3x2TB HDD configuration. For 3x1TB HDD configuration, there
is only one drive\ailable, select it.

7. PressEnterto continue.

8. Presg~11to begin the installation.

9. Installation can take-5 minutes depending on hardware.

10. When the Installation Complete window appears, preEsserto reboot the
machine

3.4 Configure Root Password

In this task, you will log into the console and setup the root password.

1. When the ESXi host server is booted, you are prompted with the console screen.

UMare ESXi 4.1.8 (UMKernel Release Build 268247)

UMware, Inc. UMware Uirtual Platform

2 x Intel(R) Xeon(R) CPU ESS528 @ 2.27GHz
2.2 GB Merory

Download tools to manage this host from:
http:7/localhost/
http://8.8.8.8/

<F2> Customize System <F12> Shut Doun/Restart

2. Presg2to begin setting up the host.
3. ChooseConfigure Passwordnd presg€nterto change.
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4. Inthe Confgure Password window, enter a New Password. Confirm the
password and predsnterto make the change.

Be sure to record this password in a safe place. You will need it to integrate the ESXi
host with the vCenter Server on the management workstation.

3.5 Network Configuration
In this task, you will configure ESXi server network configuration.

1. From the console, choosgonfigure Management Networland pres<nter.

Gystem Customization Configure Hanagement Hetwork

Configure Password Hostnarme :
Configure Lockdown Hode

onfigure Managerent Hetwork IP Address:
lestart Managenment Network
Test Management Hetwork
Dizable Managerent Hetwork To viedw or modify thizs host s
Restore Standard Switch managedent network settings in

detail press {Enter>.

2. In the Configure Management Network window, cho¢BeConfiguratiorand
pressknter.

3. Inthe IP Configuration window, chooSet static IP address and network
configuration, pressSpacebato selectand enteraninside or outside IP
configuration (described in the next two sections respectively).

IF Configuration

This host can obtain network settings automatically if pour metf

includes a DHCP server. If it does not, the following settings
spacil ped -

€ ) Use dynamic IPF address and network configuration
fo) Set static IP address and wetwork configuration:

IP Address L 1
Subnet Mask [ ]
Nefault Gateway

LUpsDowm> Select <Space?r HMark Selected {Enter> O <Esc> Cancel

The IRconfiguration parametersntered here will beusedeither forthe outside or
inside interface, depending on the networking model you have chosen. Please see the

following discussion to determine which interface IP values to use.
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Outside ESXi Connectionf you are NOT using Secure+ netlwarodel, your ESXi host
connectgo the outside campus LANmter the IP address, subnet mask, and default
gateway assigned by trempusLAN administrator.

Single Homed Networking

PublicIP

Campus LAN
Outside

< T
HERE

Campus IP

L MGT
Campus IP

Campus Users

Campus IP

MGT

System Admin
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PublicIP

.‘ﬁ

Remote Users

Campus Users

System Admin

1/25/2012

Campus LAN

Outside

DualHomed Networking

Control Switches

< T
BESE

Campus IP 169.254.0.254

Campus IP 169.254.0.253

PCB

Real Equipment
(optional, Cisco NetAcad)

L REQ 2
Campus IP B 169.254.0.241

)/

PCB
L REQ 2
Campus IP ¥ 169.254.0.242

)/
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InsideESXi Connection ONLY you are usinghe Scuret network model, your ESXi

hostconnectsonly to theinsidecontrol switch Use one of the followingP

configurations for each ESXi server.

Inside Interface
ESXi Server 1 Inside
ESXi Server 2 Inside
ESXi Server 3 Inside
ESXI Server 4 Inside
ESXi Server 5 Inside
ESXi Server 6 Inside
ESXi Server 7 Inside
ESXi Server 8 Inside
ESXi Server 9 Inside

IP Address
169.254.0.241
169.254.0.242
169.254.0.243
169.254.0.244
169.254.0.245
169.254.0.246
169.254.0.247
169.254.0.248
169.254.0.249

Subnet Mask
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0

Default Gatew ay

not set
not set
not set
not set
not set
not set
not set
not set

not set

Secure+ Networkig

Public IP

Campus LAN Control Switches
Real Equipment

(optional, Cisco NetAcad)

NAT

Remote Users

Campus Users

System Admin

1/25/2012

Campus IP

[ PCB 4

e - | Outside Inside
"l t‘ ]

169.254.0.254

A REQ_4

169.254.0.253

g

169.254.0.241

S

:

MGT

;

> 169.254.0.242
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4. PressEnterto confirm changes and return to the Configure Management
Network window.

5. Inthe Configure Management Network window, cho@¥dS Configuratioand
pressEnter.

6. SelectUse the following DNS server addresses and hostname

DHS Configuration

This host can only obtain DNS settings automatically if it also obtains
itz IP configuration automatically

() Obtain DHS server addreszes and a hostname automaticall
| (o) Use the following DM server addressez and hostname:

Primary DHS Serwver L
Alternate DNS Server [ SEE TABLE BELOW

ostname [ ]

{Up/Down> Select <Spacer Mark Selected {Enter> 0K <Esc> Cancel

7. Enter eitrer outside or inside DNS parameters from the table below based on
your networking selections in secti@b.

If you configured outside

interface and IP parameters in If you configured inside interface and

e TE AR I P parameters 1 n se
Primary DNS Server Primary DNS server IP address for | Leave Blank

your campus LAN.
Alternate DNS Server Alternate DNS server IP address Leave Blank

for your campus LAN.
Hostname Use outside IP address as the host | Use inside IP address as the host name.

name (recommended), or the fully
qualified domain name of the host if
mapped in your DNS.

8. Press£nterto confirm changes and return to the Configure Management
Network wirdow.
9. PresgEsdo return to the main console.
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10. You will be prompted té\pply changes and restart management network
PressYto confirm changes.

Configure Management Hetwork: Conflirs

You hawve HMade chan Oges T the ho=s T ! 2 HAMD |_'|' ement network.
g may result in a brief network owtage,
mageent software and alflfect runming wirtual
b hasz been enabled or disabled this will

Apply changes and restart manageqent metwork?

<% Yez <H» Ho <Esc?» Cancel

11. You will return to the main console. Prdssto log out.

Reminder The installer available from theNware Academy is for ESXi 4.1. NDG
recommends upgradigto ESXi 4.1 U2.
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4 VMware vCenter Server Setup
In this sectionyou willsetup the vCenter servand related utilities.

A separate server runningéa-bit Windows Server operating system is réga for
vCenter Server Standard. This server can be a physical server (bare metal) or virtual
machine running on a VMware ESXi 4.1 U2 hivseither case, the physical server on
which vCenter resides should be a dedicated "management server" to pravigée
compute power. VMware vCenter server requires at least two CPU cores.

NDG does not support configurations where vCenter is running on a heavily loaded ESXi
host and/or an ESXi host that is also used to host virtual machines for NETLAB+ pods.
Suchconfigurations have exhibited poor performance, API timeouts, and sporadic errors
in NETLAB+ operations.

4.1

v Center Configuration Options

There ardour configuration options that are recommended by VMware and supported

by NDG.
. Operating vCenter Host/VM
Gl Rl System Version Laizlicie Limit
Window s
1 VMwareESXi41U2  Server 2008 waﬁgﬁ ;"‘1 for  Microsoft SOL Server  ---
R2 (64-bit)
Window s Microsoft SQL
2 VMw are ESXi 4.1 U2 Server 2008 Vw?ﬁgt?/\s 4.1 for Express (built-in 5/50
R2 (64-bit) ows database)
Window s
3 Bare Metal Server 2008 VW?ESE)?/\S 3'1 for Microsoft SQL Server  ---
R2 (64-bit)
Window s Microsoft SQL
4 Bare Metal Server 2008 VWC.ﬁSﬁ 3'1 for Express (built-in 5/50
R2 (64-bit) database)
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4.1.1 vCenter Configuration Option 1

vCenterOption 1 provides the benefits of virtualization with a full version of Microsoft
SQL Server database to support a large number of virtual machines.

vCenter Option 1

Microsoft 5QL Server 2008 R2

{

VMware vCenter

Windows Server 2008 R2
64-bit

vCenter VM
VMware ESXi 4.1 U2

Viwsare, Inc

Management Server
(purchased separately)

The following componets are requiredor Option 1:

Physical Management Servemnming VMware ESXi 4.1 U2
Virtual machine running WindowServer 2008 R2 &4t
VMware vCenter 4.1 for Windows

Microsoft SQL Server 2008 R2

= =4 -4 -

This option does not provide a physical console to access Windows Server or vCenter. If
this option is combined il the Secure+ networking configuration, your management
server mushave a network connection to theampus to provide @ess to vCenter

and/or the Window Server virtual machine.
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4.1.2 vCenter Configuration Option 2

Option 2 provides the benefits of virtuaation without a requirement for a separate
database. This option uses the Microsoft SQL Express that is included with vCenter for
Windows.

The Microsoft SQL Express database included with the vCenter installation supports no
more than 5 hosts or 50 viral machines. Itis suitable for a small installation, such as
managing a NETLAB+ configuration consisting only of Cisco pods. The express database
also has a maximum data capacity of 4GB. As the size of the database approaches 4GB,
vCenter performancenay degade. If the4GB limit is reached, vCenter will no longer
function.

vCenter Option 2

Microsoft SQL Express
Limit 5 Hosts / 50 VMs / 4GB

i |

VMware vCenter

Windows Server 2008 R2
64-bit Ly

vCenter VM n
VMware ESXi 4.1 U2

Management Server
(purchased separately)

The following omponents are requirement for @ion 2:

Physical Management Server running VMware ESXi 4.1 U2
Virtual machine running Windows Server 2008 R-bi64
VMware vCergr 4.1 for Windows

Microsoft SQL Express (packagéth and installed by Center)

= =4 4 -4

This option does not provide a physical console to access Windows Server or vCenter. If
this option is combined with the Secure+ networking configuration, your management
server must have a network connection to the campus to provide access to vCenter
and/or the Window Server virtual machine.
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4.1.3 vCenter Configuration Option 3

Option 3 provides vCenter running directly on a dedicated physical server, with a full
version of Micosoft SQL Server installation to support aganumber of virtual
machines.

vCenter Option 3

Microsoft SQL Server 2008 R2

{

VMware vCenter

Windows Server 2008 R2
64-bit

»
l.‘

VMveare, Inc

Management Server
(purchased separately)

The followng components are required forg@lon 3:

1 Physical server with at least 2 CPU cores (4 cores recommended)
1 Windows Server 2008 R2 Bt

1 VMware vCenter 4.1 for Wirmvs

1 Microsoft SQL Server 2008 R2

If you use an "olderphysicalserver foryou vCenter systenplease be surd meetsthe
minimum requirementsn the VMware documentationvCenter absolutely requires a
64-bit processor and at least two cores. An undamyered server will likelgause
performance problems and errors in your infrastructure.

Important: Broadcom NIC chipsets have shown intermittent traffic issues, including
dropped packets between NETLAB+ and vCenter, if using the Microsoft Drivers fram
WindowsUpdate. Itis recommended that you use the Broadcom Drivers available from
their support website for your appropriate chipset. I.E. The Dell R710 uses the
Broadcom® NetXtreme |l 576Bipset for the embedded NICs. These drivers can be
downloaded ahttp://www.broadcom.com/support/ethernet nic/netxtremeii.php
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4.1.4 vCenter Configuration Option 4

Option 4 provides vCenter running on a dedicated physical server, without a
requirementfor a separate database. This option uses the Microsoft SQL Express that is
included with vCenter for Windows.

The Microsoft SQL Express database supports no more than 5 hosts or 50 virtual
machines. Itis suitable for a small installation, such asagisaug a NETLAB+

configuration consisting only of Cisco pods. The express database also has a maximum
data capacity of 4GB. As the database approaches 4GB, performance may degrade. At
4GB, the database will not function.

vCenter Option 4

Microsoft SQL Express
Limit 5 Hosts / 50 VMs / 4GB

{

VMware vCenter

Windows Server 2008 R2
64-bit

»
*Y

Management Server
(purchased separately)

The following omponents araequirement for tion 4:

Physical servewith at least two CPU cose
Windows Server 2008 R2 Bt

VMware vCenter 4.1 for Windows

Microsoft SQL Express (packaged with vCenter)

= =4 4 =4

If you use an "older" physical server for you vCenter system, please bé suzets the
minimum requirements in the VMware documentation. vCenter absolutely requires a
64-bit processor and at least two cores. An underpowered server will likely cause
performance problems and errors in your infrastructure.

Important: Broadcom NIChipsets have shown intermittent traffic issues, including
dropped packets between NETLAB+ and vCenter, if using the Microsoft Drivers from
Windows Update. Itis recommended that you use the Broadcom Drivers available from
their support websitgor yourappropriate chipset. |.E. The Dell R710 uses the
Broadcom® NetXtreme |l 576Bipset for the embedded NICs. These drivers can be
downloaded ahttp://www.broadcom.com/support/ethenet nic/netxtremeii.php
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4.2 Networking Overview for vCenter Server

The followingsub-sectiors enumerateboth physical and virtual setups for vCenter in
the context of the three NETLAB+ networking models (Single Homed, Dual Homed, and
Secure+).

Section4.2.1discusses virtual vCenter Ser¢@ptions 1 and 2)etworking setupdgor
Single Homed Networking (sectidi.1.]), Dual Homed Networkinfgection4.2.1.2,
andSecure+ Htworking (gction4.2.1.3.

Sectiord.2.2discusses vCenter on bare metal server (Options 3 and 4) networking
setups for Single Homed Networking (sect4.2.]), Dual Homed Networking (Section
4.2.1.2 and Secure+ Networkinggstion4.2.1.3

4.2.1 Virtualized vCenter Server Networking Options

The followinghree setupsapply to vCenter @tions 1 and 2 (virtualized vCenter).

4.2.1.1 Virtualized vCenter Server with Single Homed Networking

This setup applies to vCenteptons 1 and 2 whensed in a Single Homed Networking
configuration.

1 Themanagement server will havene physical network connection to the
campus LANThe management server's ESXi kernel NIC on vSwitchO is assigned
an IP address on the campus LAN. You will connect ditedthis address via
vCenter to manage the ESXi server before vCenter is installed.

1 ThevCenterserver virtual machingvill have one virtual network adapterThis
adapter will be assigned an IP address on your campus LAN. This IP address will
be used b connect to vCenter once it is installed.
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4.2.1.2 Virtualized vCenter Server with Dual Homed Networking

This setup appligto vCenter @tions 1 and 2 when used inlualHomed Networking
configuration.

1 The management server will have two physical netwarknections.

o vmnicO and vSwitchO connect to the campus LAN.

o vmnicl and vSwitchl connect to a NETLAB+ control switch.

0 The management server's ESXi kernel NIC on vSwitchO is assigned an IP
address on the campus LAN. You will connect directly to this asldras
vCenter to manage the ESXi server before vCenter is installed.

o0 The management server's ESXi kéMEC on vSwitchl is assigned as
169.254.0.239 (recommended).

1 The vCenter server virtual machine will have two virtual network adapters.
o0 Network adapterl connects to vSwitchO (campus). This adapter will be
assigned an IP address on your campus. LANIP addressvill be used
to connect to vCenter (once it is installed).
o Network adapter 2 connects to vSwitchl (campus). The recommelitled
address is @9.2540.253.
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