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1 Background 

 

NETLAB+ remote PCs and servers in a pod can be implemented using virtual machines 
running on VMware vSphere 4.  The flexibility and broad selection of operating systems 
and configurations that may be provisioned on a virtual machine offer great potential to 
support IT training in a wide range of disciplines using NETLAB+. 

 
This guide provides information on NETLAB+ remote PC VMware implementation, using 
ESXi versions 4.01 and 4.1 U2 with vCenter.   

 
In the subsections below, we will begin by bringing to your attention the prerequisite 
knowledge recommended, along with building a fundamental understanding of how 

remote PCs, virtualization and NETLAB+ work together. 
 

Objectives 

 

¶ What should I know before proceeding? 

¶ What is a remote PC? 

¶ What can users do with a remote PC? 

¶ What is a virtual machine? 

¶ How do NETLAB+, VMware vCenter and VMware ESXi work together? 
 

 
1.1 What should I know before proceeding? 

 
NETLAB+ communicates with VMware vSphere to perform automated tasks and virtual 
machine management.  Users of this guide should have a working knowledge of 

VMware vCenter, the vSphere Client and VMware ESXi.  
 
NETLAB+ administrators using this guide should be comfortable with the process of 

creating and configuring a ǾƛǊǘǳŀƭ ƳŀŎƘƛƴŜ άŦǊƻƳ ǎŎǊŀǘŎƘέ όǳǎƛƴƎ ǘƘŜ Ǿ{ǇƘŜǊŜ /ƭƛŜƴǘ). 
 
The VMware vSphere Virtual Machine Administration Guide provides detailed guidance 

on provisioning virtual machines.   
 
 

  

http://www.vmware.com/pdf/vsphere4/r41/vsp_41_vm_admin_guide.pdf
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1.2 What is a Remote PC? 

 
A remote PC is a personal computer or server that can be remotely accessed from 
another desktop.  Remote access allows a user to have full access to the keyboard, video, 

and mouse of the remote PC.  NETLAB+ provides built-in client software for remote 
ŀŎŎŜǎǎΣ ǿƘƛŎƘ ƛǎ ƭƻŀŘŜŘ ŀǳǘƻƳŀǘƛŎŀƭƭȅ Ǿƛŀ ǘƘŜ ǳǎŜǊΩǎ ǿŜō ōǊƻǿǎŜǊΦ 
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1.3 What can users do with a remote PC? 

 
Users can remotely access the keyboard, video, and mouse of a remote PC.  NETLAB+ 
also provides special features such as shared simultaneous access, interfacing with real 

lab equipment (routers, switches, and firewalls), remotely powering a PC on or off, and 
restoring the PC to a clean state.  This offers a wide range of possibilities.  Here are a 
few scenarios that are being used today. 

 

¶ Online Lab Delivery.  Provide students with self-paced, scheduled access to real 
operating systems and application software, without distributing software or 
licenses. 

 

¶ Distance Learning.  Provide remote instructor-led training by allowing 
simultaneous shared access to remote PCs and remote servers.  Several users 
Ŏŀƴ ŎƻƴƴŜŎǘ ǘƻ ŀƴŘ ǎƘŀǊŜ ǘƘŜ ǊŜƳƻǘŜ t/Ωǎ ƎǊŀǇƘƛŎŀƭ ǳǎŜǊ ƛƴǘŜǊŦŀŎŜ ŀǘ ǘƘŜ ǎŀƳŜ 

time.  Using NETLAB+, students can observe what the instructor is doing on the 
remote PC, and vice-versa. 

 

¶ Resource Scheduling.  Provide scheduled usage to limited physical lab 
equipment and virtual machine host servers.  Proactive Resource Awareness 
allows you to timeshare virtualization servers using the NETLAB+ scheduler.   
 

¶ Online Network Training.  Provides online delivery of network training.  Remote 
PCs can be interface with real lab equipment, such as routers, switches, and 
firewalls, all of which can be accessed remotely using NETLAB+. 
 

¶ Online General IT Training.  Provide on-line access to real operating systems and 
real application software.  Using NETLAB+, remote PCs can be completely 
isolated from production networks, providing a safe environment for instructors 
and students to do things that are not typically allowed on production networks.  

Students can safely experience administrative privileges in complex computing 
environments.  You can now provide labs that are not practical for students to 
set up at home, or scenarios that would be too difficult to set up by new IT 

students.  NETLAB+ includes 25 virtual topologies that can be used to teach a 
variety of courses, including Linux, Microsoft or Cyber Security.  Pods using these 
topologies can be created very quickly using NETLAB+'s pod cloning and 

automated network features.  
 

¶ Online Security Training.  Provides online delivery of security training.  Using 
NETLAB+, remote PCs can be completely isolated from production networks, 

providing a safe environment for instructors and students to do things that are 
not typically allowed on production networks.  This might include configuring PCs 
and lab devices using administrator privileges, installing new software, capturing 

network traffic, experimenting with firewalls and VPNs, dealing with live viruses 
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and malware, and scanning networks.  At the end of the lab reservation, 
NETLAB+ will undo any changes. 

 

¶ VMware vSphere ICM Course.  The VMware vSphere ICM course prepares your 
students for the VMware Certified Professional exam.  NDG has partnered with 
VMware to prepare a series of labs for the NETLAB+ environment.  Using the 

virtualization and pod assignment capabilities of NETLAB+, each student has 
access to their own set of virtual equipment, which they may maintain exclusive 
use of throughout the course.  Student pods can be created very quickly using 

NETLAB+'s pod cloning and automated network features.  NETLAB+'s use of 
virtualized lab components results in a significant cost reduction by allowing 
several pods to run simultaneously on one physical server.  For more information, 
please visit https://www.vmware.com/partners/programs/vap/. 

 
  

https://www.vmware.com/partners/programs/vap/
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1.4 What is a Virtual Machine? 

 
In NETLAB+, a virtual machine is a remote PC or remote server that runs on virtualized 
hardware.  Although the hardware is virtualized, real operating systems and real 

application software can still be used; virtual hardware appears to be real as far as the 
software is concerned.  In fact, the software running on a virtual machine is allowed to 
execute instructions directly on the real CPU.  This provides relatively good performance, 

comparable to actual hardware in most cases.  A special process known as the 
hypervisor manages workload among virtual machines (VMs) to ensure that each 
application has time to execute.   

 
 

 
 
 

Virtualization allows you to host real operating systems and real application software 
with fewer hardware resources.  To implement VMs, the NETLAB+ software interfaces 
with third party virtualization products that run on separate servers (not on the 
NETLAB+ server).  This guide is specific to ESXi 4.01 and 4.1 U2 with vCenter, from 

VMware Inc. 
 
Each NETLAB+ remote PC or remote server runs inside of a virtual machine.  VMware 

ESXi provides virtual CPU, virtual memory, virtual disk drives, virtual networking 
interface cards, and other virtual hardware for each virtual machine.  ESXi also provides 
the concept of a virtual networking switch.  Virtual switches can be connected to real 

networks via host network adapters, allowing VMs to connect to real networks. 
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1.5 How do NETLAB+, VMware vCenter and VMware ESXi work together? 

 
The following diagram depicts four major components that make up a typical NETLAB+ 
system setup using VMware vCenter and VMware ESXi 4.x. 

 

 
 
1. The NETLAB+ server provides the user interface for student and instructor access, an 

interface to manage VMs, and software features to automate virtual machine pod 

creation.  This document assumes you have already setup your NETLAB+ server. 
 
2. VMware vCenter is used to manage your physical VMware ESXi servers, to create 

VMs, and to take snapshots of virtual machines.  NETLAB+ communicates with 
vCenter to perform automated tasks and virtual machine management. 

 

3. Physical VMware ESXi servers host the virtual machines in your virtual machine pods.  
In the example environment shown here, there are two host servers.  Each NETLAB+ 
remote PC or remote server runs inside of a virtual machine 
 

4. Pods consisting of virtual machines reside on your physical ESXi host server disks.  
Optionally, these VMs can reside on a Storage Area Network (SAN). 

 
 

Virtualization using ESXi is performed on separate physical servers, not included with 
NETLAB+.  You can interface with multiple ESXi servers if necessary. 
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Here is list of features and benefits provided by NETLAB+, working in conjunction with 
VMware vCenter and VMware ESXi. 

 

¶ Remote Access.  The keyboard, video and mouse of each virtual machine can be 
ŀŎŎŜǎǎŜŘ ǿƛǘƘƻǳǘ ŀ άōŀŎƪŘƻƻǊέ ƴŜǘǿƻǊƪ ƻǊ ƛƴǘŜǊŦŀŎŜ ƻƴ ǘƘŜ ǾƛǊǘǳŀƭ ƳŀŎƘƛƴŜΦ  
Access to a virtual machine is proxied through NETLAB+ and the virtualization 

host system, similar to KVM-over-IP hardware solutions.  No special client 
ǎƻŦǘǿŀǊŜ όƻǘƘŜǊ ǘƘŀƴ WŀǾŀύ ƛǎ ǊŜǉǳƛǊŜŘ ƻƴ ǘƘŜ ǳǎŜǊΩǎ ŎƻƳǇǳǘŜǊΦ  NETLAB+ will 
download its remote PC access application to the client whenever the user clicks 

on a PC. 
 

¶ Sharing.  Multiple users can share access to a virtual machine simultaneously. 
 

¶ Connection Proxy.  NETLAB+ multiplexes virtual machine traffic using a single IP 
address and two TCP ports.  It also provides a front-end to the virtual machine 
environment, so that virtualization servers and VMs do not have to be placed on 
production networks.  This significantly increases security and eases firewall 

administration.  If the user has a valid lab reservation, NETLAB+ will proxy client 
access to the keyboard, video and mouse of the virtual machine.  This access is 
terminated when the lab reservation completes, ensuring that users of different 

reservations do not interfere with each other. 
 

¶ Automated Operations.  Users may power on, power off, and revert to clean 
state (scrub) from the NETLAB+ web interface.   

 

¶ Snapshots.  NETLAB+ supports revert to snapshot.  Changes to a virtual machine 
can be discarded at the end of a lab reservation, returning the PC to a clean state. 
 

¶ Progressive Labs.  Using NETLAB+ Pod Assigner, students may be assigned their 
own pod and personal VMs for an entire course.  These VMs will retain their 
state between lab reservations. 

 

¶ Linked Virtual Machines.  NETLAB+ cloning operations support linked virtual 
machines.  A linked virtual machine shares virtual disks with a master virtual 
machine in an ongoing manner.  This conserves disk space and allows multiple 
virtual machines to use the same software installation.  Linked virtual machines 

can be created very quickly because most of the disk is shared with the master 
VM.   

¶ Pod Cloning.  Pods containing only virtual machines can be cloned in a single 
operation.  This is called pod cloning.  The NETLAB+ administrator can clone a 

master pod very quickly.  Using linked virtual machines, a typical pod can be 
cloned in one minute or less. 
 

¶ Automatic Networking.  Many NDG provided pods templates support automatic 
networking.  When a pod starts, NETLAB+ will create all the necessary virtual 
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switches and/or port groups on the VMΩǎ host server, and bind each virtual 
machine network adapter to the correct port group.  At the end of the lab 

reservation, NETLAB+ will delete the virtual switches and port groups used by 
the pod to free networking resources. 
 

¶ Automatic Remote Display Setup.  NETLAB+ now supports automatic setup of 

remote display parameters on virtual machines.  This feature combined with pod 
cloning and automatic networking allows pods to be deployed very quickly from 
a set of master VMs without any manual setup. 

 

¶ Proactive Resource Awareness.  Proactive Resource Awareness allows you to 
time-share virtualization servers using the NETLAB+ scheduler.  If scheduling a 
particular pod would exceed the virtualization host server limits in a 30-minute 

time slot, the pod cannot be scheduled at that time and will be clearly indicated 
on the scheduler.  This feature allows you to increase trainees with fewer servers 
while providing a good lab experience. 

 

¶ VM Deletion.  Virtual machines can be removed from the inventory and/or 
completely from the disk directly from NETLAB+.  When deleting a pod, NETLAB+ 
provides the option to delete all virtual machines in one operation. 
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2 Planning 

 
2.1 VMware Product Comparison 

 

The following table compares NETLAB+ support for selected VMware hosting products.  
This guide is specific to VMware vSphere ESXi with vCenter.   
 

Do not use VMware vSphere 5.  NETLAB+ does not support vSphere 5 at this time due to 
several known issues (regarding ESXi and vCenter).  See the NETLAB+ Remote PC 
Support page for the most current information.  The diagram below illustrates the 
supported options. 

 
 

 
 

¶ VMware ESXi 4.1 U2 is currently recommended for physical host servers.  

¶ VMware vCenter 4.1 is currently recommended for NETLAB+ VM management.  
 
  

http://www.netdevgroup.com/support/esxi50_known_issues.html
http://www.netdevgroup.com/support/remote_pc.html
http://www.netdevgroup.com/support/remote_pc.html
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 THIS GUIDE  

VMware Product 

VMware 

ESXi 

vCenter 

VMware 

ESXi 

vCenter 

VMware 

ESXi 

vCenter 

VMware 

ESXi 

Standalone 

VMw are Major Version(s) 5.0 4.1 U2 4.01 4.01 

NETLAB+ Support  Not Supported Recommended Supported Supported 

Minimum NETLAB+ 

Version 
 

2011.R2 2011.R2 2009.R1 

Architecture 
 

Bare Metal 

Hypervisor  

Bare Metal 

Hypervisor  

Bare Metal 

Hypervisor  

VMw are Versions 

Tested by NDG 
 

 

4.1 U2 

 

4.01 

 

4.01 

Host Operating System 

Required 
 

 

No 

 

No 

 

No 

vCenter Required  Yes Yes No 

Support ICM 4.1 Pods   Yes No No 

Support ICM 5.0 Pods   Yes No No 

 
The documentation and screen-shot examples in this guide illustrate the use of ESXi 4.1 

U2 for host servers.  NETLAB+ system software will work with ESXi 4.01 servers, but be 
aware that if you plan to use your NETLAB+ system to teach the VMware IT Academy 
Program Install, Configure, Manage (ICM) 4.1 or 5.0 course, ESXi 4.1 U2 is required for 

the ICM course and ICM pod deployment. 
 

If your system is currently using ESXi 4.01, upgrading to ESXi 4.1 U2 is recommended. 
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2.2 NETLAB+ Feature Support 

 
The following table compares NETLAB+ features that are supported with various 
VMware virtualization products. 

 

 
THIS 

GUIDE 
 

NETLAB+ Features 

VMware 

ESXi 

vCenter 

VMware 

ESXi 

Standalone 

VMw are Major Version(s) 
4.01 

4.1 U2 

 

4.01 

Remote PC View er Yes Yes 

Pow er On / Off VM Yes Yes 

Revert to Snapshot  Yes Yes 

Integration w ith VMw are vCenter  Yes No 

VM Inventory Yes No 

Linked Clones Yes No 

Clone VM Pods and Individual V Ms Yes No 

Automatic Netw orking (1) Yes No 

Automatic Remote Display Setup (2)  Yes No 

Delete Pod V Ms and Indiv idual V Ms Yes No 

VMw are vSphere ICM Course Support (3)  Yes No 

 
(1) NETLAB+ w ill automatically setup netw orking on NDG standard pods. 

 
(2) NETLAB+ w ill automatically program Remote Display parameters. 

 

(3) VMw are vSphere ICM course requires ESXi 4.1 U2 and vCenter 4.1.  

 

 
2.3 Virtual Machine Software Licenses 

 

For the purpose of software licensing, each virtual machine is treated as an individual PC 
or server.  Please refer to the specific vendor license agreements (and educational 
discount programs, if applicable) to determine licensing requirements for your virtual 

ƳŀŎƘƛƴŜǎΩ ǎƻŦtware, server software, operating systems, and applications. 
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2.4 Obtaining VMware vSphere Software and Licenses for the NETLAB+ 
Infrastructure 
 

The VMware Academic Program  enables member organizations worldwide to gain easy 

access to cutting-edge virtualization technology and resources at no charge.  Eligible 
faculty within educational institutions may easily access and download selected VMware 
software at no charge. 

 
For further information, please visit: 
http://www.vmware.com/partners/programs/education/e-academy.html 

 
Renewable licenses for your physical ESXi Host servers and vCenter Server are available 
from the VMware e-academy.   
 

Server Software 

 

Source 

 

ESXi Hosts VMw are vSphere ESXi Server  

 

VMw are e-academy w ebsite 

 

vCenter Server 

VMw are vCenter Server Standard VMw are e-academy w ebsite 

Window s Server 2008  R2 64-bit MSDN-AA or Retail 

Microsoft SQL Server 2008  R2 64-bit MSDN-AA or Retail 

 
 
2.5 VMware ESXi 

 
Physical VMware ESXi servers host the virtual machines in your pods.  Virtualization 
using ESXi is performed on separate physical servers, not included with NETLAB+.  You 

can interface with multiple ESXi servers if necessary.  
 
NETLAB+ is compatible with VMware ESXi versions 4.01 and 4.1 U2.  For new 

installations, version 4.1 U2 is recommended.  The hardware you use for your ESXi 
server(s) must be compatible with the version of ESXi you select.   
 

VMware ESXi 4.1 U2 is a required component if you plan to use your NETLAB+ system to 
teach the VMware IT Academy Program Install, Configure, Manage (ICM) course.  For 
more details on NETLAB+ support of the ICM course: 
http://www .netdevgroup.com/content/vmita/ 

 
 
  

http://www.vmware.com/go/vmap
http://www.vmware.com/partners/programs/education/e-academy.html
http://www.netdevgroup.com/content/vmita/
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2.5.1 VMware ESXi Host Requirements 

 
The following table shows the specifications for the VMware host machine used by NDG 
as the 2012 test platform.  We recommend using these specifications as a reference 

when planning your own system configuration.  Your specific CPU, memory, and disk 
requirements will vary depending on the number of active virtual machines and their 
respective configurations. 

 

Components Recommended Minimum / Features 

Server Model Dell R710 

Operating System Specify NO operating system on order.  

Hypervisor (installed by you)  VMw are ESXi 4.1 U2 

Physical CPUs  Tw o (2) x Intel Xeon E5620 Quad Core @ 2.4GHz
1,2

 

Hardw are Assisted Virtualization Support Intel-VT and Intel-EPT
3
 

Total CPU Cores/Threads 8 cores, 16 threads 

 

 

 

 

Total System Memory 

Memory requirements vary based on server role or curriculum.  

 

Management Server: 32GB or higher recommended.  

Cisco NetAcad only: 64GB or higher recommended.  

VMw are ICM 4.1 course: 72GB minimum. 

VMw are ICM 5.0 course: 128GB minimum. 

 

Use 16GB quad-ranked DIMMs for maximum expansion. 

(Kingston part number KTD-PE310Q/16G) 

 

Chassis Hard Drive Configuration 6 x 3.5"  

 

 

 

 

 

 

 
Storage Configuration Options 

1.5TB Internal Direct Attached Storage Option
4  

¶ H700 RA ID Controller, 512MB Cache 

¶ RA ID 5 

¶ 3 X 1TB, 3.5 SA TA, 7200 RPM 3.0GB/s 

¶ Western Digital RE4 WD1003FBYX Recommended  

¶ 1 VMw are VMFS Datastore 

 

3.5TB Internal Direct Attached Storage Option
4  

¶ H700 RA ID Controller, 512MB Cache 

¶ RA ID 5 

¶ 3 X 2TB, 3.5 SA TA, 7200RPM, 3.0GB/s 

¶ Western Digital RE4 WD2003FYYS Recommended 

¶ 2 VMw are VMFS Datastores  

 

Dell PERC H700 Controllers w ith 512MB cache are 

recommended. 

Dell PERC H200 Controllers are NOT recommended. 

(Table continued on next page) 
 



 

    
Remote PC Guide for VMware Implementation Using ESXi versions 4.01 and 4.1  U2 with vCenter   www.netdevgroup.com 

  

1/25/2012  Page 19 of 223 

(Table continued from previous page) 

Components Recommended Minimum / Features 

NIC Dual Tw o-Port Embedded Broadcom NetXtreme II 5709 Gigabit 

Ethernet 

Riser Card Riser w ith 2 PCIe x8 + 2 PCIe x4 Slot  

BIOS Setting Performance BIOS Setting 

Pow er supplies High Output Pow er Supply, Redundant, 870W 

Embedded Management DRA C6 Express 

Optical Dr ive DV D ROM, SATA, Internal 

 
1
Minimum recommended processor is Intel E5620 @ 2.4Ghz (4 cores, 8 threads per CPU) .  V Mw are ICM 

pods have not been tested on A MD based systems by NDG and are not supported.  

 
2
Tw o (2) physical CPUs per server (i.e. dual-socket) are required for VMw are ICM pod support (8 cores, 16 

threads per host).  

 
3
64-bit processors w ith hardw are-assisted virtualization ( Intel-VT/EPT) are required for good virtual machine 

performance and to support V Mw are ICM course offerings.  

 
4
Internal Direct Attached Storage consists of hard drives that reside on the ESXi server and are connected 

directly to the host system via a RA ID controller.  

 
Please search the VMware Compatibility guide to ensure your ESXi host hardware is 

compatible with the VMware version you wish to use. 
 

http://www.vmware.com/resources/compatibility/search.php 

 

NDG Equipment Selection Disclaimer 
 
NDG offers no warranties (expressed or implied) or performance guarantees (current or 

future) for 3rd party products, including those products NDG recommends.  Due to the 
dynamic nature of the IT industry, our recommended specifications are subject to 
change at any time.  

 
NDG recommended equipment specifications are based on actual testing performed by 
NDG.  To achieve comparable compatibility and performance, we strongly encourage 

you to utilize the same equipment, exactly as specified and configure the equipment as 
directed in our setup documentation.  Choosing other hardware with similar 
specifications may or may not result in the same compatibility and performance.  The 
customer is responsible for compatibility testing and performance validation of any 

hardware that deviates from NDG recommendations.  NDG has no obligation to provide 
support for any hardware that deviates from our recommendations, or for 
configurations that deviate from our standard setup documentation.  

 
  

http://www.vmware.com/resources/compatibility/search.php
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2.5.2 Special ESXi Host Requirements for VMware IT Academy 

 
Hardware Assisted Virtualization (Intel VT-x) is REQUIRED on any host you use for the 
VMware IT Academy Install, Configure, Manage (ICM) course.  

 

The VMware IT Academy labs have not been tested on AMD processors and are not 
supported on AMD processors. 

 

The NETLAB+ VMware ICM Pod Installation and Configuration Guide provides detailed 
instructions for delivering the ICM course using your NETLAB+ system.  You may obtain 
this guide through the NDG Lab Resource Center for the VMware IT Academy: 

 
http://www.netdevgroup.com/content/vmita/resource/ 
 
 
2.5.3 Obtaining VMware ESXi and Licenses 

 
The following procedure assumes you are a registered member of the VMware 

Academic Program (VMAP).  Non-members can obtain evaluation copies of VMware 
vCenter and ESXi software from http://www.vmware.com and purchase through retail 
partners.  

 
When downloading ESXi it is important to select a version that is compatible with 
NETLAB+. 

 

¶ NETLAB+ is compatible with VMware ESXi versions 4.01 and 4.1 U2. 

¶ For new installations, version 4.1 U2 is recommended. 

¶ VMware ESXi 4.1 U2 is a required component if you plan to use your NETLAB+ 
system to teach the VMware IT Academy Program Install, Configure, Manage 

(ICM) course. 
 

Keep in mind that VMware ESXi version 5.0 is not supported.  Do not select VMware 
ESXi  5.0. 

 

The current link from VMware Academic Alliance Program is for VMware ESXi 4.1.  You 
will need to upgrade to 4.1 U2 as recommended. 

 

1. Follow the link provided to you by VMware when you registered in the VMware 
Academic Alliance Program.  This will take you to the academic software store. 

2. Click on Faculty/Staff at the top to see the available downloads.  You must be a 

registered Faculty/Staff user.  For more information, contact the VMware Academy 
contact at your school. 

 

http://www.netdevgroup.com/content/vmita/resource/
http://www.vmware.com/
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3. Click on VMware vSphere ESXi Server, which is marked with a red box in the picture 

below.  This is the first of two software items you will download from the e-academy 
website (see section 2.6.2ύΦ  ¢ƘŜǎŜ ƛǘŜƳǎ ŀǊŜ ƳŀǊƪŜŘ ǿƛǘƘ ά¸Ŝǎέ ƛƴ ǘƘŜ ǇƛŎǘǳǊŜ ōŜƭƻǿΦ   
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4. Click on Add to Cart. 
 

 
 

5. Sign in with your registered login. 
6. Click on Check Out to continue. 

 

 
 
7. Read and accept the EULA. 
8. On the confirmation page, click on Proceed With Order. 
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9. On the receipt page, record the serial number found under Items.  You will need 
this serial number for the installation later. 

 

 
 

There is a limit of one download of ESXi Server per user account.  If your system will be 
running more than 2 Dell R710 ESXi Host Servers (see section 3 for discussion), you will 
need one or more additional licenses.  In order to circumvent the limitation, you may 

use additional registered faculty/staff accounts to obtain additional licensed downloads. 

 
 

2.6 VMware vCenter 
 

VMware vCenter Server enables you to manage the resources of multiple ESXi hosts and 
allows you to monitor and manage your physical and virtual infrastructure.  Starting 
with software version 2011.R2, NETLAB+ integrates with VMware vCenter Server to 
assist the administrator with installing, replicating and configuring virtual machine pods. 

 
 
2.6.1 VMware vCenter Server Requirements 

 

A separate server running a 64-bit Windows Server operating system is required for 
vCenter Server Standard.  This server can be a physical server (bare metal) or virtual 
machine running on a VMware ESXi 4.1 U2 host.  In either case, the physical server on 
which vCenter resides should be a dedicated "management server" to provide ample 

compute power. 
 

NDG does not support configurations where vCenter is running on a heavily loaded ESXi 

host and/or an ESXi host that is also used to host virtual machines for NETLAB+ pods.  
Such configurations have exhibited poor performance, API timeouts, and sporadic errors 
in NETLAB+ operations. 
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This table outlines several configurations supported by VMware and recommended for 
NETLAB+. 

 

Option Host 
Operating 

System 
vCenter 
Version 

Database 
Host/VM 

Limit 

1 VMw are ESXi 4.1 U2  

Window s 

Server 2008 

R2 (64-bit)  

vCenter 4.1 for 

Window s 
Microsoft SQL Server  --- 

2 VMw are ESXi 4.1 U2  

Window s 

Server 2008 

R2 (64-bit)  

vCenter 4.1 for 

Window s 

Microsoft SQL 

Express (built-in 

database)  

5 / 50 

3 Bare Metal 

Window s 

Server 2008 

R2 (64-bit)  

vCenter 4.1 for 

Window s 
Microsoft SQL Server  --- 

4 Bare Metal 

Window s 

Server 2008 

R2 (64-bit)  

vCenter 4.1 for 

Window s 

Microsoft SQL 

Express (built-in 

database)  

5 / 50 

 
Option 1 is recommended for any vSphere infrastructure of 50 or more virtual machines. 
 

Option 2 is recommended for small vSphere 4.1 U2 deployments that will not exceed 50 
virtual machines. 
 

Options 3 and 4 are bare metal Windows 2008 server deployments and do not leverage 
virtualization.  Only one instance of vCenter can be run on the server.  Running vCenter 
in a virtual machine instance is recommended as it provides additional benefits:  

 
¶ The vCenter VM can be backed up using vSphere backup utilities. 
¶ The vCenter VM can be easily migrated to another host. 
¶ The vCenter VM can failover to another host. 

¶ You may stand up new versions of vCenter on the management server, in 
parallel with the production instance, and slowly upgrade components and VMs 
to newer versions of VMware vSphere as they become available. 

 
The vCenter server must have network access to your ESXi servers and to the Internet 
for updates and patches.  You will use the VMware vSphere Client to access vCenter 

Server. 
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2.6.2 Obtaining VMware vCenter Server and Licenses 

 

The following procedure assumes you are a registered member of the VMware 

Academic Program (VMAP).  Non-members can obtain evaluation copies of VMware 
vCenter and ESXi software from http://www.vmware.com and purchase through retail 
partners.  

 
The installer for vCenter Server is available through the VMware e-academy website.  If 
you are installing vCenter Server on a physical machine, it is recommended you perform 
these steps on that computer to avoid large file transfers.  If you are installing on a 

virtual machine, you will need to upload this file to the ESXi datastore.  
 
1. Follow the link provided to you by VMware when you registered the academy.  This 

will take you to the academic license software store. 
2. Click on Faculty/Staff at the top to see the available downloads.  You must be a 

registered Faculty/Staff user.  For more information, contact your VMware academy 

contact at your school. 
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10. Click on VMware vCenter Server Standard, which is marked with a red box in the 
picture below.  This is the second of two software items you will download from the 

e-academy website (see section 2.6.2ύΦ  ¢ƘŜǎŜ ƛǘŜƳǎ ŀǊŜ ƳŀǊƪŜŘ ǿƛǘƘ ά¸Ŝǎέ ƛƴ ǘƘŜ 
picture below.   
 

 
 
  



 

    
Remote PC Guide for VMware Implementation Using ESXi versions 4.01 and 4.1  U2 with vCenter   www.netdevgroup.com 

  

1/25/2012  Page 27 of 223 

3. Click on Add To Cart. 
 

 
 

4. Sign in with your registered login.  
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5. Click on Check Out to continue. 
 

 
 

6. Read and accept the EULA. 
7. On the confirmation page, click on Proceed With Order. 

8. On the receipt page, record the serial number found under Items.  You will need 
this serial number for installation later. 
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9. Click on Download Options to get the link for downloads. 
 

 
 

10. Click on VMware vCenter Server 4.1.0 to start the download.  Save the file to 
your desktop for installation. 

11. Sign out and close the e-academy website. 
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2.7 Networking Models 

 
The NETLAB+ server, vCenter server and ESXi hosts may be single-homed or dual-homed 
depending on your requirements.  This guide documents three common networking 

configurations: 
 

¶ Single-Homed Networking 

¶ Dual-Homed Networking 

¶ Secure+ Networking 
 
Please review each configuration to determine which one best suits your needs.  Choose 
only one of these configurations, then perform the corresponding setup tasks . 

 

The NETLAB+ server, vCenter server and ESXi hosts should be geographically co-located.  
If Single-Homed (outside) networking is used, all components should be connected by 
100Mb/s or higher speed LAN.  NDG does not support split server configurations that 

traverse a WAN and/or configurations that place firewalls between these servers. 

 
The following table describes the symbols and connection types denoted in the 
networking diagrams throughout this section. 

 

Symbol  Connection Type  

HTTP HTTP Connection  

PC  Remote PC Display User Connection  

PCB  Remote PC Display Back Connection  

MGT  VMware vSphere Management Connection  

REQ  Real Equipment Traffic on VLANs  

RDP  Remote Desktop Protocol  
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2.7.1 Single-Homed Networking 

 
Single-homed networking (SH) connects one NIC from each server to a routable network 
on your campus.  SH can be used if your pods contain only virtual machines (i.e. you are 

not hosting only real lab equipment).  All traffic flows across the campus LAN.  Consider 
the Secure+ network model (described later) if you do not want the VMware 
infrastructure components or traffic on the campus LAN. 
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SH does not require NETLAB+ control switches.  A 1Gb/second switch port is highly 
recommended for each server connection.  This will provide optimal bandwidth for 

remote display connections and virtual machine cloning operations between hosts. 
 
 
2.7.1.1 Single-Homed Setup Tasks 

 

If you have chosen single-homed networking, the following setup tasks can be 
performed now. 
 

1. Obtain an IP addresses, subnet mask, and default gateway for each outside 
server interface connected to your campus LAN. 
 

2. If you are using a physical server for vCenter, connect it to a Gigabit Ethernet 

port on your campus LAN. 
 

3. Connect the first Ethernet port of each ESXi host to a Gigabit Ethernet port on 

your campus LAN. 
 

Later in the setup process, you will configure IP parameters for these interfaces.  The 

following table shows key configurations parameters that will be implemented for this 
networking model. 
 

 
NETLAB+  vCenter  ESXi Host 1   ESXi Host 2   

 
Outside  Inside  Outside  Inside  Outside  Inside  Outside  Inside  

IP Address  Campus  
 

Campus  
 

Campus  
 

Campus  
 

Subnet Mask  Campus  
 

Campus  
 

Campus  
 

Campus  
 

Gateway  Campus  
 

Campus  
 

Campus  
 

Campus  
 

vSwitch  
    

vSwitch0  
 

vSwitch0  
 

Management 

Path      
*  

 
*  
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2.7.2 Dual-Homed Networking 

 
Dual-homed networking (DH) can be used if you are hosting both virtual machines and 
real lab equipment in your NETLAB+ pods.  In this environment, VLANs on NETLAB+ 

control switches serve as an "inside" communication path for virtual machine traffic 
between your ESXi host servers and real lab equipment.  
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2.7.2.1 Dual-Homed Setup Tasks 

 
If you have chosen dual-homed as your networking model, the following setup tasks can 
be performed now. 

 
1. Obtain an IP addresses, subnet mask, and default gateway for each outside 

server interface connected to your campus LAN. 

 
2. If you are using a physical server for vCenter: 

a. Connect the first Ethernet interface to a port on your campus LAN. 

b. Connect the second Ethernet Interface to a control switch reserved port; 
a Gigabit uplink port can be used if available. 

 
3. Connect your ESXi host servers: 

a. Connect the first Ethernet port of each ESXi host to a Gigabit Ethernet 
port on our campus LAN. 

b. Connect the second Ethernet port on your ESXi to a designated reserved 

port on a control switch, or a Gigabit Ethernet uplink port (if one is 
available).  A Gigabit port will provide the highest bandwidth. 

 

4. Console into the control switch and configure each inside ESXi host switchport as 
a trunk (NETLAB+ does not do this automatically). 

 
interface FastEthernet0/n  

  description inside connection to ESXi host #  

  switchport mode trunk  

  switchport mode nonegoti ate  

 
Later in the setup process, you will configure virtual switches, VM kernel ports, and IP 

addresses for interfaces.  The following table shows key configuration parameters that 
will be implemented for this networking model. 
 

 
NETLAB+  vCenter  ESXi Host 1   ESXi Host 2   

 
Outside  Inside  Outside  Inside  Outside  Inside  Outside  Inside 

IP Address  Campus  169.254.0.254  Campus  169.254.0.239  Campus  169.254.0.241  Campus  169.254.0.242  

Subnet Mask  Campus  255.255.255.0  Campus  255.255.255.0  Campus  255.255.255.0  Campus  255.255.255.0  

Gateway  Campus  not set Campus  not set  Campus  not set  Campus  not set  

vSwitch  
    

vSwitch0  vSwitch1  vSwitch0  vSwitch1  

Management 

Path      
*  

 
*  
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2.7.3 Secure+ Networking 

 
This model focuses on security by moving all virtual machine traffic and management to 
the inside.  This is a good model if you implement vCenter on a physical server and do 

not mind accessing vCenter from the server console.  There is no possibility that virtual 
machines can access the campus LAN or Internet and vice-versa.  Because of this, virtual 
machine creation requires software installation from media and/or ISO images. 

 

 
 
 

You may add an optional outside connection for the vCenter server.  This allows indirect 

access to vCenter using Remote Desktop Protocol (RDP).  An instance of the vSphere 
client may be installed and run on the vCenter server thereby allowing you to manage 
the vSphere infrastructure over the inside path, indirectly using RDP from the outside 
path. 

 

Technically, the vSphere client running on an outside desktop can be used to access 
vCenter.  However, attempts to open the console of a virtual machine will fail, as this 

requires a routable network path between the vSphere client desktop and ESXi host.  
This is why RDP is used to access an instance of the vSphere client running on the 
vCenter server itself. 
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2.7.3.1 Secure+ Networking Setup Tasks 

 
If you have chosen the Secure+ networking model, the following setup tasks can be 
performed now. 

 
1. If you are using a physical server for vCenter: 

a. Optionally connect an Ethernet interface to a port on your campus LAN if 

you desire RDP management access.  You will require a Campus IP 
address, subnet mask, and gateway setting for this interface. 

b. Connect an Ethernet Interface to a control switch reserved port; a Gigabit 

uplink port can be used if available. 
 

2. Connect the first Ethernet port on your ESXi to a designated reserved port on a 
control switch, or a Gigabit Ethernet uplink port (if one is available).  A Gigabit 

port will provide the highest bandwidth. 
 

3. Console into the control switch and configure each inside ESXi host switchport as 

a trunk (NETLAB+ does not do this automatically). 
 
interface FastEthernet0/n  

  description inside connection to ESXi host #  

  switchport mode trunk  

  switchport mode nonegotiate  

 
Later in the setup process, you will configure virtual switches, VM kernel ports, and IP 
addresses for interfaces.  The following table shows key configuration parameters that 

will be implemented for this networking model. 
 

 
NETLAB+  vCenter  ESXi Host 1   ESXi Host 2   

 
Outside  Inside  Outside  Inside  Outside  Inside  Outside  Inside 

IP Address  Campus  169.254.0.254  Campus+ 169.254.0.253 
 

169.254.0.241  
 

169.254.0.242  

Subnet 

Mask  
Campus  255.255.255.0  Campus+ 255.255.255.0 

 
255.255.255.0  

 
255.255.255.0  

Gateway  Campus  
 

Campus+ not set 
 

not set  
 

not set  

vSwitch  
     

vSwitch0  
 

vSwitch0 

Connection 

Path       *  
 

*  

   

+ 
optional 

for RDP 
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2.8 Storage Area Networks 

 
A storage area network (SAN) provides centralized shared storage for virtual machines 
and data.  Sharing storage usually simplifies storage administration and adds flexibility 

since virtual machines can be migrated from one ESXi host to another without copying 
large files. 
 

NDG performs all testing on servers with Internal Direct Attached Storage (i.e. RAID 
arrays and RAID controllers directly attached to each).  This is the configuration that 
most academic institutions are likely to find affordable and adopt.  

 
A Storage Area Network (SAN) is a dedicated network that provides access to 
consolidated, block level data storage that can be used for disk storage in a VMware 
vSphere environment.  

 
Currently NDG does not provide benchmarks, guidance or troubleshooting for SAN 
configurations.  Our documentation may show an optional SAN in the environment; 

however, this is not a recommendation or requirement to deploy a SAN.  
 
NDG benchmarks and capacity planning guidance do not account for the additional 

latencies introduced by SAN.  
 
¶ When compared to Direct Attached Storage, a SAN may introduce additional I/O 

latency between ESXi server and disk.  Therefore, a SAN may reduce the number 
of active VMs you can run on an ESXi host. 

¶ If you deploy a SAN, you should perform your own benchmarks and determine 

the number of active VMs you can host on your ESXi server.  Your mileage may 
vary. 

¶ Always configure NETLAB+ Proactive Resource Awareness to ensure that the 
number of VMs that can be activated will remain within your predetermined 

performance limits. 
 

Caution.  Deployment of a SAN requires skill and planning.  Performance of SAN 

solutions can vary greatly.  NDG performance benchmarks are based on Direct Attached 
Storage (local disks connected to each ESXi hosts).  Free SAN solutions may be 
attractive, but test results show I/O rates that are half or less than directly attached 

SATA or SAS drives attached to the ESXi hosts. 
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3 VMware ESXi Server Setup 
 

This section describes the initial BIOS setup and software installation on a VMware ESXi 

host server. 
 

The following table shows the minimum server configurations recommended for various 
NDG supported courseware.  These configurations are based on the Dell R710 specification 

and vary only by memory and active VMs supported.  You do not need separate host servers 
for each curriculum and may run VMs for Cisco, General IT, and Cybersecurity on the same 

servers.  We recommend no more than 40 active VMs per server with 128GB of memory.  
Always configure NETLAB+ Proactive Resource Awareness to limit the number of scheduled 

VMs at any one given time and to prevent oversubscription of the host resources. 
 

 

Server 
Role/Courses 

 

 

Server 
Type 

 

Processor(s) 

 

Memory 

 

Cores/Threads 

 

Active 
VMs 

 

Cisco Only Setup (8 

Active MA P pods) 

 

 

Dell 

R710 

 

2 X Intel E5620 

 

64GB 

 

8/16 

 

24 

 

VMw are ICM Course 

(8 Active ICM Pods) 

 

 

Dell 

R710 

 

2 X Intel E5620 

 

128GB 

 

8/16 

 

40 

 

General IT / 

Cybersecurity  

 

 

Dell 

R710 

 

2 X Intel E5620 

 

128GB 

 

8/16 

 

40 

 

 

All tasks in this section are performed on separate dedicated physical servers that you 
provide.  Do not perform any of the tasks in this section on the NETLAB+ server 
appliance, as this will delete the NETLAB+ software, requiring you to return it to NDG for 
re-installation. 

 
Setup of the VMware ESXi host server is illustrated in the sub-sections below using a 
Dell server model Dell R710.  This is the recommended server model at this writing (QTR 

4, 2011).  Please also refer to the NDG website for the latest server recommendations.  
If you are using a recommended server other than the Dell R710, be aware that the 
process and screen images shown below will vary from your system. 
 

Be sure that hardware assisted virtualization support (Intel-VT) is enabled in the BIOS.  
Some vendors disable this technology by default. 
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3.1 Preparing the ESXi Server 

 
If you are using the recommended server from section 2.5, there are several BIOS 
settings and RAID configurations that you will need to make sure are set correctly. 

 
You must perform the steps detailed in the subsection below for every ESXi host 
server on your NETLAB+ system. 

 

It is highly recommended that you read this section completely, prior to making changes 
to your system.  

 

 
3.1.1 DELL R710 BIOS System changes 

 

Please verify that your system has the latest BIOS installed.  You may obtain the latest 
drivers and downloads for the Dell R710 from DellΩǎ ǿŜōǎƛǘŜΦ 

 

Instructions for changing BIOS settings: 
 

1. Turn on or restart your system. 

2. Press <F2> to enter System Startup at the BIOS startup screen. 
 

 
       Note: BIOS Revision at the time of this document was 6.1.0. 

 
3. Use the arrow keys to select Memory Settings -> Memory Operating Mode and 

make sure it is set to Optimizer Mode. 

 

http://www.dell.com/support/drivers/us/en/04/DriversHome/NeedProductSelection


 

    
Remote PC Guide for VMware Implementation Using ESXi versions 4.01 and 4.1  U2 with vCenter   www.netdevgroup.com 

  

1/25/2012  Page 40 of 223 

 
 

4. Press ESC to return to the main menu. 
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5. Use the arrow keys to select Processor Settings - > Virtualization Technology 
and make sure it is set to Enabled.  Also, check Execute Disable is set to Enabled. 

 

 
 

6. Press ESC to return to the main menu. 

7. Use the arrow keys to select Report Keyboard Errors and make sure it is set to 
Do Not Report. 
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8. Use the arrow keys to select F1/F2 Prompt on Error and make sure it is set to 

Disabled. 
 

 
 

9. Press ESC and select Save Changes and Exit.  
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3.2 DELL R710 RAID Configuration 

 

Redundant Array of Independent Disks (RAID) is designed to give the server redundancy 
and increased performance depending on the RAID type selected.  The recommended 

and tested configuration is a RAID 5.  The H700 RAID controller with 512MB cache is 
recommended and supported.  The H200 is NOT supported.  The H200 has exhibited 
poor performance and does not support RAID 5.  Please see section 2.5.1 for details on 

hardware requirements.  
 
RAID 5 distributes error-correcting bits (parity) along with the data and requires all 
drives but one to be present to operate; the array is not destroyed by a single drive 

failure.  Upon drive failure, any subsequent reads can be calculated from the distributed 
parity such that the drive failure is masked from the end user.  However, a single drive 
failure results in reduced performance of the entire array until the failed drive has been 

replaced and the associated data rebuilt. 
 

RAID 5 arrays may take several hours to initialize as the controller creates parity on the 

drives.  The 3x2TB drive configuration will take approximately 4 hours.  

 

Please verify that your system has the latest H700 RAID Controller Firmware installed.  
You may obtain the latest drivers and downloads for the Dell R710 from DellΩǎ ǿŜōǎƛǘŜΦ 

 

1. Turn on or restart your system. 
2. During the boot process, you will be prompted to, Press <Ctrl><R> to Run 

Configuration Utility. 

 

 
 Note: The H700 FW package at the time of this document was 12.10.2-0004. 

 
3. You should start with a clean configuration.  If not, you will need to clear any 

existing configuration.   
  

http://www.dell.com/support/drivers/us/en/04/DriversHome/NeedProductSelection
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3.2.1    3x2TB HDD Configuration 

 

This section is for the 3x2TB HDD Configuration for RAID 5.  When installing ESXi 4.1 U2, 
you must create two virtual disks when using this HDD configuration.  One is a 2TB 

datastore, and the other is the remaining space in another datastore. 

 
1. Use the arrow keys to select the PERC H700 controller and press enter. 

 

 
 

2. Select RAID Level 5, RAID-5. 

3. Select all your physical disks on the left.   
4. Edit the VD Size to 2048.00 GB.  This will be the first datastore. 
5. Edit the VD Name to VD-DAS1. 
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6. Select OK on the right.  Note the message indicating we need to initialize the 
Virtual Disk after it has been configured.  We will do that in a later step. 

7. Use your arrow keys to highlight Free Capacity and press Enter. 
8. Edit the VD Name to VD-DAS2.  Select OK.  Note the message indicating we need 

to initialize the Virtual Disk after it has been configured.  We will do that in a 
later step. 

9. Use your arrow keys to highlight Virtual Disk 0.  Press F2 and select initialization 
-> Start Init.  Select Yes to confirm Initialization of the HDDs.  This process can 
take several hours.  

  

 
 

10. You can press Enter on the Virtual Disk to see the estimated time remaining. 

 

 
 

11. When initialization is completed, select OK to confirm. 

12. Repeat steps 8-10 for Virtual Disk 1. 
13. Press ESC to close out of the RAID Configuration Utility.  Select OK to confirm 

exiting.  You will be prompted to reboot your system. 
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3.2.2    3x1TB HDD Configuration 

 

This section is for the 3x1TB HDD Configuration for RAID 5.  When installing ESXi 4.1 U2, 
you create only one datastore in this HDD configuration. 

 

1. Use the arrow keys to select the PERC H700 controller and press enter. 
 

 
 

2. Select RAID Level 5, RAID-5. 
3. Select all your physical disks on the left.   

4. Edit the VD Name to VD-DAS1. 
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5. Select OK on the right.  Note the message indicating we need to initialize the 
Virtual Disk after it has been configured.  We will do that in a later step. 

6. Use your arrow keys to highlight Virtual Disk 0.  Press F2 and select initialization 
-> Start Init.  Select Yes to confirm Initialization of the HDDs.  This process can 
take several hours.  
  

 
 

7. You can press Enter on the Virtual Disk to see the estimated time remaining. 
 

 
 

8. When initialization is completed, select OK to confirm. 
9. Press ESC to close out of the RAID Configuration Utility.  Select OK to confirm 

exiting.  You will be prompted to reboot your system. 
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3.3     Installing ESXi on Host Server 

 
This section will walk you through installing VMware ESXi to your host servers.  Please 
note that the content in the images below will vary based on your system.  The 

instructional steps are the same. 
 

If you are using VMware ESXi 4.1 U2, please review the information in the Getting 

Started with ESXi Server Installable guide.  You may use this guide as a reference for ESXi 
4.1 Installable and ESXi 4.1 Embedded versions, with the exception that using ESXi 
Installable requires performing the installation procedure detailed on page 7, Install 

ESXi 4.1 using the Interactive Mode. 
 

If you are using VMware ESXi 4.01, please review the information in the Getting Started 
with ESXi Server Installable guide.  You may use this guide as a reference for ESXi 4.01 

Installable and ESXi 4.01 Embedded versions, with the exception that using ESXi 
Installable requires performing the installation procedure detailed on page 9 Install 
ESXi 4.0.  Keep in mind that the procedures detailed in this guide recommends and 

illustrates the use of ESXi 4.1. 
 

If you have not done so already, burn a copy of the ESXi 4.1 Installable ISO. 

 

Instructions for installing ESXi: 
 

1. Turn on or restart your system. 

2. Insert your ESXi 4.1 media to install the ESXi Installable. 
3. You are presented with the Installation screen below. 

 

 
 

4. Press Enter to continue. 

5. You are prompted with the User Agreement.  Press F11 to Accept and Continue. 
6. On the Select a Disk screen, choose the 2TB drive.  

 

http://www.vmware.com/pdf/vsphere4/r41/vsp_41_esxi_i_get_start.pdf
http://www.vmware.com/pdf/vsphere4/r41/vsp_41_esxi_i_get_start.pdf
http://www.vmware.com/pdf/vsphere4/r41/vsp_41_esxi_i_get_start.pdf
http://www.vmware.com/pdf/vsphere4/r41/vsp_41_esxi_i_get_start.pdf
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This screenshot is for the 3x2TB HDD configuration.  For 3x1TB HDD configuration, there 
is only one drive available, select it. 

 
7. Press Enter to continue.  
8. Press F11 to begin the installation. 
9. Installation can take 1-5 minutes depending on hardware. 

10. When the Installation Complete window appears, press Enter to reboot the 
machine. 

 

 
3.4 Configure Root Password 

 

In this task, you will log into the console and setup the root password. 
 

1. When the ESXi host server is booted, you are prompted with the console screen. 
 

 
 

2. Press F2 to begin setting up the host. 

3. Choose Configure Password and press Enter to change. 
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4. In the Configure Password window, enter a New Password.  Confirm the 
password and press Enter to make the change.   

 

Be sure to record this password in a safe place.  You will need it to integrate the ESXi 
host with the vCenter Server on the management workstation. 

 

 
3.5 Network Configuration 

 
In this task, you will configure ESXi server network configuration. 
 

1. From the console, choose Configure Management Network and press Enter. 
 

 
 

2. In the Configure Management Network window, choose IP Configuration and 
press Enter. 

 
3. In the IP Configuration window, choose Set static IP address and network 

configuration, press Spacebar to select and enter an inside or outside IP 

configuration (described in the next two sections respectively). 
 

 
 

The IP configuration parameters entered here will be used either for the outside or 
inside interface, depending on the networking model you have chosen.  Please see the 

following discussion to determine which interface IP values to use.  
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Outside ESXi Connection.  If you are NOT using Secure+ network model, your ESXi host 
connects to the outside campus LAN.  Enter the IP address, subnet mask, and default 

gateway assigned by the campus LAN administrator. 
 

Single Homed Networking 
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Dual-Homed Networking 
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Inside ESXi Connection ONLY.  If you are using the Secure+ network model, your ESXi 
host connects only to the inside control switch.  Use one of the following IP 

configurations for each ESXi server.   
 

Inside Interface IP Address Subnet Mask Default Gateway 

ESXi Server 1 Inside 169.254.0.241 255.255.255.0 not set 

ESXi Server 2 Inside 169.254.0.242 255.255.255.0 not set 

ESXi Server 3 Inside 169.254.0.243 255.255.255.0 not set 

ESXi Server 4 Inside 169.254.0.244 255.255.255.0 not set 

ESXi Server 5 Inside 169.254.0.245 255.255.255.0 not set 

ESXi Server 6 Inside 169.254.0.246 255.255.255.0 not set 

ESXi Server 7 Inside 169.254.0.247 255.255.255.0 not set 

ESXi Server 8 Inside 169.254.0.248 255.255.255.0 not set 

ESXi Server 9 Inside 169.254.0.249 255.255.255.0 not set 

 

Secure+ Networking 
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4. Press Enter to confirm changes and return to the Configure Management 
Network window. 

5. In the Configure Management Network window, choose DNS Configuration and 
press Enter. 

6. Select Use the following DNS server addresses and hostname.  
 

 
 

7. Enter either outside or inside DNS parameters from the table below based on 

your networking selections in section 3.5. 
 

 

If you configured outside 

interface and IP parameters in 

section 3.5é 

If you configured inside interface and 

IP parameters in section 3.5é 

Primary DNS Server Pr imary DNS server IP address for 

your campus LAN. 

Leave Blank 

Alternate DNS Server Alternate DNS server IP address 

for your campus LA N. 

Leave Blank 

Hostname Use outside IP address as the host 

name (recommended), or the fully 

qualif ied domain name of the host if  

mapped in your DNS. 

Use inside IP address as the host name. 

 

8. Press Enter to confirm changes and return to the Configure Management 
Network window. 

9. Press Esc to return to the main console. 
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10. You will be prompted to Apply changes and restart management network.  
Press Y to confirm changes. 

 

 
 

11. You will return to the main console.  Press Esc to log out. 
 

Reminder: The installer available from the VMware Academy is for ESXi 4.1.  NDG 
recommends upgrading to ESXi 4.1 U2.    



 

    
Remote PC Guide for VMware Implementation Using ESXi versions 4.01 and 4.1  U2 with vCenter   www.netdevgroup.com 

  

1/25/2012  Page 56 of 223 

4 VMware vCenter Server Setup 

 

In this section, you will setup the vCenter server and related utilities.   
 
A separate server running a 64-bit Windows Server operating system is required for 
vCenter Server Standard.  This server can be a physical server (bare metal) or virtual 

machine running on a VMware ESXi 4.1 U2 host.  In either case, the physical server on 
which vCenter resides should be a dedicated "management server" to provide ample 
compute power.  VMware vCenter server requires at least two CPU cores. 

 

NDG does not support configurations where vCenter is running on a heavily loaded ESXi 
host and/or an ESXi host that is also used to host virtual machines for NETLAB+ pods.  
Such configurations have exhibited poor performance, API timeouts, and sporadic errors 

in NETLAB+ operations. 

 
 
4.1 vCenter Configuration Options 

 

There are four configuration options that are recommended by VMware and supported 
by NDG. 
 

Option Host 
Operating 

System 

vCenter 

Version 
Database 

Host/VM 

Limit 

1 VMw are ESXi 4.1 U2  

Window s 

Server 2008 

R2 (64-bit)  

vCenter 4.1 for 

Window s 
Microsoft SQL Server  --- 

2 VMw are ESXi 4.1 U2  

Window s 

Server 2008 

R2 (64-bit)  

vCenter 4.1 for 

Window s 

Microsoft SQL 

Express (built-in 

database)  

5 / 50 

3 Bare Metal 

Window s 

Server 2008 

R2 (64-bit)  

vCenter 4.1 for 

Window s 
Microsoft SQL Server  --- 

4 Bare Metal 

Window s 

Server 2008 

R2 (64-bit)  

vCenter 4.1 for 
Window s 

Microsoft SQL 

Express (built-in 

database)  

5 / 50 
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4.1.1 vCenter Configuration Option 1 

 
vCenter Option 1 provides the benefits of virtualization with a full version of Microsoft 

SQL Server database to support a large number of virtual machines.  
 

 
 
The following components are required for Option 1: 

 

¶ Physical Management Server running VMware ESXi 4.1 U2 

¶ Virtual machine running Windows Server 2008 R2 64-bit 

¶ VMware vCenter 4.1 for Windows 

¶ Microsoft SQL Server 2008 R2 
 

This option does not provide a physical console to access Windows Server or vCenter.  If 
this option is combined with the Secure+ networking configuration, your management 
server must have a network connection to the campus to provide access to vCenter 
and/or the Window Server virtual machine. 
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4.1.2 vCenter Configuration Option 2 

 
Option 2 provides the benefits of virtualization without a requirement for a separate 
database.  This option uses the Microsoft SQL Express that is included with vCenter for 

Windows. 
 

The Microsoft SQL Express database included with the vCenter installation supports no 
more than 5 hosts or 50 virtual machines.  It is suitable for a small installation, such as 

managing a NETLAB+ configuration consisting only of Cisco pods.  The express database 
also has a maximum data capacity of 4GB.  As the size of the database approaches 4GB, 
vCenter performance may degrade.  If the 4GB limit is reached, vCenter will no longer 

function. 

 

 
 

The following components are requirement for Option 2: 
 

¶ Physical Management Server running VMware ESXi 4.1 U2 

¶ Virtual machine running Windows Server 2008 R2 64-bit 

¶ VMware vCenter 4.1 for Windows 

¶ Microsoft SQL Express (packaged with and installed by vCenter) 
 

This option does not provide a physical console to access Windows Server or vCenter.  If 
this option is combined with the Secure+ networking configuration, your management 
server must have a network connection to the campus to provide access to vCenter 
and/or the Window Server virtual machine.  
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4.1.3 vCenter Configuration Option 3 

 
Option 3 provides vCenter running directly on a dedicated physical server, with a full 
version of Microsoft SQL Server installation to support a large number of virtual 

machines. 
 

 
 

The following components are required for Option 3: 
 

¶ Physical server with at least 2 CPU cores (4 cores recommended) 

¶ Windows Server 2008 R2 64-bit 

¶ VMware vCenter 4.1 for Windows 

¶ Microsoft SQL Server 2008 R2 
 

If you use an "older" physical server for you vCenter system, please be sure it meets the 
minimum requirements in the VMware documentation.  vCenter absolutely requires a 

64-bit processor and at least two cores.  An underpowered server will likely cause 
performance problems and errors in your infrastructure. 

 

Important: Broadcom NIC chipsets have shown intermittent traffic issues, including 

dropped packets between NETLAB+ and vCenter, if using the Microsoft Drivers from 
Windows Update.  It is recommended that you use the Broadcom Drivers available from 
their support website for your appropriate chipset.  I.E. The Dell R710 uses the 

Broadcom® NetXtreme II 5709 chipset for the embedded NICs.  These drivers can be 
downloaded at http://www.broadcom.com/support/ethernet_nic/netxtremeii.php. 

  

http://www.broadcom.com/support/ethernet_nic/netxtremeii.php
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4.1.4 vCenter Configuration Option 4 

 
Option 4 provides vCenter running on a dedicated physical server,   without a 
requirement for a separate database.  This option uses the Microsoft SQL Express that is 

included with vCenter for Windows. 
 

The Microsoft SQL Express database supports no more than 5 hosts or 50 virtual 
machines.  It is suitable for a small installation, such as managing a NETLAB+ 

configuration consisting only of Cisco pods.  The express database also has a maximum 
data capacity of 4GB.  As the database approaches 4GB, performance may degrade.  At 
4GB, the database will not function. 

 

 
The following components are requirement for Option 4: 

 

¶ Physical server with at least two CPU cores 

¶ Windows Server 2008 R2 64-bit 

¶ VMware vCenter 4.1 for Windows 

¶ Microsoft SQL Express (packaged with vCenter) 

 

If you use an "older" physical server for you vCenter system, please be sure it meets the 
minimum requirements in the VMware documentation.  vCenter absolutely requires a 
64-bit processor and at least two cores.  An underpowered server will likely cause 

performance problems and errors in your infrastructure. 

 

Important: Broadcom NIC chipsets have shown intermittent traffic issues, including 
dropped packets between NETLAB+ and vCenter, if using the Microsoft Drivers from 

Windows Update.  It is recommended that you use the Broadcom Drivers available from 
their support website for your appropriate chipset.  I.E. The Dell R710 uses the 
Broadcom® NetXtreme II 5709 chipset for the embedded NICs.  These drivers can be 

downloaded at http://www.broadcom.com/support/ethernet_nic/netxtremeii.php.  

http://www.broadcom.com/support/ethernet_nic/netxtremeii.php
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4.2 Networking Overview for vCenter Server 

 
The following sub-sections enumerate both physical and virtual setups for vCenter in 
the context of the three NETLAB+ networking models (Single Homed, Dual Homed, and 

Secure+). 
 
Section 4.2.1 discusses virtual vCenter Server (Options 1 and 2) networking setups for 

Single Homed Networking (section 4.2.1.1), Dual Homed Networking (section 4.2.1.2), 
and Secure+ Networking (section 4.2.1.3). 
 

Section 4.2.2 discusses vCenter on bare metal server (Options 3 and 4) networking 
setups for Single Homed Networking (section 4.2.2.1), Dual Homed Networking (Section 
4.2.1.2, and Secure+ Networking (section 4.2.1.3) 
 

 
4.2.1 Virtualized vCenter Server Networking Options 

 
The following three setups apply to vCenter Options 1 and 2 (virtualized vCenter). 

 
 
4.2.1.1 Virtualized vCenter Server with Single Homed Networking 

 
This setup applies to vCenter Options 1 and 2 when used in a Single Homed Networking 

configuration.  
 

¶ The management server will have one physical network connection to the 
campus LAN.  The management server's ESXi kernel NIC on vSwitch0 is assigned 

an IP address on the campus LAN.  You will connect directly to this address via 
vCenter to manage the ESXi server before vCenter is installed. 

 

¶ The vCenter server virtual machine will have one virtual network adapter.  This 
adapter will be assigned an IP address on your campus LAN.  This IP address will 
be used to connect to vCenter once it is installed. 
 

 



 

    
Remote PC Guide for VMware Implementation Using ESXi versions 4.01 and 4.1  U2 with vCenter   www.netdevgroup.com 

  

1/25/2012  Page 62 of 223 

 
 

 
4.2.1.2 Virtualized vCenter Server with Dual Homed Networking 

 
This setup applies to vCenter Options 1 and 2 when used in a Dual Homed Networking 
configuration.  

 

¶ The management server will have two physical network connections. 
o vmnic0 and vSwitch0 connect to the campus LAN. 
o vmnic1 and vSwitch1 connect to a NETLAB+ control switch. 

o The management server's ESXi kernel NIC on vSwitch0 is assigned an IP 
address on the campus LAN.  You will connect directly to this address via 
vCenter to manage the ESXi server before vCenter is installed. 

o The management server's ESXi kernel NIC on vSwitch1 is assigned as 
169.254.0.239 (recommended). 
 

¶ The vCenter server virtual machine will have two virtual network adapters. 
o Network adapter 1 connects to vSwitch0 (campus).  This adapter will be 

assigned an IP address on your campus LAN.  This IP address will be used 
to connect to vCenter (once it is installed). 

o Network adapter 2 connects to vSwitch1 (campus).  The recommended IP 
address is 169.254.0.253. 
 






























































































































































































































































































































