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OBJECTIVES

PART 1 - Background

What is a remote PC?

What can users do with a remote PC

What is a virtual machine?

What does Wiware Server 2.provide?

How does NETLAB+ integrate with VMware Server?

PART 21 Planning

e \What software is needed?
e What hardware is needed?
¢ How many VMware host servers do | need?

PART 31 VMware Server Setup

Install Microsoft Windows Server operating system
Create NELAB+ management account

Configure physical networks

Install VMware Server software

Prepare for virtual networking

PART 41 Adding Virtual Machines

e How do | add a virtual machine to my VMware Server?
¢ How do Imake a virtual machine accessible to NETLAd®#s?

PART 571 Connecting Virtual Machines to Real Lab Devices
e Connecting to an External Network
e Creating VLAN interfaces
e Configuring VMnets

PART 61 Verifying Connectivity and Troubleshooting

o Verifying Connectivity Between Virtual Machines and Galr
¢ Identify and resolve the most frequently encountered VMware issues.
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Part1  Background

This section builsla fundamental understanding diow remote PG, virtualizationand
NETLAB+ work together.

Objectives

What is a remote PC?

What can users do with @mote PC?

What is a virtual machine?

What does VMware Server 2.x provide?

How does NETLAB+ integrate with VMware Server?

1.1 What is a Remote PC?
Aremote PQs a personal computer or server that can be remotalgessed from
another PC.Remote accesallows auserto have full access to theeyboard, video, and

mouse of the remote PONETLAB+ provides btilit client software for remote access,
GKAOK Aa f2FRSR ldzi2aYFdAOFIft& O@OAl GKS

Campys

Remote Seryer
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1.2 What Can Users Do With a Remote PC?

Userscan remotely access theeyboard, video, and mouse of a virtual machine.
NETLAB&Iso provides special featuresch as shared simultaneous access, interfacing
with real lab equipmentrputers, switches, and firewalls), remotely powering a PC on or
off, and restoring the PC to a clean state. This offers a wide range of possibilities. Here
are a few scenarios that are being used today.

e Application ®rvice Providsstudents with access to real operating systems
and application software, without distriltiing software or licenses.

e Distance LearningProvidesremote instructorled training by allowing
simultaneous shared access to remote PCs and remote servers. Several users
Oly O2yySOG G2 | yR &aKuddtertntesttidBamie 0S t/ QA&
time. Using NETLAB+, studsrttan observe whdhe instructoris doing on the
remote PCand viceversa.

e Resource éheduling. Provides controlled, scheduled usage to limited hardware
resources.

e License Minagement. Limitsthe nunber of licensed operating systems or
software applications that can be used at the same time.

e Ornline General IT TrainingProvids on-line access to real operating systems
and real application software. Using NETLAB+, remote PCs can be completely
isolated from production networks, providing a safe environment for instructors
and students to do things that are not typically allowed on production networks.
Students can safely experience administrative privileges in complex computing
environments. You camow providelabsthat are not practicafor students to
set up at home, oscenarioghat would be too difficult to set up by new IT
students.

¢ Online Lab Blivery. Providesremote delivery of student assignments and lab
work.

e Online Network Taining. Providesonline delivery of network training. Remote
PCs can be interface with real lab equipment, such as routers, switches, and
firewalls, all of which can be accessed remotely using NETLAB+.

e Online Security flaining. Provides online delivery of secity training. Using
NETLAB+, remote PCs can be completely isolated from production networks,
providing a safe environment for instructors and students to do things that are
not typically allowed on production networks. This might include configuring PCs
and lab devices using administrator privileges, installing new software, capturing

network traffic, experimenting with firewalls and VPNs, running malicious
8/12/2010 Page7 of 15¢
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software, and scanning networks. At the end of the lab reservation, NETLAB+
will undo any changes.

1.3 What is a Virtual Machine?

In NETLAB+ \artual machindgs a remotePC oremote serverthat runson virtualized
hardware. Although the hardware is virtualizeeal operating systesiand real

application softwarecan still be used; virtual hardware appears to be real as far as the
software is concerned. In fact, the software running on a virtual machine is allowed to
execute instructions directly on the real CPU. This provides relatively good
performance compa@ble toactualhardware in most cases. A special process known as
the hypervisomanages workloadmongvirtual machinsto ensure that each
applicationhas time to execute.

The result is that virtualization allows you to host real operating systermsead
application software with fewer hardware resources.

~

5 — Nz
g Virtual Machine Virtual Machine g Virtual Machine
=

Windows Windows Linux
Applications Applications Applications
(real) V1| & (real) 9 (real)

,’:’. Windows 1':,. Windows G Linux

XP - Server 2003 0/s

(real) (real) (real)

\ 7

-~

“ > .

N

~

Virtual Hardware
—

Virtual Hardware Virtual Hardware

S— | | S—
—ﬁ

Virtualization Software

Host Operating System

Physical Hardware

To implement virtual machines, the NETLAB+ software interfaces with third party
virtualization products that run on separate servers (not on the NETLAB+ server). This
guide is specific ttMware Server 2.x, from VMware Inc.
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NETLAB+ provideemote PCGaccess solutionfor both virtual machines and real
standalonePCs.However, due to the rapid progress of virtualization technology and the
numerous benefits it provides, NDG recommends tilahew remote PCs be

implemented using virtual machines. New development and support for standalone PC
interfacing is no longer provided by NDG.

1.4 What Does VMware Provide?

VMwareprovidesvirtualizationserversoftware. The softwareabstractscomputing
resources so that severBICr servers can run on the same physisaiver.

EachNETLAB#emote PC orremote server runs inside of @rtual machine VMware
providesvirtual CPU, virtual memory, virtual disk drives, virtual networking interfa
cards, and other virtual hardwaréor each virtual machineVMware also provides the
concept of a virtual networking switch. Virtual switches can be connected to real
networks via host network adapters, allowing virtual machines to connect to real
networks.

8/12/2010 Page9 of 15¢
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Virtual Machine (Guest)

~,

8/12/2010

Host
Memo

=~

Virtual
Switch

www.netdevgroup.com

PagelOof 15¢



N/ DG

NETLAB+ Remote PC Guide for VMware Implementation Using VMware Server 2.x www.netdevgroup.com

15 How Do NETLAB+ and VMware Servers Work Together?

NETLABiterfaces withvMwarevirtualization servesusing protocols and application
programming interfaces (API) to incorporate virtual machines (PCs and servers) into the
lab environment, and make them remotely accessible in an-eas\ge intuitive way. It

also facilities sharing so that multiple useemn access the keyboard, video and mouse

of a virtual machine simultaneously.

Training Self Study
22s8 % ®
&

METLAB+ Server

- &
Sharing | Automation | ﬁec::ote

g Virtual Machine s Virtual Machine g Virtual Machine

Windows Windows Linux
Applications Applications Applications

" (real) y (real) " (real)

;ﬂf Windows # Windows {} Linux
Xp Server 2003 0/5
(real) (real) (real)

E

r y r y

Virtual Hardware Virtual Hardware Virtual Hardware
N— | — || —

@ ViMware Server 2.x

Windows 2003 Server
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Here is list of features and benefits provided by NETLAB+, working in conjunction with
VMwarevirtualization servers.

e The keyboard, video and mouse of each virtual macharebe accessed without
I aol Ol R22NE ySGg2N] 2N AfasSoNavin@S 2y GKS
machine is proxied througNETLABand the virtualizatiorhost system, similar
to KVMoverIP hardware solutions

e No special client software (othertiia WI @1 0 A& NBIjdzA NBR 2y (KS
NETLABwWiIll download its remote P&ccessapplication to the client whenever
the user clicks on a PC.

e Multiple users can share access to a virtual machine simultaneously.

o NETLABmMmultiplexesvirtual machine ttaffic using a single IP address and two
TCP ports. It also provides a fratd to the virtual machine environment, so
that virtualization servers and virtual machines do not have to be placed on
production networks. This significanttycreases secugtandeases firewall
administration.

¢ |If the user has a valid lab reservaticdE: TLABwWiIll proxy client access to the
keyboard video and mouse of the virtual machine. This access is terminated
when the lab reservation completes, ensuring that usersitb¢iknt reservations
do not interfere with each other.

o NETLABsupportsrevert to snapshot Changes to a virtlimactine can be
discarded at the end of a lab reservation, returning the PC to a clean state.

e Users can have administrative privileges on a virtual machine without risk.

e Users may power on, power off, and revert to clean state (scrub) from the
NETLABweb interface.

e Users can shutdown and reboot a virtual machine during the lab, without losing
changes.

e Virtual network interfaces on a virtual machine can be tied to real networks in
the lab. NETLAB+ provides the framenkdo separate lab networks fromeal
networks in a secure manner.

Virtualizationusing VMwaras performed o separatephysical serves, not included
with NETLAB+. You can interface with multigldwarevirtualization servers
necessary

8/12/2010 Pagel2 of 15¢
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Part 2  Planning

This section discusses the software and hardware requirements for planning a remote
PC deloyment using VMware Servenrc.

Objectives
e What software is required?

e What hardware is required?
¢ How many VMware host servers do | need?

2.1 What Software Is Required?
METLAB+ Server 2009.R1 N D G
Remota

Zharing Aotomation Acc

g"ﬁrtual Machine g‘nﬁrtual Machine g‘nﬁrtual Machine

Windows Windows Linux
Application Application Application
[real) ] [real) [real)

'.:’ﬁ" Windows . Wlnduws e. Linux
Xp 3ermer2uu ofs

[real) [real)

Windows 2003 Server

Refer to the numbered diagram above.

(1)  Your NETLAB+ server must be running ver2d®9.R1or later tointerface with
VMware Server 2.x

(2) Each virtualization serveequires acopy ofMicrosoft Windows 2003 Servelin
VMware and NETLAB+ termiistiscalledthe host operatingsystem. Other
Windowshost operating systemare supported by VMwareThis guide will
provide guidance fowindows 2003 &ver, which is the recommended host
operating system at this time.
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3)

(4)

(5)

2.1.1

Each VMware virtualization servexquiresa copy of VMware Server, available
from http://www.vmware.com. Other VMware products are supported (see the
table below). All examples and procedures in this gurgespecific to VMware
Server 2.X

Each virtual machine requires a copy of a supported operating system. In
VMware and NEB+ terms, this is calledgaiest operating systemPlease
refer to the VMware Server documentation to determine which operating
systems versions are currently suppeat NETLABHas been tested with
Microsoft Windows and Linux operating systems.

NovellNetware is known to have problems with cursor updates, and is therefore
not supported at this time.

Each virtual machine can run application programs. These are installed on each
virtual machine the same way you install software on a real PC.

Product Licensing

For the purpose of software licenses, each virtual machine and VMware server system is
treated as an independent real PC or server. Please refer to the specific vendor license
agreements (and educational discount programs, if applicabldetermine licensing
requirements for your virtual machir@ software, server software, operating systems,

and application programs.

8/12/2010 Pagel4 of 15¢
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2.1.2 VMware Hosting Product Comparison

The following table compares NETLAB+ support and features for selected VMware
hostingproducts. This guide is specific ¥Mware Server 2.xShould you decid&® use
one of the other listed products with NETLAPBteaseswitch tothe respective NETLAB+
guidethat is matches the speciféMwareproduct.

Product VMware VMwar_e VMware VMware
Server ESXi ESX GSX
VMware Version 2.X 1.x 3.5U3 35U3 3.X
NETLAB+ Support BETA Supported PLANNEL Planned Deprecated (2]
Minimum NETLAB+ Version 2009.R1 4.0.11 2009.R1 TBD 3.7.0
Architecture Hosted Hosted Hypervisor Hosted
Minimum VMware VersiolRRequired 20 1.0.3 3.5U3 3.1
VMware Versions Testday NDG 20 1.0.3 3.5U3 3.1
1.0.6 3.2
1.0.7
HostOperating System Required Windows Windows No Windows
Windows Server O/S Versionssted 2003 2003 n/a 2003
2000 2000
Linux Server O/8ersionsTested n/a (1 n/a (1) n/a n/a (1)
NETLAB+ Feature Support
e Remote PC Viewer Yes Yes Yes Yes
e Power On / Off Yes Yes Yes Yes
e Revert to Snapshot (scrub) Yes Yes Yes Yes

(1) VMware Servefor Linux or VMware GS#r Linux is not currently supporteat documentedby NDG.
However, you may run Linux agjaestoperating systenon virtual machines.

(2) VMware GSX has been replaced by VMware Server 1.x and VMware Server 2.X.
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2.1.3 NETLAB+ Support Summary for VMware Server 2.x

NETLAB+ Support Status BETA

Minimum NETLAB+ Version Required NETLAB2009.R1

VMware Server Minimum Version Required VMware Server 2.0

VMware Server Versions Tested VMware Server 2.(Build 116503)
Windows Host Operating Systems Tested WindowsServer 2003

Linux Host Operating Systems Tested NDG does not currently support Linux as a host
operating systenfor VMware Server

Guest Operating Systems Tested Windows XP (x86, 3dit)

Minimum Numberof Virtual Machines 10* * With adequately sized hardware.

(on each VMware servérost)

Maximum Number of Virtual Machines 10 ** ** The maximum is determined by

(on each VMware server host) hardware and the number of virtual
switches required. See known issue in
section2.1.4.1

Number of Virtual Switches Supported 10 max See known issui@ section2.1.4.1
NETLAB+ Supported Features Remote PC Viewer

Power On

Power Off

Revert to Snapshot (scrub)

(1) Pleaseefer to the VMware Guest Operating System Installation Guide for specific product support,
installation instructions and known issues.

(2) Older 32vit processors will only support 38t guest operating systems. A-8it processor is
required for 64bit guest operating systems.
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2.1.4 NETLAB+ Known Issues for VMware Server 2.X

In thissection,we will discuss seval known issuesncounteed when using VMare
Server 2.xvith NETLAB+.

2.1.4.1 10 Virtual Switch Limit

VMware Server 2.x for Windows supports 10 virtual switches per server. This is a hard
limit.

Count the number virtual switches that are required by each pod. This number cannot
exceed 10 pe¥Mware Server. This limit may affect the number of virtual machines
that can be run on one VMware server and the number of servers requifgau are

using one of thestandard NETLABpods, sectior?.3 of this guide provides the virtual
machine count and virtual switch count for each pod type.

A highend system capable of hosting 20 or more virtual machines may be wasted if the
virtual switch caint limit of 10 effectively limits you to a much smaller number of virtual
machines.

The following table discusses three common scenarios and the possible impact of the 10
virtual switch limit.

Scenario Impact

No Networking.Your virtual machines do notilize Virtual switches will not be a limiting factor in the

virtual networking or virtual switches. number of hosted virtual machines.

1.1 Ratio. The pod design(s) requsehat each The numbeiof possible virtual machines on one
virtual machine havés own dedicated virtual server is exactly 10 (with adequate hardware).
switch.

Shared Virtual SwitchesThe pod design(s) has  If your pod designs (topologies) have virtual

virtual machines that share a virtual switch. machines that share a virtual #ah, then 10 or
more virtual machines per server are possible,
provided no more than 10 virtual switches are us¢
and the hardware can support the total number o
virtual machines on the server.

Workaround. Consider using one of the supported VMware ESX/ESXi products listed in
section2.1.2 These products support more virtual switches per servernyailp you to
placeandrun more virtual machines and virtual switches on fewer keghl servers.
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2.1.4.2 Continuous High CPU Utilization Causes Timeouts

Continuoushigh CPU utilization at erearcapacityon all processor cores cause API
connection timeouts. This in turn may cause automated operations performed in
NETLAB+ to fail.

Causes.Running too many active virtual machines on one server, and/or using a server
with inadequate hardware resources.

Workaround #1. Add additional VMware servers and divide the workload.

Workaround #2. Upgrade server CPU and memory. Additional CPU speed, processor
cores and memory are usually helpful. See the hardware discussion in the later section
for additionalguidance.

Workaround #3. Consider using one of the supported VMware ESX/ESXi products listed
in section2.1.2 These products provide more cooktiover CPU resource allocation and
can be configured to dedicate processing cycles to system tasks.

2.1.4.3 NETLAB+ Not Tested With All Guest Operating Systems

VMware provides &uest Operating System Installation Guidat contains a list of
supported guesbperating systems and the known issues for each. Not all operating
systems in this document have been tested with NETLAB+.

We recommend that you thoroughly test each unique guest operating system in the
NETLABenvironment prior to production deploymentn particular, you should install

the VMware Tools on the guest operating system, and then use the NETLAB+ Remote PC
Viewer to test for proper functioning of the keyboard, mouse, mouse cursor, and screen
updates.

2.1.4.4 NETLAB+ Does Not Support Novell Netware
Novell Netware as a guest operating system is not supported by NETLAB+ at this time.
There ae known issues witkursor updatesmaking remote access unusable.

2.1.4.5 NETLAB+ Does not Support DLink Network Cards

DLink network cards and/or chipsets aret supported. NDG has verified that the DLink
driver has an MTU problem when used with VMware virtual switches. This problem will
break almost all labs
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2.1.4.6 NETLAB+ Does not Support Broadcom Networking Adapters

We strongly discourage the use of Broadcoetworking adapters due to a problem
with the configuraion utility and the use of VLANSVe recommend upgrading to an
Intel Networking Adapter for the inside interfacésee sectior2.1.3.

BACS configuration requires teamin@ertain teaming modes will absolutely not work
since they can result in these undesirable conditions:

e Duplicate IP addresses on control devices.

¢ Duplicate MAC addresses omtuwal machines in the lab.

Generic trunking mode is the only known mode that appears to work. If you already
have Broadcom Adapters amdsh to pursue experiental use of them, refer to
Appendix E BoadcomAdaptersmay be used fothe outside interface (sectiod.5).

2.1.4.7 Intel PROSet Device Manager Tabs Not Visible Through Terminal Svcs.

Intel PROSet for Device Manager tabs are not visible through Terminal Semiea
viewed through Microsoftnternet Explorer. The takase visiblewhen a user is logged
on locally to theServer. Acess to the Device Managets is necessary to create
VLANSrom Remote Desktop (see sectiBrp).

This issue can be resolved by changing thawletiser account frortinteractive user”
to a user with administrative rights@lution forwindows XP and Windows 2003
server):

U On the target system, sele8tartlhRun

U Typea RO 2 Y ihyhe t@x field and clic®K The Component Services Console
Root window will open.

U In the left pane, doublelickComponent ServiceBhComputersihMy
ComputerlhDCOM Config.

U In either pane, Rght-click NCS2ProvhProperties. The DCOM configuration
properties window will open.

U Inthe NCS2Prov Properties window, click lithentify tab. Change the user
account to"the launching uset.

U0 ClickOK b exit the NCS2Prov Properties windo@ose the Component Services
window.

Please refer to thightel support pagdor more information.
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215 Upgrading From VMware Server 1.x to 2.x

The management interfaces, APIs, and virtual machine settings for VMware 3erver
have changed sigficantly from vergon 1.x which has required NDG to develop this
separate guide.

Configuration changes to both NETLAB+ and virtual machine settings are required when

upgrading a virtual machine from 1.x to 2.&ppendix Ddocuments the necessary
changes.
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2.2 VMware Host Hardware Requirements

At this point, you have decided that VMware Server 2.x is the appropriate product to
host your virtuaimachines. (If not, please switch to the respective NETLAB+ guide that
is matches the specific VMware product.)

Henceforth, references tad + a ¢ | WBI\Wa¥e host systerd  FayxRa ¢ | NB irh S NIJ S NE
this document refers t@ server running VMware Server versibi virtualization
software.

Next, we will explore hardware requirements.

Remote PCare implemented on one or more VMware host systems (separate from the
NETLABserver). The following tables a list of recommended hardware for VMware
Server.

Serves that do not meet the minimum requirements listed may work, but may
encounter performancéssues and/or lack support feertain guest operating systems.
Please consult theMwt NB  { S NJJ S Nibr deiafis Na@rticuldblyliflyduSvish to run
64-bit guest operating systems.

Recommended Minimum / Features Notes
Processor(s) x86-64 compatible (Intel, AMD) Examples that meet minimum:
e 4 o0r morecores e Intel Xeon E5410
e 2.33Ghz per core (Quad core)
e Intel Core i7 940
Intel -specific features: e Intel Corei7 920
e Intel 64 (formerlyEM647 -* e Intel Xeon X330
e Intel-VT (Vanderpool) e Intel Xeonx3330
e Intel Core 2 Quad Q9650
AMD-specific atures: e Intel Core 2 Quad Q9550
e AMDS64 revi®n D or later? e Intel Core 2 Quad Q9450
e AMD-YV (virtualization) e Intel Core 2 Quad Q6700

e AMD Phenom Il X4 940

Memaory 4 GB(minimum)** *** 4GBis themaximumsupported
by the 32bit version ofWindows
Server 2002008 Standard Edition.
The 64bit version of Windows
Server 2003/2008 Standard Editior
will support up to 32GB of ram.

DisK 320GB¢ 1 TB, RAID 1 or RAID 5 See note 3 belowoncerning RAID
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Network Interfaces Dual (2) 100/1000 Ethernet with 802.1q Examples in this document are
based on thdntel PROSet
Supported Interfaces configuration tools
e Intel server adapter§25XX
chipse) with Advanced Network DLink cards are not suppaetl. (see
Support (ANS) features section2.1.4.5.

Unsupported:
e AllDLinkcards(see2.1.4.5
e Broadcomadapters/chipsets
(see2.1.4.9

Host Operatig System MicrosoftWindows Server 2003* *** The 32bit version supports a
maximumof 4GB of RAM.

For more than 4GB (up to 32GB),
consider using the 68it version.

(1) x8664 should not be confused with the Intéhnium (formerly IA-64) architecture, which is not
compatible on the native instruction set level with the x86 or-%686architecture.

(2) VMware provides a standalone utility that you can uwsthout VMware Server to
perform the same check and determine whether your CPU is supported for
VMware Server virtual machines withm4 guest operating systemsyou can
download the 64bit processor check utility fromhttp://www.vmware.com/download

(3) VMware ESX/ESXi only suppbrdware RAID. If you plan to upgrade from VMware Server to

VMware ESX/ESXi in the future, be sure the RAID controller is sagpgrESX/ESXi. Please note that

i KS -023 YR dn marly métherboards is actualépftvt NB w! L 5 0 2 bekbadse thq abtéal w! L 5
RAIDfunctions areperformed by device drivers running on the host operating system.

(4)This hardware was used by NDG as the 2009 test platform.
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2.3 How Many VMware Server Host Systems Do | Need?

The number oVMware host systems and memory requirements vary based on the lab
topologies and number of pods you want to implement.

NDG recommends no more than 10 to 12 virtual machines per server with hardware
meeting the requirements in sectidh2. Each virtual machine uses CPUeyand

memory on the serverVMware Server supports up to 4 virtual machines per CPU core.
The table below shows a hypotheti@location of processor cores for virtual machines
and other system tasks. You do not actually configure this; the operating system will do
this dynamically based on workload.

CPU Core #1 VM1 VM2 VM3 VM4

CPU Core #2 VM5 VM6 VM7 VM8

CPU Core #3 VM9 VM10 VM11* VM12*

CPU Core #4 Host Operating System, VMware, and API processes

* VM11 and VM12assuminghe virtual switch limitation of 10 was not exceeded by topology
requirements.

& If you have more than one ESXi host server, consider spretdingMs from each
pod across all of host servers. This will evenly spread the load on critical system
resources for each ESXi host (processing and memory).

Running too many virtual machines may starve the host operating system and/or
VMware Server APIS his may lead to timeouts artdsk automation failureg
NETLAB+.

& If a single VMware host is shared among multiple pods and the VMware host does
not meet the requirements from sectioh 2, users from one pod may notice a

substantial delay when the reservation begins/ends from another shared pod. When a
reservation begindETLABistructs the VMware host server to power on or resume

all Virtual Machines represented in that lab topology. When this occurs, the VMware
host may experience a high CPU load for several minutes. This can resufojtisugd

and even unresponsive commications for thoséNETLABttsers logged in from a
different pod, accessing Virtual Machines hosted by the same VMware server.

8/12/2010 Page23of 15¢



N/ DG

NETLAB+ Remote PC Guide for VMware Implementation Using VMware Server 2.x www.netdevgroup.com

StepBy-Step Guidance

Step 1. Carefully study your lab topologies and determine the number of virtual
switches and virtual mzhines required by each pod.he requirements for several
NETLAR:pods shown below assume that you are implemenafdCs supported by
the pod.

The following table shows some of the pods that support virtual machine&TLAR:
For an updated listfdNETLAR:topologies, please view thab topologies page

Maximum Virtual Switches (VMnet) Maximum Virtual Machines

Basic Router Pod v2 (BRPV2) 3 4
Basic Switch Pod v2 (BSPv2) 3 3
CuatroRouter Pod (CRP) 4 5
Cuatro Switch Pod (CSP) 4 4
LAN Switching Pod (LSP) 3 4
Network Fundamentals Pod 5required 5required
(NFP) 2 optional 2 optional
Network Security Pod 2.0 (NSF 5 7

Step 2. Add up the number of virtual switches and virtual machines used by each pod
you are implementing For example:

Pod Name Type Virtual Switches Virtual Machines
POD 1 Basic Router Pod Version 2 3 4
POD 2 Basic Router Pod Version 2 3 4
POD 3 BasicRouter Pod Version 2 3 4
POD 4 Basic Router Pod Version 1 0 (n/a) 0 (n/a)
POD 5 Basic Switch Pod Version 2 3 3
POD 6 Network Security Pod (2.0) 5 7
Total 17 22
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Step 3. Assign each pod that supports PCs to a VMware host server.

RememberVMware Servel.xfor Windows support 10 virtual switches per server on
Windows Server host platform&his is a hard limit.

In the example from step 2, 17 virtual switches are requir8thce you can have up 10
virtual switches per server, you wouldertat leastwo VMware host servers for this
implementation Server 1 could accommodate POD1, POD2, and PSé&ger 2 could
accommodate POD5 and PQDMote, POD4 does not support PCs and uses no VMware
host resources.

VMware Host #1c Example

Pod Type Virtual Switches Virtual Machines
POD 1 Basic Router Pod Version 2 3 4
POD 2 Basic Router Pod Version 2 3 4
POD 3 Basic Router Pod Version 2 3 4
Total 9 12
VMware Host #2 Example
Pod Type Virtual Switches Virtual Machines
POD 5 Basic SwitclPod Version 2 3 3
POD 6 Network Security Pod (2.0) 5 7
Total 8 10
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Step 4. Based on the pod type and curriculum requirements, determine which guest
operating system you will use on each virtual machihabulate the operating system

and memoryrequirements for the host operating system and virtual machines. You
should allocate the same amount of memory as you would if standing up a real PC. The
following would represent typical choices for VMware Host 1 in the previous example.

VMware Host System #1Example

Pod PC Name Operating System Memory (MB)
n/a VMware Host O/S Windows Server 2003 512
POD 1 PCla Windows XP 128
POD 1 PC1b Windows XP 128
POD 1 PC2 Windows XP 128
POD 1 PC3 Windows XP 128
POD 2 PC1la Windows XP 128
POD 2 PC1b Windows XP 128
POD 2 PC2 Windows XP 128
POD 2 PC3 Windows XP 128
POD 3 PC1la Windows XP 128
POD 3 PC1b Windows XP 128
POD 3 PC2 Windows XP 128
POD 3 PC3 Windows XP 128
Total 2048 (2GB}

* At least 4GBper serveris now recommendetb supportrecent mainstreanoperating system
requirementswith greater memory requirements

To utilize all available virtual switches on a VMware host system, it is possible to split
virtual switches and machines in a single pod across two different VMueests

However, you should beamiliar with the remote PC and virtual switch layout for each
pod before attempting this.
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Step 5 Translate the requirements from steps 1 through 4 into an itemized list for each
server. The two VMware host systemshe previous examples would require the
following items.

VMware Host System #1Example
Quantity ltem Role

1 Server server hardware

e Intel Corei7 920 (2.93 GHz X 4 cores)

e 2GB RAM Minimum (4GB recommended)

e 2 X 64@B Hard Disks with RAID1 support

e Dual (2) Intel Network Interfaces with 802.1q
VLAN tag support

1 VMwareServer for Windows, VersionxX2. virtual machine software
1 Windows 2003 ServerStandard Edition host operating system
12 Windows XP (Home or Pro) guest operatingystems

VMware Host System #2Example
Quantity ltem Role

1 Server server hardware

e Intel Corei7 920 (2.93 GHz X 4 cores)

e 2GB RAM Minimum (4GB recommended)

e 2 X 640GB Hard Disks with RAID1 support

e Dual (2) Intel Network Interfaces with 802.1q
VLAN tag support

1 VMware Server for Windows, Versiorx2. virtual machine software
1 Windows 2003 ServerStandard Edition host operating system

5 Windows XP (Home or Pro) guest operating systems
3 Windows 2000 Server guest operating systems
2 Linux guest operating systems
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Part3  VMware Host System Setup

This section describes the initial preparation of a VMware hgstesnrunning VMware
Server 2.software and Microsoft Windows 2003 Server as the lopsrating system.
After preparation of each host server is complete, virtual machines can be added (as
guesty and integrated into the overall NETLAB+ system.

Objectives

Installand configureMicrosoft Windows Server operating system
Createa NETLAB+ management accaunt

Instadl VLAN drivers andtilities.

Configureand connechetworking adapters.

Install VMware Server software

Prepare system for virtual networking

All tasks in this section are performed separatededicatedserversthat you provide.
Do not perform any othe tasks in this section on the NETLAB+ sapplianceas this
will delete the NETLAB+ software, requiryay toreturn it to the factory for re
installation.

3.1 Install and Configure Microsoft Windows Server Operating System

If your system was nqireloaded with the Microsoft Windows Server operatirygtem,
you should do that nowThis guide provides examples based on Microsoft Window
Server 2003. Other versions may differ slightly.

Install theoperating systenon the physical servgrer Microsdt installation instruction
guides(if not pre-installed.

3.1.1 Install Chipset Drivers

If you installed the operating system, you may need to install the chipset drivers
supplied with the computer and/or motherboard, usually on a CD or CR{Dwning
Windows withoutthe proper chipset driversnstalledmay result in poor performance,
and/or hardware not being recognized.
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3.1.2 Configure RAID

Configure your RAID drivers (if necessary) and create your RAID arrays. Software RAID
azftdziAzya 62y nmpreghile that ol dosfigurewdul RAID agpyior

to installing Windows Server and/or requiaedriver diskduring the installation.lgnore

this step if your system does not support RAID, or you do not wish to configure RAID.

3.1.3 Disable 1IS (Recommended)

If the Microsoft IS web server is running, you can disable or uninstall it to free up
memory and other resources. This component is not required.
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3.2 Install Advanced Networking Drivers and Utilities

Virtual LAN (AN support is required if you want to bridge your virtual machines to
real networks and real lab equipment (such as routers, switches, and firewHfis)
sectiondescribesthe VLANdrivers andmanagementitilities for Intel retworking
adapters. You canlgp this sectionf your virtual machines do not need to communicate
with lab equipment and/or external networks on separate VLANS.

VLAN support for Intel networking adapters is provitbgdhe ANS driver (which may be
different then the driver provided)VLANs are managed using the Intel PROset software
utility. These are packaged together and available for download on the Intel.com
website.

Network Connectivity
Drivers and software for Intel® Gigabit and PRO/000 Network Adapters

Solution:

Top Downloads

Metwork drivers for Windows™ 2000, XF, & Server™ 2003 (32-bit)
Metwork drivers for Windows Vista™ & Server™ 2008 (32-bit)

Intel® PRO/000 and Gigahit Network Adapters
You do not need to download a separate file for each Intel network adapter. Each file includes
drivers for multiple adapters including 10100, gigabit, and 10 Gigabit adapters.

Note: Additional information about using driver downloads is available at Install, extract files
without installing, and using DxSetup utility.

Operating System (05) Download Type File Name

Windows Yista® & Server Oriver, Intel® PROSet, ANS, PROVISTAID EXE

2008 (32-bit) and SHMP
Windows Yista & Server Oriver, Intel PROSet, AMNS, and
2008, x64 SHMP PROWISTAREL EXE

YWindows Server 2008 for

Intel@ ltanium@-hased Oriver, Intel PROSet, AMNS, and

FROWYSOEE4. EXE

SMMP
systems
YWyindows™® 2000, =P, and Oriver, Intel PROSet, AMNS, and
Server 2003 SHMP PROZ2KMP.EXE

Windows Serer® 2003 x54

Windows® X xBd Base, Intel PROZet, AMNS, etc. | PROEMB4T.ERE

YWindows Server 2003 for
Intel® taniumErbased
systems

Oriver, Intel PROSet, AMNS, and

SRME FROWYSEL. EXE
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For Windows Server 2003 (B&), the file name is PRO2KXP.EXE (version 13.5 at the
time of this writing). Dwnload and run the installer. Select tRROSeand ANS
driversoptions as shown below.

Intel{R} Network Connections x|

Setup Options

Select the program features wou want installed. ( ! ntE!

Install;

Drrivers
i [W] Inkel(R) PROSet For Windows* Device Manager

L advanced Metwark, Services
Lo ] Inkel(R) Metwaork Connections SMMP Agent:

— Feature Description

Cancel |

< Back
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3.3 Networking Models
Several types afetwork communication occuto and from theVMware host system.

e KVM. Provides remote Keyboard/Videoliseaccess to virtual machines, via
the NETLAB+ server.

e API. Provides an interface fadETLAB+ to query and control virtual machines
(status, power on, power off, and revert to snapshot).

e Bridging (optional). Allows vrtual machinego connectto reallab devices such
as routers, switches, and firewalls. This is accomplished by connecting VMware
virtual machines to virtual switches, then connecting virtual switches to Virtual
LANs (VLANDehindNETLAB+ control switeh Although not documented in
this gude, physicahetwork adaptersNIC3$ on the VMware host systemay be
directly connected to lab devices an alternative to VLAN®r special
applications that require direct unobstructed connectivity between a virtual
machine and external lab device

¢ Remote Management (optional).Systemadministrators may wisko manage
VMware hostserversand virtual machineasing Remote Desktop and other
remote management protocols.
NDG has developetiree networking modelgo facilitate this communication
¢ InsideNetworkingwith High Security (ISEC)
¢ Inside Networking with External Management (IMAN)

e Outside Networking with External Management (OMAN)

Pleasesvaluatethe three modelsandchoose the one that best fits your situation.
Other undocumentednodelsare also possible.

NDG recommends:
¢ |IMAN for most environments.
e ISEQor high security environments.

o OMANTfor older networking interfaces and drivers that will not support the
inside models; otherwisalo not implementthis model.
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Networkin
9 ISEC IMAN OMAN
Model
Security Excellent Very Good Good with proper

diligence irfirewall
configuration

Manage VMware hosts anc No Yes Yes
virtual machines from
remote consoles

Required number of
Ethernet ports in each 1 2 2
VMware server

Requires 802.1g VLAN Yes Yes Yes

support on inside interface

Requires 802.1qg support or n/a No No

outside interface

Requires native (untagged) Yes Yes No

VLAN 1 support on inside

interface

KVM and API traffittow Inside network Inside network Outside network
(control switches) (control switches) (user LAN)

Documented in section 3.3.1 3.3.2 3.3.3

The following three sections describe each model in detail. Choose dhe tifree
models and perform the network setup tasks outlined in the corresponding section for
each VMware host server.
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3.3.1 VMware Host Connectivity Using ISEC
This section examines thaside Networkingvith High Security (ISEC)

ISEQs the most securef the three models, becausdl VMware host and virtual
machine communicationccurscompletely behind the NEEAB+ inside interfacelraffic

is not routed between the outside and inside. Rather, users communicate with virtual
machinesusinga transpar@t proxy service running on the NETLAB+ server.

This high levebf security comes with sacrificeServer management and virtual machine
installations musbe done at the system consolea CD/DVDIf you would like the

ability to manage VMware serveid®m Remote Desktop and/or load software and files
from the campus LAN or Internaghen skip ahead taghe IMAN model $ection3.3.2.

- - -

Equipment Equipment
Pod Pod

KVM & API Traffic

it [ttt B ittt 1
Inside @ ’ : -
control) I I ! !
( ) ' 8021q | ! 8021q | |
| VLAN1 | | VLAN1 | |
Inside 1 169.254.0.250 I 169.254.0.251 *
== 4#1 _Iﬂ
METLAB+ VMware VMware
Server Server Server
Qutside ‘?‘
1
1
User Traffic |
1
]
]
Qutside 1
(public) . i
ol
1{:
rf;*ulETL.rlEﬂ_\1
LL\ Users ,)
W
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Reasons to ChoodS&ECGone or more may apply)
¢ The highestpossiblesecurity is required

e Theoutside network ishot stronglyprotected by a firewall, and/or is directly
exposed on all ports to campus users.

e Theserver only supports one Ethernet port.
¢ Remote management is not required.

¢ Internet or campus LAN access is not required from the host operating system
console.

ISECQ.imitations

e |ISEQrovides no network connectivity to the campus LAN or Internet for remote
management, software downloads, artual machine installation.

e VMware severs must be managed from directly connected consoles.

e Virtual machines must be installed from the host console. Software must be
installed from CD/DVD.

ISEQRequirements

e Each VMware Server requires one Etheringtrface. This interface must
support 802.1g* with no VLAN tagging on VLAN 1 (this is callech#trre or
untaggedVLAN).

* Technically, 802.1q is not needed if you are not interfacing to external networks and
real lab devices (i.e. a 100% rem&t€only configuration). To simplify the

documentation and provide consistency, we configure 802.1q in all cases, resulting in a
GHANNB | R&¢ O2y FAIdzNI GA2Yy @
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3.3.2 VMware Host Connectivity Using IMAN

This section documents the Inside Networking model with External Management
(IMAN).

IMAN provides a balance between security and manageability. All virtual machine
traffic (Bridging), KVMand automation traffic (API) remain behind the NETLAB+ inside
interface (i.e. the control switches). The outside interface on each VMware server
provides a path for remote management of the VMware host system and virtual
machines.

[t L L LD LT S eesssssssss e 1
Inside /o= : : :
1 1 ]
(control) N | 802.1q | | 802.1q | !
: VLAN1 | | VLANT | !
Inside I 169.254.0.250 i 169.254.0.251 -\l.;
| o g9
NETLAB+ VMware VMware
Server Server | Server
s— 111114 s— T | 4
Gutside’? ‘?‘ "?"
I i i
I i i
User Traffic | i i
1
I i i
. 1 L o L=
Outside I
(public) -a i
1
1

-y

1

1

VMware Server Administration Traffic "if"
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Reasorto Choose MAN

¢ Provides a practical method for managing VMware host systems and virtual
machines, while keeping most NETLAB+ and lab communication safely on a
private network.

IMAN Requirementg(all apply)

e Each VMware Server requires two Ethernet interface< ifiside interface must
support 802.1qg with no VLAN tagging on VLAN 1 (this is callethtive or
untaggedVLAN). The outside interface has no special requirements.

e To provide maximum security, inbound connections to the outside interface on

each VMwae server should be limited to the IP addresses of trusted
management workstations.
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3.3.3 VMware Host Connectivity Using OMAN

This section documents the Outside Networking model with External Management
(OMAN). This method can be used if your VMware Sémgéte interface is not capable
of untagged VLAN frames for VLAN 1. This is usardihyan issue with older network

drivers.
quipment quipment
Pod Pod
Inside o/
(control) -’
Inside 202.1q 202.1q
== == #1 == #2
NETLAB+ VMware VMware
Server Server Server
QOutside "?‘ A '1"' *‘?\ 4\ J?.
i 1 N
i i i
User Traffic | i H i H
1 1! 1 !
; 1R T
| |
vz ; - —
| keemmmmmmmmmmmsmmmsde s m e m e 1
. Remote Display & API Traffic v |
#‘.’%
1 o
1 VMware Server Administration Traffic
Port 80 + !
Designated Remote Access Port(s) | |
1
1

Campus LAN
\d

B
GETLAB—'—
(\ Users

OMAN provides minimal security, unless sufficiently firewalled per the diagram above.
If your network interface drivers suppt a native/untagged VLAN, you are encouraged
to use the ISEC or IMAN methods.
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Reason to Choose the OMAN

e The network driver for the inside interface on your VMware server is not capable
of removing VLAN tags from VLAN 1, the VLAN used by NETLABerfalr se
functions.

Limitations Imposed

e To provide adequate security using this method, the outside network should be
a DMZ protected by a firewall or router ACLs. Only the ports designated in the
CSS, Connectivity and Firewall Consideratmitepapershould be permitted to
ingress this LAN segment (labeled DMZ in the drawing).

Requirements

e Each VMware Server requires two Ethermgerfaces. The inside interface must
support 802.1q. The outside interface has no special requirements.
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Inside Interface Tasks

In this section we will configure the inside interface on the VMware host system. The
tasks in the followingub-sections apply to all networking models (ISEC, IMAN, and
OMAN), unless otherwise noted.

Objectives

Verify the link and

3.4.1

Rename the inside interface for easy identification.
Unbind protocols fronhe inside physical interface.
Understand the role o¥/LAN 1 andther bridged VLANSs
Use Intelutilities to enable and manage 802.1q VLANS.
Create VLAN 1 (IMAN, ISEC)

Assign IP address Yd_AN 1 (IMAN, ISEC)

Connect the inside interface to the control switch.
Bring up the inside connection.

IP connectivity.

Open Network Connections Window

Navigate to the Network Connections panel

U StartControl Panelbright clickon Network ConnectionghOpen

Select the detail view:

U View (menu item) NpDetails

TheNetwork Connections Panel should now look like this:

"_1_\ MNetwork Connections k - 10| x|
File Edit Mjew Favorites Tools  Advanced  Help .',"
[arme | Type | Skakus | Device MName | Phone # ¢

LAM or High-Speed Internet

=4 Local Area Conneckion 2
<Lilocal Area Connection |

Wizard

8/12/2010

Intel(R) PROJ1000 MT ...
Intel{R) PROJ1000 MT ...

LAM or High-Speed I...  Connected

LAM or High-Speed I...  Connected
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Select an unusephysical Ethernet network interfacen the VMware host server

Identify the corresponding LAN adapter\dindows Server.
Rename thisnterfacetodl Y A A RS t K& a A Ol f

U Right clickon theinterfaceand selecRename.

LYGSNFI OS¢

i Change the name tdnside Physical Interfageand pres<nter.

+

*= Network Connections -0l x|
File Edit ‘iew Favorites Tools Advanced  Help .1.’
Mame | Tvpe | Skatus | Device Mare | Phone # ¢

LAM or High-Speed Internet

<L Local Area Conneckion 2 LAMN or High-Speed I... Connecked Inkel(R)Y PROY 1000 MT M, ..

.” Inside Physical Interface| | LAMN or High-Speed I... Connected InkelRY PROJ 1000 MT M, ..
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3.4.3 Unbind Protocols from Inside Physical Interface

The Inside Physical Interface is only used as container for YulAiNterfaces Since
protocols will bedefined at the sukinterface level, we unbind all protocols (including
TCP/IP) from the container interface.

From the Network Connection windowpen the propertiesvindow for the Inside
Physical Interfacéenamed in previous tagk

U Right clickon Indgde Physical Interfac€bProperties

The property window should appear:

4= Inside Physical Interface Properties el |

General I Authentication | Advanced |

Connect uzsing:

S IntellR] PROA000 MT Metwark Con Corfigure... |

Thiz connection uges the following ikems;

L= Client for Microsoft Networks
O E File and Frinter Sharing for Microsoft Metworks

Inztall... | | rirstall I Froperties

Unbind the protocols from the interfadey unchecking them In particular, esure the
following protocols are unchecked.

UNCHECK Client for Microsoft Networks
UNCHECK File andPrinter Sharing for Microsoft Networks
UNCHECK Internet Protocol (TCP/IP)

VMware Bridge Protocdthis item should not be
UNCHECK listed unless VMware Server was installed befc
this stepped)

When finished,click OK This applies the changes. Youst do this before continuing
to the next step.
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3.4.4 Understanding VLAN 1 and Bridged VLANSs

The number of physical adagts required is greatly reduced by using VLANS.

In the ISEC and IMAN modelt,AN 1s used to transport KVM and API traffic between
NETLAB+ and the VMware host operating systenmthe OMAN model, KVM and API
traffic is transported on the outside interface; VLAN 1 is not used.

BridgedVLANSs are used toansport network data between sual machines andeal
lab equipment.

The Inside Physical Interface runs 802.1q and acts as confaim¢LAN. VLAN 1
corresponds to the native (untagdeVLAN on the control switchln the next step, you
will enable 802.1q and createVLAN 1 sulinterface (ISEC, IMAN)Later in the
document, you will learn how to bridge virtual machines to real equipment using
bridged VLANS.

uipment

+
|
Bridged -I--l---- ---------
VLANS _ _ Ll I_ :_
VLAN] =====eahe== :— : r :.
1
Inside AE’ : : : :
(control) N [ 1 |en I I
I [ o I 1
VLAN1 | VLAN1 | [N :
169.254.0.254 | 1 |a I 1
h 4 I 1
T T
_
NETLAB+
Server
Outside T
User Traffic

Qutside q
(public) N
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3.4.5 Creating VLAN 1 using an Intel Networking Adapter

This section applies to ISEC and IMAN. Skip ahead to séeti@ii you are
implementing OMAN.

In this step,we will create a VLAN subinterface on thelnside Physical Intdace
(container interface). TVLAN 1 sulmterface has two unique properties:

e VLAN is the only sulinterface that will beuntagged. All other subinterfaces
(if interfacing to real equipment) willse 802.1g VLAN tagging.

e VLAN 1 is the only stiterfacethat bindsthe TCP/IP procol. All otherinside
sub-interfaces will be bridged using the VMware Bridge Protocol.

Return to the Network Properties windowof the Inside Physical InterfaceVerify that
the protocols from step 3 are still unbound (unchecked). Next, clickCtrégure
button.

-4 Inside Physical Interface Properties il |

General I Authentication I Advanced I

Connect uzsing:

B8 Intel(R] PROA000 MT Metwaork Con Configure. . |

Thiz connechion uzes the following ikems;

l E’i Client for Microsoft Metworks

U .E'. File and Printer Sharing for Microsoft Metworks
L] %= IntellR] Advanced Metwork Services Protocal
Elnternet Protocol [TCRAR]

Inztall... | | rinetall I Froperties
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At least two VLANs must exist before VLAN 1 can become untagged. Therefore, we will
create VLAN 3 as a temporgiaceholdelLANprior to creating VLAN 1.

To create the placehold&LAN:

Click thevVLANgab.

Click theNew button.

9 y (i & &Xhé VLAN ID field.

Enterd + [ ! bo t f(Bridded§hth& & KNBl Name field.
ClickOK

[ et et e et e

"_g. Metwork Connections ;lglil |

File Edit Yiew Favorites T)GWECIETSOOIRG N = ed |
LT - | Feneral Link Speed I Advanced I Power b anagement I
LAN or High-Speed Internet Teaming WlANz I Boot Options I Diriver I Resources I
L Local Area Connection 2 |
L Inside Physical Interface I intell Yirtual LAN 2
New YLAN x|
Wizard
WLANs azsociated with this ad: | YLAN [D:
|55 Mew Connection Wizard YLAM Mame I3
WLAMN Mame:
I\-"LANE Placeholder (Eridged]
[~ Untagmed WILAN
I Mew. . II |:
WLal Name
Allovwes you to configure i
. i Type & lakbel for the YLAMN in the YLAN Hame field. ;I
NOTE'_ After cEreatu Thiz field is for identification purposes only.
aszociated with th
of connectivity. HOTE: *'LAN names are limited to 32
characters,
ID Column Display:
Fl | Status Column  Indicate
Dizablet
|3 objects ll

& Notice that the Untagged VLAN checkbox is inaccessible. This is the reason we could
not create VLAN 1 first. This behavior is specific to Intel.
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With a placeholder VLAN in place, we can now createntagged VLAN 1.

Begin creating anotharew VLAN using the same procedure

U For this VLANJncheckthe Untagged VLAMption.
U Enterd [ ! bwm b 9 ¢([PEnabldynihe RLAN Name field.
i ClickOK

x

WLAMN 1D
I[Ll ntagged]

WLAM Mame:
I"»-’L.&N1 METLAE Inside [|P Enabled]

¥ Untagged “YLAMN

WLAR Mame

Type a label for the WYLAM in the YLAH Hame field. ﬂ
This field iz for identification purposes only.

i HOTE: %LAM names are limited to 32
characters.

You should now have two VLANSs associated with the inside adastshown below If
so, click OK to save changes and exit from the Connection Properties window.

Teaming | YLAMNs I Boot Options I Diriver I Resources I

(inter Virtual LAMs

WLAN s associated with this adapher

VLAMN Mame I Statuz
nzide nable nable
WLAM 3 Placeholder [Bridged) 3 Enabled

& The VLAN ID untagged VL&dortsan ID of O on the Intel adapteiThis is actually
VIAN 1 on the control switch.
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Return to thelnside Physical Interfacproperties window and verify that Internet
Protocol (TCP/IP) is stilhchecked(if not, uncheck it again)The Intel Advanced
Network Services Protocol may have been automaticilfcked as a result of VLAN
creation, and this is OK.

i Inside Physkal Interface Properties el |
.i!, Metwork Connections General | Adwanced I

File Edit \Miew Fawvaorites :
Connect using:

Marne
Intel[R] PROA000 MT Hebwork Con
LANM or High-Speed Interns = al m

L Local Area Connection 2 Thiz connection uzes the following items:

st Inside Physical Interface | ik Far b b [ ek z

b Local Area Conneckion 15 and Frinter Sharing far Microgoft Metwaorks
<L Local Area Connection 16 S IntellR] Advanced Metwork, Services Protocol
I L1 %= Internet Pratocal [TCPAF) I

Wizard

B Mew Connection Wizard Inztall... | Uninztall | Froperties

As the result of creating VLAN 1 and VLAN 3, you should see two new networking
adapters in the Network Connections window. Howetee VLAN names you have
assigned do not automatically transfer to the windows adapters; they meisebamed
manually.

*s Network Connections -0l x|

File Edit Mjew Fawvorites Tools  Advanced  Help ",’

Mame | Tvpe | Skaktus | Device Mame
LAN or High-Speed Internet

=t Local Area Connection 2 LAM or High-Speed I...  Connected InkelR) PRO 1000 MT M...
<L Inside Phwsical Interface LaM or High-3peed I...  Connected Intel(R.) PRCY 1000 MT 1.,
b Local Area Connection 15 LAM or High-Speed I1...  Connected Inkel{R) PRO 1000 MT M...
| ocal Area Conmection 16 LaM or High-Speed 1., Connecked InkelR) PRO 1000 MT M...

Wizard

Inkel(Ry PROY 1000 MT Mebwork Connection - YLAR § YLAM1 NETLAE Inside *F‘
Enabled)

B Mew Connection Wizard

Hover the mouse over each adapter until Windows displays a yé&tloWip for the
interface. Use the tool tip to identify the VLAN

8/12/2010 Page47 of 15¢



N/ DG

NETLAB+ Remote PC Guide for VMware Implementation Using VMware Server 2.x www.netdevgroup.com

Once you have identified the Windows adapters associated with VLAN 1 and VLAN 3,
NBYIYS (KS 02 NNXdape yuRihgyh# satnd nArRe? yo& &signed
during VLAN creation.

Network Connectionghright clickthe interface namdhRename

TheNetwork Connections window should now look like this:

'_!. Metwork Connections

File Edit Wiew Favorites Tools Advanced Help

Mame | Type I
LAM or High-Speed Internet

=4 Local Area Conneckion 2 LAM or High-3peed I...

hiInside Physical Interface LaM ar High-Speed 1.,

<L YLANS Placeholder (Bridged) LAM or High-3peed 1.,

<L YLAML METLAE Inside (IP Enabled) LAM or High-Speed I...
Wizard

'Q Mew Connection Wizard Wizard

& VLANL and VLA interfaces are logical stibterfaces ofthe Inside Physical
Interface. However, this hierarchy is not reflected imet Windows Network
Connections.Windows treats VLAN interéas as orshary network adapters

& VLANS can be deleted after creating other bridged VLANS for virtual machines. This
will be discussed in later sections.
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3.4.6 Configure VLAN 1 Protocols and TCP/IP Settings

This section applies to ISEC and IMAN. Skip ahead to s@étioii you are
implementing OMAN.

In this section, we configure the network protocols and TCP/IP settings for VLAN 1:

Return to theNetwork Connectionsvindow.
Right clickon the VLAN1 NETLABdideinterface to invoke the context menu.
SelectPropertiesfrom the context menu.

UncheckClient for Microsoft Networks

Uncheclile and Printer Sharing for Microsoft Networks
ChecHlnternet Protocol (TCP/IR)

[t et S et S e e A e

Your properties for the VLAN interface sttabnow look like this:

L YLAN1 NETLAE Inside {IP Enabled) Prop ' x|
s Network Connections General | Authentication I Advanced I

File  Edit ‘Wiew Favorites Tools & Connect using:

Mame I B IntellF) PROA1000 MT Network Con

LAN or High-Speed Internet

ohhection uzes the follawing items:

<L WLAMS Placeholder (Bridged)

<L Local Area Connection 2

L WLANL NETLAE Inside (IP Enabled) |
<4 Inside Phywsical Interface

| nternet Protocol [TCRAP]

1]
|InteI(R]| PR 1000 MT Metwaork Connection - 4

Inztall... Wrirzkall Froperties

Drescription
Tranzmizzion Contral Protocol/lnternet Pratocal, The default
wide area network, protocol that provides communication
acrosz diverse interconnected network s,

[ Show icon in notification area when connected
v Matify me when this connection has limited or no connectivity

(] Cancel
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Next,initiate manual IP address and setting assignment for the VLAN 1 interface.

U From the interface Properties window, seldaternet Protocol (TCP/IR)y
clicking on the words (not the checkbox). You should now seithenet
Protocol (TCP/IP) Propertiesindow.

U Click on the radio button choictlse the following IP address$o assign an IP
address manually.

U Click on the radio button choictlse the following DNS server address&s:
assign DNS servers manually.

You are kre:

_L_VLANI NETLAB I I 21
General icati
| Authentication I Advanced Internet Protocol {TCP/IP) Properties ﬂﬂ

Connect using:

I B8 IntellR) PRO/1000 MT Network Con

General |

ou can get IP settings assigned automatically if vour netwark supports
this capability. Otherwise, you need to ask vour network administrator

Thiz connection uses the following iters: For the appropriate IP settings.

O El Client for Microsoft Metworks

O .@ File and Printer Sharing for Microzoft Metwarks " Qbtain an IP address automatically
| 01 3 IntellR] Advanced Network Services Protacal I — (% Lise the Fallawing IP address: I

M %= Intermet Protocol (TCPAP) | — N
IP address: .

[pstal... | Urirrstall | I Properties |I Subnet mask: I . . .
- Description Default gateway: I , ) )

Tranzsmigzion Contral Protocol/nternet Protocaol. The default
wide area network. protocol that provides communication " Obtain DNS server address automatically
acrozs diverse interconnected netwarks, -

I —{% Use the following DNS server addresses: i

I”" Show icon in natification area when connected Preferred DNS server! I

Iv Maotify me when this connection has limited or no connectivity
Alternate DS server: I . . .

[k [Cancel Adwvanced. .. |
oK I Cancel |

Configure the TCP/IP settings for VLAN 1 using the table on the next page.

e Do not use the samiPaddress on more than one server.
e Do not use 169.254.0.254 (this is assigned to the NETLAB+ server)
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VMware Host Server > VLAN1 NETLAB Ingite¥face > TCP/IP Properties

IP Configuration Interface

IP Address 169.254.0.250

169.254.0.251
169.254.0.252
169.254.0.253
169.254.0.254

169.254.0.240
X
169.254.0.249

Subnet Mask 255.255.255.0
Default Gateway None (leave blank)
Preferred DNS Server None (leave blank)
Alternate DNS Server None (leave blank)
You are here:

Internet Protocol (TCP/IP} Properties

General

—ie LI|e the Following IF address:

£~ Obkain an IP address automatically

VLAN I(untagged VLAN stibterface)

1% server
2" server
3 server
4" server
bo¢[ ! D®BNOX USE

5" server
X

th
14" server

IF address: | 169 .254 . 0

2XX

Subnet mask: | 255 . 255 . 255 .

1]

Default gakewary: I |

£ Obkain DS server address aubamatically

0

te the fFollowing DMS server addresses:

Preferred DMNS server: I

alternate DMS server: I

Advanced. .. |

K I Cancel |

ClickOKto save your changes.
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3.4.7 Establishing the Inside Connection

In this section, you will establish a connection between the VMware host inside port and
NETLAB+ server.

Objectives

Select a reservedontrol switch and port.

Configurethe control switch port.

Bring up the link.

Verify VMware host system can connect to NETLAB+ using VLAN 1.
Troubleshoot the connection if necessary.

34.7.1 Allocated Reserved Port on Control Switch for Inside Connection

There are several issues to keep in mind when selectiegexved port. Remember

that reserved ports operate in VLAN 1, so there are no consecutive port requirements.
Typicallywhen installing control devices, it is desirable to connect NETLAB+, access
servers, switched outlet devices, and all other control switches tarGloBwitch 1, in a
hub and spoke fashiorPlease refer to thdnstalling the Control Plargection of the
NETLAB+ Installation Guifte detailed discussion aeserved portsand control devices.

For each VMware server you install, the inside connection may be located on any
reserved port that is available on a control switch. In most casesmay have more

than one control switch and VMware server. If this is the case should try to select a
reserved port from the same control switch where the pods assodiatiéh the

VMware server resideln some circumstancggour VMware server may be hosting
several pods. Consequently, the reserved port may be located on aediffeyntrol

switch, ifall links between control switches are also configured as 802.1q trunks and all
VLANS are allowed. The most important factor would be keeping the pod gear
communication and VMware server communication located on one or two control
switches.
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3.4.7.2 Configure Reserved Control Switch Port for Inside Connection

One reservegbort on the control switch connects to an 802.1q NIC card on the VMware
Server. This allows devices in the pod to communicate with virtual machines. The
reserved port should be configured as an 802.1q trunk port.

Once you have allocated a reservedtpan the control switch, connect the VMware
Server inside NIC using a straight through CAT5 cable. Configure the switch port as a
trunk.

Example switclport configuraton. Interface numbewill vary.

interface FastEthernet0/23
description inside connection for VMware Server #1
switchport mode trunk

switchport nonegotiate
no switchport access vian
no shutdown

The control switch console passwordasiter. The enable secret paword iisca
These passwords are used MgTLABautomation and technical suppofplease do not
change them.

3.4.7.3 Configure Trunking Between Multiple Control Switches

If the reserved port selected for your VMware server is on a different costviith

than the lab equipment pods it is serving, you must ensure that{iswétch links

between control switches are configured in trunking mode. Some switches models will
automatically form trunks. However, it is recommended that both sides be manuall
configured as trunk ports per the configuration commands below.

Example switclport configuraton. Interface numbewill vary.

interface FastEthernet0/24
descriptionTrunk to control switch #2
switchport mode trunk

switchport nonegotiate
no switchport access vlan
no shutdown
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3.4.7.4 Connect Inside Interface and Verify Link

After you have configured the reserved the port as described in the previous section,
verify your cabling étween the reserved port and the VMware Server inside NIC.
Check the interface status of the reserved port:

netlab - csl#show interfaces FastEthernet 0/23
FastEthernet0/2 3 is up, line protocol is up (connected)

3.4.7.5 Verify VLAN 1 Connectivity

This section applies to ISEC and IMAN. Skip ahead to séé&ibgou are
implementing OMAN

Ping from the server t669.254.0.254.0On the VMware host, open a window for the
Command Prompt and ping the inside IP address of the NETLAB+ server (169.254.0.254).

INDOWS' system32'cmd.exe
icrosoft Windows [Wersion 5.2.37981
(C>» Copyright 1985-2083 Microsoft Corp.
C:~Documents and Settings“Administratorping 16%.254_A.254
Pinging 16%.254.8.254 with 32 bhytes of data:

169.254.80.254: bytes=32 time<{ims TTL=255
169.254.08.254: bytes=32 time<{ims TTL=255
169.254.0.254: bytes=32 time<ims TTL=255
162.254.8.254: bytes=32 time<{ims TTL=255%

Ping statistics for 16%.254.8.254:

Packet=s: Sent = 4, Received = 4, Lost = 8 (Bx loss),
Approximate round trip times in milli—seconds:

Minimum = Bmz, Maximum = Bmz. Average = Bms

C:“Documents and Settings“Administratori_

You may also verify the connection by opening a Web browsereoeksing the
NETLAB+ login page by entering the inside IP address.
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EINETLAB Professional Edition - Login - Mozilla Firefox

File Edit ‘iew History  Bookmarks  Tools  Help

6 - G x5 |m|http:,l',l'159.254.lil.254,l'

|_£| Maost visited " Getting Started & Latest Headlines

Cisco Svstems

1sco NETWORKING

| NETLAB Academy Edition® I

The web browser should opea the NETLAB+ login paggdlowing you to login sing
the administrator account.
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3.5 Outside Interface Tasks

In thissection,we will configure the outside interface on the VMware host system.

The tasks in the following stgections apply only to IMAN and OMAN. ISEC does not
use an outside interface, so please skip ahead to the next section if you are
implementing ISEC.

Objectives

Rename the outside interface for easy identification.
Unbind protocols that are not needed.

Bind the TCP/IP protocol to the outside interface.
Assign IP address to the outside interface.

Bring up the outside interface.

Verify IP connectivity.

3.5.1 Open Network Connections Window

Navigate to the Network Connections panel:

Start ThControl Panelhright clickon Network ConnectionghOpen
Select the detail view:

View (menu item)HDetails

The Network Connections Panel should now look like this:

‘_!. Metwork Connections =10 x|
File Edit Wew Favorites Tools Adwvanced Help ;‘,"
Marme | Tvpe =

LAM or High-Speed Internet

JLWLANS Placehalder (Bridged) | LAN or High-Speed Inter,
b Local Area Connection 2 LAN or High-Speed Inter,
<L wLAM1 METLAE Inside (IP Enabled) LAM or High-3peed Inker.
=4 Inside Physical Interface LAN or High-Speed Inter,

-
4| | »

|5 objecks A
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3.5.2 Select and Rename Outside Interface

Select arunusedphysical Ethernet network interface on the VMware host server that
will be used for the outside interface. Identify the corresponding LAN adapter in
Windows Server.

& By clicking on the interface, WWow will provide additional identifying information in
the status bar.

Rename this interface t@utside Physical Interface Y

U Right clickon the interface and sele®ename.
U / KIFHy3aS ( KGutsifiet K alA20 | & and présEMSE 1 OS ¢

*s Network Connections - 10| x|

File Edit Wiew Favorites Tools Advanced Help .',’

Mame | Twpe =

LAMN or High-Speed Internet

LAM or High-3peed Inker.
Cutside Physical Interface LAM or High-Speed Inter,

WLAM1 METLAB Inside (IP Enabled) LAk or High-Speed Inter,”
=k Inside Physical Interface LAk or High-Speed Inter,
‘ ;I_I
Inkel(F) PROS 1000 MT Mebwork Connection #2 o
3.5.3 Configure Outside Interface Protocols

The OutsidéPhysical Interfacenly runs TCP/IP, unlike the inside physical interface.
There is no need to configure VLANSs or 802.1q support.
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From the Network Connection window, open the properties window for@ugside
Physical Interfacéenamed in previous task):

Right clickon OutsidePhysical InterfacébProperties

The property window should appear:

% —i Outside Physical Interface Properties 2 x|

General | Authentication I bAdvanced I

“* Network Connectio

File Edit ‘iew Faworites Too

Mame Connect using:

LAN or High-Speed Internet H@ Intel[R] PRO/1000 MT Metwork Con

<L WLAMS Placeholder (Bridoed)
I_}.Outside Physical Inkerface |

b WLAML NETLAE Inside (IP Enabled)
<L Inside Physical Interface

4| |

|Inte||{R]| PRO1000 MT Metwark Connec
Install... |

Thiz connection wzes the following tems:

O E’i Cliert for Microsaft Mebworkz
U .@ File and Printer Sharing for Microsoft Metworks

I rinztall Properties

Bind the protocols you require for outside management of your VMware server. TCP/IP
should be checked.

Client for Microsoft Networks Not
AS NEEDED recommended on a dedicated VMware host
system.

File and Printer Sharing for Microsoft Netwarks

AS NEEDED Not recommended for a VMware hosts system
CHECK Internet Protocol (TCP/IP)

VMware Bridge Protocdthis item should not be
UNCHECK listed unless VMware Server was installed befc

this stepped)

When finishedclick OK This applies the changes. You must do this before continuing
to the next step.
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354 Configure Outside Interface TCP/IP Settings

In this section, we configure the network protocols and TCP/IP settings for the outside
interface.

ISEC does not use an outside interface. This section does not apply to ISEC.

Return to theNetwork Connectionsvindow.

Right clickon the OutsidePhysical Interfacéo invoke the context menu.
SelectPropertiesfrom the context menu.

Click oninternet Protocol(TCP/IR to select it.

Click thePropertiesbutton.

Gerneral | Authentication I Advanced

[ et e e et et

Connect uging: |
21
I B3 IntellR] PROA1000 MT Mebwaork Con Canfigure...
General |

Thiz connection uses the following itens:
¥ou can get IP settings assigned automatically if vour network supparts

O El Client for Microsoft Metworks this capability, Otherwise, you need to ask your network administrator
[ J= File and Frinter Sharing for Microsoft Metwarks For the appropriate IF settings.

[1 %= Intel[R] Advanced Metwork Services Protocal

%= Intermet Pratacal [TCPAR] I " obtain an IP address automatically

— 1lse the Following IP address:

Imstall.. | Uriitstal | ‘ IP address: I

~ Description Subriet mask: I
Tranzmizgion Contral Protocal/lntermet Protocol. The default
wide area network, protocal that provides communication Default gakeway: I

across diverse interconnected networkz,

! Obtain DN server address automatizall
™ Show icon in notification area when connected - g

v Maotify me when this connection has limited or no connectiviy & Usg the Following DNS server addresses:

Preferred DNS server: I

Alkernate DS server: I

] [Eatic

Advanced.., |
Ok I Zancel |

Assign TCP/IP parameters for the outside interface as assignednt@tfece is
connected to a local campus LAN, so be sure to obtain a valid ulitquielress from
your network administrator.

If you are using the OMAN networking modestatic IP addressnust be assigned
because NETLAB+ must connect to this servegubm IP address. If you are using
IMAN, it is possible to use DHCP, as NEfté&s not need to reach the outside
interface of your VMware server.
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3.5.5 Connect and Verify Connectivity

After you have assigned an IP addresgh®eOutside Physical Interfaggiou should
verify connectivity to the NETLAB+ server.

Verifying connectivity is especially recommended if you use OMAN.

The IP address shown het€,0.0.27 is an examplgpur LAN mayhave a different
address.

nternet Protocol {TCP/IP) Properties EHE

General |

‘fou can get IP setkings assigned automatically if your network supports
this capahbility, Otherwise, you need ko ask your netwark administrakar
fFor the appropriate IP setkings.

" obtain an IF address automatically
—{% 1ze the Following IP address:;

IF address: |1w0.0 .0 .27
Subriet mask: | 255 . 255 255 . 0
Defaulk gateway: I 0.0 .0 .1

= Obtain DS server address autormatically

—{*" Usg the Following DS server addresses:

Preferred DMNS server; I m ., o0 . 0,83

Alkernate DMS server; I m . o0 .0, 14

Advanced. .. |
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Ping theoutside IP address of tiéETLAB+ server

The IP Address shown heséor example purposes only, your IP address will.vary

ommand Prompt

icrosoft Windows [Version 5.2.37781
¢G> Copyright 1985-28083 Microsoft Corp.

~Documents and Settings“Administrator>ping 18.6.6.85
inging 18.8.68.85% with 32 bytes of data:

Reply from 18.8.8.85: bytes=32 time<ims TTL=255
Reply from 18.8.8.85: hytes=32 time<imsz TTL=255%
Reply from 18.8.8.85: bytes=32 time<ims TTL=255
Reply from 18.8.8.85: bhytes=32 time<imsz TTL=255%

ing statistics for 18.8.8.85:

Packets: Sent = 4, Received = 4, Lost = 8 {(Bx loss).
pproximate round trip times in milli—seconds:

Hinimum = Bms,. Maximum = Bms,. Average = Bmns

~Documents and Settings“Administrator>

You may also open a browser andesxthe NETLAB+ login web page:

-___.NETLAB Academy Edition - Login - Mozilla Firefox

File Edit ‘iew History  Bookmarks  Tools  Help

@ - | O | hetppr0.0.0.85¢

2 Most visited P Getting Started = Latest Headlines

Cisco SysTems

11sc0 NETWORKING
ACADEMY PROGRAM

| NETLAB Academy Edition® I
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3.6 Disable Windows Firewall

The following gulance applies only to ISEC.

Disablethe Windows Firewall function as shown so that KVM and API connections can
reach the VMware host server.

- MIC 1 - Inside Physical Interface Properties

Generall Authentication]  Advanced ||

Windows Firewall

Fratect my computer and nebwork by imiting Settings... |
ar preventing access to this computer from =

the Internet

"= Windows Firewall

Exceptions | Advanced

iour PC iz not protected: tumn on Windows Firewall

Windows Firewall helps pratect vour computer by preventing unauthonzed users
from gaining access bo your computer through the [nternet or a network.

Qo

Thiz getting blocks all outzide sources from connecting to this
computer, with the exception of thoze zelected on the Exceptions tab.

[ Don't allow exceptions

Select thiz when pou connect to public netwarks in lezs secure
locations, such as airparts. *ou will not be notified when Windows

—— Firewall blocks programsz. Selections on the Exceptions tab will be
ignored.

@ & of

Windows Firewall is not requirddr ISECandenabling itmay cause connéions
problems that mighbe difficult to troubleshoot.

If you want o run the firewall anyway, ensure that the NETLAB+ inside interface
(169.254.0.254) can make connections to the VMware server inside interface using the
following ports: TCP 80, 443, 8222, 8333, 902, 903, 3389, 5900 through 6150, ICMP echo
request/reply (dng). This listnaybe revisedn future versions.

& Disable the firewall until everything is working.
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3.7 Enable Remote Desktop (Recommended)

Should you require assistance with your server or virtual machine setup, NDG can
securely connect to yowMware host, using NETLAB+ as a proxy server. This access is
enabled only as needed for each troubleshooting session, and then disabled at the end
of the session.

Remote Desktogignificantly expedites the troubleshootinggeess, since it allows us
to review your host and virtual machersettings very quickly

Enable Remote Desktop on the VMware server host operating system.

U StartControl PanelhSystemlhRemotetab lhRemote Desktop> Enable
RemoteDesktopon this computer (see illustration below).

e reT s e e 12 .
. Phane and Hodem Gptions
fpﬁ Fartable Media Devices » General | Computer Name |

“%y Power Options Advanced | Autornatic: Updates | Remate
C‘-"\J I e e r & 2= Select the ways that this computer can be wsed from anather

% Regional and Language Options k“}\“; location.

% Scanners and Cameras » — Rlemate Assitance

“j Szl Teehe ' Turn on Bemote Azsistance and allow invitations to be sent from this

@, sounds and Audio Devices computer

3{ Speech Learn more about Bemate Assistance.

Stared User Mames and Passwords

Ldyanced, |

-
v« | My Computer

Stark Menu ~ Remate Desktap
. L )
g Windows Firevall [+ Enable Remate Deskiop on this compLter

| il@ Administrative Tools 3 Important: To allow users to connect remotely ta this computer, click
Select Remote Users.

m:(j Printers and Faxes Full computer hamme:

WMIErYerd
Help and Support
9) iEte L3 Lear more about Bemate Deskbop.
/;.) Search
Select Remote Users...
=7 RBun...

Ensure that Windows Firewall (if enabled) is not blocking TCP port 3389 on the inside
interfaceif using IMAN or ISEC, or the outside interface if using QMAN

& Remote Desktoprequires valid credentials. NDG will requiihe Windows Server
administrabr account and passwortd accesyour host system. NDG maiso provide
addition configurationinstructions,depending on your IP settings and firewall
configuration.
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3.8 Installing VMware Server Software
This section describes the tasks involved in setting up a VMware host system.

You may obtain a free download of VMware Server 2.x from VMwareJato
www.vmware.comand complete the registration process to obtapour free copy of
the latest versio'WMware Server . During registrationyou will receive serial
number, whichyou will later enter duringnstallation.

An installation wizard will guide you through th&Ware product installation.
e - |
Welcome to the Installation Wizard for
I _j Y¥i¥lware Server

l _J g The installation wizard will install YMware Server an your

computer, To continue, click Mext,

VMware Server

WARMING: This program is protected by copyright law and
inkernational kreaties,

Zancel |

= Back
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You will be required to entehe IP addresior KVM and API traffic flow. If you are

implementing ISEC or IMAN, use the inside network adaretfe VMware server If

you are implementing OMAN, use the outside netlwaddresf the VMware server
Do not enter a FQDN or host name here (use a static IP address).

Do not change the default settings for Server HTTP Port (8222) and Server HTTPS Port
(8333).

The IP addresses displayed ireeashots serve as examplgsur IPaddress may differ.

iii!:ll‘ ¥Mware Server E

Server Configuration Information

Please enter server infarmation

Please select the virtual machine storage path

Ciivirkual Machines), Change... |

Flease enter the server access information

The Fully qualified domain name (FQDM) is the complete domain name Faor the hosk
on the Internet, The FQOM includes the hostname and the domain name.

Ii159.254.n.25|:|| I

Server HTTP Part: jgzz2

Server HTTPS Port: j5333

[+ allowe virtual machines o start and stop aukarnatically with the system,

< Back | Mext = I Zancel

Clickinstallto begin the installation process.

jigr YMware Server

Ready to Install the Program
The wizard is ready to begin installation,

Click Install ko begin the installation,

IF wau wank ko review or change any af your inskallation setkings, click Back, Click Cancel ko
exit the wizard.

Cancel

:
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When prompted, selecYesto restart your system to allow the configuration changes to
take effect.

i'.g!,l ¥Mware Server |

Yo must reskart wour system Far the configuration
changes made to YWMware Server ko take effect, Click
Wes bo restart now or Mo if you plan to restart later,

ClickOKto acknowledge the security alert.

Please be aware that the pages displaying si@isurity alerinformation on your system
may differ slightly, depending on your browser selection.

Alert |

' 10.0.0,27:8333 uses an invalid security certificake,
Lwy

The certificate is not trusted because it is self signed.

(Errar code: sec_erraor_ca_cert_insalid)
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Select the option to add aexception.

0l & Secure Connection Failed
A 10.0.0.27:8333 uses an invalid security certificate,
The certificate is not trusted because itis self signed.

{Error code; sec_error_ca_cert_invalid)

= Thiz could be a problemn with the server's configuration, or it
could be sormeone trying to impersonate the server,

= If you have connected to this server successfully in the past,
the error may be ternporary, and you can try again later,

2 wiou can add an excepkion... I

Add the exception.

9= Secure Connection Failed

Al 10.0.0.27:8333 uses an invalid security certificate.

The certificate is not trusted becavuse itis self signed.

{Error code; sec_error_ca_cert_invalid)

= This could be a problem with the server's configuration, or
it could be someone trying to impersonate the server,

= If you have connected to this server successfully in the
past, the error may be ternporary, and you can try again
later,

You should not add an exception if wou are using an internet connection
that vaou do naok trust completely or iF wou are not used bo sesing a warning
for this server,

Get me out of here! | I Add Exception. ..
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Choose theéset CertificateOption

Add Security Exception Ed I

ou are about ko override how Firefox identifies this site,

Legitimate banks, stores, and other public sites will not ask you to do this.

F3 ] Y
~ Server
Location: I Get Certificate

— Certificate Skatus

¥ Permanently store this exception

View .. |

Confirm Security Excepkion Cancel

Continue by confirming the security exception.

Add Security Exception Ed

You are about bo averride how Firefox identifies this site.

) Legitimate banks, stores, and other public sites will not ask you to do this.
(A, 1

— Server

Location: I htkps: ff10.0.0, 2718335 uif | Get Certificate I

— Certificate Skatus

This site attempts ko identify ikself with insalid information. View, |

Unknown Identity
Certificate is not trusted, because it hasn't been verified by a recognized authority,

¥ Permanently store this exception

Confirm Security Exception I Zancel
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Once you have confirmed the security exception, the VMware Server login prompt will
appear. You may login using your Windows Server Administrator account.

@| ¥Mware Infrastructure Web Access

Lagin Mame: | adrinistrator |

Password: | TTITITILIY |
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3.9 Creating a NETLAB+ Management Account

To use a VMware virtual maicte with NETLAB#,dedicated NETLAB¥anagement
account on the host operating systamrequired NETLAB+ will use gshaccount to
control virtual machines through the VMware API.

You must perform the following task from tlaelministrator account.

Using the Windows Computdanagement interface, create a dedicdtaccount for
NETLAB&nd assign a passwordhe recommaded user name and full nameNETLAB
(but this is not required) Check the boxes fd?assword never expireandUser cannot
change password

0 UsershNew UsetNETLABIHPassword never expireis checkedUser cannot
change passwords checked

E Computer Management

Q File  Action Miew Window  Help
-0 OE BB 2
B Corpter s (o) | 1]

B- ﬁ& System Tools
@ Ewvent Viewer User name: METLAR
Shared Folders
Local Users and Groups Full name:; INETL.-'E-.E

] Groups Description: INETL.L".B application [nterface

= @ Stu:urage Pazsword: I---------
- fea Removable Storage
: :-' Disk. Defragmenter Canfirm pazsward: I"""""

Disk Management
- @ Services and Applications ™| Uzer must change password at next logon

¥ User cannot change password

W Pazsword never expires

Accaunt iz dizabled

Create I Cloze
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3.10 Granting Permissions

NETLABmust have full access to the \Ware Virtual MachinesThis will require

modifying the permissions settings for the NETLAB+ management account (see section
3.9). Permissions are modified from th&ermissiongab of theVMware Infrastructure

Web Accespage(referred to hereafter as th&1Web Accesgpage, which isdisplayed

after login,(see sectin 3.8).

wi ¥YMware Infrastructure Web Access {administrator@10.0.0.27)
Application  Wirtual Machine Administration E 0 |> @ | ance Marketplace
Inventory E vmserver3

¥ B ymserver3 Summary”'-.-'irtual Machines||TasksHEvent|F‘en‘nissim'|sl

51 METLAB_USBE_WMZ

Permissions [Z] Commands
G METLAB_WM_1
- - User/Group Mame Role Defined In
(3 METLAB_WM_TEST = nee New Perrr
%‘a Adrninistratars Adm This object
1 NO_TOOLS
- Jl | i
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Select theNETLABccount and assigAll Privileges as shown.

U Permissions> User/Group nameNETLAB All Privilegess checled

@ Mew permissions b 4

1) Select users and/or groups 23 Assign permissions
Darmain | lacal users and gr.;.upgiv| Choose a role for the selected user or group,
Quick Find | |
User/Group Mame Cescription METLABE
@ _v¥mware_ YMware User Gr Role
c.% __ vWImware_user__ _vmware_userl | adrinistrator |v|
c.% adrinistrator —
— o Privileges
@ Adrinistrators Adrninistrators i =
r all Privileges
@ Backup Operators Backup Operatg . Global
oba
@ Distributed COM Users  Members are al . Eolder
;9;, Guest L Datacenter
@ Guests Guests have the " Diatastore
@ HelpServicesGroup Group for the H - Mt
- METLAB . Host
this L Yirtual Machine
@ Performance Log Users  Members of this [ Resource
@ Performance Monitor Use Members of this > alarms
@ Power Users Power Users po L Taslks
@ Print Operatars Mermbers can ag = Scheduled Task
& Remote Cesktop Users  Members in this ’ Sessions
@ Replicator Supports file ref L Performance
& SUPPORT 38894540 CHN=Microsaft C L Permissions
@ TelnetClients Mermbers of this * Extension
@ Users Users are preve
Grant this set of permissions to child objects
of vmserverd
4 | 3
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3.11 Maximizing Available Virtual Switches

VMware uses three of its virtual networks (VMnet) to provide special guest services
such as NAT and DHCP. By default, virtual networks VMnet0, VMnetl, and VMnet8 are
unavailable for external connectivity to lab networks behETLAB+However, if the
built-in services are not needed, you can reconfigure and reclaim these virtual networks
for external connectivity.

From theStart menu of your host machine, select thienage Virtual etworks option
to view the current VMnet settings.

StarthAll Programd hVMware lhVMware ServeibhManage Virtual Networks

..... 1 ) Startup ]
() Tightvhc
F@ System Informs & nterret Explorer
(%) Outlook Express

Al Programs |.—. Foatobs Aot ancs

P2l wooff [0 shut bown

4+ Manage Virtual Metworks
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The VMnetsare shownon theHost Virtual Network Mappingsection of the Virtual

Network Editor.

—i-Yirtual Network Editor |

Summary | Automatic Bridging | Host Virtual Netwark Mapping !I—«:.st virtual dapters | DHCP | naT |

'ﬂ:@ Ilse this page to associate individual virkual networks to specific physical and wirtual network
m adapters as well as change their setkings.

Eridged to an autornatically chos

WrMnetl: Iﬂﬁ YMiware Mebwork Adapker YMnet1

WMnetd: Iﬂﬁ WMware Mebwork Adapter YMnets

YMnetl; |

UMnetZ: | Mot bridged
YMnet3: | Mot bridged
YNt | Mot bridged
WMINets: I Mot bridged
UMnets: | Mot bridged
YMnetT: | Mot bridged
WMneta: I Mot bridged

) R S Y
S ) R 52 % %) (K2 A

I

I
o
a

NETLARcademy Editiohpods do not utilize the builin VMware networking services.
Therefore the steps outlined i will maximize the number of available virtual suies

that can interface with lab pods.
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Part4  Adding Virtual Machines

This section explainsokv to wnfigure a new VMware Server 2ixtual machine and the
proper settings required fONETLAB Repeat this process for each new virtual
machine.

After cmmpletingpreparationof each host server as describedHart 3 virtual machines
can be added (aguest9 and integrated into the overall NETLAB+ system.

Objectives

e Add virtual machines to the VMware server host system
e Make virtual machines accessiltteNETLAB+ users.

The process outlined in this section must be followed for each virtual machine added to
the system.

4.1 Creating a New Virtual Machine (VM)
Working again from theyl WebAccess:

Select theCreate Virtual Machineption on the Virtual Machine tab.

wl ¥Mware Infrastr e Web Access (administrator@10.0.0.27)
Application RGN Administration | | i P @

Yirtual Machines

Inventory ¥ _for_doc
v 0 vmserve = firtual Machine iole |:|||Tasks||E'-.fents|
G MNETL #dd Wirtual Machine to Inventory
(1 NETL Rermove Virtual Machine
@ NETL Power
Sl ol
- Power On/Resume
1
50rs 1
y 256
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Your will be prompted to enter a name for your new virtual machine.

Choose a name for your virtual machine very carefully. Here are two recommended
naming conventions to consider:

e [VM NAME] = [POLX_PCY]: If you do not plan on moving virtual machines
from one pod to another, we recommend that you include METLABpod
number and/or PC ID in the name.

¢ [VM NAME] = [SERVER VM _Y]: Another, more flexible naming convention
would include the VMware seer number and virtual machine number. This
method would be useful if you are going to be moving virtual machines from one
pod type to another.

Eﬂ Create ¥irtual Machine

Pages Mame and Location
FY

Guest Operating System Enter a descriptive name for vour new virtual machine and specify the
datastore where its configuration files will be saved.

‘

Memory and Processors

Mame: I METLAB_Server_3_WM_2 I |

Hard Disk
Properties Cratastore Capacity &yvailable

74.52 GB

standard
Metwork Adapter
Froperties

CD/DVD Drive
Properties

Floppy Drive
Properties

UsB Controller o

BT e || concer

SelectNextto continue.
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4.1.1 Selecting the Guest Operating system

The Guest Operating system and versidryour choice that you wilhstall on your
virtual machine must be selected.

In this exampleMicrosoft Windows Server 20@8<lectedasthe Guest Operating
System

@' Create ¥irtual Machine x

Pages Guest Operating System

Marme and Location -

Guest Operating b Select the operating systermn you plan to install in your virtual machine,
“our selection will be used to recommend settings and optimize

Mernory and Processors performance,

Once the wirtual machine has been created, you will need tao install this

Hard Disk operating systern from your own installation disc.

Properties

Qperating System: ﬁ Windows operating system I

Metwork Adapter Mavell Netware

Froperties " Saolaris operating system
" Linux operating system
CO/DVD Drive " Other operating systems
Properties
Version: I| Microsoft Windows Server 2003, Standard Ediﬂimi
Floppy Drive

) Product Compatibility
Froperties

USB Controller o

o | v ][ conce |
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4.1.2 Selecting Memory and Processors

Choosdahe amount of physical memory that will be allocated to the virtual machine.
most cases, you may uiee default settings for memory and processotsmemory
space is a concern, you may need to select a value closer to the recommended
minimum. Pleag make sure you do not oversubscrifgstem resourcefee section
2.1.4.2.

@ Create ¥irtual Machine x

Pages Memory and Processors
Marne and Location =
Guest Operating System Memory

Mermary and Processors

Increasing a virtual machine's mermory allocation can improve its
performance but may also impact other running applications.

Hard Disl

Properties Size: 256 | MB

Recommended Size {256 MB)
Metworl: Adapter

Froperties Recommended Minimum (128 MB)
The guest operating system may not start up below this size.

CO/DVD Drive Recommended Maxkimum {4096 MB)

Froperties Mernory swapping ray occur above this size.

Flappy Drive Processors

Propertias Select the number of processors carefully, We do not recommend
reconfiguring this walue after installing the guest operating system.

USE Controller o Count:

e |
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4.1.3 Creating a Virtual Hard Disk

Use the defaulsettings toCreate aNew Virtual Diskor your virtual machine

) Create ¥irtual Machine

Pages

Hard Disk

Mame and Location
Guest Operating System
Memoaory and Processars

Hard Drisk

Properties

Metwoarlk Adapter
Properties

CO/DVD Drive
Properties

Floppy Drive
Froperties

|»

A wirtual disk is a special type of file, which will start small and then
grow larger as you add applications and data to your virtual machine.

=+ Create a New ¥Yirtual Disk

Choose this option to add a blank disk to vour virtual machine.

UsE Contraller —

Use an Existing Yirtual Disk
Choose this option to reuse or share a hard disk from another
virtual rachine.

Don't Add a Hard Disk

Specify the disk capacity for this virtual machine. Select a disk size that will beatglequ
to store the guest operatingystem and all of its software applications for pod labse
example below shows selection of 8GB; your requirements may vary.

4 The use of SCSI drivers in mildws XP or Windows Server 2003 virtual machine
requires a special SCSI driv#iou maydownload the diwer from the VMware website
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@| Create Yirtual Machine x
Pages Properties

Mame and Location =
Guest Operating System How ruch software and data should this hard disk be able to store?

Mernory and Processors (T x|
Hard Disk Location: | [standard] NETLAB_Server_3_WM_z/METLA |

Properties £2.37 GB available

Metworl: Adapter File Options

Froperties Disk Mode

CO/DVD Drive Yirtual Device Node

Properties Adapter: Device:
Floppy Drive Policies

Properties

USE Contraller e

e |

414 Adding a Network Adapter

In most cases, iwvill be necessary tddd a Network Alaptor to the virtual machine.
If your equipment pod will consist of only one individual PC, a Network Adapter is not
necessary.

@| Create Yirtual Machine x
Pages Network Adapter
Marme and Location |
Guest Operating Systemn Metwork adapters give your wirtual machine access to port groups that

have been configured for virtual machine use on the host, If no such
port groups have been configured, you will not be able to connect to
any netwark,

Mermory and Processors

Hard Disk

-
Properties Add a Network Adapter

Don't Add a Network Adapter

arle Adapter

FProperties

CO/DVD Drive
Properties

Floppy Drive
Properties

UsE Controller b

S | vt || conee |
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Select dNetwork Connectiortype for this virtual machine. SeleBtidged,as shown
below, if this virtual machine will connect externally ttleETLABVLAN. Keep the
Connect at Power Onption set toYes.

Eh Create ¥irtual Machine

Pages Properties
Mame and Location |
Guest Operating Systern which network will your virtual rachine access?
Memory and Processors . "
4 Metwork Connection: I‘ Bridged |v’l
Hard Disk annec‘c at Power On: Yes I

Properties

Metworl: Adapter

Properties

CD/DVD Drive
Properties

Floppy Dirive
Properties

USE Controller —

1
{ oo |

If your virtual machine will be connected &m external network, it will be necessary to
edit the virtual NIC, after the virtual maching created (see secin®b.3).
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415 Selecting CD/DVD Properties

Next, you may usthe default option,Use a Physical Drivie order to give the guest
operating system access to the CD/DVD drive on the host system wiflieiaw you to
install the guest operation systenif you prefer, you may select the option tése an
ISO inageto givethe guest operating system access to an 1ISO imagjding on the
host file systemn orderto install the guest operating system.

Inthis example, the option to Use a Physical drive was selected.

@ Create ¥irtual Machine x

Pages CD/DYD Drive
Marme and Location =
Guest Operating Systerm CD and DYD media can be accessed on the host system or on your

local computer,
Memory and Processors P

Host Media
Hard Disk

Properties

=+ Use a Physical Drive

Choose this option to give the guest operating systern access to a
physical CD or DWD drive on the host system,

Metwork Adapter

Properties Use an ISO Image

Choose this option to give the guest operating systerm access to an
IS0 image residing on the host file system,
CO/DYD Drive

Properties

Don't Add a CDSFDYD Drive

Floppy Drive
Properties

USBE Controller b

ot | e |[concor
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If you have selected the option to use a physical drive, you will be promptezldots
the CD/DVD drive on your host system that you will use to instalgtiest operating

system. Thissettingwill be edited after theguest operating imstalled, as desdred in
section4.4. TheConnect at Power ocheck box musbe checked

@| Create ¥irtual Machine x

Pages Properties
Mame and Location =
Guest Operating Systemn In order to access this media, a disc rmust be in the drive specified

below, and the drive must be connected to yvour virtual rmachine.
Mermory and Processars

If vou will use this device to install an operating systern, you should
insert the installation disc before powering an vour wirtual machine,

Hard Disl

Properties Host COADWD Drive: | O |"|
—

Metwaork Adapter ICannect at Power On: Tes I

Properties Yirtual Device Node

CD/OWD Drive

Properties

Floppy Drive
Froperties

USE Contraoller b

peck | newt || concel |
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4.1.6 Selecting Floppy Drive Options

A floppy drive is not necessary. Selectshe y Qi I RR lopterf. 2 LILIE 5 NA @S

@| Create Yirtual Machine x

Pages Floppy Drive

Mame and Location

Guest Operating System Floppy media can be accessed on the host system or on your local
computer,

Mermory and Processors
Host Media

Hard Disk e om

Properties Use a Physical Drive

Choose this option to give the guest operating systemn access to a
physical floppy drive on the host system,

Metwork Adapter

Properties Use a Floppy Image

Choose this option to give the guest operating system access to a
flappy image residing on the host file systerm.
CD/DVD Drive

Properties Create a Mew Floppy Image

Choose this option to create a new floppy image on the host file
systern,

Floppy Drive

=+ Don't Add a Floppy Drive

USE Contraller

Ready to Cormplete

[ Back | tewt|[ cancel |
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4.1.7 Selecting USB Controller Options

A USB controller is not necessaBelect thes 2 y Q (i USBRdtroller option.

@' Create Yirtual Machine x

Pages

USB Controller

Mare and Location
Guest Operating System
Memory and Processors

Hard Dislk
Properties

Metwork Adapter
Properties

COYDWD Drive
Properties

Floppy Drive

USB Contraller

Ready to Complete

A USBE controller gives your virtual machine access to USBE devices
plugged into the host,

Add a USB Controller

=+ Don't Add a USB Controller

8/12/2010
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4.1.8 Verifying the Virtual Machine Configuration Settings

SelectFinishafter verifying the configuration settings displayed on the page.

@| Create Yirtual Machine x

Pages Ready to Complete
Marme and Location
Guest Operating Systern Please wverify that your new virtual machine is configured correctly.
Memary and Processors Marne: NETLAE Server 3 WM _2
. Location: standard
Hard Disk ) [ ) ] )
. Guest Operating System:  Microsoft Windows Server 2003, Standar...
Properties
Mermnoary: 256 MB
Metwork Adapter Processors: 1
Properties Hard Disk: g Gh
Metwork Adapter: Using "Bridged"
CD/DVD Drive CD/DWD Drive: Using "D:"
Properties USE Controller: Mo
Floppy Drive More Hardware
USE Controller

Ready to Complete

Help [ | Pawer on your new virtual machine now m@ Cancel

Your virtual machine will now be listed in thigtual machinanventory.

Inventory

¥ E vIservers

NETLAB_S
[ WETLAB_USB_WMZ

[ NETLAB_YM_1

[ METLAB_WM_TEST

1 NO_TOOLS

[ PoD_¥_PC_¥_for_doc
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4.2 Setting Snapshot Options

NETLABworksin conjunction with VMware snapshots to restore a virtual machine to a
clean state This can occur automatically at the end of a lab reservation hamva user
selectsthe scrubcommandfrom the NETLABaction tab(see theAction Talsection of

the NETLAB+ Instructor Gujde

Verify thatthe snapshot setting for your virtual machine is sefitst Power Off This
setting is accessed in the Commands section by seleCongigureVM.

=

wdl ¥YMware Infrastructure Web Access {administrator@169.254.0.250)

Application Wirtual Machine Administration id IE‘ @ | Marketplace | Log Out

Inventory @ METLAB_Server_3_¥M_2
v B vmservers Surmrnary |C|:|nsu:|le|:|||TasksHEvents”F‘ermissiDns|

Wi METLAE Server 3 7 | Y| FIEmOry v o

[l METLAB_USB_WMZ

- - Hard Disk 1 {(SCSI 0000 &

G NETLAB_WM_1 Commands [

G NETLAB_VM_TEST Network Adapter 1 B Power Off

G NO_TOOLS Suspend

& POD_%_PC_Y_for_doc CD/DWD Drive 1 (IDE 1:0) U Resat

add Hardware
E SCSI Contraller 0 L
| | Snapshat _
4 3
—I Take Snapsl
Configure WM

enerate Wity

Relationships [~ LI
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Select theSnapshotab and make certaithe Just Power Offetting is selected.

wi ¥M Configuration »

FY
General||PuwerISnapsthI.ﬁ.dvanced —

Current Snapshot

Mo current snapshot,

[ ]Lock this snapshot
Prevent the current snapshot from being updated.

When Powering Off

& Just power off |

" Revert to snapshot

" ask me

-

For scrub operation$y ETLABwill Revert to Snapshdiy using internal caligirough
the VMware ARIThis will allow NETLAB+ to restore the PC to a clean state

Use of theJust Power Offetting is specific to VMware Servesrsgion 2.x
If you ae upgrading to VMware Server 2fsom VMware server 1.x or GSKjs

necessary to change the powgr¥F ¥ 2 LJi A 2y  FINS POwei OfiPlease’see
Appendix Cfor details.
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4.3 Installing a Guest Operating System

After you have configured the virtual rolaine settings, you must instalh operatirg
system on the virtual machine. During the virtual machine installation progess
configuredto have access to thghysicalCD/DVD drive on your host systeon,to have
access to an ISO image.

Depending on your selectiomdert the operatingsystemCDA Y (1 KS a4 SNIISNR A&
drive or access the location of the ISO imagellow the installation procedure as

prompted. Please refer to sectioB.1for information on software requirements and

product licensing.

4.4 Editing the Virtual CD/DVD Device

If you have configured your virtual machine to access the physical CD/DVD drive on your
host machinemake sure to edit the CD/D\Wvice with therecommended settings.

These CD/DVD settings must be edigdr installing theguest operating system (see
section4.3).

@il ¥YMware Infrastructure Web Access {administrator@169.254.0.250)

Application  Virtual Machine Administration a0 | @ lia
Inventory il METLAB_Server_ 3 ¥M_2
b E YMSEFYEFS Surmrmary | Consale Tasks || Events | Permi

§i METLAB Server 3 _WM_2
G METLAB_LSE_YM2 & ~ Hard Disk 1 (SCSI 0:0) 5.00 GB
(1 METLAB_YM_1

[ METLAB_WM_TEST

(1 NO_TOOLS I (& ~| cD/DVD Drive 1 (IDE 1:0) Using dei

B3 ~| Metwork adapter 1 Bridged

1 poD_%_PrC_¥_for_doc

© ~ =csIcantraller 0 LSI Logic

a | ©H
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Uncheclkthe Connectat power onbox. This is necessary to prevent the virtual machine
from attemptingtoO2 Yy SOG (2 (i KCDD\Ddegite Mdich 808l rés@it in
undesired properties or boot errors.

©. CD/D¥D Drive 1 (IDE 1:0)

f* Host Media —
Use devices and files on the host system,

" client Media
Use WMware Remote Console to select devices and files on your client
system,

Device Status

" Connect
¥ Disconnected

I [ ] Connect at power on b

Connection
* Physical Drive

ze the following aptical drive:

-
Help Cancel
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You may point the CD/D\Wvice connection to a unique 1$@age on the local

VMware host. If you chooséis option, make sure each virtual machiy@u create

does not point to the same ISO file. Otherwise, you may see some undesired properties
or boot errors.

@. CD/D¥D Drive 1 (IDE 1:0)

Connection
" Physical Drive

Use the following optical drive:
O -

% Jse ATAPI emulation

€ Access the drive directly

I ' IS0 Image I
Choose the optical disk image path;
| Browse...
Yirtual Device Node
Adapter: IDE 1 - Dievice: 0 (Co/WD Drive 1) - |

-

Help I (1] 4 | Cancel
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4.5 Installing the VMware Tools

Installation d VMware Dolsis required to ensure optimal performance and proper
NETLAB+ operation.

VMware Tools must be installedter installing the guest operating system (see section
4.3).

Your virtual machine must be powered on to install VMware Tools.

SelectPower Onin the Commandssection to power on your virtual machine.

gl ¥YMware Infrastructure Web Access {(administrator@169.254.0.250)
application  Mirtual Machine Administration 1] |> @ |ﬂarketp|ace | Log Out
Inventory ﬂl NMETLAB_Serwver_3_¥M_2
v B vmservers Summar}r”CDnsule|:|||Tasks||Events||F‘ermissiu:uns|
METLAE_Server_3_unM_2 |HIEE e " commands -] ]
(1 METLAB_USB_VYM2 CO/DWD Drive 1 (IDE 1:00 1
G METLAB_WM_1 —
@ METLAE WM TEST SCSI Contraller 0 l A Hardware
- Znapshot
& No_TOOLS <] | - p [
Take Snaps
H poD_%_PC_¥_for_doc

Configure WM
Generate Wirke

—l

Sdectthe Install VMware Toolption in the status section.

Status =]
Power State [

Powered On

Guest 05 <]

Microsoft Windows
Server 2003, Standard
Edition {32-hit)

I?Mware Tools I

Install WMware Tools,..

¥irtual Hardware ¥Yersior
Version 7

DMS Mame
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Assuming you have completed the installation of the guest operatisigisyas
described in sectiod.3, you may proceed with the instaif VMware Dols.

@ Install ¥Mware Tools x

E Installing the YMware Tools will greatly enhance graphics and

mouse performance in your virtual machine.

Tour guest operating systemn must be running to install WMware Tools, If
vour guest operating system is not running, choose Cancel and install
WMware Tools later,

Help I Install
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4.6 Setting the Virtual Machine Display Properties for Remote Access

For optimal performance and minimal bandwidth consumption, we recommend using
the lowest possible resolution setting. The us@0® x 60Qrovides a good fit on a
typical laptop screen without the need to scrdhe display.

It is possible, however, that your applications may require a higher resolution, such as
1024 x 768.

32-bit color is required Display update problems have been observed with theldi6
setting.

Thefollowing task assumes a virtual machine running a Windows XP operating system.
Adjust accordingly for other operating systems.

To set the screen resolution and color quality:

Boot the virtual machine.

Right clickon the display and sele&roperties

Click on the Desktop tab.

Click on theSettingstab.

Set screen resolution tpour desired resolutio800 x 600 is used in this
example).

U Set color quality t&2-bit (required).

cC: o
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Display Properties il ﬂ
Themesl Desktupl Screen Saver | Appearance  Settings I

!

Dizplay:
[Drefault Manitar] on Yhdware SYGA

Screen resolution ————— [ Colar guality

Less J— More IHighest (32 hit]
200 by B0 pisels B BE R |

Troublezhoat. .. | Advanced |

()% I Cancel | ¥ 1] |

3
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4.7 Adjusting Visual Effects

Visual effects must be agstedto provideminimalbandwidth utilizationand to ensure
the responsiveness of the remote experee.

The following task assumes a virtual machine running a Windows XP operating system.
Adjust accordingly for other operating systems.

Adjust the visual effects:

Right clickon My Computerand selecProperties
Click on théAdvancedtab.

Click theSettingsbutton for Performance

Click theVisual Effectgab.

Select the radio button té\djust for best performance
ClickOkto accept changes

[t S et S o A N e

{E Desktop AT =
[ S| 55 CEM PrORErties ] Performance Dptions

@Back -8 - T System Reston  Visual Effects | Advanced | Data Execution Prevertion |
s General |

Select the settings vou want ko use for the appearance and

Address IEEI Deskiop performance of Windows on this computer,

“tou must be logge

-'_:/ %:! — Performance —  Let Windows choose what's best For my computer

. C adi
My Documents My Computer Vizual effects, pr Adjust for best appearance

& adjust For besk performance
' Custom:

— O Animate windows when minimizing and maximizing
- User Prafiles—— [ Fade or slide menus inta view
Desktop settings [ Fade or slide ToalTips into view

[ Fade out menu items after clicking

O show shadows under menus

O show shadows under mouse painter
O shew translucent selection rectangle
O show window contents while dragging
System startup, ¢ [ slide open combo boxes

O slide taskbar buttans

M1 Smooth edges of screen fonts

— Startup and Recx

4/ start| [} Desktop QWL 10:46 A
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4.8 Disabling the Desktop Background

The desktop background museé set toNoneto provideminimalbandwidth utilization
and to ensure the responsiveness of the remote experience.

Boot the virtual machine.

Right clickon the display and sele&troperties
Click on theDesktoptab.

SelectNonefor the Background.

cC: o

=

rDis play Properties

Themes | Deskiop |S|:reen Saver | Appearance | Settings

h

- 0
‘—ﬁ_’
B ackground:
> iNone] H Browse...
Llﬂ.-’-'-.utumn
Ll'_E].-’-'-.zuI
\*d Blisz ;
Ll -
[ Cuztomize Desklop... ]
[ k. l [ Cancel ] [ Apply ]
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4.9 Adding Software Applications

You may now add new software to your virtual machine as requirdtidjab exercises
you plan to use on your pods.

Please refer to thénstalling New Software in a Virtulslachinesection of the
+agl NB { SNISddétaiisS ND& DdzA RS

4.10 Taking a Snapshot of Your Virtual Machine

Each time you make changes imistall new applications on a virtuainachine be sure
to take a newSnapshot Any changes made to the virtual machine tydaers will be
lost when the virtual machineugstoperating systenmeverts to the snapshot:

e Atthe end of a lab reservation.
e When a user selects Scrub from tNETLABACction tab.

Take asnapshot by selecting thBake Snapshaobption in theCommandssection.

1 NETLAB_Server 3 _V¥M_2

Surmrmmary || Console Tasks |Events | Permissions
L - FrulEssSUrts L
Commands LI
*| Mermnory 256 MB Pawer On

Add Hardware

Snapshot IJ

& | Hard Disk 1 (SCSI0:0) g.00 GB

B ~| network Adapter 1 Bridged Take Snapshot
Cnnﬂgure W

£y = CD/OVD Drive 1 (IDE 1:0) Using dev Generate Virtual 1

© ~| scs1 contraller 0 LSI Logic  Relationships =

If you do not take a new snapshot after modifying the configuration file, your changes
will be lost the next time the snapshot reverts. Your changes wdlla lost if the
virtual machine isiot powered off when the configuration file is edited.

DO NOT take a Snapshot of a Virtual Machween it is either turned on or
suspencd. Make sure VMs powered off each time you take a new Snapshot.
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4.11 Remote PC Settings (for New Pods)

Remote PCs are part of a lab topology, so they must be configuidBETLABwhen a
new equipment pod is added. All settings (except ID) can be modified later. Remote
PCs are only available in pods where the network topologgatels the existence of lab
PCs.

Remote PC settings will appear in the New Pod Wizard when you add an equipment pod
that supports remote PCs. Each PC has an ID, type, access method, and operating
system setting. All settings (except ID) can be matliager. To modify existing PCs,

skip ahead to sectioA.12

REMOTE PC SETTINGS

P MAME T PC IIRTUAL MACHIME TYPE ACCESS CPERATING S5 STEM
;_I_, Host A (|18 [s| [EWMWARE Server 2.0 v] ||vHC w| | windows XP v
;_I_‘ Host B || 19 | ﬁE’I‘S-.-\E-’EHTE Server 2.0 WHC v Wwindows Server 2003 b
= WhiWARE Server 1.0/G5%

Ll Host ¢ [20 [w] |[STANDALONE VNG [ |[Linuw v
g_'_, Host D || 21 [s| || WMWARE Server 2.0 o WHC hd Windowsz *P e

ForPC/Virtual Machine Typeuse theVMWARE Server 2 $etting for VMware virtual
machine implementations using VMware Server version ZIxis is the correct setting if
you are following the procedures outlined in this guide.

TheAccessetting, VNCI f f 2648 RANBOG | OO0OSaandndwedl KS t/ Qa
using the VNC protocol. This setting cannot be altered when VMware Server 2.0 has
been selected as the PC/Virtual Machine Type.

TheOperating Systensettingspecifies an OS for this PC. The availability of a selection
does not guarantee compatibilityith all labs.

NETLABwWill prompt for additional settings on the next page.

Yl WARE VIRTUAL MACHIME SETTIRGS

PZID P RARME IP ADDRESS ISERR AME PASSMORD COMFIGURATICON FILE

18 gj Host Al 1692541253 ||| NETLAR myvmhost [datastore1] =P Pro Template WhiisF
19 gj Host B 169.254.1.253 ||| METLAE ryernhost [datastore1] P Pro Template Whil=F
i gj Host C||169.254.1.253 ||| METLAR ryernhost [datastore1] P Pro Template Whil<F
21 QJ Host 0| 169.254.1.253 ||| METLAE ryvmhiost [datastore1] =P Pro Template WhF
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Each virtual machine requires four VMwaspecific settings.

e ThelP Addressetting is used to connect to the VMware host system. iEltise
IP addressisedfor KVM and RI traffic flow. If you are implementing ISEC or
IMAN, use the inside network address of the VMware server. If you are
implementing OMAN, use the outside network address of the VMware server.

e Usernamespecifies an operating system account on the ViveMaost system.
NETLABwill use this account to login to the VMware host and control virtual
machines through the VMware A{ke sectiorB.9).

e Passwordspecifies the passwordsaociated with the host account (see section
3.9).

¢ Configuration FileEnterthe relativepath of the virtual macime configuration
file on the VMware host, including datastofEhis file name igypically in the
form of [datastore]<pc name/<operating system.vmx.

The name of the configuration file of your virtual machine can be found by selecting the
Configure VMsection.

wil| ¥YMware Infrastructure Web Access {(administrator@169.254.0.250)

Application  Wirtual Machine Administration ol | @ Marletplace | Log Qut
Inventory 1 METLAB_Server 3_¥M_2
v B vmservers Surmrary | Console Tasks | Events || Permissions

W8 NETLAB_Server_3_WM_2 R EmorY < N

5 NETLAB_USB_YMZ2
1 NETLAB_WM_1

& | Hard Disk 1 (SCSI 000D & | [commands =

ﬁ NETLFHEI_"."M_TEST E - Netwnrk ,qdapter i B Power Oﬂ:
H wWo_TooLs Suspend
(1 POD_x_PC_v_for_doc (& ~| co/ovp Drive 1 (IDE 1:0) U Reset
fdd Hardware
© ~| scs1 controller 0 L Sranehot
napsha
‘I I ﬂ Take Snapsl

Configure WM

enerate Virtu

Relationships [~ LI
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The configuration file name idisplayed on th&eneraltab.

w YM Configuration »

GeneraIIF‘Dwer”Snapshnt”.ﬁ.dvanced| —

Yirtual Machine Name

| METLAB_Server_3_WM_2

¥irtual Machine Configuration File

[standard] METLABE_Server_3_WM_2Z/METLABR_Server_3_WM_Z2.vmx

Guest Operating System

& windows operating system -

& You can copgnd paste the fulpathname of a VM Configuratioiie from the VM
configurationscreen into the NETLABMWare virtual machine settingSonfiguration
File N\amefield.

The use of relative path namesspecific to VMware Server 2 ¥Mware served..0 and
GSX requirabsolute path names. If you are upgrading from VMware Server 1.0 and
GSX, you must change your configuration file path names to use relativenpmes, as
shown in the example aboveRlease refer tA\ppendix for details on upgrading to
VMware Server Xfrom VMware 8rver 1.0 and GSX.

8/12/2010 Pagel01of 15¢



N/ DG

NETLAB+ Remote PC Guide for VMware Implementation Using VMware Server 2.x www.netdevgroup.com

412 Modifying PC Settings

To modify PC settings, or convert an existing PC to use VNBeaver 2.x

1. Take the pd offline.
2. Select the PC from the Pod Management page.

POD 6 - PCs ARD SERWERS  (click the GO buttons to reconfigure)
G ARE PCID | STATUS TYPE ACCESS | CONMTROLIP - OPERATIMG S%STEM
C%l E_' Host & | 18 | OMLIME | WNWARE Server 1.00G5X WNC | 189.254.1 233 Wincdowes XP
.E_I, HostB | 19 | OMLIME WhWARE Server 2.0 WHNC | 169.234.1.233 | Windows Server 2003

21| OMLIME WhiWARE Server 2.0 WM 169.254 1 233 Windowes P

A

gl E_' Host C 20 | OMLIME WYhWARE Server 2.0 WG 169.254 1 253 Linux
EI Host O

AL

3. Change Typto VMWAREServer 2.(if it is not the current setting).
4. Specify the VMware settings (described in sectidii).

POD 5 - PC 17
FC D 17

PC Mame 2- Standalone PC

Type VWARE Server 2.0 W

“hlware Host IP Address 10.0.0.27

Yhiware Host Llsername METLAB

YWhtware Host Password METLAB

Yhlware Guest Configuration File | [standard] NETLAB_VM_1\NETLAB_Wh_1 worrix
Yhitware Guest Operating System || Windows =F b

FemaoteDisplay.vne.enabled = "true"
Yilware Guest WNC Settings FemoteDisplay.vne. password = "NETLAB"
FemoteDisplay.vne. port = "2917"

Access Method WINC | w
Admin Status OMLINE  |»
Cptions revert to snapshot during scrub operation

If you wantNETLABto return the PC to a clean state after a lab reservation, make sure
GNBOSNI (2 ayl LlaK2ié MRthadksevidjabraahine wSOF £ £ F NP
shapshot poweroff option must also be set tdust Power Off
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413 Configuring Remote Display Options

To allowNETLABttsers to access the keyboard, video, and mouse of a virtual machine,
you must add thredRemoteDisplaystatements to the virtlh £ Y OKA Yy SQa O2y FA 3c
file.
1. Access the detal remote PC settings from theETLABPod Management
page (as described in sectidril]).
2. Obtain theVMware Guest VNC Settingautomatically computed biNETLAB+
The settings for this example are highlighted in the picture b&lowr settings

will vary).
POD 6 - PC 18
FCID 18
FPC Mame g_, Host A
Type WhAWARE Server 2.0 e
Whiware Host IP Address 169.254.1 253
“Whilware Host Username METLAB
“Whitware Host Password mywmhbost
“hitware Guest Configuration File || CAvirual Machines\FOD_TFC_3winxpro
YWhitware (Guest Operating System || Windows =F .V'

Remotelisplay.vnc. enabled = "true”
“Whitware Guest WNC Settings Remotelisplay.vnc. password = "NETLAB"
Remotelisplay.vnc. port = "5918"

Access Method YN v
Admin Status OMNLIME v
Options revert to snapshat during scrub operation

3. From the VMware management console, make sure the PC is powgtEcbr
suspended

4. Working from theVIWeb Accespage select your virtual machine in the
Inventory list and the click o@onfigure VMn the Commandssecton.
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wil| ¥YMware Infrastructure Web Access {(administrator@169.254.0.250)
Application Wirtual Machine Administration i @ | Marketplace | Log Qut

Inventory

1 METLAB_Server 3_¥M_2

¥ Q YIservers

METLAE_S
METLAE _USE_ WMz
METLAE WM _1
METLAB_YM_TEST
NO_TOOLS
POD_¥_PC_7_for_doc

B B B i

Surnmary “ Console |:|||Tasks ” Events ” Pe

rmissiu:uns|

| ¥| MEemaory £
Hard Disk 1 {(SCSI 0:0) & | [commands =
Metworlk Adapter 1 B
COD/DYD Drive 1 (IDE 1:0) U
SCSI Controller O L
| | i

Configure WM

Relationships [~ LI

Power Off

Suspend

Reset

fidd Hardware

Snapshot o
Take Snapsl

enerate Virtu

5. Select theAdvanced taband scroll down to thédd New Entryfunction located
in the Configuration Parametersection.

Fun?iguratiun Parameters I

Maodify or add configuration parameters as needed for experimental features
ar as instructed by technical support, Saved entries cannot be removed,

Marme

ethernetd.features

ethernetl.generatedAddressOffset

ethernetd.poislothurmber
rmlks.enable3d

nwran
poiBridged.poislotMumber
pciBridgel.present
pciBridged functions

Edit § Add Mew Entry

8/12/2010

Value

i -
0

3z

true
METLAB_Server_3_WM_2.nwre
17

true

: ~|

Pagel04of 15¢



N/ DG

NETLAB+ Remote PC Guide for VMware Implementation Using VMware Server 2.x www.netdevgroup.com

6. Add each of the three VMware guest VNC settings as configuration parameters.

@ Add Configuration Parameter »

Name
RermoteDisplay.vnc.enabled

Yalue
true|

If you make arerror while keying ina configuration parameter, yomay need to
remove the virtual machin&om the inventory (without deletingt from the disk) edit
the VMX fileand readd, or restart the VMware Server servicbg following the
procedure described iAppendix F

4.14 Taking a New Snapshot of the Virtual Machine

After completing the task of adding the configuration statements to the configuration
file you must take @ew snapshot of your virtual machine.

Selectthe Take Snapshaobption in theCommandssection.

1 NETLAB_Server_3_¥M_2

Summary | Console Tasks |Events |Permissions
B T FIrUCELbLUrs 1
Commands [=] :I
*| Memnory 256 MB Power On

add Hardware

Znapshot IJ

&2 =| Hard Disk 1 (SCSI 0:0) .00 GB

B ~| network Adapter 1 Bridged Take Snapshot
Cnnﬂgure W

& = cD/OVD Drive 1 (IDE 1:0) Using dev Generate Virtual M

© ~| scs1 contraller 0 LSILogic  Relationships -] v/

If you do not take a new snapshot after modifying the configuration file, your changes
will be lost the next time the snapshot reverts. Your changesisil be lost if the
virtual machine if not powered off when the configuration file is edited.
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4.15 Verify the Virtual Machine

After your virtual machine is configured, perform the following tasks tifywéhe API is
functioning.

The Podlestonly verifiesthe remote display paramete@ndthe function of the

VMware API. The Po@&t does not test network connectivity to networking gear such
as routers, switches and firewall$he process required toridge your virtual machines
to real networksand real lab equipment (such as routers, switches, and firewalls) is
described in detail ifPart 5

METLAB+ 4.0.26

Admin
TESTIMNG POD &
DEYICE TPE TE=T STATLS DETAIL=
E_' , Standalone PCWMAWARE Server 2.0 (D PASSED |1 test(s) passed, device looks good

PO TEST LG

[00:18] POD 5 PASSED
[00:15] PCAT: Testing wirtual machine and %hware WK AP - PASS
TEZTING POD 5, Standalone Computer Pod, Support for 1 PCLL.

1. Run a pod testNETLABwill check your stings and verify that the APl is
working.

2. Bring the pod back online.

3. Login to an instructor account and create a lab reservation to test your virtual
machine(s).

4. On theStatustab, your virtual machines should be online.

Topology  Action Status Connections Load Save Exercise

Device Status

ROLUTER1 Cizco 2621xM (O ON 1 booting the device
ROUTERZ Cisco 2B21XM O ON 1 boating the device

=] ] Windows XF (O OM O online

PC_1 not implemented in this pod
IS 1 nat implermented in this pod
PC 2 not implermented in this pod
IS 2 Wiindows XF (O ON O online

ihck on the device name to open a connection
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5. Open a connection to the PC by clicking on the device in the topology, the status
tab, or connections tab. This will bring up tNETLABJava viewer (assuming
you have Java installed).

4

My Documents

N  Standalone PC | win " Connected
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6. Test the VMware APPower offthe machine from theAction tab.

MyNETLAB Logout ‘i) janedoe
I'M DONE

Topology  Action Status  Connections  Load Save

ACTICMN

ACTION G EMTIRE POD

F1 Cisco 2501 —select—
R2 Cisco 2601 —select—
F3 Cisco 2601 —select—
PCla ‘Windows XP  —select—
PC1b Windows P

—select Rl

[<I[*][%][%]

power off

For automated operations tc crub device use the following passwords for

lab routers, switches, and firewar=

console: cisco enable secret: class

If you had a connection open, it should drop. If you reconméE{lLABshould know
the PC is powered off (lmbtaining the status of the virtual machinga the VMware
API).

Ll pPC1a

CONNECTION FAILED

The PC is turned OFF.

& Power ON the PC from the Action tab.,

5 Try Again | [ Close This Window

7. From theAction tab, power the virtual machine badBN Wait a minte for the
machine to startup. You should now be able to reconnect.
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8. Test the scruldevicd snapshot feature. Make some changes to the PC (i.e.
move some icons around drcreate some files). Selegstrub Devicen the
Action tab. The PC will reboot and your connection will drop (this is normal).
Wait a minute for the machine to restart. You should now be able to reconnect,
and your previous changes should be gone.

8/12/2010 Pagel09of 15¢



N/ DG

NETLAB+ Remote PC Guide for VMware Implementation Using VMware Server 2.x www.netdevgroup.com

Part5 Connecting Virtual Machines to Real Lab Devices

This section focuses on the establishing communication between virtual machines and
lab devices in the topology. You can skip this section if your virtual machines do not
need to communicate with lab equipment and/or external networks on segavétANSs.

Virtual LAN (VLAN) are usedo bridge your virtuamachines taeal lab equipment
(such as routers, switches, and firewall$hese VLANs are implemented on control
switches and managed by the NETLAB+ software.

quipment
Pod

+
1
Bridged -I--l---- _________
VLANS _ bl e e r :_
VLAN] =======bh——— r :_ :_
] I KVM, APl | 1 i
Inside AE’ : : : :
(control) N I 1 |e I I
I 1 o I i
VLANT | VLAN1 § N !
169.254.0.254 | 169.254.0.250 ¢ |9 : |
T T
I
NETLAB+
Server
Qutside f
VMware
User Traffic Server #1

Outside q
(public) N
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The following objectives Mmake more sense after yowatie added a new equipment
pod.

Objectives

Determine vhich VLAN numbers are usedynur pod

Createthe proper VLAN adaptersing an Intel networking adapter.
Uncheck the unused Protocdl®m Network Properties

Bind each VLAN adapter to an availaéMware virtual switch\(Mnet).
Configure a Virtual Switdle usecorrect VMnet (using VI Web Access).
Take a final snapshot to save changes made to the VM configuration.

5.1 Determining Which VLAN Numbers Are Used by Your Pod

The VLAN adapters you must create for you virtual machines will vary based on which
pods you have added to yolWETLABserver.

AVLAN Poask the consecutive range of VLANs used by NETLE&:h pod has a unique
VLAN poohnd the actual VLANumbers will be unique for each pod.ou must
determine which VLAN numbers used BETLAB#ust be trunked to the VMware
host.

There are resourceavailable to assist you in determinimgnichVLAN numberare
used:

e If you are implementing a standaNETLABAcademy Editiofpod, you may
refer to the Configuring VMware and Virtual Machingsction of the
appropriatepod-specific guideto obtain this information, including the VLAN
Offset Reference Table specific to your pddhe examples in the subsections
below provide more detail regarding this process.

e If you are implementing a custom pod design, consult with the individual who
created the pod design and refer to tligod Design Theosection of the
NETLAB+ Pod Design Guateadditional information.

VMware Server virtual network adapters and virtual LANchweis (VMnets) are used to
connect virtual machines to the poddepending on the pod design, some virtual
machines may share the same VLAMithout the proper VLAN adapter mapped to an
available VMnet, the connections between pod devices and/or virtuathimes will not
function properly.

8/12/2010 Pagelllof 15¢


http://www.netdevgroup.com/ae/documentation.htm
http://www.netdevgroup.com/doc/NETLAB_Pod_Designer_40.pdf

N/ DG

NETLAB+ Remote PC Guide for VMware Implementation Using VMware Server 2.x www.netdevgroup.com

51.1 Determining VLANs Example 17 Cuatro Router Pod

In this example, we see that a Cuatro Router Pod d3édnetsin the required
configuration. Since VMware Server supports 10 virtual switches, it is possible to host
up to 2 complete Cuatro Router Pods on a single VMware Server.

Each virtual switch is mapped to a specific VLAN and bound to the VMware inside
ynuodmv bL/ OF NR® ¢KS | OGdzZtf +[! b ydzyoSNH

PCla and PC1b share a commom¥iand VLAN.

_________________________________________________________________________________________________________________

_.s Virtual Adapter
F¢1h|| @I Intel 802.1q NIC

Lab Davices

' L — )

! S — L—.n "."

| C_.I'l'*\—f \ 4 802.1q Trunk

! . : Any Reserved Port

: R1 Vinet : . .

: L [ VLAN+0 R

1 A ¥ =+ Control Switch

|| = — W "

] RZ Viinet

| wll "p_';q

1 R 1L R3 VMnet AT TN NN

! = VLAN +4 | \Mware Server s I,l | ‘\1 ‘\\\
i - z'f _Il" | -"u_. \'1 ", ,
: — R4 ViMnet ./.-' lr_,- II| | kY '\n._.L , ™,
[ e e L

Each NETLABpod is automatically assigned a pool of unique VLAN numbers. You must
determine which VLAN numbers correspond to each virtual switch on the VMware
server.
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Step 1. Determine the Base VLAN for the pod.

The lase VLAN and VLAN pool numbers are displayed oRddévanagement pge in

the Control Switch tablePlease see th¥erifying Your &tingssection of theNETLAB+
AdministratorGuidefor details on acessing the Pod Management page to find the base
VLAN number for your pod.

An example of the VLAN pool information available on the Pod Management page. In
this example, pod 7 uses VLANs-160. The base VLAN is 160. Your \fiLdbers
will vary.

POD 7 - COMTROL SYATCH
SITCH 1D PO PORT RANGE

—

— 2 _
i 1.8

BASE YLARMN

WA POCL

160 160-167

Step 2 Determine theactual VLAN number for each virtual network.

Addthe base VLAND the offsets in the table belowln this example, th&LAN Offset
Reference Tablérom the NETLAR:-Cuatro Router Pod Guids used.Consulthe
appropriatepod-specific guideto obtain theinformation for your pod

The base VLAN value used be{@60) is an example, the base VLAN of your pod will
vary.
VLAN Offset Reference TaldeCuatro Router Pod

Virtual VLY Offset
Machines Switch (add to base VLAN) Actual VLAN Example
(VMnet)
PCla R1
PC1b VMnet +0 = 160 + 0 = 160
PC2 R2 = _
VMnet +2 160 + 2 = 162
R3 _ _
PC3 VMnet +4 = 160 + 4 =164
R4 = _
PC4 VMnet +6 160 + 6 = 166

In this example, we have determined that we must create VLAN adapters for VLANs 160,
162, 164, and 166.
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5.1.2 Determining VLANs Example 27 Cuatro Switch Pod

In this example, we observe that the Cuatro Switch Pod 4388dnetsin the required
configuration. Since VMware Server supports 10 virtual switches, it is possible to host
up to 2 complete Cuatro Switclo&s on a single VMware Server.

Each virtual switch is mapped to a specific VLAN and bound to the VMware inside
ynuHdmv bL/ OF NR® ¢KS | OGdzrtf +[! Db ydzYo SNa

PC1a and PC1b share a common VMnet and VLAN.

Virtual Machines

‘__Virtual Adapter

ost & Intel 802.1q NIC

_n 4 H 802.1q Trunk
s q
\Im i : Any Reserved Port
Host B VLAN +0 ; : H
i —{ o o 0 um

E Control Switch

. DLS1 DLS2

a \I I I
ALS1

Lab Devices

] ALS2 VMnet

VLAN +1
Host B R DLS1 VMnet

E__’ VLAN +2 | \/mware Server
I:; DLS2 VMnet
Host D n VLAN +3

EachNETLARpod is automatically assigned a pool of uniqgue VLAN numbers. You must
determine which VLAN numbers correspond to each virtual switch on the VMware
server.
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Step 1. Determine the Base VLAN for the pod.

The lase VLAN and VLAN pool nhumbers are dygplaon the Pod Management page in
the Control Switch table. Please see thexifying Your Settingsection of theNETLAB+
Administrator Guiddor details on accessing the PocaWagement page.

An example of the VLAN pool information available on the Pod Managementymage
VLAN numbers will vary.

POD 10 - COMTROL SWITCH
SMITCH 1D POD PORT RAMGE

BASE WLAMN WLAN POCL

e 912 190 190-193

In this example, Pod 10 uses VLANs198. The base VLAN is 190.
Step 2 Determine theactual VLAN number for each virtual network.
Add thebase VLAND the offsets in the table below. In this example, MeAN Offset

Reference Tablérom the NETLAR:Cuatro Switch Pod Guids used. (Consuthe
appropriatepod-specific guideto obtain the information for your pod)

The base VLAN valused below(190) is an example, the base VLAN ofrymad will
vary.
VLAN Offset Reference TaldeCuatro Switch Pod

Virtual Virtual Switch Offset

Machines (VMnet) (add to base VLAN) AGIIEY VLA SEE
Host A ALS1 VMnet +0 = 190 + 0 =190
Host B ALS 2 VMnet +1 = 190 +1 =191
Host C DLS 1 VMnet +2 = 190 +2 =192
Host D DLS 2 VMnet +3 = 190 + 3 =193

In this example, we have determined that we must create VLAN adapters for VLANSs 190,
191, 192, and 193.
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5.2 Creating VLAN Adapters

Based on the VLAN numbers you identified in the previous section, follow the steps
described in the subsections below to create eatthe VLAN adapter required.

521 Create a Proper VLAN Adapter using an Intel Adapter
Navigate to the Network Connectionsrg:

U StartControl Panelbright clickon Network ConnectionghOpen

You will create a VLAN sirterface on thelnside Physical Intéace (container
interface). Open theNetwork Properties window for thinside Physical Interface
Next, click theConfigurebutton.

-4 Inside Physical Interface Properties 2 x|

General I Authentication I Advanced |

Connect uging:

S IntellR] PROA000 MT Metwark Con Canfigure... |

This connechion uzes the following items:

U % Client for Microzoft Metworks

U .@ File atd Printer Sharing for Microsoft Metwarks
[ %= Intel(R) Advanced Metwork Services Protocol
Elnternet Protocol [TCRPAR]

Install... | | Wrinztall I Froperties
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Tocreatea VLAN:

U Click theVLANgab.
U Click theNew button.
U Enter theappropriateVLAN IDas persection5.1
U Entera descriptive name(i.e. pod number and remote pc number) fodthAN
Namefield.
U ClickOK
=0 x|
G L - T | [t el (1) PRO/ 1000 MT Network Connection Properties d |
MName |
E!naral ey | Advanced | Power Management
LAN or High-Speed Internet T _ Baot Dok I Divver ] o
. <LaLocal frea Connection 2 ~
L. Inside Physical Inter ace intel) VvitaiLans
]
Wizard
VLANs associsted with this ade | VLAN ID:
WLAN Narre:
I\’I.AH3iceh:|h:hr [Eridged]
T —— |\ AN Mame
Pty et DU Type & label for the WVLAN in the WLAN Hame field =
HOTE: Afler creati L ; : —
b oot Th:uau;f;uefﬁrﬂmnww:;r:fn
of connectivity. : WLAN names are 0
c characters.
10 Column Dizplay:
1| Status Column  Indicates
3 objects
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5.2.2 Uncheck the Unused Protocols from Network Properties

After you add youpod VLANsmake suré/Mware Bridge Protocois the only sele&d
protocol.

StartMhControl Panelhright clickon Network ConnectionghOpen

Select the detail viewView (menu item)HDetails

% Network Connections

File Edit \iew Favorites Tools  Advanced  Help | .

Z‘New Connection Wizard

I Broadcom MNetkTreme Gigabit Ethernet #2

L, Inside Phwsical Interface

ENETLAE Inside Team Test WLAN 102 for NETLAE Pod
L NETLAE Inside TeamTest YLAN for METLAB Pod

b METLAE Inside Team)vLaM1 NETLAE Inside (IP Enabled)

BASP Wirkual Adapter #3 .
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Right Clickyour VLAN namBhProperties

VMware Bridge Protocoinust bechecked.All others that you are able to uncheck
should beunchecked.There may be checked items that are required by the driver that
you do not have the option of uoheckingthis is ok).

NETLAB Inside Team/Test ¥LAN for NETLAE Pod Prop... B [E4

General I Authentication I Advanced I E

Connect using:

B8 BASP Vitual Adapter #2

|:I| = AEGIS Protocol [IEEE 802 14 +3.4.3.0 | r
4 3

[nztall... | Urinztall | Properties |
— Dezcription

Alloves pour computer bo access resources on a Microsoft
hietwork.

¥ Show icon in notification area when connected
v Motify me when this connection has limited or no connectivity

k., Cancel

Traffic should béridged, not routed, between equipment pods and VMware virtual
machines. Therefore, it is important tmbind TCP/IRand Microsoft client protocols
from each of the 802.1q suinterfaces on the VMware host adapter that are associated
with lab VLANS.
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5.3 Mapping VLAN interfaces to available Virtual Networks (VMnets)

The VMware Virtual Network Editor is used to bridge virtual networks in VMware to real
networks inNETLABfreviewsection5.2). On a Windows VMware Server hosbuymay
create up to 10 virtual networks (VMnet) that can connect one or more virtual machines
to a VLAN iNETLAB+BYy default VMnet0, VMnetl, and VMnet8 provide special
functions. See Appendix Aor a description ohow to reclaim them for external
connectivity toNETLAB+

To allocate a virtual switch and connect to a VLANETLAB+

0 Access thé&/irtual Network Editor (see3.11) and select theHost Virtual
Network Mappingtab.

U Assign an availabMnetto a VLAN interface. Ea®iLAN created, as per
section5.2, should be available in the drop down lists.

Ths image uss VLAN 153 as an example; your selections will vary.

i Wirtual Network Editor =

5ummar_u| Sutomatic Bridging  Host Virtual Metwork Mapping | Host Wirtual .ﬁ.daptersl DHEF‘I MAT I

VMnetd I Whlware Metwork, Adapter Y netd

Y et I Intel(R] PROA00+ Dual Part Server Adapter 2 j _I
YMnetl Iﬁ YWidware Metwork &dapter Y netl j J
WMnet2 Mot bridged [ J
Vi Mot bridged J
b netd J
YMnetS | ot bridged J
VMnets | ot bridged J
VMnetZ | pot bridged J
]

.

il ) ) )

YMed 1 ot bridged

If the VLAN interfaces do not appear from the drop down list, the system will require a
reboot to initialize the newly created adaptersAny VLA interfaces created during

the process described section5.2 only show up in the VMware Virtual Network Editor
after the server (or VMware host) has been rebooted.
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5.4 Configure a VM to use the correct VMnet (using VI Web Access)

Once you have added the proper VLANs and mapped them to an available VMnet, y
are ready to configure eachrtual machineo use the appropriat&/Mnet.

1. Fromthe VI Web Accespage slect thevirtual machine from the inventory list
and locateNetwork Adapter lin the HardwareSection of theSummarytab.

Inventory ﬁj NMETLAB_Server_3_¥M_2
v @ vmservers Summary || Console Tasks | Ev
& NETLAE Server_3_WM_2
[ METLAE_USE_VMZ Hardware
G NETLAB_WwM_1
G NETLAE_WM_TEST ® | Processors
E NO_TOOLS ~| Memory

POD_¥_PC_v_for_doc
&= = Hard Disk 1 (SCSI 0:0)

I@ | Metworl: Adapter 1

&) = cD/OVD Drive 1 (IDE 1:0)

© = scsIcontroller 0

2. Clik onNetwork Adapter land selecEdit.

3. Review the azilable VMnet selections in tHéetwork Connectionsection.
Your Wnets mapped as per sectidn3, shodd appear as pulldown selections.
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g Metwork Adapter 1

Device Status

r
-

¥| Connect at pawer on

Metwork Connection

VYMnetz -

Bridged
H Hoston |y
MAT

i:u:?f:lf

{ Generated by the host
Choose this option if this virtual machine's host should
generate a MAC address for this netwaorlk adapter,

i~ Manual
Choose this option if vou want to specify this network
adapter's MAC address. The walid range of addresses is
00:50:56:00:00:00 through 00:50:56:53F:FF:FF.

¥irtual Device

Device Type: Flexible

VMnet selections will not appear until you have mapped a VLAN intettead/Mnet
(using Virtual Network Editar)f you have mapped your VLANSs using the Virtual
Network Editor and the VMnetslo not appear from the drop down list, the system
will require a reboot to update the VMwareéerver services

4. Select the proper VMnédor this VM. If you do not selettie correct VMnet,
your virtual machinevill not use the proper VLAN adapter and cannot
communicate with lab gear during a lab reservatidme proper VMnet to
choose for the virtual machine is the VMnet that was mapfethe VLAN of the
virtual machine (see sectidn3).

5. Take a final snapshot of your virtual machine (see seetibd).
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5.5 Deleting the Placeholder VLAN 3

Recall from sectio.4.5that VLAN 3 was crealeas atemporaryplaceholder. This was
necessary in order to create untagged VLANIiAce 2 VLANs must exist befdfieAN 1
can become untagged/LAN 3 may now be deésl.

Return to the Network Properties window for tteside Physical Interfacésee section
3.4.9. Next, click th&€€onfigurebutton.

-4 Inside Physical Interface Properties il |

General I Authentication I Advanced I

Connect uzsing:

B8 Intel(R] PROA000 MT Metwaork Con Configure. . |

Thiz connechion uzes the following ikems;

l E’i Client for Microsoft Metworks

U .E'. File and Printer Sharing for Microsoft Metworks
L] %= IntellR] Advanced Metwork Services Protocal
Elnternet Protocol [TCRAR]

Inztall... | | rinetall I Froperties |

U Clickthe VLANgab.
U SelectVLAN3 Placeholder (Bridged)
U ClickRemoveto delete the VLAN
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Intel{R) PRO;1000 MT Network Connection Proper ed |

General ink Soeed Advanced I Fower Management I

Teaming Boot Agent I Diriver I Fezources

(inter Virtual LAMs

Y AMs azsociated with this adapter

LA Narme | ID | Status |
WLAN120 120 Enabled
WLANT23 123 Enabled

New. | Modiy.. |

Allows vou to configure Virtual LANs WLAN=) for an adapter. -

NOTE: After creating the VLAN, the adapter
az=ociated with the VLAN may have a momentary loss
of connectivity.

(] . .
Column Dizplays the WVLAN= ID.
Status Indicates if the VLAN iz Enabled or Dizabled. ﬂ

| k. I Cancel |

SelectYesto confirm the delete of VLAN 3.

Remove YLAN El

L] E Are you sure you wank to delete the selected WLANST
L
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Part 6  Verifying Connectivity and Troubleshooting

This section provides guidance on common troubleshooting isssssciated with the
implementation of VMware Server with NETLAB¢ guidance on verifying connectivity
after installation Please review the material in this section prior to contacting NDG for
customer suppor{seeAppendix (.

Objectives

¢ Verifying connectivity between virtual machines and lab gear.

¢ Reviewing and/or radifying virtual machine settings for existing virtual
machines.

¢ Identify and resolve the most frequently encountered VMware issues.

6.1 Verifying Connectivity Between Virtual Machines and Lab Gear

We strongly encourageerifyingthe connectivity betweeryour virtual machines and lab
gear after completing the processes outlined?iart 5 using the method described in
this section

The troubleshooting methods showhere canalsoaid you in determiningvhy a remote
PC in &NETLR+pod is havig network connectivity problems.

Verify that your pod is online (see tliguipment Podsection of theNETLAB+
Administrator Guideand that the pod passes tlpod test (see section.15).

The example below illustratesNETLARBRPV2 topology installed as Pod #5 on Control
Switch #4:

BRPv2 Lab Device Device Port Control Switch #4 Port NETLAB+ Pod VLAN

Router 1 fa 0/0 fa 0/1 140

fa 0/1 fa 0/2 141
PC1la virtual NIC fa 0/23 140
PC1b virtual NIC fa 0/23 140
Router 2 fa 0/0 fa 0/3 142

fa 0/1 fa 0/4 143
PC2 virtual NIC fa 0/23 142
Router 3 fa 0/0 fa 0/5 144

fa 0/1 fa 0/6 145
PC3 virtual NIC fa 0/23 144
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In order to test the connectivity between remote PCs and neighboring lab devices, using
the above exarple, you may follow these steps, using an Instructor Account (see the
Manage Accountsection of theNETLAB+ Administrator Gujde

1. Make a lab reservation.

2. Configure IP addresses on the remote PCs and neighboring lab devices you will
be testing.

3. In the exampleabove, PCla and PC1b should share the same VMnet, so they
should be able to ping each other. If they cannot ping each other, then you
should review the following:

e What VMnet is PCla and PC1b using? (refér3p

e Is there a firewall installed or enabled on the virtual machine?

4. To verify the connectivity between remote PCs and neighboring lab devices, you
should test the following:

¢ Ping fromPC1la to R1 and vice versa.
e Ping from PC1b to R1 and vice versa.
e Ping from PC2 to R2 and vice versa.
e Ping from PC3 to R3 and vice versa.

5. If you can ping from a remote PC to a neighboring lab device, but cannot ping
from the lab device to the remote Pthen you may want to determine if there is
a firewall installed or enabled on the virtual machine.

6. If any of the tests from step 4 completely fail (you cannot ping from remote PC
to neighboring lab device and vice versa), then you will need to analyze the
network traffic on the control switch. Using the above example, perform the
following steps:

e Connect a PC or terminal to the console port of the control switch.

e Typed & K2 g otlhfalKy2és @ ftd view ie\LA\NTstatus on the
control switch.
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The control switch console passwordasiter. The enable secret passworctisca
These passwords are used W TLABa&utomation and technical supporiplease do
not change them.

NETLAE 141
METLAE 142
METLAE 143
NETLAE 144
METLAE 145

During a lab reservation, you will notice the active lab ports thed

VLAN assignments. From the example above, Pod #5 is a BRPv2 installed
on ports fa0/1 through fa0/6 on Control Switch #4. The base VLAN for

this pod is 140.

e On the control switch, typd & K2 ¢ A y ( S rawiewGi®drunk Ndzy | ¢
information.
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Mode
on trunking

Ylans allowed on trunk
140,142,144

Vlans allowed and a- in management domain

140,142,144

Vlans in spanning forwarding state and not pruned
140,142,144

This command will reveal whether or not you have properly configured the
control switch port that connects to the VMware trunking port. The
following shows the proper configuration for the example above on port 23
of Control Switch #4.

Ot running—-' unth in ace astEthernet 0/
Building configuration...

Current configuration

stEthernetl
runk to VMware 10.0.0.2Z5

1lation thlq
:LllllTuT!:'I.l wlan 140,142,144

pruning wlan none

e trunk
hI‘l ort none oo t.:i_ ate
no ip addres

end
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e Obtain the MAGddress of a virtual machir®y using thedipconfig /all€
command at the command prompt of the virtual machine.

S WINDOWSS System32 cmd.exe

Microsoft Windows HP [Uersion 5.1.26801
¢G> Copyright 1985-28081 Microsoft Corp.

C:~Documents and Settings“Pod 5 PC_20ipconfig ~all
Windows IP Configuration
Hoszt Mame . . . . . UH-51E
Primary Dnz Suffix
Mode Tupe . . . .

IP Routing Enahled:
WINE Proxy Enabled.

Unknown
No
Ho

Ethernet adapter Local Area Connection:

Connection—specific DHS Suffix
Description . . . . . . - . .
Physical Address. . . . . .
Dhcp Enabled. . . . . . . .
Autoconf iguration Enabled .
Autoconf iguration IP Address
Subnet Mask . . . . . . . .
Default Gateway . . . . . .

UMuare PCT _Fthernet Adapter
B—BC—29-2F-5°7-F2

TES

Yes

169 .254 123 .184

255 .255.8.8

C:sJDocuments and Settings“Pod & PC_23*

e hy GKS 02y (i Ndhdw machddigssStibke dynamidSe & | a4 S
MAC address table to verify: 1hether the MAC addresses of the
remote PCs are in the table and 2) if these MAC addresses are in the
correct VLANS.

o0oe
ooin Laaed
oooo. 0« Cbhdl1E
ooo 1.1be7
000d. &0 f3.1757

1109

ceriterion: 11
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7. If any of the tests from step 4 completely fail (you cannot ping from the remote
PC to a neighboring lab device and vice versa), and the MAC address of a remote
PC iither:
a. Notin the correct VLAN or
b. Does not show up in the contrewitch MAC address tablplease review
the VLAN and VMnet settings for yaMETLABpod very carefully. Refer
to Part 5for complete details.

Possible error conditions include:

¢ Anincorrect VLAN ID was entered when creating a VLAN interface.

e No VLAN or an incorrect VLAN was mapped to a VMnet using the Virtual
Network Editor

e ¢KS ¢gNRYy3 zaySi sla O2yFAIdzZNBR F2NJ (KS
(using the VI Web Access page). In this case you would have to take a
new snapshot (after correction is applied).

e The control switch port (for the Inside Connection) is not trunkingadr
allowing the correct VLANS.

If you are in the process of installing a new NERE@dl on your NETLAB+ system,
please return now to the respectiid-specific quiddor your pod. The fial chapters,
Testingthe Pod andFinishing g provide details that will allow you ensure your pod is
installed properly and ready for use.
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6.2 Review and Modify VM Settings For an Existing Virtual Machine

Sectiord.1outlined the creation of new virtual machines using the New Virtual Machine
Wizard. This section describes how to verify and/or modify the VM settings of an
existing virtual machine fantegration withNETLAB+

Using theVI WebAccesgage select your virtual machinkom the Inventory and click
Configure VMin the Commandssection.

wil| ¥YMware Infrastructure Web Access {(administrator@169.254.0.250)

Application Wirtual Machine Administration i IE‘ @ | Marketplace | Log Qut

Inventory 1 METLAB_Server 3_¥M_2
v B vmservers Surmrnary |C|:|nsu:|le|:|||Tasks”Events”F‘ermissiDns|

B METLAB Server_3_WM_2 B Y| Memory £ |

G NETLAB_USE_WMZ

- - Hard Disk 1 {(SCSI 0:0) &

1 NETLAB_WM_1 Commands [

G NETLAB_VM_TEST Network Adapter 1 B Pawer Off

E NO_TOOLS Suspend

@ POD_K_PC_Y_'FDI’_E'DC CDH‘ID"."D Drive 1 {IDE 1:|:|:| u Reset

—

fdd Hardware
E SCSI Contraller 0 !
Snapshot o

‘I I ﬂ Take Snapsl

Configure WM

enerate Virtu

Relationships [~ LI
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The settings on the general tab include the Virtual Machine Name, Configuration File
and your selection of guest operating system.

Themachine and filmames showinere are for example purposemur selections may
vary.

General ” iner” Snapshnt” Advanced |

¥irtual Machine Mame

|
I| NETLAE_Server_3_WM_z |
| |

Yirtual Machine Configuration File

I [standard] METLAR_Server_3_WM_2/METLAB_Server_3_WM_2.vmx

Guest Operating System

* windows operating system

| Microsoft Windows Server 2003, Standard Edition (32-bit) |v|

" Linux operating system

" Novell Netware

" Solaris operating system

i Other operating systems
Working Directory

[standard] METLAR_Server_3_WM_z4
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Select thePowertab to display the Power settingsJse the default selections for Power
settings, as shown irhe screenshot below.

General | Power || Snapshot || Advanced

Power Controls
By default use the fallowing actions to power off and reboot this virtual

rmachine,

Shut Down Guest -
(0| Suspend -
W3 | Restart Guest -

¥Mware Tools Scripts
Ulse YMware Tools to run scripts at the following times:

v| After powering an
v| After resuming
v| Before suspending
v| Before powering off
BIOS Setup
Enter the BIOS setup screen the next time this wirtual machine boots
Advanced
Check and upgrade YMware Toals before powering on

Synchronize guest time with host
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Select theSnapshottab. TheWhen Powering Ofbption must be set taust Power Off
If these options are unavailable, check to make sure the Virtual Machine is neither
running nor suspended.

General ” F‘u:uwer” Snapshut” Advanced |

Current Snapshot
Mo current snapshot,

[]Lock this snapshot
Prewent the current snapshot from being updated.

When Powering OFff

* Just power off

i Revert to snapshot

= ask me

If this virtual machine must connect to an external network, such as a VLAN behind
NETLAB+ou must connect a virtual networktarfaces to the desired VMnet (see
section5.4for details on accessing these settifgs

iz Metwork Adapter 1

Device Status

& Connect
% Dizconnected

I Connect at power on

Metwork Connection

Cubnetz |+ I< As Required

MAC Address

| 00:0c:29:5h:7F:1f |

i* Generated by the host
Choose this option if this virtual machine's host should
generate a MAC address for this network adapter.

" Manual
Choose this option if vou want to specify this networl
adapter's MAC address. The valid range of addresses is
00:50:56:00:00:00 through 00:50:56:3F:FF:FF.
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Verify the settings for the CD/DVD drive (see sedfigifor details on accessing these
settings). Uncheckthe Connect at power orbox. This is necessary to prevent the

GANI dzl £ YIFIOKAYS FNRY FOGGSYLIAy3a G2 O02yySoOi
which could result in undesired properties or boot errors.

8. CD/D¥D Drive 1 (IDE 1:0)

{* Host Media —
se dewvices and files on the host system.

" client Media
se WMware Remote Console to select devices and files on your client
system,

Device Status

" Connect
' Disconnected

[ ] connect at power on I i

Connection
% Physical Drive

se the fallowing optical drive:

-
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You may also point the CD/DMBvice connection to a unique 1SO image on the local
VMware host. If you choesthis option, make sure each virtual machywi create
does not point to thesame 1SO file. Otherwise, you may see some undesired
properties or boot errors.

8. CD/DYD Drive 1 (IDE 1:0)

Connection
™ Physical Drive

Use the following optical drive;
O -

% Use ATAPI ernulation

& Access the drive directly

' IS0 Image

Choose the optical disk image path:

Browse...

Yirtual Device Mode

adapter:  IDE 1 - Device: | 0 (COD/DYD Drive 1) -

-

Help I (1] 4 | Cancel
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6.3 The Most Frequently Encountered VMware Issues

If you are experiencingroblems with your virtual machines or they are not passing the
pod test, pease review thdollowing symptoms and resolutiorcarefully:

1. Symptom: Theuser runsapod test andhe resultsindicatethat the remote

display settings areissingor misconfigured

Additional information regarding error conditions is available by selecting the
hypeilinked text within the details section of the pod test results.

Admin

TESTING PQD 5

NETLAB+ 2009 .R1 |

DEVICE TYPE

d I Standalone PC | VkWARE Server 2.0

CETALS

® Confiour ston parameter RemoteDisplay vnc enabled |5
or iz =&t to falze, should be set to frue

® Wil REMOTE DISPLAY WHNC NOT EMABLED error (c
for hedo)

® Configuration parameter RemoteDizplay vnc password
set, should be =ed to NETLABD

* W REMOTE DESPLAY WMC PASSWORD MOT SET
(cick link for help)

® Confour aton parameler RemoteDisplay vnc. por i not
shwouid be et to 5917

® Whl FEMOTE DEPLAY WHNC PORT MOT SET error i
tor help)

[0 23] POCk & FAILED
[000e13] PC1T: Testing virtual machine and Wiseare I AP - FAIL, Configuration parameter RemoteDisplay vnc enabled

iz not =& or iz et to falze, showld be =& totrue, W _REMOTE_DISPLAY WHMC_MNOT _EMABLED errar, Configuration
parameter Remotelisplay wnc password is not 221, shoukd be $el to NETLAB,

WM_REMOTE_DISPLAY _WNC_PASSWORD_MOT_SET error, Configuration parameter RemateDisplasy vnc por i not $24, ;I

inmschal o kb EEAT ik PR ST EASEE A0 S FRSET RWST SET s

Resolution: Each virtual machinallocated for aNETLABpod for remote PC
accesshould have the VNC settings saved into the VMXTites procedure is

descibed insection4.13
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2. Symptons:

a. The podtestis taking an unusually long tim&gils to completeor
b. You see theollowing error in the pod test:

METLAB+ 2009 .R1
Admin admini

TESTING POD 5
DEVICE TYFE TEST STATUS DETALS

® K could not get VNG zettings

® statuz=fail error="couid not read ve
FemoteDizplay wnic_anakled” vi:_srror
virlusal maching nesds to be powered |
i _grrcode="v ¥ _E_Wi_MOT_RLBNI
(I006)" hogt="169.254 025" port="5.

I standaione PC wMWARE Server 20 WMTEST | (@ FALED

0D TEST LG

[O0:12] POD 5 FALED

[O0:0E] PCAT: Testing virtual machine and Yidware VIX AP - FAIL, %[ could not get YNC zettingz, status=tfail arror="
niot read variable RemoteDizplay wnc snsled” vic_error="The virtual machine needs to be powered on'
wix_sircode="YI{_E_M_MOT_RUNNING (3006)" host="163 254 10.250" port="8333"

TESTING POD 5, Standalone Computer Pod, Support for 1 PC

Resolution: These symptoms are related to incorrect snapshot settings. The
Virtual Machine should have the snapshot settingua$t Power Offsee section
4.2).

3. Symptom: You are unable tpinglab gear from the virtual machine.

Resolutions: See sectior®.1 for an exampleof atroubleshooting scenario.

a. Network traffic should béridged, not routed, between equipment pods
and VMware virtual machines. Therefore, it is importantidind
TCP/IPand Microsoft client protocols from each of the 802.1q sub
interfaces on the VMware host adapter that are associated with lab
VLANSs. Reference sien 5.2.2for full details.

b. Each virtual machinghould have the proper custom VMnet selected and
that VMnet should be mapped to the proper VLAN adapter. Reference
section5.3for full details.

c. Disale builtin firewalls on the virtual machin@Vindows firewall, for
example).
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Windows Firewall

E=xceptions I Advanced

“'our PC ig not protected: turn on indows Firewall

Windows Firewall helps protect your computer by presenting unauthonzed uzers
from gaining access ko pour computer through the [ntermet or a nebwork,

@rgn

Thiz zetting blocks all outzide sources from connecting to this
computer, with the exception of thoze zelected on the Exceptions tab.

[ Don't allow exceptions

Select thiz when pou connect to public netwarkz in lezs secure
lozations, such az airportz. 'ou will nat be notified when Windaws
Firewall blocks programz. Selections on the Exceptions tab will be
ighored.

@ & of
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4. Symptom:APodtest failure indicates AFFail incorrect user or password.

METLAB+ 2009.H

Bdmin adm

ESTING POD &
DEVICE TYFE TEST STATUS DETAILS

® |ncorrect user of password

® WV LISER PERMESIONS erfor (Cick ink Tor halp)

® status=fail error="host connect faled" vix_error="insu
petmisions in host opersting system!
wix_strcode="YDE{_E_HOST_UISER_PERMSSIONE (30N 4)
hioest="1 69 254.0.250" pord="8333"

[i00: 5] PO 5 FAILED

(000 PCA T Testing virual machine and Yihaare Wi AP - FAIL, Incorrect user or password, YM_USER _FERMSSIONS
errar, statug="1al error="host connect falked” vioo_error="Insufiicient permizsions in host operating system”
wiz_errcode="%0{_E_HOST_USER_PERMSSIONS (3014)" host="169 254.0.250" port="§333"

TESTING POD 5, Standalons Computer Pod, Support for 1 PC,

|:I Standalone PC WWARE Server 2.0 VIMTEST @) FAILED

Resolution:Make certain you have created the management account (section
3.9) and you aded to proper permissions (secti@l10).

5. Symptom:My keyboard and/or mousare behaving vergrratically(sub as,
double letters or the mouse is very jumpywhen usinghe NETLAB+ Remote PC
viewer.

Rew®lution: Each virtual machinghould have/Mware Toolsgnstalled. Refer to
section4.5for full details.

6. Symptom: | am using a nowVindows guest operating system, and | cannet g
the mouse to behave properly

Resolution: Some guest operating systems, such as Linux, require very specific
steps to install VMware Tools properly. For example, most Linux VMseequir
you to run a configuration script to complete the VMware Tools installation. Do
not assume that VMware Tools is properly installed without reviewing the
guidelines as per the VMware documentation:
http://kb.vmware.com/selfservice/dynamickc.do?externalld=340&sliceld=2&co
mmand=show&forward=nonthreadedKC&kcld=340
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7. Symptom: You aren a NETLABreservatiorand the Remote PCever is
dightly sluggish in performance.

Resolution:Each virtual machinshould be adjusted for optimum remote
display accesfsee sectiont.6):

a. Minimalscreen resolution with 3bit color quality(see sectiong.6).

b. Do not use a graphical background. The desktop background should be
plain ornone (see section.9).

c. Adjust the visual effects for best performance (e&!$ may have
different settings, see sectioh7).

8. Symptom:Yourvirtual machind | N3 3IAGAYy 3 +y a! bYbh2bé &i
Status tab of a lab reservation NETLAB+

Resolution: Review the following potential causes

a. We recommend no more than 10 to 12 virtual machind&XIMUM, per
server that meets thé/[INIMUM requirements insection2.2. Each
virtual machine uses CPU cycles and memory on the server. As a simple
rule of thumb, divide the processor closgeed by the number of virtual
machines to determine the speed of each virtual machine in a heavily
loaded environment (i.e. all pods are running at the same time and users
are working on the PCs). For example, a 3GHz processor could run 10
virtual machnes at 300MHz each. This does not account for overhead on
the host operating system.

If your VMs are running in a heavily loaded environment, the VMware

daemon process may stall, hang, or become unresponsive. This could

cause requests from theETLABserver to be ignored. This would give

Fy &! bYbh2bé aidlGdza F2NJ @2dz2NJ NBY23GS t/
reservation ilNETLAB+

b. Each virtual machinghould have their virtual CD/DV[@vice disabled,
(section4.4).

c. Verify each VM setting frorsection6.2.
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Appendix A Using Reserved Virtual Networks for External Connectivity

VMware uses three of its virtual networks (VMnet) to provide special guest services
suchas NAT and DHCP. By default, virtual networks VMnet0O, VMnetl, and VMnet8 are
unavailable for external connectivity to lab networks behMETLAB+However, if the
built-in services are not needed, you can reconfigure and reclaim these virtual networks
for external connectivity.

NETLABcademy Editiohipods do not utilize the builin VMware networking services.
Therefore, the steps outlined below will maximize the number of available virtual
switches that can interface with lab pods.

Open the Virtual Btwork Editor(see sectior8.11) and select theAutomatic Bridging
Tab.

4 ¥irkual Nekwork Editor x

summary | Automatic Bridging | Host virtual Network Mapping | Host virtual Adapters | DHCP | naT | |

Ilze this page to control the automatic bridging of YMnetd to the First available pheysical Ekhernet
_ adapter on the host,

Autornatic bridging

[ Automatically choose an available physical network adapter to bridge to YMneto;

rexcluded adapters

(o mok athempt to aubomatically bridge to the Fallawing adapters;

Add... | Bemove |

K I Zancel | apply | Help |
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1. Click on the DHCP tab.

2. Remove VMnetl and clidkpply.

3. Remove VMnet8 and cligkpply.
The service status should changeSimpped

i Yirtual Network Editor

Summar_l,ll Automatic Eridgingl Hozt Yirtual Mebwork, Mappingl Host Virtual Adapters  DHCP | MAT I

—DHCF

irtuial M etwark, Subnet M etrnagk.

192168, 40. 1 2002505 256 1

132168.11. 0 255.255.255. 0

Add Hew. .. | Properties | Remove
— DHCP zervice
Start service | Stop zervice | Restart service |
Service status: Started Service request;

k. I Cancel | Apply il Help
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4. Click on the NAT tab.
5. Change VMnet host tDisableand clickApply.

The service status should changeSimpped

i Wirtual Network Editor
5ummar_u| Autornatic Bridgingl H ozt Wirtual Metwark:, Mappingl Host Wirtual .ﬁ.daptersl DHCP  MAT I

Whdnet host: Edit |

Gateway IP address: I 192 1R . 40 . =2

Netmask: | 255 . 2585 . 255 . O
MNAT service

Start zervice | Stop semvice | Restart zervice |
Service status: Stopped Service request;

All ten VMnet virtual networks can now be used to provide connectivity to external
VLANSs. This process is described in seéti@n
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Appendix B Copying VMDK File to Clone Virtual Machines

Once you have successfully created glgirvirtual machine, you may cloties VM to
create new VMs as a short cut. This would essentially save the time it takes to install a
new guest operating system and VMware Tools.

Each guest operating system is fully functional and must meet the vendor's licensing
requirements.

This short cut isiseful only if youNETLABpod VMs are going to have similar virtual
machine settings:

¢ VM memory size (can be adjusted easily after nepyds created)
e VM hard disk sizee@nnotbe adjusted easily)
¢ VM Operating System (this mus¢ the same if you are cloning)

The following steps highlg procedure for cloning your virtual machibe create new
VMs. Itis assumed you have successfully created a single VM Rarpér

1. Create a new Virtual Machine by following the exacpstéom sectiongl.1

through4.2. Makesure your new VM has the same hard disk size and VMDK file
name as the VM you are copying.

Always create a new virtual disk for your VMs; do not use an existing virtual disk
(each VM, whether copied or not, should have its own unique virtual hard disk).
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2. Copy and Paste the VMDK (VMware virtual digk)¥fom the directory of the
virtual machineyou are copying to the directory of the VM you just created (the
VM directories should be located in the Virtual Machines directory on your host

server).

Do rot cut, move, or rename the VMDK fil6. K S Yy S &

+aQa

PA NI dzl £

(VMDK) will be overwritten by the VMDK file you are copyilfigou have not
renamed the VMDK files, then the VMDK file names should be the same in both

directories.
@ C: ¥irtual Machines \NETLAB_¥M_2Z
File Edit ‘ew Favoribtes Tools  Help | f,’
0 Back = . - b | ' Search | * Folders | B
Address [ C:\virtual Machines|NETLAB_YM_2 = e
Folders X | _Mame = Size | Type | Date Modified | at
[B Deskon rvram 9KE  File £i5/2007 11:20 PM A
EI My Documents E] wmware-0, log 4 kKB Text Document &15/2007 &30 FM A
= J My Computer E] vmware-1,log 14 KB Text Document 6152007 6124 FM A
1 < Lacal Disk (C:) L=_] vImware-2.log 21 KB Text Document BJ5/2007 6:23 PM A
) Documents and Settings [? vn.w-;are.log L . 215KE  Text DDCL!ITIEn::dl ) £5{2007 11i20 Pr &
) DRY ? W] P Professional-000002 ., wm 704 KE  WMware virtual disk ... 6/5/2007 11:20 PM A
) Intslta.t =1 %P Professional, vmdk 4,726,784 KB WMware virtual disk ... /512007 6:24 PM A
) Program Files windows %P Professional, vmsd 1KE WM3D File BJS[2007 Gi24 PM A
5 ) Virtusl Machines E‘ Windows XP Professional. wmz ZKB  WMware Configurati...  6f5/2007 11:20PM A
@g!, ‘indows XF Professional-Snapshobs . vmsn 16 KE  WMware virtual mac...  6/5/2007 6:24 PM A

£33 DEMO_yM

) METLAE_¥M_1
|2 METLAB_vM_2
) Windows XP Profess
[ Windows %P Profess
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3. Start the newvirtual machine you have just cloned. It should be an exact copy of
the VM you copied. Make any necessary changes to the copied VM, to separate
it from the copied VM (i.e. if these VMs will be networked on the same subnet,
you may want to change the Conmer Name or IP settings).

4. Power down the cloned VM and take a snapshot to save your work.

5. Repeat steps 1 through 4 above to clone any further required VMs for your
NETLABpodSs.

6. Perform a pod test (see sectidnlb) to verify connectivity.
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