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1 Introduction

NETLAB+® is the premiere remote lab appliance for information technology training and
distance learning, developed by Network Development Group, Inc. Students and instructors
can share worldwide access to real lab equipment in a training environment that is easy to use
and manage.

Depending on how you use the NETLAB+ system, you may allow your students to log in,
create and edit configuration files, and program one or more lab devices. Because
NETLAB+ equipment can be accessed from any PC and browser connected to the
Internet, students can perform configuration tasks from virtually anywhere. The
NETLAB+ scheduler provides controlled access to your lab equipment. All lab access is
by reservation, using the scheduler.

You may also use the NETLAB+ system within the classroom. The Instructor-led lab
features of NETLAB+ provide an effective way to teach new configuration tasks, as
instructors lead their class through a lab exercise. Instructors can configure one or more
devices while each student observes the process within a session initiated through
NETLAB+. You may choose to allow students to actively participate in the instructor-led
lab session and enter commands.

Using NETLAB+, you may have your students complete assignments working
individually, or as part of an assigned team. Students can be grouped into teams and
work together from different locations.

NETLAB+ can save and store configuration files, allowing you to easily evaluate the
performance of each team or individual student. You may view this archived data online,
or receive it automatically by e-mail.

This guide provides information on how to set up your class and student information in
NETLAB+, how to schedule lab reservations, and how to perform a NETLAB+ lab
session. If you are new to NETLAB+, you may find it helpful to review the NETLAB+
System Overview to gain understanding of NETLAB+’s many features.
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2 Initial Login

Instructors access the NETLAB+ system via the web interface. Your NETLAB+
administrator will provide you with the IP address (or domain name) of the NETLAB+
server. To access the login page, direct a browser to the address of the NETLAB+ server.
Please review the information on the login page concerning browser support and firewall
use.

You will also receive a username and initial password. At least one Instructor ID and
password must be set up by the NETLAB+ administrator, through the administrator
interface. Please see the NETLAB+ Administrator Guide for details on creating an
instructor account as an administrator. Instructors with community-wide or system-wide
privileges (see section 6.2.1) may also create instructor accounts (see section 6.1).

Enter your username and password in the login box located on the left side of the page.

METLABR Acadermy Edition® provides remote access to Cisco

Username Metwarking academy Program lab equipment and curriculum. To
: access, you need a user 1D and passwaord, assigned by your
jdoe2006
instructor or local system administrator,
Pl Personal Firewall software can interfere with NETLABR, If yvou are
having login problems or other issues, please disable your personal
= firewall to see if that fixes the problem. If so, adjust your firewall
software accordingly.
Foraat 42 Required Browser Plugins and Options
argo ASSWOrd
— Java™ Enabled {IE users see below)
Javascript Enabled
Cookies Enabled ifar this site)

Fopup Windows Enabled (disable popup blockers for this site)

POWERED BY

mE Browser Support

NETL '“'BA.E Browser Version Status
Microsoft Internet Explorer (Windows) 5.5, 6.x |© Supported
Firefox 1. O Supported
Mozilla 1.x O Beta fnot tested)
7o O Beta inot tested)
Metscape B.x @ ot supported (bugs)

4w ® Obsalete

Microsoft Internet Explorer users may need a Java plug-in. You
can obtain Java at java.sun.corm.
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2.1 New Password

On your first login, you will be required to change your password after you successfully
provide your Username and initial Password. NETLAB+ enforces strong passwords.

Passwords must meet the following requirements:
= Not found in the English dictionary and not too simple
= Between 7 and 16 ASCII characters
= Contain both numbers and letters

One strategy you may find helpful is to combine a word together with numbers. For
example, you could not use the word “airplane” but you could use “airplane789”. You
may not reuse your initial password.

Mew Password ‘=5

Re-type Hew Password

() OK

An error message will be displayed if the password entered does not meet requirements.
The message will indicate why the password was unacceptable. This example shows an
error message displayed when the new password entered is a simple word found in the
dictionary and therefore not eligible to be a password on the system.

New password is too simple, found in dictionary.

Please make corrections.

Selecting OK from a password error screen will allow you to make another password
selection. The MyNETLAB Instructor Interface, described in the next section, will be
displayed after you have successfully changed your password.
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2.2 Time Zone

You will select the Time Zone appropriate to your region. Selecting the correct time
zone is important, to allow correct time information to be displayed when using the
scheduler (see section 7).

Time Zone | (GMT-05:00) Eastern Time (US & Canada) =
-

(GMT-12:00) Eniwetal, Kwajalein
(GMT-11:00) Midway Island, Samoa
(GhT-10:000 Haweali

(GhT-09:00) Alaska

(GMT-08:00) Pacific Time (IUS & Canada)
(

(

(

(

GhT-07.00) Arnizona

GhT-07.00) hdountain Time (LIS & Canada) —
GhT-06:00) Central Time (L= & Canada)

G T-06:00) Mexico City, Tegucigalpa

Gk T-06:00) Saskatchawan

(G T-05:007 Eastern Time (IS & Canada)
(GMT-05:00) Indiana (East)
(GMT-04:00) Atlantic Time (Canada)
(GMT-04:00) Caracas, La Paz
(GMT-03:30) Mewfoundland
(GKT-03:00) Brasilia
(
(
(
[

GhT-03:00) Buenos Aires, Georgetown

GhAT-02:00) Mick-Atlantic

GAT-01:00) Azares, Cape Yerde |sland

GhT+00:00) Casablanca, Monrowia ad

2.3 Email Address

The next field you will be prompted to enter is your Email Address. Enter the
destination e-mail address for student logs and configuration files, should you choose to
have these files emailed to you (see section 10). This field may already contain a value,
if an email address was entered at the time your account was created. If so, edit the email
address if necessary.

E-mail Address|scnrpiu@fiminnalname.urg
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2.4 Remote Access Test

A Remote Access Test is performed during each user login. The purpose of the test is to
attempt to establish an outbound TCP connection. This connection is necessary for
remote device access, remote PC access and access to chat functions (chat functions will
be available in a future software release).

This test will fail if a connection using the TCP port(s) defined by the NETLAB+
administrator cannot be established.

INSTRUCTOR
3

I
PORT TEST FAILED

& TCPAIP connection for remote console and remote PC functions could not be
established,

Personal Firewall Internet Firewall NETLAB+
Firewall Server
Software

Please refer to the diagram abowve.

This system uses TCP port 23 for remote access functions. It is possible that personal
firewall software on wour computer, or some other firewall in the path is blocking
connections on this TCP port.

® Are you using Windows Firewall, Mn::ﬂfee@J Marton, Comodo, Zone f-‘«larm@, ANG, or other
security software?

® If vour software is prompting you to validate the connection, please accept and try
again.

® Nanual configuration changes to your software may be required,

® For technical details about this port test, please click the Support button,

In this example, the Remote Access Test failed when instructor “janedoe” logged in.
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NETLAB+ now allows the administrator to define the Remote Access Port (or list of
ports) that may be used in place of the factory default, port 23.

It is critical that the ports specified are opened in the site firewall, or the client may
experience delays and/or port test failures during user login.

Please see the Remote Access Ports section of the NETLAB+ Installation Guide.

There are several reasons why the Remote Access Test may fail:

1) Personal Firewall settings on your computer: The personal firewall software on
your computer may be set by default to prohibit the port connection. This issue is
routinely resolved by selecting to allow the connection when prompted by a pop-up
window from your personal firewall software.

2) Security policy at your current location: It is possible that local security policy does
not allow outbound access using the port(s) chosen by the NETLAB+ administrator. This
is the most likely diagnosis if you are able to successfully access the system from another
location.

3) Ports have not been opened in the site firewall: As part of the installation process,
you must be certain to open the ports in the site firewall that have been designated
available for outbound client connections. This is only likely to be the problem if all
users are unable to establish a connection.

& Try Again Repeat the port test.

[ Skip Test Skip remote access test and login.

@ Learn More tore information to help you troobleshoot.
2~ Support Show port test details for technical suppont.

Use the “Try Again” option if you wish to repeat the test after adjusting your personal
firewall settings. You may select “Skip Test” if you prefer to proceed to your
MyNETLAB page without resolving the issue at this time. You will not have remote
device access, remote PC access or chat functions (chat functions will be available in a
future software release).
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3 MyNETLAB Instructor Interface

After successful login, the MyNETLAB instructor interface page will be displayed.

File Scheduler Account Class Profile Curriculum Archive Logout Help i

VWelcome to the METLAR system of x¥Z Tech!

There are no relevant lab reservations to display at this time,

Refresh this page to check for recently scheduled labs.

Scheduler File Manager Account Manager Class Manager

3 o o =

2 :
515
Reserve lab time or Manage device Create or manage Create or manage
checl: the schedule, configuration files, student and instructor classes and rosters,
accounts,
Profile Curriculum Archive Lab Designer

- @

]

2 m
; &

r

Change yvour persanal Access class learning Access configurations Create custom lab
settings, rmaterials, and logs from exercises for vour
cormpleted labs. students.
Pod Designer Logout
S

Create custom Logoff the system.
equipment pods,

In the upper right corner, the privilege level “instructor” and your Username are
displayed.
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The menu bar at the top of the screen contains choices including File, Scheduler,
Account, Class, Profile, Curriculum, Archive, Logout and Help. These functions are
accessed by selecting them on the menu bar or the corresponding icon on the page.

Use the File link to enter the section where you may manage the configuration files for
your classes.

You may use the Scheduler to schedule lab time for your classes, student teams, or your
own use. The scheduling feature facilitates scheduled access to lab equipment.
Equipment can be scheduled for either classroom lectures or student lab time.

The Account Manager is used to create and manage student and instructor accounts.
The Class Manager is used to create and manage classes and rosters. Your access to
these functions by your privilege account level assigned by the NETLAB+ administrator
(see section 6.2.1).

Use the Profile link to update your user preferences. You may update your email
address, password and Telnet client selection.

Subject to availability, you can reference course content information in the Curriculum
section. This can include class-learning materials that supplement your labs.

The Archive section is used to access saved configuration files from student, team, or
instructor-led sessions. The NETLAB+ Log Viewer allows an instructor to review the
final configuration files and device output (logs) from a lab reservation. NETLAB+
records every keystroke and router output of a lab session, allowing an instructor to
rapidly assess how a student or team arrived at a solution. For routers, switches, and
firewalls, NETLAB+ provides a Command Index. The index lists the sequence of
commands entered during a lab session, across all devices, in chronological order. You
may click on each command to view the resulting output in the corresponding log file.
This tool sorts through all logs, highlights the commands entered by the student, and
allows you to quickly assess the student’s work. Session Logs are also available, which
show all the activity associated with a single device during a lab reservation

The Logout link is used to logout of the NETLAB+ system. Selecting Help will provide
links to documentation and FAQs.

The section below the menu bar may contain information provided by the NETLAB+

administrator pertaining to your use or scheduling of the NETLAB+ resources. Review
the section each time you log in.
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Any scheduled lab times for you and your classes will be listed on the page. If you have
scheduled instructor-led time for you and your students, those reservations will be
displayed. In addition, you will also see listings of active reservations made by your
students and student teams. These listings will be displayed only when they are currently
active. You may also join these sessions by clicking the “Enter Lab” button.

You may see a message indicator on the page. Selecting Message will display
informational or error messages pertaining to lab reservations or the status of lab devices.

You have 1 message.

The messages will be retained by exiting using the Close button. You may delete some
or all of the messages by using the Delete Selected or Delete All buttons.

melect [0 Time Description

The following lab reservation was deleted by
Jdoel006 (lane Dog), who had administrative
right= to perform this action.

*

Reservation: 898
Pod: PCOD 1

otarting: Thu Feb 3, 2005 12:00FPM
Eastern Time (U5 & Canada)

Type: Team reservation
Resened for, Team A

i»i 16 Mon Feb 13, 2006 4:30AM

* &

* &

[ Cloze ] [ Delete Selected ] [ Delete All
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4 Set Your Instructor Profile

To set the appropriate values in your instructor profile, access the profile
page by selecting Profile on the MyNETLAB menu bar or the link in the

? body of the page.

Your current account profile settings will be displayed.

ACCOUMNT SETTINGS (jdoe200E8]

Full Mame | Jane Doe

Community A7 Technical College
Privileges | Instructar with system-wide privileges
O Pazsward | (not displayed)
0 Time Zone | (GMT-05:00) Eastern Time (US & Canada)
0 E-mail Address |janedoe@fictionalname. arg
O Telnet Client NETLAE Telnet Applet

; console: CisSco
O Device Passywords

enable: class

Password allows the instructor to change the password. Select the password field to
display the change password screen.

Passwords must meet the following requirements:
= Not found in the English dictionary and not too simple
= Between 7 and 16 ASCII characters
= Contain both numbers and letters

Current Pazsword |eessss

Hew Password |0

Re-type Hew Password

(4 OK Cancel

An error message will be displayed if the entered password does not meet these
requirements. See section 2 for details.

The Time Zone field allows you to select the time zone appropriate to your region.

Selecting the correct time zone is important, to allow correct time information to be
displayed when using the scheduler (see section 7).
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METLAR will display all times relative to this setting.

Time Zone | (GMT-05:00) Eastern Time (US & Canada) v

[(GMT-05:00) Indiana (Eastj

GMT-04:00) Atlantic Time (Canada)
GMT-04:.00) Caracas, La Paz
GMT-03:30) Mewfoundland
GMT-03:00) Brasilia
]
]
]

[

[

[

[

[

(GMT-03:00) Buenos Aires, Georgetown
(GMT-02:00) Mid-Atlantic

(GMT-01:00) Azares, Cape Verde Island
(GMT+HIO:00
(GMT+HIO:00
(GMT+HIO:00
(GMT+HI1:00

Casablanca, Monrovia

Greenwhich Mean Time

Dblin, Edinburgh, Lisbon, London
Armsterdam, Copenhagen, Madrid, Paris

A -

The next field, E-mail Address, should contain the destination e-mail address for student
logs and configuration files, should you choose to have these files emailed to you (see
section 10).

E-mail Address |janedoe@fictionalname.org

() OK Cancel

Your Telnet Client preference may be changed if needed. NETLAB+ uses Telnet to
communicate with devices in the equipment pod. You may use the optional Java-based
Telnet Applets supplied with NETLAB+, or you may use your own Telnet client
application installed on your local machine.

e NETLAB+ Telnet Applet provides a Telnet applet streamlined for NETLAB+. It
operates in line mode that is suitable for devices with a command line interface.
It loads quickly, provides automatic login, can be resized in Microsoft Internet
Explorer, and can provide a different color scheme for each device.

e Java Telnet Applet provides a consistent interface, automatic login, and full
VT100 terminal emulation. It is 165 kilobytes, so it may load slowly the first
time over a slow network connection.

e Local Telnet Client option will prompt for your NETLAB+ user ID and password
each time you connect to a device. Your browser (or client computer) must be
configured to associate URL's in the form of telnet:// with your local Telnet client
application.

Windows XP Users: Both the Java™ Telnet Applet and NETLAB+ Telnet Applet require
Java™. You can get the Java plug-in for Windows XP from java.sun.com
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For both the Java and NETLAB+ applets, options for automatic login, initial width and
height of the window, color scheme and font size may be selected.

Client | & NETLAB Telnet Applet
O Java Telnet Applet
O Local Telnet Client

Automatic Login automatically login to device when connecting

InitialWidttheightlEDD v HIEIZIIII v

Color Scheme I Lse a different color for each dewvice  »

Font Size |12 * point

(4 OK Cancel

Please specify the console and enable secret passwords that you are going to use with
Cisco lab routers, switches, and firewall devices on the Device Passwords page.
NETLAB+ will try these passwords when performing automated operations during
personal instructor reservations.

These settings are only used during personal instructor reservations. NETLAB+ will use
the passwords defined in the class profile for instructor-led class, student, and team
reservations and when the instructor has reserved lab time as a learner participant in a
class.

Console Password |ciscol

Enable Secret Password |Class

() OK Cancel
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5

Manage Classes

A class record must be created on the NETLAB+ system for each class

! using the system. Each class record includes a class roster. A class roster

|
s

is a list of members, which may include student accounts, instructor
s accounts, or both. All members must belong to the same community.

If you have system-wide privileges, you may manage classes for all the communities on
your NETLAB+ system. Community-wide instructors may manage classes within their
community. Instructors with normal privileges may manage classes for which they are
the lead instructor (see section 6.2.1). Instructors with system-wide privileges may select
a community; others simply accept the default value.

Typical Class Management Tasks:

10/6/2008

Viewing Class Records: The class records that are present in your community
(or other communities depending on your privilege level) are listed on the class
manager page. You may select and view the details of any class record, but your
ability to edit class records will depend upon your account privilege level.

Add Class Records: A class record must be created for each class using the
NETLAB+ system. You may be responsible for adding the class record for a class
you are leading, or this task may be completed by another instructor with the
appropriate privilege level. For details on adding class, records see section 0.

Edit Class Records: The class record settings may be modified. Common
circumstances where it will be necessary to edit a class record include:

o Update the selection of lab exercises and content available to the class.

o Enable the team reservations class option after assigning members of the
class roster to teams (see section 5.5).

Add Learners to the Class Roster: The account for each user enrolled in the
class must be added to the class roster. Several methods are available to allow
you to quickly accomplish this task. Please see section 5.3 for details.

Remove Accounts from the Class Roster: If a student is no longer enrolled in
the, their account should be removed from the class roster.

Move or Copy a Class Roster: Make use of these functions to when setting up
the class roster for a class with many of the same students as an existing class.
Actions may be performed on all accounts listed in a roster or selected accounts.
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Group the Class Roster into Teams: Allow students to work in groups for self-
study resource reservations and share access to equipment at the same time. This
can be a practical way of sharing resources in a class with a large number of
students. Follow the procedure detailed in section 5.5 to enable team access for a
class.

Delete Class Records: Class records should be deleted only when it is certain
that any configuration files and logs associated with them are no longer needed,
see section 5.7.

Assign a Lead Instructor: A lead instructor should be assigned to each class.
Lead instructors may participate in any lab reservation associated with the class.
If you are an instructor with Normal Privileges, you will be lead instructor for any
class you create, with the option of adding additional lead instructors. The ability
to appoint lead instructors for other classes will depend upon your account
privilege level (see section 5.6).

Review Lab Usage Statistics: A count of the labs and lab hours used by the
class for instructor-led training, individual reservations and team reservations is
provided by the class manager. Detailed information on lab usage is provided per
class, per team and per individual. (See sections 5.4 and 5.5). Reviewing lab
usage is per class is a convenient way of monitoring usage of the NETLAB+
system.

For more flexible usage reporting options, consider using the usage reporting
tools available to the NETLAB+ administrator. Several levels of reporting
including Community Usage, User Usage, Class Usage and Pod Usage are
available. Please see the “Usage Reporting” section of the NETLAB+ Administrator
Guide for details.
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The Class Manager page will list all existing class records for your community.

CLASSLIST COMMUMITY: X¥YZ Technical College

CLASS MAKE LEAD INSTRUCTORIS)
© CCHNP Fall Class Jane Doe
© fall cona Ann Dole
© FMS Class TannneDDnu:luEe
© FNS review class Jane Doe
© =pring cona Mane

op Add a Class | <= Back |

# EMROLLED START DATE EMD DATE

]
3

2

Jan 21, 2006 May 15, 2008

Maone Mone
Mone Mone
Mane Mone

Jan 7, 2006 May ¥, 2007

To add a class to the system, select the = Add a Class | button at the bottom of the

Class Manager page and enter the class information into the form.

The Class Name field is required; other fields may be filled out now, or later through the

Edit Class function (see section 5.2).

10/6/2008
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Class Hame | CCMNP Fall Class | REQ |

Lead Instructor[z] Jane Doe

Global Labs AE CCMA 1 English 3.1

AE CCMA 2 English w31

AE CCMA 3 English W31

AE CCMA 4 English 3.1

AE CCNA Bridge Exams 3.0

AE CCMNA English 2.1 (retired)

AE CCMNA Pod Reservations (o labs)
AE CCMP BCMSM %5.0 English

AE CCMP BCMESM %5.0 Skills Exams English
AE CCHP BSCI 5.0 English

AE CCMP ISCWY %6 0 English

AE CCMP OMT %5.0 English

AE CCNP Pod Reservations (no labs)
AE FMS Cornbined 1.2 English

AF FNS PIX 1.2 English

AE FNZ Fouter w1.2 Enalish

b

HEOREEOOOOROOOEIE

Private Labs you have no instalied private lab content to select

®

Starting Date | & Mone O Date | Jun [se] | 26 [+] | 2008 [

Ending Date | & Mone O Date [Jun [s] | 26 [se] | 2009 [a

Self Study Lab Access | [V] Allgw individuals to schedule lab time
L] Allow teams to schedule lab time

Predetermined Lab Time Limits | &) Enforce lab author's time limits (if any)

O Do not enforce lab author's time limits
Preferred M aximum Length of Bezervation | 3.0 hours | [community masximum is 4.0 haurs)
Preferred Minimum Time Between Beservations | 4 hours * | [community minimum iz 3 hours)
Conzole Pazzword [Cizco devices] |[Cisco
Enable Pazsword [Cisco devices] |[Class

E-mail Configs/Logs | @ 1y O To lead instructors upon completion

Retain Configs/Logs | [/] Instructor-led reservations
[+#] Individual or team reservations

Retention Period | 1 vear i
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Class Edit/Add Field Descriptions

e Class Name: The name of the class must be unique on the NETLAB+ system.

e Lead Instructor(s): Instructors who are trainers in this class. Only lead instructors
can schedule instructor-led lab reservations for a class. Lead instructors may schedule
instructor-led lab reservations for this class. A lead instructor may also join any student
or team reservations in progress that are associated with the class.

e Global Labs: Select lab exercises and content that can be accessed by users in the class
roster. This also affects the pod types that users can access. This setting does NOT
control access to curriculum. Global labs are available to all instructors on the system
(if authorized by the administrator).

e Private Labs: Private labs are available only to the original installer. If you have
created lab designs using the Lab Designer, they will be available for selection in this
section. Please refer to section 13, and the NETLAB+ Lab Design Guide for details.

e Starting Date: An optional starting date for the class. New pod reservations for this
class may not be made before this date.

If this date is changed later, existing lab reservations are not affected .

e Ending Date: An optional ending date for the class. New pod reservations for this
class (student or instructor) may not be made after this date.

If this date is changed later, existing lab reservations are not affected.

e Self Study Lab Access
Individuals: If selected, individual users in the roster can schedule lab reservations.
Teams: Enabling this option allows learners to work in groups for self-study lab

reservations and share access to equipment at the same time. Before enabling this
option, place each user in the roster into the desired team (A to Z).
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10/6/2008

Predetermined Lab Time Limits

Enforce lab author’s time limits (if any): When a lab author specifies a time
limit for a lab exercise, NETLAB+ will always use this limit to determine the
length of an individual or team reservation. When a lab time limit is enforced, the
Maximum Length of Reservation setting (described below) will have no affect on
the reservation length. The time limit is only imposed upon learners making their
own individual or team reservations. Individual or team reservations created by
the lead instructor on behalf of individual learners or teams in the class are not
restricted by the lab author’s time limit.

Do not enforce lab author’s time limits: NETLAB+ will disregard any time
limits set by lab authors. Individuals and teams may determine how much time is
allocated for any lab, up to the Maximum Length of Reservation setting (see
below).

Preferred Maximum Length of Reservation: Sets the maximum length (in hours) of
an individual or team lab reservation. Lab exercises can also have a time limit. The
lower of the two times is used. The maximum time lengths of lab reservations for all
classes within a community are subject to community maximums, if a community
maximum has been set. You may not establish a higher (less restrictive) maximum for
the class; it will not override the community maximum set by the NETLAB+
Administrator. A lower (more restrictive) maximum time length for the class may be
enforced by setting a value that is lower than the community maximum.

Lead instructors and instructor-led reservations are not bound by this restriction.

Preferred Minimum Time Between Reservations: Sets the minimum amount of time
between successive reservations made by an individual or team. This setting can be
used to prevent excessive scheduling of labs. For example, a setting of 48 hours
prevents the same individual or team from scheduling lab exercises less than 48 hours
apart. The default value, no limit will allow a student or team to make unlimited
reservations. The minimum time between reservations for all classes within a
community is subject to community minimums, if a community minimum has been set.
You may not establish a lower (less restrictive) minimum for the class; it will not
override the community minimum set by the NETLAB+ Administrator. A higher (more
restrictive) minimum time between lab reservations for the class may be enforced by
setting a value that is higher than the community minimum.

Lead instructors and instructor-led reservations are not bound by this restriction.

Page 21 of 143



NETLAB+ Instructor Guide Www.netdevgrroup.com

Community level restrictions for Maximum Length of Reservations and
Minimum Time Between Reservations may be set by the NETLAB+
Administrator. Please see the “Manage Communities” section of the NETLAB+
Administrator Guide.

e Console Password: Cisco courses only. The password which students and instructors
are expected to assign to all device consoles, 'line con 0. When NETLAB+ performs an
automated operation, it will try this password to gain access to the console. Some
automated operations may abort if the device's console is not set to this value.

e Enable Password: Cisco courses only. The password which students and instructors
are expected to assign as the privileged (enable secret) password on all devices. When
NETLAB+ performs an automated operation, it will try this password to gain access to
privileged exec mode. Some automated operations may abort if the device's enable
password is not set to this value.

e E-mail Configs/Logs: After a reservation has completed, a copy of the final
configuration files and session logs can be automatically e-mailed to lead instructors.

E-mail can be unreliable. This option will only work if the lead instructors have a
valid e-mail address set in their profiles. System settings, port filters and/or anti-
spam software may interfere with e-mail from NETLAB+ (even if other e-mail
from the NETLAB+ site may be working). Alternatively, you can access
configuration and log data using the archive feature.

e Retain Configs/Logs: After a reservation has completed, a copy of the final
configuration files and session logs can be retained in the NETLAB+ archive.
Since this information consumes disks space and increases the size of backups,
please retain only the data you need. A master summary record of the reservation
is retained in the archive regardless of what setting is selected for retaining
configuration and session logs.

Instructor-led reservations: If checked, NETLAB+ will retain configs and logs from
instructor-led class reservations.

Individual or team reservations: If checked, NETLAB+ will retain configs and logs
from student or team reservations.

e Retention Period: This pull down lets you control the length of time NETLAB+
will retain configuration files and session logs in the archive for this class. Since
this information consumes disks space and increases the size of backups, please
retain the data only as long as needed. A master summary record of the
reservation is retained in the archive, which is not subject to the retention period
and will remain unless the class is deleted.
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After entering information on the page, select OK. A confirmation message will be displayed.
You may now choose lead instructors for the class (see section 5.6), or select Exit if you prefer
to enter this information at a later time.

Clasgs CCNP Fall Class was created.

*+ please select lead instructors on the next page

&> Choose Lead Instructors {Next) | [ Exit |

If you complete the process to choose lead instructors, you will then be prompted to add
learners to the class roster (see section 5.3).

' There are no learners in this class roster.

i Done | op Add Learners |

You may also choose to add learners to the roster at another time.
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5.2 Edit Class Information

Edit the information for an existing class by clicking on the class name displayed in the
class list displayed on the class manager page. Here, we will select the record for the
CCNP Fall Class.

CLASS LIST COMMUMITY: X¥Z Technical College

Cli.ﬂ.SS N.E-.ME LEAD INSTRUCTORIZ] # EMROLLED =TART DATE
0 CCHNP Fall Class Jane Doe G Jan 21, 2006
© fall cona Ann Dole 1] Mane
© FME Class Jane Doe 1 Mone
© FMS review class Jane Doe 0 Mone
© =pring cona Mone a Jan 7, 2006

A page displaying the current settings for the class will be displayed. The Class Lab
Usage statistics include a count of the laboratory reservations and hours of use, for
instructor-led, individual, and team reservations for the class. These counts include only
lab reservations that have been attended. If a lab reservation is scheduled but not used, it
is not included in these statistics.
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CLASS: CCNP Fall Class

Clazs Mame
Lead Instructor(=)

Mumber Enrolled

Global Labs

Private Labs

Start Date

Ending Date

Self Study Lab Access

Predetermined Lak Time Limits

Preferred Maximum Lendgth of Reservations

Preferred Minimum Time Between Reservations

CCMP Fall Class
Jane Doe
2

AE CCMA 1 English %31

AE CCMA 2 English %31

AE CCMA 3 English %31

AE CCMNA Pod Reservations (no labs)
AE CCHP OMT 5.0 English

AE CCMP Pod Reservations (no labs)
AE FMNES P 1.2 English

AE FMS Router %1.2 English

Mone

Mone

Individuals

Enforce lab author's time limits (if any)
3.0 hours

4 hours between reserations

Conzole Pazsword | Cisco
Enshle Pazsword | class
E-mail ConfigsiLogs Mo
Retain Configs/Logs |ILT Class, Student or Team
Retertion Period |1 year
Instructar Led  Individusl Team
Class Lab Uzage Lab= 14 B 4
Hour = 420 45 25
() Done /P Settings & Roster A% Teams jyLeads

Tatal
25
49.0

= Delete

Select the Settings button to make the information for the displayed class available for
editing. The class edit page is identical to the add class page. Please see section 0 for a
detailed description of each field on the page.
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Class Hame | CCMNP Fall Class | REQ |

Lead Instructor[z] Jane Doe

Global Labs AE CCMA 1 English %31
AE CCMA 2 English 3.1
AE CCMA 3 English %31
[] AE CCMA 4 English %3.1
[] AE CCHA Bridge Exams 3.0
[]1 AE CCMA English %2.1 (retired)
AE CCMA Pod Reservations (ho labs)
[] AE CCMP BCMESN %5.0 English
[] AE CCMP BCMEM 5.0 Skills Exams English
[] AE CCMP BSCI%5.0 English
[] AE CCMP ISCWY 5.0 English
AE CCMP OMT %5.0 English
AE CCMP Pod Reservations (no labs)
[1 AE FNS Combined %1.2 English
AE FMNS PEE 1.2 English
AE FMS Fouter 1.2 Enaglish

Private Labs youw have no instalied private lab content to select

Starting Date | &) None O Date |Jun [se] | 25 [se] | 2008 [

Ending Date | & Mone O Date [Jun [se] | 26 [se] | 2009 [a

Self Study Lab Access | [V] allogw individuals to schedule lab time
L] Allow teams to schedule lab time

Predetermined Lab Time Limits | &) Enforce lab author's time limits (if any)

O Do not enforce lab author's time limits
Preferred Maximum Length of Rezervation | 3.0 hours | (community masximum is 4.0 haurs)
Preferred Minimum Time Between Reservations | 4 hours | (community minimum iz 3 hours)
Conzole Paszword [Cisco devices] |cisco
Enable Password [Cisco devices] |class

E-mail Configs/Logs | @y O To lead instructors upon completion

Retain Configs/Logs | [/] Instructor-led reservations
Individual or team reservations

Retention Period | 1 vwear W

After updating information, select the OK button at the bottom of the page.
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53 Add Learners to the Class Roster

A class roster is a list of members, which may include student accounts, instructor
accounts, or both. All members must belong to the same community.

A class may contain one or more lead instructors (trainers). All other users in the roster
(who are not leads) are learners. Select the Roster button on the class page to add
learners.

CLASS: CCHP Fall Class

Clazs Mame  CCMP Fall Clags
Lead Inzstructor(s) | Jane Doe
Mumber Enralled |2

AE CCMA 1 English W31

AE CCMA 2 English W31

AE CCMA 3 English W31

AE CCHNA Pod Resernvations (no labs)
AE CCMP ONMT %5.0 English

AE CCHNP Pod Reservations (no labs)
AE FNS PIX 1.2 English

AE FMNS Router %1.2 English

Global Labsz

Private Labs
Start Date |Mone
Ending Date |Mone
Self Study Lab Access | |ndividuals
Predetermined Lab Time Limts | Enforce lab author's time limits (if any)
Preferred Maximum Length of Reservations | 3.0 haours
Preferred Minimum Time Betweean Reservationz |4 hours between reservations
iConzole Pazzword | Cisco
Enakle Pazaword class
E-mail ConfigsiLogs | Mo
Retain ConfigziLogs | ILT Class, Student or Team
Retertion Period |1 yvear

Instructor Led Individual Team Tatal
Clas= Lab Uzage Labs 14 G 5 23
Hours 420 4.5 25 430

() Done A~ Settings & Roster B88 Teams iy Leads = Delete

A list of learners assigned to the class will be displayed, or, as in this example, a message
stating that no learners have yet been added to the class.
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There are no learners in this class roster.

i Done | op Add Learners

Selecting Add Learners will display the Add Learners to Roster page. This page
allows you to select from 3 methods to add learners to the class.

The first method, Select from a list of all existing users in this community is an ideal
choice when:

¢ You will be selecting learners for which accounts already exist.

e The list of all existing users in your community is relatively small. (Since this
option displays all the accounts from which you can make your roster selections).

& Select from list of all existing users in this community.

3 Create new user accounts and add to class.

Search for and select existing users in the account manager, then invake Add to Ciass from
the action menu at the bottom of the search results page.

Select the learners you wish to add to the class roster from the list displayed. Notice also
that the list shows that instructor Jane Doe has already been selected as a class lead (see
section 5.6).

COMMURITY: XY Z Technical College
[ A AE UZER D SELECT
B Ann Dole Adale
8 Bob Miller brniller [
P Jane Doe 1d0e2006 already class lead
& Mary Sith msmith

i Add Selected Learners | [5 Cancel |

Click the Add Selected Learners button to add the learners to the class roster.
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The second method, Create new user accounts and add to class is an ideal choice
when:

e You need to add learners to a class and have not yet set up accounts for them
(typically, if this is a group of first-time users of your NETLAB+ system).

e You prefer to do this process in one step rather than first adding the accounts
using the Account Manager (see section 6.1).

{7y Select fram list of all existing users in this community.

& Create new user accounts and add to class.

Search for and select existing users in the account manager, then invake Add to Class from
[ ) .
the action menu at the bottam of the search results page.

Enter the new account information for each user (see section 6.1).

Enter New Account Information
Add to Community ¥ Z Technical College

Add to Class CCRHP Fall Class

Initial Passworg |

Retype Inftial Passworg] [

=zer |0 Mame Type E-mail Address (optional) Status

1 | ida2006 |da Lerner student Erter new uzer of leave blank
2 |vstevens Yictoria Stevens ghudent Erter news user or leave blank

3 |jcary Jazon Cary student | W Erter new user o leave blank

LR

4 ghudent | w Enter newy user or leave blank
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The third method, Search for and select existing users in the account manager, then
invoke Add to Class from the action menu at the bottom of the search results page is
an ideal choice when:

e You will be selecting learners for which accounts already exist.

e The options on the account search page (see section 6) will allow you to
conveniently select a subset of the accounts from which you may make your
selections. This may allow you to avoid scrolling through a long list if there are a
large number of accounts in your community.

3 Select fram list of all existing users in this cammunity.

3 Create new user accounts and add to class.

& Search for and select existing users in the account manager, then invoke Add to Class from
“* the action menu at the bottorm of the search results page.

Here, we will use the show option to display only student accounts.

Account Search

Community I}{YE Technical College |+

Show | O all account types
Oinstructors only
® students only
O users that have never logged in
O users that have been inactive for 1 year or more

Match Uzer ID or Hame
ik Search |

(partial name Ok, leave blank to match all)

The result of the account search displays all of the student accounts in the community.
Select the students you wish to add to the class roster. (Notice that student Ida Lerner has
been selected, although she is already indicated to be a member of the class. For the
purpose of this example, let’s imagine that this record was selected in error). Select the
Add to Class Roster action and click Go.
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Uzers matched: § Community: X¥Z Technical College  Showing: students only  hatching: (amy)

IISER: IC M & hE CObARALIRIT Y CLASSES LAST LGN SELECT
© hmiller E] Bab Miller #YZ Technical College Jan 21, 200B
O da2005 E] Ida Lerner #Y¥Z Technical College  |CCMP Fall Class | never
O jcary <) e Cary #¥Z Technical College never i
© msmith E] tlary Smith #YZ Technical College never ]
O ystevens E] “ictora Stevens  AYZ Technical College never

Perform Action on Selected Accourts: I Add to Class Roster v | Go

nzelect All

Next, you will be prompted to select the class to which you wish to add learners. Here,
we’ll select the CCNP Fall Class.

CLASS MAME LEAD IMSTRUCTOR(S] # ENROLLED . START DATE ERD DATE
© CCMNP Fall Class Jane Doe 1 Jan 21, 2006 |May 15, 2006
G fall ccna Ann Dole 0 Mone Mone
© FMS review class Jane Doe 0 Mone Mone
© spring cena Mone 0 Jdan 7, 20068 May 7, 2007

The status of the accounts added is shown. Notice that Ida Lerner is flagged as already in
the roster, thus illustrating that selecting accounts more than once to add to a roster will
not result in duplicates on the roster.

ADDIMNG T CLASS ROSTER: CCMP Fall Class

IISER: ICr & RE STATUS
briller Bob Miller added to roster
ida2006 Ida Lemer already in roster
vstevens “ictoria Stevens added to roster
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Q, Show Class Roster | ..

To view the class roster, select the

835 ROSTER: CCHx 3.x Test

MAME LISER: D TE&M | LAST L E-mall ADDRESS LABS LaB HOURS

B Bob Miller bmiller A Noy 7, 20068 bmillenZ@fictionalname. arg 3 3.0
B 1da Lermner ida2006 A Moy 7, 2006 ilernenZfictionalname. arg 1 0.5
e S vatevens B Moy B, 2005 vstevens@fictionalname. org & 2 1.0
Usage by Deleted Accounts| O 0.0

Total Individual Lab Usage *| B 4.5

If your class roster will consist of both new users (for which you need to create a new
account) along with previous users, (already having an account on your NETLAB+
system) you will need to use more than one of the methods described above to add all of
the learners to your class roster.

In addition, you can add learners to a class by moving or copying a class roster from one
class to another (see section 5.4).
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As students join and withdraw from a class, you will need to make periodic changes to
the class roster. Select the class record for the class whose roster you need to update (see
section 5). You may also wish to review the statistics on lab usage provided for each

member of the class roster.

==, CCHP Fall Class

Clazs Mame
Lead Instructor(=)

Mumber Enrolled

Global Labs

Private Lahs

Start Date

Ending Date

Self Study Lak Access

Predetermined Lak Time Limits

Preferred Maximum Length of Reservations

Preferred Minimum Time Between Rezervations

CCMP Fall Class
Jane Doe
2

AE CCMA 1 English %31

AE CCMA 2 English %31

AE CCMA 3 English %31

AE CCMNA Pod Reservations (no labs)
AE CCHP OMT 5.0 English

AE CCMP Pod Reservations (no labs)
AE FMNES P 1.2 English

AE FMS Router %1.2 English

Mone

Mone

Individuals

Enforce lab author's time limits (if any)
3.0 hours

4 hours between reservations

Conzole Password | Cisco
Emable Pazsward class
E-mail Configsilogs Mo
Retsin Configzilogs |ILT Class, Student or Team
Retertion Period |1 year
Instructar Led  Individusl Team
Class Lab Uzage Labs 14 B a
Haour = 420 45 25
() Done /° Settings & Roster B8 Teams jyLeads
10/6/2008

Tatal
23
49.0

= Delete
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Select the Roster button. In a previous example, (see section 5.3) only the Add
Learners roster function was available, since no learners had yet been assigned to the
class. This time, selecting the Roster function displays the class roster, the option to add
learners, the manage accounts option and the manage roster option.

STER: CCHx 3.x Test

MARE LISER: IT TEAM | LAST LGk E-mAlL ADDRESS LABS LaB HOURS

& Bab Miller brmiller A Mow 7, 2006 bmiller@fictionalname. arg 3 3.0
= Tl e ida2006 A [Mow 7, 2006 ilermen@fictionalname. arg 1 0.4
R = —— vastevens B Moy b, 2008 vstevens@fictionalname.org &0 2 1.0
Lsage by Deleted Accounts| 0O 0.0

Total Individual Lab Usage *| B 4.5

* Individual totals do not include team labs,

(J Done | or Add Learners | A Manage Roster | A Manage Accounts I

By selecting the link next to the count of the labs attended for a learner, a list of the labs
will be displayed including the status of the reservation. Notice that lab hours are not
accumulated for lab reservations that are not attended.

CLASS HakE | USER ID LAST LOGIM
CCMm 3w Test |BobMiller  bmiller | Tue Mow 7, 2006 12:16PM

Lab List: Bob Miller

DATE/TIME LAE MAkdE STATUS Lag HOURS
Tue Moy 7, 2006 17:00PM | 2.2.1 Router Configuration Lzing Setup hot attended
Fri bow 3, 2006 1:30PH 1.2.5erifving BIP w2 Configuration completed 1.0
Fri Moy 3, 2006 10: 304k 6.2.5 Configuring Part Security hat attended
FriOct 27, 2006 1:00PM 2.2.9 Command Line Fundamentalz completed 1.0
FriOct 27, 2006 1Z00PM | 2.2.1 Router Configuration | sing Setup completed 1.0
Total [completed) 3 labs 3.0

<= Back |
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Returning back to the Class Roster page, you may continue by selecting Manage Roster.
Actions on the Manage Roster page may be performed on several selected accounts at
one time.

CLASS ROSTER: CCNP Fall Class

MAME LIZER IC: TEAM LAST LOGIM SELECT
& Bab Miller bmiller A Jan 21, 2006
& 1da Lermer idaZ006 A, never ]
& victoria Stevens vstevens A never

Perfarm Action on Selected Members: | Rermowve from Roster (retain accournts) | [ Go ] rsaleat Al
5 nEelec

Bemowve from Boster (retain accounts)

() I'm Done Making Change “opy to Another Class

bowve to Another Class

The Remove from Roster action results in the removal of the selected accounts from the
class roster. The accounts remain on the system and may be added to other class rosters.

The Copy to Another Class action will add the selected accounts from the currently
displayed class roster to another class roster. You will be prompted to select the class to
which the accounts will be added.

Selecting the Move to Another Class action will remove the selected accounts from the
currently displayed class roster and add them to another class roster. You will be
prompted to select the class to which the accounts will be added.

The Manage Accounts option is also included on the class roster screen.

CLASS ROSTER: CCHx 3.x Test

MAME LISER: ID TEAM | LAST Lonzin E-mAll ADDRESS LABS LAB HOURS

& Bob Miller brniller A Mow 7, 2006 brillenZfictionalname. arg 3 3.0
<) ke Lz ida2006 A Moy 7, 2006 ilermen@fictionalnarme. org 1 0.5
< Wlemile S vatevens B Moy b, 2006 vstevens@fictionalname.org &0 2 1.0
Usage by Deleted Accounts| O 0.o

Total Individual Lab Usage *| B 4.5

* Individual totals do not include team labs,

() Done | o Add Learners | /2 Manage Roster | A Manage Accounts
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Select Manage Accounts to display the accounts page, listing all the accounts assigned
to the class roster. See section 6 for details on managing accounts.

Class: CCNP Fall Class

LISER 1T [l A CORRALIRIT CLAZSES LAST Loz SELECT
L . CCMP Fall Class
© ystevens |8 Victoria Stevens | X¥Z Technical College e never ]
CCMP Fall Class
© Adole B Ann Dole #¥Z Technical College  |fall cona [Lead] Jan 21, 2006 ]
spring ccna
CCMP Fall Class
©ida2006 & da Lemner #¥¥Z Technical College  fall cona never ]
spring ccna
CCMP Fall Class
© hmiller Ei Bob Miller #¥Z Technical College  |fall ccna Jan 21, 2006 ]
Spring ccna
CCMP Fall Class
O jcary & Jason Cary #¥Z Technical College  |fall cocna never ]
Sprng cona
. . . CCMP Fall Class
© msmith |8 Mary Smith XY Z Technical College spling ccna never [
Perfarm Acti Selected Accourts: | Reset Passward % | Go
erTarm 100 0N =22 e CCOLIMTE:
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55 Group the Class Roster Into Teams

Classes can be configured to allow students to have Self Study Lab Access both as

individuals and as part of an assigned team.

You may place class members into teams labeled A to Z. Teams allow students to work
in groups for self-study resource reservations and share access to equipment at the same
time. If teams are not used with the class, all students should be assigned to the default,

team “A”. Students may not change their own team assignment; however, the lead

instructor(s) can adjust team assignments as needed.

Lead instructors are not assigned to a team and may participate in the lab reservations for
any team. See section 7 for details on scheduling lab reservations.

Here, we’ll group the 6 members of the CCNP Fall class into 3 teams.

CLASS: CENP Fall Class

Class Mame
Lead Inztructor(=)

Mumker Enrolled

Global Labs

Private Lahs

Start Date

Ending Date

Self Study Lak Access

Predetermined Lak Time Limits

Preferred Maximum Length of Rezervations

Pretferred Minimum Time Between Reservations

CCHNP Fall Class
Jane Doe
2

AE CCNA 1 English 3.1

AE CCNA 2 English 3.1

AE CCMNA 3 English 3.1

AE CCMA Pod Reservations (ho labs)
AE CCNP OMT %5.0 English

AE CCMP Pod Reservations (ho labs)
AE FMS P 1.2 English

AE FMS Router %1.2 English

Mone

Mone

Individuals

Enfarce lab author's tirme limits (if any)
3.0 hours

4 hours between reservations

Conzale Password | cisco
Enable Pazzword class
E-mail Configzlogs Mo
Retain ConfigzLogs |ILT Class, Student or Team
Retertion Period | 1 yvear
Instructar Led  Indivicual Team
Clazs Lab Usage Lah=s 14 = 5
Hour = 420 4.5 23
() Done A° Settings & Roster B88 Teams jyLeads

10/6/2008

Total
25
43.0

= Delete
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Select the Teams button. The current team assignments will be displayed. In this
example, previous team assignments have been made. Otherwise, all team members
would have been in the initial default assignment of Team “A”. The count of labs and lab

hours per team are also displayed.

CLASS TEAMS: CCHx 3.x Test

TEAM CURREMT MEMBERS LABS LABR HOURS
A |Boh Miller 3 1.5
Mlary Smith
Jason Cary
Ann Dale
B Ida Lemer 1 0.5
Victoria Stevens
Usage by Deleted Teams| 1 0.5
Tatal Team Lab Usage ®| 5 2h

* Teamn totals do not include lab reservations made for individual users,

(. Done | A Define Teams | [3 Cancel |

By selecting the link next to the count of the labs attended for a team, a list of the labs

scheduled will be displayed including the status of the reservation

CLASS TEAM CURREMT MEMBERS

Bob Miller
CCHx 3% Test A |Jazon Cary
b ary S mith
Lab Lisgt:
DATE STIME LAE MaME

Tue Mow 7, 2006 1:00Fk | B.2.1 Yerfwing Default Switch Configuration
ban Mow &, 2006 1:30PM | Reserve Baszic Router Pod Verzion 2 [no lab exercize]
bon Mow &, 2006 1:00Pk | 2.2.1 Router Configuration Uzing Setup

Total [completed)

10/6/2008

STATUS
completed
completed

completed
3 labs

L&E HOURS
05
05
05
1.5
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After returning back to the Class Teams list page, select the Define Teams button in
order to modify the current team assignments. Notice also that this class roster happens
to include an instructor who is enrolled as a learner. This instructor participates in the
class identically to the other student learners. Use the pull-down box to the left of each

user name to make team assignments.

CLASS TEAMS: CCHP Fall Class

TEARM LZER MAKME

8 Bob Miller

& 12 Lermer

& Jason Cary

8 Mary =Smith
Ei‘v’iu:turia Stevens

J & Apply | Cancel |

4D oNMoOFETr=~~" T ommoam

After selecting the Apply button, the class list will be sorted in team order.

CLASS TEAMS: CCHP Fall Class

UZER T
Adole

briller
idaz2005
Jcary
mzmith

wstevens

TEAM IISER MAKE

IA—V P Ann Dole
IA—V s hary Smith
IEF—V & Jason Cary
IEF—V 8 victoria Stevens
[C v &Bob Miller
IC—V 8 1da Lemer

USER T
Adole

msmith
|cary
wsievens
brmiller

ida2006

After initial team assignments have been made, you must return to the class edit screen
and enable the option to allow teams to schedule lab time.

10/6/2008
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You may select the option to allow team reservations for a class at the same time you add
a class record to the system (see section 0). You must be certain to also make team
assignments, otherwise, all accounts will remain assigned to default team “A”.

Self Study Lab Access | [7] Allgw individuals to schedule lab time
b ¥ Allow teams to schedule lab time |

Predetermined Lab Time Limits | &) Enforce 1ab author's time limits (if any)

O Do not enforce lab author's time limits
Maximum Length of Rezervation | 4.0 hours % | (individual or team reservations)
Minimum Time Between Reservations | Mo limit  * | (individual or team reservations)
Conzole Password [Cizco devices] cisco
Enable Password [Cizco devices] |Class

E-mail Configs/Logs | @ 1y (O To lead instructors upon completion

Retain Configs/Logs |[#] Instructor-led reservations
[]Individual or team reservations

Retention Period | 14 days %
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5.6 Choose Lead Instructors for a Class

A lead instructor should be defined for each class. An instructor with Normal Privileges

(see section 6.2.1) can create and manage classes for which they are the lead. Lead

instructors may make reservations for instructor-led training sessions for the class. Lead

instructors may make lab reservations for individual students or teams, or allow the

students or teams to make reservations themselves depending on the settings selected for

the class (see section 5). The lead instructor has the option to participate in any lab

reservation associated with the class.

CLASS: CENP Fall Class

Class Mame
Lead Inztructor(=)

Mumker Enrolled

Global Labs

Private Lahs

Start Date

Ending Date

Self Study Lak Access

Predetermined Lak Time Limits

Preferred Maximum Length of Rezervations

Pretferred Minimum Time Between Reservations

CCHNP Fall Class
Jane Doe
2

AE CCNA 1 English 3.1

AE CCNA 2 English 3.1

AE CCMNA 3 English 3.1

AE CCMA Pod Reservations (ho labs)
AE CCNP OMT %5.0 English

AE CCMP Pod Reservations (ho labs)
AE FMS P 1.2 English

AE FMS Router %1.2 English

Mone

Mone

Individuals

Enfarce lab author's tirme limits (if any)
3.0 hours

4 hours between reservations

Conzale Password | cisco
Enable Pazzword class
E-mail Configzlogs Mo
Retain ConfigzLogs |ILT Class, Student or Team
Retertion Period | 1 yvear
Instructar Led  Indivicual Team
Class Lab Uzage Laks 14 E 5
Hour = 420 4.5 23
() Done A° Settings & Roster B88 Teams jyLeads

Total
25
43.0

= Delete

After selecting a class in the class manager, (see section 5) select the Leads option. The
accounts for all instructors in the community will be displayed. You may select more

than one lead instructor for a class.

10/6/2008
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LEAD INSTRUCTORS  CL . CCHP Fall Class COMMURITY: X¥Z Technical College

MAME LISER ID SELECT
P Ann Dale Adole F]
M Jane Dae Jdoe2006 W
5.7 Delete Classes

To delete a class record, select a class in the class manager (see section 5) and select the
Delete option. Do not delete a class until determining that all of the information for the
class is no longer needed.

Keep in mind that you may want to edit (see section 5.2) and continue to use a class
record. For example, if there will be a similar course with many of the same students the
next semester, you can simply update the class record and the class roster (see section
5.4) as needed.
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=. CCNP Fall Class

Clazs Mame
Lead Instructor(=)

Mumber Enrolled

Global Labs

Private Labs

Start Date

Ending Date

Self Study Lab Access

Predetermined Lak Time Limits

Preferred Maximum Lendgth of Reservations

Preferred Minimum Time Between Reservations

FMS Class
Jane Doe
2

AE CCMA 1 English %31

AE CCMA 2 English %31

AE CCMA 3 English %31

AE CCMNA Pod Reservations (no labs)
AE CCHP OMT 5.0 English

AE CCMP Pod Reservations (no labs)
AE FMNES P 1.2 English

AE FMS Router %1.2 English

Mone

Mone

Individuals

Enforce lab author's time limits (if any)
3.0 hours

4 hours between reserations

Conzole Pazsword | Cisco
Enshle Pazsword | class
E-mail ConfigsiLogs Mo
Retain Configs/Logs |ILT Class, Student or Team
Retertion Period |1 year
Instructar Led  Individusl Team
Class Lab Uzage Lab= 14 B 4
Hour = 420 45 25
() Done /P Settings & Roster A% Teams jyLeads
10/6/2008

Tatal
25
49.0

= Delete
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When deleting a class, you must choose to either retain or delete the student accounts on
the class roster along with class and team configuration files. Accounts will not be
deleted if the student is enrolled in other classes.

@ Delete class FNS Class?

® retain student accounts
O delete student accounts {unless enrolled in other classes)

Mote: the following items will also be deleted:

* class and team configuration files

() OK | Cancel |

Select OK to proceed with the class deletion. A confirmation message will be displayed.

@ Class FNS Class was deleted.

() OK
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6 Managing Accounts

As an instructor, you may manage accounts for students within your
ﬁ community. Each student must be assigned an account. A student
ﬁ account should be created for each student to allow them to participate in
labs as part of an instructor-led session, a team session, or an individual
reservation.

If you have been granted community-wide privileges, you may also manage instructor
accounts within your community. Instructor accounts with system-wide privileges may
manage student and instructor accounts in all communities that are present on your
NETLAB+ system (see section 6.2.1).

Typical Account Management Tasks:

e Viewing Accounts: To look at the accounts that are present in your community
(or other communities depending on your privilege level), use the account search
option. You may apply search criteria; see section 6.2 for an example.

e Adding New Accounts: New users to your NETLAB+ system must be assigned
an account. You may add the same account to the roster of multiple classes, so
only one account per user is necessary regardless of how many classes the user is
enrolled. Please see section 6.1 for details on adding new accounts using the
Account Manager.

e Editing an Account: Please see section 6.1 for details on editing account
information using the Account Manager. Keep in mind that account users may
also edit their own email and time zone information.

e Disable An Account: If you need to revoke a user’s access to the system, select
the disable logins function, see section 6.1. This is a good option if revoking
access temporarily rather than deleting an account because you can easily enable
access again if needed. In addition, any logs and configuration files associated
with the account will remain if an account is disabled, rather than deleted.

e Deleting An Account: If you have determined that an account should be deleted
from the system, use the account manager to delete the account, see section 6.3.

¢ Resetting An Account Password: It may be necessary to reset an account
password if a user has lost or forgotten their current password to allow them
regain access to their account. To use the reset password function, see section
6.4.
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6.1 Add Accounts

An account should be created for each user to allow them to participate in labs as part of
an instructor-led session, a team session, or an individual reservation.

Instructors with system-wide privileges (see section 6.2.1) may select a community from

the drop-down community box on the Account Search page. Instructors with community
or normal privileges will not have the ability to modify the community selection.

Account Search

Community E (=l v

Show | @ all account types
Oinstructors only
O students only
O ugers that have never logged in
O users that have been inactive for 1 year ar more

Match Uzer ID or Hame
ik Search |

(partial name Ok, leave blank to match all)

=p Add Accounts | Exit |

Select the Add Accounts button to display the add accounts screen.

As an instructor, your ability to add both instructor and student accounts will depend
upon the privilege setting of your account, assigned by the NETLAB+ administrator (see
section 6.2.1)

Assign an initial password to the accounts by entering a value for initial password. The
account users will be required to change this password during their initial login.

Passwords must meet the following requirements:
= Not found in the dictionary and not too simple
= Between 7 and 16 characters
= Contain both numbers and letters
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Enter New Account Infermation

Add to Community X7 Technical College

Initial Passworg |*eeeee

Retype Initial Password [t

=zer IC ame Type E-mail Address (optional) Status
1 || Adole Ann Dole IW adole@fictionalname. arg E::I_E": R User or leave
2 | ||doe2008 Jane Doe IW jdoed@fictionalhame.org E:-::}: newy User or [zave
3 || mzrmith bk ary Srnith Im mzmithi@fictionalnarme, ong E:-:i MW User or leave
4 || brmiller Bob Miller Im brmiller@fictionalhame. org E::I_E“: new user or leave

S I shudent Enter newy user ar leave
blank

NETLAB+ User ID

A user ID that will be used to log in to the NETLAB+ system. May contain up to 16
ASCII alphanumeric characters, and the underscore " _" character. Alphanumeric
characters include A-Z, a-z, 0-9. The specified ID must be unique to the NETLAB+
system. You may wish to establish standards for account creation. The User ID is case

sensitive. No duplicate User IDs are permitted.

Name
The user's real name. It is recommended that you use Last name, First name format if
you wish to view names in alphabetical order within a class roster.

Account Type

The account type, student or instructor must be selected for each account. Once an
instructor record is created, the instructor may be assigned as a lead instructor for a class
or may join a class as a learner. A class may contain one or more lead instructors
(trainers). All other users in the roster (who are not leads) are learners (see section 5.3).

E-mail Address

Any valid e-mail address associated with the account. Entering an email address is
optional, account users will be prompted to add/update their email address and time zone
information when they initially log in to their account.

Select | ¥ Submit at the bottom of the page to add the new accounts to the system. A

confirmation screen will indicate that the accounts have been successfully added.
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All Requested Accounts Were Added

Add to Community ¥ Z Technical College

Initial Password accepted, not shown

Uzer ID Matmne Type E-tnail Address (optional) Status
1 | Adole &nnDole  |instructar | adale@fictionalname.arg | () added
2 |jdoe200E | Jane Doe | instructor | jdoe@fictionalname.org () added
3 mamith | Mary Smith | studert | mamith@fictionalname org Oadded

4 |bmiler | Bobbiler | student | bmiller@fictionainame org | () added
5

&
ki
g
9

—

1]

i I'm Done o Add These Accounts to a Class

You have the option to immediately assign the newly entered accounts to a class by
selecting the Add These Accounts to a Class button (see section 5.3). Select I’m Done
if you prefer to assign the accounts to a class roster at a later time.

6.2 Edit Accounts

As an instructor, your ability to manage student and instructor accounts will depend upon
the privilege level you have been assigned by the NETLAB+ administrator. System-wide
instructor privileges to allow an instructor to manage accounts in any community. An
instructor with community-wide privileges may manage student and instructor accounts
within their community. Instructors with normal privileges can only manage student
accounts within their own community. See section 6.2.1.

To edit accounts, use the account search function to locate the record(s) you wish to edit.

You may select a community, an account type, and/or a full or partial User Id or name to
narrow down your selections.

10/6/2008 Page 48 of 143



NETLAB+ Instructor Guide Www.netdevgrroup.com

Account Search

Community IWZ Technical Callege  +

Show | @ all account types
Oinstructors only
O students only
O users that have never logged in
O users that have been inactive for 1 year ar more

Match Uzer ID or Hame
¢k Search

(partial name kK, leave blank to match all}

The results of your search query will be displayed in a list.

Uzers matched: T Community: X¥Z Technical College Showing: all account types  Matching: {amy)

LISER ID M AME COMRLIMIT CLASSES LAST LM SELECT

© Adole  |MAnn Dole #¥Z Technical College ECNP fellitelze Jan 21,2006 [
all cecna [Lead]

© brniller E] Eaoh Miller A% Z Tachnical College |CCHP Fall Class Jan 21,2006 | []
O da2006 E] lda Lerner A% Z Tachnical College |(CCHP Fall Class never F]
O jcary E]Jag.;.n Cary A% Z Tachnical College |CCHP Fall Class newer ]
© jd0e2006 #4 .Jane Doe ¥¥Z Technical College E"éﬁﬁ':ﬁ“é'j;: [['L-saa;']] Jan 27,2006 [
© msmith Ei MWary Smith #¥Z Technical College | CCMP Fall Class NEvET ]
O ystevens Ei‘v’in:tnria Stevens AYZ Technical College | CCNP Fall Class NEvET F]

|

Perform Action on Selected Accounts: I Addto Class Roster | # [ﬂ]

Select an account by clicking on the User Id. The account page for the record will be
displayed.
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zer Il Adale
Mame Ann Dole

Account Tepe instructor
Caommunity %% Z Technical College
E-mail Address adaole@fictionalname. arg

CCHNP Fall Class
fall cona [Lead]
Clazs Membership spring cona

FMS Class [Lead]
CCMNA 101 [Lead]

Frivileges instructor
Loging enabled
Lazt Login Mon Feb 13, 2006 3:03PM

A~ Edit | = Delete | £ Reset Password | Exit |

To proceed to the edit page for the account, select the Edit button. The account edit page
may be used to modify the account name, email address and to enable and disable
account logins. When account logins are disabled, the user will not be able to login to the
NETLAB+ system. Account privileges may only be modified by the NETLAB+
administrator

Adale

Account Type instructor

User ID Adole
Hame |Ann Dale
E-mail Address adole(@fictionalname.org

Privileges instructor

Logins | (%) opahled
O disabled

() Update Exit

Select Update to save changes to the account record.
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6.2.1 Instructor Privileges

The privilege level of your instructor account is set by NETLAB+ administrator (see the
NETLAB+ Administrator Guide). The privilege level of your account should be set
according to scope of your responsibilities on the system.

If there is more than one community on your NETLAB+ system and you are responsible
for managing and overseeing the operations of all the communities on the system, you
should be granted System-Wide Instructor Privileges. With this privilege level, you will
act as a System Leader, able to manage classes and accounts in any community without
accessing the administrator account. Assigning an instructor system-wide privileges is
ideal in a situation where an instructor needs to manage information for the entire system,
but whose responsibilities don’t extend to administrator tasks such as adding new
equipment pods.

An instructor granted Community-Wide privilege may manage both student and instructor
accounts, within their own community. If you are responsible for managing operations
within your own community, such as adding new instructor accounts, you should be
assigned Community-Wide Privileges so that you may act as a Community Leader.

Instructors with normal privileges (the default) can only manage student accounts within

their own community. If your responsibilities do not extend beyond the classes for which
you lead, you should be assigned Normal Instructor Privileges.

Administrator

System
Leader(s)

Community
Leader(s)

Instructor(s)

Students

Community
Leader(s)

Instructor(s)

Students

Community

Leader(s) Community B

Instructor(s)

Students

Default Community

Community A

10/6/2008 Page 51 of 143



NETLAB+ Instructor Guide Www.netdevgrroup.com

Only the NETLAB+ administrator can grant community-wide or system-wide privilege to
an instructor account.

Level
L ]
L ]
L ]
L ]

Level

Level

* &

10/6/2008

1 - Normal Instructor Privileges

Can create and manage student accounts in their community,
Can create and manage classes for which they are a lead,
Can cancel lab reservations made by students in their classes.
Cannot manage other instructor accounts,

2 - Community-Wide Instructor Privileges

Can create and manage student accounts in their community,

Can create and manage instructor accounts in their community,

Can create and manage any classes in a community,

Can attend all 1ab reservations in their community (except instructor personal
reservations)

Can cancel lab reservations made by instructors and students in their community.

3 - System-Wide Instructor Privileges

Can create and manage student accounts in any community,

Can create and manage instructor accounts in any community,

Can manage classes in any community.

Can attend all lab reservations in any community {except instructor personal
reservations)

Can cancel any lab reservation.

Page 52 of 143



NETLAB+ Instructor Guide Www.netdevgrroup.com

6.3 Delete Accounts

Use the account search page to search for and select a record (see section 6)
that you wish to delete. Keep in mind that accounts may be assigned to multiple classes,
rather than being bound to a specific class as in previous versions of NETLAB+.

If the accounts are for students who will continue to use your NETLAB+ system in other
classes, you can keep the accounts and add them to the class roster of other classes as
needed (see section 5.3).

Uszer D jdoe2006
Mame Jane Doe

Account Tope instructor
Community 3 7 Technical College
E-mail &ddress jdoe@@fictionalname. org
Clazz Memberzhip
Privileges instructor
Loginz enabled
Last Login never

A Edit | = Delete | &) Reset Passwori | Exit |

Select the Delete button. The page will indicate if the selected account is eligible for
deletion. Eligibility for deletion is dependent upon the privilege level of the user
performing the deletion (see section 6.2.1).

ACCOUNTS SELECTED FOR DELETICN
LISER: IT MARE TYPE COmRALMIT CLASS MEMBERSHIP STATUS
mesmith Mary Smith student XY Technical College eligible for deletian

@ All of the selected accounts are eligible for deletion.

Proceed with deletion?

Q,]‘t’esl Hol

Select Yes to proceed with the account deletion.
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@ 1 account(s) deleted.

#

() OK

The account delete function may also be performed as an action on multiple accounts, see
section 6.5.

6.4 Reset Account Passwords

It may be necessary to reset an account password if a user has lost or forgotten their
current password. You may use the reset password function. Upon initial login, the user
will be required to change the password.

Use the account search page to search for and select a record (see section 6).

Wser D jdoe2006
Mame Jane Doe

Account Type instructor
Community 3 Z Technical College
E-mail Address [doe@@fictionalname. arg
Clazz Memberzhip
Frivileges instructor
Loginz enabled
Lazt Login never

A7 Edit | = Delete | &) Reset Password | Exit |

Select the Reset Password button to display the password reset screen. Enter the new
password for the account.

Passwords must meet the following requirements:
= Not found in the dictionary and not too simple
= Between 7 and 16 characters
= Contain both numbers and letters

10/6/2008 Page 54 of 143



NETLAB+ Instructor Guide Www.netdevgrroup.com

ACCOURTS SELECTED FOR P (
LISER D il 2hE TPE CORRURIT Y STATUS

(doe2005|Jane Doe instructor XY Z Technical College |eligible for password reset

Enter a tempaorary login password for the selected users. Upon login, each user will be
required to select a new password.

Temporary Pasgworg [Heeccsse

Retype Temporary Pagsworg [*oesssee

() OK | Cancel |

A confirmation message will be displayed.

1 passward(s) reset.

+ Please provide the temparary password to the selected users.

i

() OK

The password reset function may also be performed as an action on multiple accounts,
see section 6.5.
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6.5 Performing Actions On Multiple Accounts

Several account functions may be performed on multiple records at one time.
Here, we select all accounts for XYZ Technical College.

Account Search

Community IWZ Technical Callege  +

Show | @ all account types
Oinstructors only
O students only
O users that have never logged in
O users that have been inactive for 1 year ar more

Match Uszer ID or Hame
dh Search |

tpartial name 0K, leave blank to match all}

A list of all the instructor and student accounts is displayed. To the right of each account
in the list is a selection box. To perform an action on multiple records, you may select
individual records, or use the Select All and Unselect All buttons as needed.

Users matched: T Community: XYZ Technical College  Showing: all account types  Matching: (amy)

UZER D A MAE COMARLIMIT Y CLASZES LAST Lz SELECT
. CCHP Fall Class
© Adole ﬁﬂmn Dale #%Z Technical College 0 e flLezd] Jan21,2006 [
O hmiller Ei Bab Miller #Y¥Z Technical College | CCMNP Fall Class Jan 21,2006 | []
O da2 005 Ei lda Lerner #YZ Technical College | CCMNP Fall Class never IF]
© jcary E],Jag.;.n Cary #Y¥Z Technical College | CCMNP Fall Class never F
: . FMNS review class [Lead]
© jdoe2005 Fi Jane Doe #YZ Technical College CCNP Fall Class [Lead] Jan 27,2006 [
© msmith E{ Mary Smith #¥Z Technical College | CCNP Fall Class never F
O ystevens Ei‘v’iu:tnria Stevens ~YZ Technical College | CCNP Fall Class never F]
:
Perform Action on Selected Accounts: E.ﬂ\dd to Class Roster % [ Go ] e
|

Add to Class Roster

FesetF d
J4 New Search | #}A{I{IJDEEE eIl

Selecting the Add to Class Roster action will allow you to assign the selected accounts
to a class (see section 5.3). You may also reset the password (see section 6.4) of the
selected accounts or delete the account records (see section 6.3).
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7 Schedule Lab Reservations

an NETLAB+ includes a scheduling feature to facilitate scheduled access to
3 lab equipment. Equipment can be scheduled for either classroom
lectures or student lab time.

To schedule a lab reservation, select Scheduler from the menu bar or
the link on the body of the MyNETLAB page.

The Scheduler Options screen will be displayed. Instructors have several options
available to them as to the type of lab session they may schedule. The scheduling options
available to students will depend on the Self Study Access Options selected for the class
(see section 5).

ﬁH ®  Reserve instructor-led training time for a class. Use this option for
<= lecturing or guiding a whole class of students. With this option, you and a
designated class will share the same lab reservation time.

HH Reserve self-study time for teams. Use this option for allowing your class
<7 7™ to work as teams.  With this kind of reservation, you can allow your
students to share lab time as teams. You can edit team assignments through the Class
Manager pages.

% Reserve self-study time for individual learners. This is a good option to allow
students in your class to work as individuals. With this option, you can designate a
student to work on a specific exercise or free time to gain practice.

Reserve an equipment pod for your own use. This is an ideal option for using lab

equipment for your own practice. You can also use this kind of reservation when you
want to update your lab equipment, or you want to move the lab equipment around. The
reservation process is similar to the other kinds of reservations described above.

ﬁ =y Reserve lab time in a class that you are attending as a learner. Asan

instructor, you may be enrolled in a class where you are attending as a learner.
You participate in the class identically to other students that are enrolled in the class. Use
this option to reserve lab time as a learner in a class. The lead instructor of the class will
have the option of participating in the reservation.
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7.1 Schedule Instructor-led Training Time

Select instructor-led training time as the scheduling option click and then click the OK
button.

C 4 view or cancel reservations

53 FB88 reserve instructor-led training time for a class
O 888 Rreserve self-study time for teams

O 8 Reserve self-study time for individual learners

O 1 peserve an equipment pod for your own use

O H=8 Reserve lab time in a class that you are attending as a learner

When, as in this example, the scheduling option for instructor-led training has been
selected, a list of all classes for which you have been designated lead instructor will be
displayed. Select the class that will be using the lab reservation.

CLASSES Yol LEAD
CLASS MAME LEAD IMSTRUCTOR(S) # EMROLLED START DATE EMD DATE
0 COMA 101 Ann Dole 0 Mone Nane
Jane Doe
© CCHNP Fall Class Jane Doe 5 Jan 21, 2006 | May 15, 2006
O FMNS Class Ann Dole 2 Mone Maone
Jane Doe
O FNS review class Jane Doe 3 Mone Mone

After selecting the name of the class that will be using this lab reservation, the reservation
calendar will be displayed, where a reservation time may be selected. Use the calendar in
the upper left corner of the screen to select the date for the reservation by clicking on the
date of your choice. You may scroll from month to month by selectingthe < and =
symbols.

The number of pods available for you to select from will depend upon the number and
type of pods that have been installed on your NETLAB+ server. If more than one
community uses your NETLAB+ server, you will be limited to selecting within the
timeframes designated for your community by the NETLAB+ administrator. Consult your
NETLAB+ administrator if you have questions about the pods available to you.
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INSTRUCT QR

Joy Showying Today's Date and Local Time

Sun |hon | Tue fved| Thu | Fri | Sat Wednesday February 7 2006
— 15 3 1% 1%] February 4:01 PM

ﬁ ﬁ ﬁ 15 ﬁ E Z 8 Eastern Time (US & Canada)
V|0 |2 |34

25 |27 [ 28 20086

Select a pod and reservation time for class CCWP Fall Class by clicking on a
PO 1 i
BASIC ROUTER POD w2

-l
&i 3 Routers
_| P Support

12am

1lam

2am

Jam

dam

Sam

()| ®)| )| )] B @ @) B B @] B )

To select the reservation time, scroll the page up and down as needed to display available
reservation times. Available times are indicated with a ' symbol. Scrolling to the
bottom of the page will display the color legend, designed to make the calendar easy to
understand.

Colar Legend

Diate you are viewing

Today's date

Time resened for you

Tirme reserved for someone else

Unreserved time

ES

Access restricted to specific instructors and classes
Available time, click to reserve

Once a lab reservation time has been selected by selecting an available time &, the
confirmation page will be displayed.
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Select the appropriate option for initial configuration of the pod equipment. The restore
last configuration option will try to restore the lab to the state it was in at the end of the
last attended reservation. NETLAB+ maintains a different .LAST_SAVED configuration
folder for each type of reservation (classroom, student, team, and instructor).

Select Confirm to confirm the reservation or Back to Calendar to make changes.

Reszervation Type Instructor-Led Training Class
Clazz Mame CCHP Fall Class
Equipment Pod PO 1
Time Zone Eastern Time (US & Canada)
Start Time Thursday February 9, 2006 100028

EndTimeIFeb v |9 > |2IZIIZIE > |11 > |3n v IAM v

Initial Configuration @) racinre configs from last Basic Router Pod (Version 2) resenation (if any)
O load default configs for exercise
O no configs loaded (clean)

i) Confirm Reservation <= Back to Calendar [ Cancel

After confirming, a message will be displayed and you may make additional reservations
if needed or select I’m Done to return to the MyNETLAB page.

Feservation confirmed,

Feservation 895

Reservation Type | [nstructor-Led Training Class
Class Mame CCMP Fall Class
Equipment Pod | P OD 1
Reserved For  Entire Class
Time Zone | (GhT-05:00) Eastern Time (US & Canada)
Start Time Thu Feb 9, 2005 10:004M
End Time | Thu Feb @, 2006 11:304M
Initial Configurstion load last saved config (if any)
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7.2 Schedule Self-study Time for Teams

To reserve training time for a team, select the teams scheduling option and then click the
OK button.

O X view or cancel reservations

O Pe888 peserve instructor-led training time for a class
55 888 reserve self-study time for teams

O 8 Reserve self-study time for individual learners

O 4 Reserve an equipment pod for your own use

O f1=8 Reserve lab time in a class that you are attending as a learner

The class list will be displayed next, allowing the instructor to select the class for the
reservation.

WOl LEAD
CLASS MAME LEAD IMSTRUCTOR(S) # EMROLLED START DATE EMD DATE
0 COMA 101 Ann Dole 0 Mone Nane
Jane Doe
© CCHNP Fall Class Jane Doe 5 Jan 21, 2006 | May 15, 2006
O FMNS Class Ann Dole 2 Mone Maone
Jane Doe
O FNS review class Jane Doe 3 Mone Mone

If curriculum content has been installed on your NETLAB+ system, the course catalog
will be displayed allowing an instructor to select a specific exercise for the student team.

This example NETLABA: System shows lab exercises. An exercise may be selected by

clicking on the exercise name. Notice that the first option allows the instructor to select
“no exercise”.
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CATALOG OF LAB EXERCISES

TYPE E=ERCISE MAKME TIME LIRIT DESCRIPTICN PoD TYPE
CCMP Pod © Reserve Basic Router Pod  up to 4 hours © show topology | BASIC ROUTER POD
“ersion 1 (no exercise) 3 Routers

CCNP Pod|© Resenve Basic Router Pod  |up to 4 hours|© show tapology | BASIC ROUTER POD v2

Yersion 2 (no exercize) - 3 Routers
—!i PC Support

CCNP Pod|© Reserve Basic Switch Pod  |up to 4 hours | € show topology | BASIC SWITCH POD

Yersion 1 (no exercise) 1 Router
2 Switches

CCNP Pod|© Reserve Basic Switch Pod  |up to 4 hours | @ show topology | BASIC SWITCH POD v2

Yersion 2 (ho exercise) s=—4 1 Router, 2 Switches
—4 PC Support
CCNP Pod © Reserve Advanced Router  |up to 4 hours| © show topology ADVANCED ROUTER POD
Ple (fi ueiEle) Frame /ISDN / Dial

CCMNP Pod|© Reserve Advanced Switch  |up to 4 hours| © show topology | ADVANCED SWITCH POD

Pod {no exercise) ‘}tﬂ' 3 Routers
PN 5 Switches

Once an exercise has been selected, the reservation calendar will be displayed, where a
reservation time may be selected. Use the calendar in the upper left corner of the screen
to select the date for the reservation by clicking on the date of your choice. You may
scroll from month to month by selecting the < and = symbols.

The number of pods available for you to select from will depend upon the number and
type of pods that have been installed on your NETLAB+ server that are appropriate for the
selected class curriculum and lab exercise. If more than one community uses your
NETLAB+ server, you will be limited to selecting within the timeframes designated for
your community by the NETLAB+ administrator. Consult your NETLAB+ administrator
if you have questions about the pods available to you.
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INESTRUCTOR

MyNETLAB Logout

e February 2006 Mo Shiovving Today's Date and Local Time
SunonTuepedThuFrifS st Thursday February 5, 2006
—— 15 3 ﬁ‘j 151 February 1:04 PM
12 (13 [14] 15 |16 17|18 9 Eastern Time (US & Canada)
19|20 |21 22 |23 24]35
26 |27 [28 20086
Select a pod and reservation time for Reserve Basic Router Pod Yersion 2
(no exercise) by clicking on a
POD 1 ~
BASIC ROUTER POD v2
-l
e—i 3 Routers
_|, PC Support
12am
lam
Zam
Sam
dam
Sam w

To select the time, scroll the page up and down as needed to display available reservation
times. Available times are indicated with an ' symbol. Scrolling to the bottom of the
page will display the color legend, designed to make the calendar easy to understand.

Color Legend

Diate you are viewing

Today's date

Time reserved far you

Tirme reserved for someone else

Unreserved time

Access restricted to specific instructors and classes
Available time, click to reserve

Once a lab reservation time has been selected by selecting an available time &, the
confirmation page will be displayed. Since this is a team reservation, it is also necessary
to indicate what team will be using the lab reservation. The team selections available will
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depend on the team assignments made when adding students to the class (see section 5.5).
If students have not been put into teams, then only the default selection, team “A” will

be available.

Select the appropriate option for initial configuration of the pod equipment. The restore
last attended reservation. NETLAB+ maintains a different .LAST_SAVED configuration
folder for each type of reservation (classroom, student, team and instructor).

Select Confirm to confirm the reservation or Back to Calendar to make changes.

Reservation Type Team Self Study for Class

Class Hame
Exercize

E quipment Pod
Reserve Pod For

Time ZFone

CCMNP Fall Class

Reserve Basic Houter Pod Yersion 2 (no exercise)
POD 1

Easte E (VS & Canada)
Start Time Thursc C wary 9, 2006 12:00F

EndTimeIFeb v |9 v |zum3 w |1 v |nu v |PM >

Initial Configuration @) rastore configs from last Basic Router Pod (Version 2) reservation (if any)

O no configs loaded (clean)

i) Confirm Reservation < Back to Calendar Cancel

After confirming,

a message will be displayed and you may make additional reservations

if needed, or select I’m Done to return to the MyNETLAB page.

Reservation confirmed.

Feservation 595

Reservation Type
Clazz Mame
Exercize Mame
Equipment Pod
Reszerved For
Time Zone

Start Time

End Tirme

Initial Configurstion

i) I'm Done |

Tearn Self Study for Class

CCMP Fall Class

Reserve Basic Router Pod Yersion 2 (no exercise)
FOD 1

Tearm A

(GMT-05:00) Eastern Time (US & Canada)

Thu Feb 9, 2006 12:00FPM

Thu Feb 3, 2006 1:00F K

load last saved config (if any)

£ Make Another Reservation |
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7.3 Schedule Self-study Time For Individual Learners

To reserve training time for an individual student, select the student teams scheduling
option click and then click the OK button.

O A view or cancel reservations

O FB88 reserve instructor-led training time for a class
O B88 reserve self-study time for teams

5 8 pecerve self-study time for individual learners

O i peserve an equipment pod for your own use

O f1=8 Reserve lab time in a class that you are attending as a learner

The class list will be displayed next, allowing the instructor to select the class for the
reservation.

CLASSES YOU LEAD
CLASS MAME LEAD INSTRUICTORIS) # EMROLLED . START DATE EMD DATE
0 COMA 101 Ann Dole 0 Mone Nane
Jane Doe
© CCMP Fall Class Jane Doe o] Jan 21, 2006 May 15, 2006
O FMNE Class Ann Dole 2 Mone Mone
Jane Doe
O FMNS review class Jane Doe 3 Mone Maone

If curriculum content has been installed on your NETLAB+ system, the course catalog
will be displayed allowing an instructor to select a specific exercise for the student.
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This example shows lab exercises available on a NETLABA:. An exercise may be selected
by clicking on the exercise name. Notice that the first option allows the instructor to
select “no exercise”.

CATALOG OF LAB EXERCISES

TYPE E=ERCISE MAKME TIME LIRIT DESCRIPTICN PoD TYPE
CCMP Pod © Reserve Basic Router Pod  up to 4 hours © show topology | BASIC ROUTER POD
“ersion 1 (no exercise) 3 Routers

CCNP Pod|© Resenve Basic Router Pod  |up to 4 hours|© show tapology | BASIC ROUTER POD v2

Yersion 2 (no exercize) 3 Routers

_|, PC Support

CCHP Pod|© Reserve Basic Switch Pod  |up to 4 hours € show topaology | BASIC SWITCH POD
Yersion 1 (no exercise) 1 Router

2 Switches

CCNP Pod|© Reserve Basic Switch Pod  |up to 4 hours | @ show topology | BASIC SWITCH POD v2

Yersion 2 (ho exercise) S="4 1 Router, 2 Switches
PC Support
CCNP Pod © Reserve Advanced Router  |up to 4 hours| © show topology ADVANCED ROUTER POD
Ple (fi ueiEle) Frame /ISDN / Dial

CCMNP Pod|© Reserve Advanced Switch  |up to 4 hours| © show topology | ADVANCED SWITCH POD

Pod {no exercise) | 3 Routers
‘}J;E 5 Switches

Once an exercise has been selected, the reservation calendar will be displayed, where a
reservation time may be selected. Use the calendar in the upper left corner of the screen
to select the date for the reservation by clicking on the date of your choice. You may
scroll from month to month by selecting the "< and = symbols.

The number of pods available for you to select from will depend upon the number and
type of pods that have been installed on your NETLAB+ server that are appropriate for the
selected class curriculum and lab exercise. If more than one community uses your
NETLAB+ server, you will be limited to selecting within the timeframes designated for
your community by the NETLAB+ administrator. Consult your NETLAB+ administrator
if you have questions about the pods available to you.
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Scheduler
MyNETLAB Logout

INETRUCTOR

S Fehruary 2006 Moy Shoveving Today's Date and Local Time
SunpdonTuetedThulFriSst Thursday February 8, 2005
——- é § 1% 151 February 1:20 PM

12 (13 [14] 15 |16 17|18 9 Eaztern Time (US & Canacda]
19 |20 |21 ) 22 (23 (2435

26|27 |28 2006

Select a pod and reservation time for Reserve Basic .'-_'i‘witch Pod Yersion 2

{no exercise) by clicking on a
POD 2 -
BASIC SWITCH POD w2
= I Router, 2 Switches
PC Support

12am

Tam

Zam

3am

S G IO e [

To select a reservation time, scroll the page up and down as needed to display available
reservation times. Available times are indicated with an ' symbol. Scrolling to the
bottom of the page will display the color legend, designed to make the calendar easy to
understand.

Color Legend

Diate you are viewing

Today's date

Time reserved for you

Tirnme reserved for someone else

Unreserved time

kS

Access restricted to specific instructors and classes
Available time, click to reserve

Once a lab reservation time has been selected by selecting an available time &, the
confirmation page will be displayed. Since this is a reservation for an individual learner,
it is also necessary to indicate what learner will be using the lab reservation. Select the
appropriate option for initial configuration of the pod equipment. The restore last
configuration option will try to restore the lab to the state it was in at the end of the last
attended reservation. NETLAB+ maintains a different .LAST_SAVED configuration
folder for each type of reservation (classroom, student, team, and instructor).
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Select Confirm to confirm the reservation or Back to Calendar to make changes.

Rezervation Type Individual Self Study for Class
Clazz Hame CCHP Fall Class
Exercize Resene Basic Switch Fod Mersion 2 (no exercise)

Equipment Pod PCD 2

Reserve Pod For E.ﬁ.nn Dole ™
Time 7 Ann Dole nada)
IME<ONE - Bob Miller
Start Time [EENRETIEN , 2006 Z:00Pk

bary Smith
End Time Yictoria Stevens 06 « |3 W |3|:| W IPM b

Initial Configuration | &) rasiore configs from last Basic Switch Pod (version 2) reseration (if any)
O no configs loaded (clean)

() Confirm Reservation <= Back to Calendar Cancel

After confirming, a message will be displayed and you may make additional reservations,
or select I’m Done to return to the MyNETLAB page.

Feservation confirmed.

Reservation 900
Reservation Type | Individual Self Study for Class
Class Mame CCMP Fall Class
Exercize Mame  Reserve Basic Switch Pod Wersion 2 (ho exercise)
Equiptment Pad | POD 2
Reserved For |Ida Lerner (ida2006)
Time Zane | [GMT-052:00) Eastern Time (S & Canada)
Start Time |Wed Feb 3, 20065 2:00F M
End Time WWed Feb 8, 2006 3:30Fk
Initial Configuration | load last saved config (if any)

() I'm Done | £ Make Another Reservation |
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The reservation for this individual student lab reservation will now be displayed on the
MyNETLAB page for the assigned student. The reservation for instructor-led training
created in section 7.1 is also displayed.

LAR RESERY ATICNS

D DATE / TIME DESCRIPTION POD
300 ToDAY: B s Lerner (ida2006) il
ZO0PM - Z30PM | cpoes copp Fall Clase BASIC SWITCH POD v2
S=" 1 Router, 2 Switches
PC Support
895 ThuFeb 89,2006 | MOBEAB o conp Fall Class POD 1
000AM - 11:308M || 5 o BASIC ROUTER POD v2
e—i 3 Routers
_| PC Support
]

When the time arrives for the lab reservation, the reservation information will also appear
on the instructor’s MyNETLAB page, giving the instructor the option to participate in the
session. This allows the instructor to monitor the student’s progress through the session
step by step or provide assistance.

LAB RESERY ATIONS

ICr DATE [ TIMWE DESCRIPTICN P
900 Nowr B s Lerner (ida2008) POD 2
2:00PM - 3:30PM Class: COMP Fall Clags EEIC SWITCH PDF! v2
ENTER LAB Rezerve Basic Switch Pod Yersion 2 (no exercize) L= 1 Router, 2 Switches
_|' PC Support
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7.4 Reserve An Equipment Pod For Your Own Use

NETLAB+ includes a scheduling option to allow instructors to conveniently schedule lab
reservations for their own use. To reserve an equipment pod for your own use, select the
scheduling option shown below and then click the OK button.

O X view or cancel reservations

O Pe888 peserve instructor-led training time for a class
O 888 reserve self-study time for teams

O 8 Reserve self-study time for individual learners

55 1 Reserve an equipment pod for your own use

O 1=8 Reserve lab time in a class that you are attending as a learner

The reservation calendar will be displayed, where a reservation time may be selected.
Use the calendar in the upper left corner of the screen to select the date for the reservation
by clicking on the date of your choice. You may scroll from month to month by selecting
the = and = symbols.

The number of pods available for you to select from will depend upon the number of
pods that have been installed on your NETLAB+ server. If more than one community
uses your NETLAB+ server, you will be limited to selecting within the timeframes
designated for your community by the NETLAB+ administrator. Consult your NETLAB+
administrator if you have questions about the pods available to you.
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Scheduler
MyNETLAB Logout

Wwww.netdevgrroup.com

INETRUCTOR

Today's Date and Local Time

February 5, 2006

1:56 PM

Eastern Time (US & Canada)

Select a pod and reservation by clicking on a

February 2006 Sho
Thursday
1121314 February
s|le|z|a |9 ol
12 [13 [1#]15 [16]17[18 9
1920 |21 |22 |23 (24|28
H|27 |28 2006
POD 1
BASIC ROUTER POD w2

3 Routers

«
—!i PZ Support

POD 2
BASIC SWITCH POD v2
:‘-"__ 1 Router, 2 Switches
L PC Support

12am

lam

2am

3am

B3 D3 DB @D

3|3 3| @D B @D

To select the reservation time, scroll the page up and down as needed to display available
reservation times. Available times are indicated with an &' symbol. Scrolling to the
bottom of the page will display the color legend, designed to make the calendar easy to

understand.

Color Legend

Diate you are viewing

Today's date

Time reserved far you

Tirne reserved for someone else

Unreserved time

Access restricted to specific instructors and classes

Available time, click to reserve
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Once a lab reservation time has been selected by selecting an available time &, the
confirmation page will be displayed.

Select the appropriate option for initial configuration of the pod equipment. The restore
last configuration option will try to restore the lab to the state it was in at the end of the
last attended reservation. NETLAB+ maintains a different .LAST_SAVED configuration
folder for each type of reservation (classroom, student, team, and instructor).

Rezervation Type Instructor Access

Equipment Pod FOD 1

Reszerve Pod For Jane Doe

Time Zone Eastern Time (US & Canada)
Start Time Thursday February 9, 2005 7:00AM

EndTimeIFeb v |9 v |2|Jm3 v |a v |un v |AM v

Initial Configuration | @) rwsiore configs from last Basic Router Pod (Version 2) reservation (if any)

O load default configs for exercise
O no configs loaded (clean)

i) Confirm Reservation <a Back to Calendar Cancel

After confirming, a message will be displayed and you may make additional reservations,
or select Done to return to the MyNETLAB page.

Reservation confirmed,

Reservation 201

Rezervation Type
Equipment Pod
Rezerved Far
Time Lone

Start Time

Endd Titme

Intial Configuration

i I'm Done |

Instructor Access

FODA

Jane Doe (jdoe2008)

(GMT-05:007 Eastern Time (LIS & Canada)
Thu Feb 3, 2006 7:004M

Thu Feb 3, 2006 3:002mM

load last saved config (if any)

@ Make Another Reservation |

The reservation for this lab reservation will now be displayed on the instructor’s
MyNETLAB page.
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7.5 Reserve Lab Time In A Class That You Are Attending As A Learner

Instructors have the option of enrolling in a class as a learner, participating in the class
identically to other students. Use this option to schedule a lab reservation for a class that
you are attending as a learner. Select the scheduling option shown below and then click
the OK button.

@) Ck Yiew or cancel reservations

O FBB88 reserve instructor-led training time for a class
O B88 reserve self-study time for teams

O 8 Reserve self-study time for individual learners

O M Reserve an equipment pod for your own use

® F=8 Reserve lab time in a class that you are attending as a learner

The list of classes that you are enrolled in as a learner will be displayed. Select the class
for which you’d like to make a reservation.

CLAZSS MAKME LEAD IMSTRUCTORIS) # EMROLLED  START DATE EMD DATE

O fall ccna Ann Dale 4 Mane Mane
© =pring cochna Mone 7 Jan 7, 2006 \May 7, 2007

If curriculum content has been installed on your NETLAB+ system, the course catalog
will be displayed allowing an instructor to select a specific exercise for the student.
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This example shows lab exercises available on a NETLABAe. An exercise may be selected
by clicking on the exercise name. Notice that the first option allows selection of “no
exercise”.

CATALOG OF LAB EXERCISES

T%PE EXERCISE MAKE TIME LIkIT DESCRIFTICN PO TYPE
CCMA Pod | © Reserve Basic Router | up to 4 hours | © show topology | BASIC ROUTER POD

Fod “ersion 1 (ho 3 Routers
BXEICISE)

CCNA Pod  © Reserve Basic Router  |up to 4 hours | @ show topology | BASIC ROUTER POD v2
Fod Yersion 2 (no eﬂ 3 Routers
BXEICISE) _|, PC Support

CCHA Pod  |@ Resene Basic Switch  |up to 4 hours | @ show topology | BASIC SWITCH POD

Fod “ersion 1 (no 1 Router
BXEICISE) 2 Switches

CCMA Pod  |@ Reserve Basic Switch  |up to 4 hours | @ show topology | BASIC SWITCH POD w2

Pod Yersion 2 (no A==l 1 Router, 2 Switches
BXErCiE) — PC Support
CCMNA Pod  |© Reserve Advanced up to 4 hours | © show topology | ADVANCED ROUTER POD

Rnute_r Pod (no Frame / 1SDM / Dial
BXEICISE]

Once an exercise has been selected, the reservation calendar will be displayed, where a
reservation time may be selected. Use the calendar in the upper left corner of the screen
to select the date for the reservation by clicking on the date of your choice. You may
scroll from month to month by selecting the < and = symbols.

The number of pods available for you to select from will depend upon the number of
pods that have been installed on your NETLAB+ server. If more than one community
uses your NETLAB+ server, you will be limited to selecting within the time-frames
designated for your community by the NETLAB+ administrator. Consult your NETLAB+
administrator if you have questions about the pods available to you.
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Scheduler
MyNETLAB Logout

INETRUCTOR

February 2006 oty Shioseeing Today's Date and Local Time
Sun [Man [Tue fied| Thu | Fri | Sat Thursday February 8, 2006
— 15 § ﬁ‘j 14—1 February 2:18 PM
S R R —1— East Ti S & Canad
12 [13 [12 | 15 |16 [17 |18 9 aztern Time [ anada)
19 120 )21 | 22 |23 (24|25
26 |27 |28 2006
t a pod and reservation time for Reserve Basic Router Pod Yersion 2 {no
exercise) by clicking an a
POD A N
BASIC ROUTER POD v2
-l
e—i 3 Routers
= Lppol
| PC Support
12am
Tam
2am

To select the reservation time, scroll the page up and down as needed to display available
reservation times. Available times are indicated with an & symbol. Scrolling to the

bottom of the page will display the color legend, designed to make the calendar easy to
understand.

Color Legend

Diate you are viewing

Today's date

Time reserved far you

Tirme reserved for someone else

Unreserved time

ES

Access restricted to specific instructors and classes
Available time, click to reserve

Once a lab reservation time has been selected by selecting an available time &, the
confirmation page will be displayed.

Select the appropriate option for initial configuration of the pod equipment. The restore
last configuration option will try to restore the lab to the state it was in at the end of the
last attended reservation. NETLAB+ maintains a different .LAST_SAVED configuration
folder for each type of reservation (classroom, student, team, and instructor).
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Reservation Type [ndividual Self Study for Class
Clazz Hame fall ccha
Exercise Reserve Basic Houter Pod Yersion 2 (ho exercise)
Equipment Pod PCD 1
Rezerve Pod For Jane Doe
Time Zone Eastern Time (LIS & Canada)
Start Time Thursday February 9, 2006 2:00F

End Time I'I.III hourg  »

Initial Configuration %) 1oztore configs from last Basic Router Pod (Wersion 2) reservation (if any)
O no configs loaded (clean)

i) Confirm Reservation <= Back to Calendar [3 Cancel

After confirming, a message will be displayed and you may make additional reservations,
or select Done to return to the MyNETLAB page.

Reservation confirmed,

Reservation Q02

Reservation Type | Individual Self Study for Class

Clazz Mame fall cocna

Exercize hlame |Feserve Basic Router Pod Yersion 2 (no exercise)
Equipment Pod [P OD 1
Reserved For |Jane Doe (jdoe2006)

Time Zone (GMT-05:00) Eastern Time (US & Canada)

Start Time Thu Feb 9, 2005 2:00PM

End Time Thu Feb 9, 2006 3:00Fk
Initial Configurstion load last saved config (if any)

(4 I'm Done | &) Make Another Reservation |

The reservation for this lab reservation will now be displayed on the instructor’s
MyNETLAB page.
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7.6 View or Cancel Reservations

Instructors may view or cancel reservations that have been scheduled. Select the View or
Cancel Reservations scheduling option.

® % view or cancel reservations

O FB88 reserve instructor-led training time for a class
O 888 peserve self-study time for teams

O 8 Rreserve self-study time for individual learners

O M Reserve an equipment pod for your own use

O F=8 Reserve lab time in a class that you are attending as a learner

You will be presented with the option to view the reservations one day at a time in the
calendar (same view as when scheduling reservations) or as a simple list. There is an
option to include information on reservations for which the time has already passed.

(% wview one day at a time in the calendar
(O wiew as a simple list

[] include reservations that have already passed

The calendar view displays the reservation calendar pages just as when making a
reservation, except that the £ symbol to select a reservation time is not displayed.
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INSTRUCTOR

Scheduler
MyNETLAE Logout

February 2006 Moy Shioswing Today's Date and Local Time
Sun [ron|Tue ¥ed [Thu|Fril Sst Thursday February 5, 2006
e 15 g 1% 151 February 2:30 PM
12113 [12]15 |16 7] 18 9 Eastern Time (US & Canada)
19 )20 (21 |22 |23 [24) 25
26 | 27 |28 2006

Migwing reservations for all pads,

Fam ﬁ 5 Jane Doe E] 899 Ann Dole .
dam
Sam

10am |- 895 CCNP Fall Class

11am

12om |# A% 898 CCNP Fall Class, Team A

1pm
w

Clicking on the reservation number will display the reservation details.

Reszeryation 895
Reservation Type | Instructor-Led Training Class
Class Mame CCMP Fall Class
Equipment Pad [P OD 1
Rezerved For  Entire Class
Time Zone | (GhAT-05:00) Eastern Time (US & Canada)
Start Time | Thu Feb @, 2005 10:0020
End Time  Thu Feb 9, 2006 11:304M
Initial Configurstion [oad last saved config (if any)

i OK | = Cancel Reservation |

Select Cancel Reservation to delete the reservation. A message will display indicating
the reservation has been deleted. Selecting OK will return you to the calendar with no

deletion.
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@ Reservation 895 deleted

i

() OK

Wwww.netdevgrroup.com

Here, we view reservations as a list. Using this option is convenient when you wish to
see information for more than one day displayed at a time. Just as when viewing in
calendar view, you may view details of any reservation by clicking on the 1D number and

will have the option to delete the reservation.

RESERWATION LISTIMG
IC DATETIME DESCRIPTICON

S0Q|Now B ida Lerner (ida2008)
200PM - 3:30PM | ojaes: COMP Fall Class
Reserve Bazic Switch Pod Yerszion 2 (no exercize)

501 ThuFeb 9, 2006 % 1o poe (doe2008)
70080 - 5:00AM

839 Thu Feh 3, 2005 B ann Dol (Adole)
T.O0AM - B:00AM | o oo CONP Fall Class
Reserve Baszic Switch Pod YWersion 2 (no exercize)

903 ThuFeb 3, 2006 NaB8E class: cONP Fal Class
T0:004M - 11:304M Instructars: Jane Doe

500 Th_u Feb 3, 2_':":'5 B88 ream & ann Dole, Mary Smith
T200PM - T00PM | oyoss: CONP Fall Class
Reserve Basic Router Pod Yersion 2 (no exercise)

902 | Thu Feh 9, 2006 & Jane Doe (jdos2008)
2:00FM - 3:00FM Class: fall cona

Reszerve Bazic Router Pod YWerzion 2 (no exercize)

10/6/2008

FoaD
POD 2
BASIC SWITCH POD w2

== 1 Router, 2 Switches
PZ Support

POD
BASIC ROUTER POD w2

=T
&il 3 Routers

1 PC Support

POD 2
BASIC SWITCH POD v2
A== 1 Router, 2 Switches

A PC Support

POD 1
BASIC ROUTER POD w2

sl
&i 3 Routers
_|, PC Support

POD 1
BASIC ROUTER POD w2

-l
&il 3 Routers

1 PC Support

POD 1
BASIC ROUTER POD w2

g
e-il 3 Routers

14 PC Support
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8 Lab Sessions

The previous section described how lab reservations are made using the scheduling
system. The labs will be listed in the upper section of the MyNETLAB page. The labs
displayed will include lab sessions for your own use (acting as an instructor or learner)
and instructor-led lab sessions that are scheduled for a future time or are occurring now.
Team lab sessions and individual student lab sessions will display at the time they occur
(to view future reservations of all kinds see section 7.6). The reservation ID, status, Date
and time of the reservation, instructor and or student/team designation, and pod name and
type are displayed.

Notice that this page displays several reservations including two current lab reservations
for teams that the instructor has the option to join and a reservation for an instructor-led
reservation.

LAB RESERW ATIOMNS
T DATE [ TIME DESCRIPTION PoD
313 |now E‘IE‘IE Team A Ann Dale, John Smith, Mar i POD 1
=aL=4 ] 5 . , y =mith
TODAY 11:30PM - . Clazs: CCMNP Fall Class B.fl*.ElC ROUTER POD v2
Tue Feb 14, 2008 12.30AM £oo e Basic Router Pod Wersion 2 (no exercise) e‘il 3 Routers
ENTER LAB = PC Support
@ How ) E‘IE‘IE Team C: Bob Miller, Ida Lerner PoD 2
TODAY 11:30PM - . Class COMP Fall Class BEIE SWITCH PDF! v2
Tue Feb 14, 2008 12:30AM |00 o crve Basic Switch Pod Yersion 2 (N0 Exercise) S8 1 Router, 2 Switches
ENTER LAB I PC Support
o e Fea e, 2008 F+888 ciass: cone Fall Class b

BASIC ROUTER POD v2
.
e-i 3 Routers
| PC Support

S.00AM - 10:304M Instructars; Jane Doe
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8.1 Enter a Lab Session

This lab reservation that has been scheduled for instructor-led training. At the scheduled
time, the lab session indicates Now rather than Future and the Enter Lab button will
display. The instructor can enter the Lab Access Interface by selecting the Enter Lab
button

LABE RESERW ATIOMNS
] CATE § TIME DESCRIPTICH PO
303 [now PiB88 class: conp Fall Class POD 1
10:00488 - 113080 T Jeme [Bae Biﬁl{: ROUTER POD w2
ENTER LAB &i 3 Routers
—!i PC Support

The Lab Access Page is divided into several tabbed sections, allowing users to easily
access all of NETLAB+’s functions. The Topology, Action, Status, Connections, Load,
Save and Exercise sections can be accessed by selecting the section name on the tab.
Details on each of these sections is provided in section 9.

INITIALIZINGE ALERTS O

Topology | Action Status Connections Load Save A
Basic Router Pod - Version 2 Click on a router ar PC for remote access.
T optional
W
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You may see an alerts indicator on the page. Selecting Alerts will display informational
or error messages pertaining to the status of lab devices.

The messages will be retained by exiting using the Close button. You may delete some
or all of the messages by using the Delete Selected or Delete All buttons.

melect ID Time Description

The following lab reservation was deleted by
Jdoel006 (lane Dog), who had administrative
rights to perform this action.

*

Feseration: 893
Pod: POD 1

Starting: Thu Feb 9, 2005 12:00PM
Eastern Time (U5 & Canada)

Type: Team reservation
Reserved for: Team A

¥ 18 Won Feb 13, 2006 4:30AM

* *

L

[ Close ] [ Delete Selected ] [ Delete All ]

You may see the Initializing indicator displayed on the page at the very beginning of
your session. This indicates that NETLAB+ is in the process of initializing the lab devices
in the topology to prepare them for use. When initialization is complete, the We’re Done
button (for instructor-led or team), or I’m Done button (for individual or self) will appear
allowing you to end the session prior to the scheduled end time (see section 8.3).

NETLAB+ devices may be accessed by opening a Telnet session through the Topology,
Action, Status or Connections tabs on the Lab Access interface. See section 9 for a
detailed description of each section.

8.2 Accessing Devices

NETLAB+ supports two methods for remotely accessing lab devices:

e Remote Console for routers, switches, firewalls
¢ Remote K/V/M (keyboard/video/mouse) for remote PCs

NETLAB+ devices may be accessed from the Topology, Status or Connections tabs on the
Lab Access interface (see section 9 for a detailed description of each tab). To access a
device, select the Topology tab and click on the device in the drawing. Alternatively, you
may use the hyperlinks on Connection tab or Status tab.
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By default, NETLAB+ will open the built-in console viewer or remote PC viewer. These
viewers are Java based, so there is no special client to load (other than Java). You may
also use your own Telnet software for Remote Console connections (see section 4).

NETLAB+ support sharing of both console based devices and remote PCs. During an
instructor-led session or a team reservation, multiple users may enter the lab and
simultaneously connect to the same device. This is ideal for both Blended Distance
Learning and team-based collaboration.

Each Remote K/V/M connection consumes additional CPU processing power on the
remote PC. A practical limit of 3 shared sessions to the same remote PC should be
observed to maintain reasonable response times. Remote Console based connections
(routers, switches, and firewalls) do not consume significant CPU resources and can
support as many as 30 sessions.
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8.2.1 Remote Console Connection

Remote Console connections provide remote access to the console port of devices such as
routers, switches and firewalls. These connections are established transparently through
an access server. The access server is not displayed in the topology diagram. By using
console ports, NETLAB+ does not depend on the configuration of the lab topology to
access a device.

Console devices may be accessed from the Topology, Status or Connections tabs on the
Lab Access interface (see section 9 for a detailed description of each tab). To access a
device, select the Topology tab and click on the device in the drawing. Alternatively, you
may use the hyperlinks on Connection tab or Status tab.

By default, NETLAB+ uses the built-in viewer. You must click inside the window prior
to entering in commands.

In the following example, console access has been opened to ROUTERL by clicking on
the device icon shown on the Topology tab displayed in 8.1. NETLAB+ opens a Remote
Console viewer.

show wer j
Cisco Internetwork Operating 3ystem Joftware

I0% (tm) 2500 Software (CZ500-P-L), Wersion 12.1(22),
Copyright (c) 1986-2003 by cisco Systems, Inc.

Compiled Tue 20-Dec-03 04:09 by nmasa

Image text-base: 0x03041EYC, data-base: Ox00001000

FOM: System Bootstrap, Version 11.0(10c), SOFTWARE
EOOTLDR: 35000 Bootstrap Joftware [(IGE-EOOT-R), Versio

Bouter uptime is 10 minutes
System returtied to ROM by power-on
Swatem image £ile iz "flash:czZi00-p-1.121-Z2Z.bin"

cisco 2500 [(68030) processor (revision N) with 6l44E/
Processor board ID 05973645, with hardware rewision O
H.ab gsoftware, Wergion 3.0.0.

1 Ethernet/IEEE 302.3 interface(s)

2 Serial network interface(s)

32K bytes of non-volatile conficquration memory.

192K bytes of processor board Svstem flash (Read ONL

Configuration register iz 0xEl4d (will be 0xZ102 at n |
--More-- I -

1 ]
Dizconnect | Control | Pauze | History |L"-Jh|:| | Statusz | Break | Tilde | CDEE:
m E METLAB janedoe |POD1 | R1 | connected
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If a third party (local) Telnet client is configured in your NETLAB+ profile, the local
Telnet application will open and ask the user to log in with the NETLAB+ user ID and
password. The username and password required here are the same as the 1D and
password required to log into the NETLAB+ system.

Connecting...
Pleaze login to METLAB device.
Unauthorized access is prohibited.

MHETLAB user ID: janedoe

METLAB password:

You must first click on the device before attempting to log in using a local Telnet client.
This action identifies the device that NETLAB+ will subsequently establish a connection
to (after you provide your username and password).

NETLAB+ Telnet Applet Correct Action = Click on the device you want to access.
e NETLAB+ connects you to the device.
¢ Login is automatic.

Local Telnet Application Correct Action = Click on the device you want to access.
(3" party Telnet client) e NETLAB+ invokes your Telnet client.

= Enter your username and password.

e NETLAB+ connects you to the device.

Incorrect Action = Telnet directly to NETLAB+ before clicking
on the device you want to access.

e This will not work.

Once a connection is established, you may perform any activity supported by the device’s
console port.

You must click inside the window prior to entering in commands.

outers:?

MEC Cconmands:
access-enable Create a Lemporary Access-List entry
accezs-profile Apply user-profile to interface
clear Fezet functions
Connect Open a terminal connection
disable Turn off privileged commands
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NETLAB+ Remote Console provides several unique features that can be invoked once a
connection has been established.

If you are using the NETLAB+ Telnet Applet as your Remote Console viewer, you may
click on any of the buttons on the Telnet Button Bar to invoke these features.

Dizconnect | Contral | Pause | Hiztary | Who | Status | Break | Tilde | Color | Font | Help

If you are using a 3" party (local) Telnet client, you can use keyboard shortcuts to invoke
a feature. Each shortcut starts with a tilde (~) followed by a letter. To send a tilde (~) to
the console device, press tilde twice.

Button Keyboard Description
Shortcut
Disconnect ~D Terminates your connection. Other users (if any) remain
connected.
Control ~C Click once to take control of a session so other users cannot type.
Click again to release control.
Pause ~P Click once to stop the device from displaying output. Click again to

resume output.
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History ~H Replays recent output from the device.

Who ~W Lists users connected to the device.

Status ~S Displays the status of your connection.

Break ~B Sends a hardware break to the console device. Typically used for
password recovery exercises.

Tilde ~~ Sends a tilde character to the console device.

Color n/a Changes the screen colors. NETLAB+ Telnet Applet only.

Font n/a Changes the screen font. NETLAB+ Telnet Applet only.

Help ~? Displays this information.
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Shared access to a console device is facilitated automatically as each user joins the
device. Remote Console based connections (routers, switches, and firewalls) do not
consume significant CPU resources and can support as many as 30 sessions.

Here, instructor Jane Doe has connected to ROUTER1 during an instructor-led session.
As her students do the same, messages indicate when each user has joined the connection.

#EF wou are connected to ROUTERL
*#*% prezs -7 for help

Trying 169,254, 1.22...

Connected £o 169,.254.1,.:22.
Escape character iz 'off'.

% Jemith (John Smith) joined the connection. ..

***% ajones (Arnold Jones) joined the connection...

The Control and Who features are used in conjunction with session sharing.

Clicking the Control button (or keyboard shortcut) allows you to take control over the
device. Other users in the session may then watch your configuration commands, but
will not be able to type commands. Control can be transferred to other users during the
session to allow others to make configuration changes. A user who wants to control the
device should click the Control button.

Instructors have priority over students. An instructor may always take control from a
student, but a student cannot take control from an instructor. Similarly, NETLAB+
automated operations have priority over both instructors and student. When NETLAB+ is
performing an automated operation such as password recovery, it will take control of the
session. As this happens, users can watch but not interfere with the operation.

Here, Jane Doe has taken control of the device by pressing the Control button. A
message will alert everyone connected that Jane has taken control of the device.

Fouters>
Router:-
#*% Janedoe is now controlling all input to the connection
Rn:nuter}l

4 | k

Disc:n:nnne::tl Control |F'ause | History |".-“-.l'|"||:| | Statuz | Break | Tilcde | Calar | Forit | Helg
mE MNETLAB janedoe | Galactica | ROUTERM | connected

It is not necessary to take control of a device when it is being shared, but this may be
helpful in preventing users from typing over each other.
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Selecting the Who button will display a list of users currently connected to the device.
This information is also displayed on the Connections tab.

Dizconnect | Control | Pause | History | YWho | Status | Break | Tilde

The Status button can be used to display who has control of the session and the number
of connections.

Dizconnect | Control | Pause | History | Who | Status ||Break | Tilde

The Disconnect button is used to close a user’s connection. If there are other users
connected to the device, they will remain connected. When the connection has been
closed, the reconnect button will be displayed. Here, Jane Doe has disconnected from
ROUTERI1.
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e ——
|

Other connected users will see a message indicating that Jane has left the connection.

Dizconnect | Control | Pause | History | Yho | Status | Break | Tilde | Color

Connections can also be dropped using the function on the Connections tab (see section
9.4).
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8.2.2 Connection to a PC (Remote K/V/M)

NETLAB+ can also provide a connection to a PC. A remote PC configured for direct
access allows users to control the keyboard, video, and mouse using a Java based viewer.
No special client software (other than Java) is required on the user’s computer.
NETLAB+ will download the viewer to the client whenever the user clicks on the PC
shown in the lab topology. Please see the NETLAB+ Remote PC Guide for VMware
Server Implementation for more details.

These connections are graphically oriented and not recommended for dial-up users.

Working from the topology shown in section 8.1, instructor jdoe2006 has established a
connection to remote PC 1la.

& P
WIS weruas o et [l i

Distormett | Cigboard | Send Ce-altDel | Retesh |
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Session sharing is facilitated automatically by NETLAB+.

Here, student jsmith has also established a connection to PC 1a, and is sharing the
session with instructor jdoe2006.

Soreen Sizes | BMG0D | 1824768

1@ T
HEE nerias ponz Pea Lo [ Connecied

Dezsconmect | Cliphoard | Send CirkAlDed REII'I'BEHI

Each Remote K/V/M connection consumes additional CPU processing power on the
remote PC. A practical limit of 3 shared sessions on a remote PC should be observed to
maintain reasonable response time.
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Either user may view the list of connected users for all devices in the topology on the
connections tab (see section 9.4). In this example, we can see that both Jane Doe and
jsmith are connected to PC 1b. Jsmith has also established a connection to R2. Jane Doe
also has connections to devices R1, R3, and PC 1la.

Topology  Action Status Connections Load Save Exercise

ISER: 1T M AME PRICRITY
F1 Cisco 1841 (3001/x%) Jdoe00E Jane Doe 3
R2 Cisco 2801/2811 (S04 [smith John Smith 1
Ha Cigco 280172811 (S0AM/%)  jdoe200B Jane Doe 3
PC1a Linux JdoeZ006 Jane Doe
FCi1hb Cther Jdoe00E Jane Doe
Jstmith Jahn Srith

CLICK OMN THE DEVICE MAME T OPEN A COMMECTION

<5 Drop My Connections
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The button bar on the viewer provides access to several functions, Disconnect,
Clipboard, Send Ctrl-Alt-Del and Refresh.

Disconnect | Clipboard | Send Ctr-altDel | Refresh |

To disconnect from the PC, select the Disconnect button. Connections can also be
dropped using the function on the Connections tab (see section 9.4).

The Clipboard can be used to copy and paste text between the remote PC and your PC.

m RemotePC Clipboard [Z|[B|X]

The clipboard provides a place for text or commands you may &
wizh bo copy or paste,

-
4| | »

Clear | Cloze

IWaming: Applet Windaw

To use the clipboard feature, the software on the remote PC software must also support it.
Currently, VMware does not implement the clipboard.

To simulate the actions of pressing Ctrl-Alt-Delete, press the Send Ctrl-Alt-Del button.

To refresh the view of the information you are currently displaying, select the Refresh
button. You may find this helpful when the display appears incorrect or incomplete.
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8.3 End a Reservation

When the reservation time expires, all connections will be dropped. It is important to
save any configuration files prior to the session expiration if you want these files to be
available for future use. Users should allow 5 minutes at the end of the session to save
configuration files. See section 9.6 for information on saving configuration files.

A reservation may also be ended prior to the scheduled time by using the We’re Done
(for instructor-led or team), or I’m Done (for individual or self) buttons. These buttons
will appear after initialization of the pod has been completed, at the start of a lab session.
If the session is an instructor-led session, the We’re Done button will appear only to the
instructor.

INSTRUCTOR

MyNETLAB Logout T

Topology | Action Status  Connections Load Save Exercise

After confirming the selection, the session will be ended.

:.:?/ Do you want o end this lab reservation right nouw?

(0] 4 Cancel

The lab session will end immediately end and any open user connections will be closed.
NETLAB+ will then execute a scrub to prepare the equipment for the next reservation.
After the lab scrub has completed, the scheduler will be updated to include any unused
time increments of thirty minutes or more to be available for reservation.
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9 Sections of the Lab Access Interface

This section describes in detail the functions available on each section of the Lab Access
Interface. The Lab Access Page is divided into several tabbed sections, allowing users to
easily access all of NETLAB+’s functions. The Topology, Action, Status, Connections,
Load, Save and Exercise sections can be accessed by selecting the section name on the
tab.

You will notice that some functions can be performed from several of the tabbed
sections. For example, NETLAB+ devices may be accessed by opening a Telnet session
through the Topology, Action, Status or Connections tabs.

9.1 Topology Tab
The Topology tab displays the lab topology including the IP addressing scheme and

physical or logical connections You may click on all devices configured for direct access
to establish direct console or GUI access.

POD 1 46 minutes remaining
Topology | Action Status Connections Load Save -
Basic Router Pod - Version 2 Click on a router or PC for remote access.

- . uptiun.-al

W

10/6/2008 Page 96 of 143



NETLAB+ Instructor Guide Www.netdevgrroup.com

You may see an alerts indicator on the page. Selecting Alerts will display informational
or error messages pertaining to the status of lab devices. You may see the Initializing
indicator displayed on the page at the very beginning of your session. This indicates that
NETLABH+ is in the process of initializing the lab devices in the topology to prepare them
for use. See section 8.1 for more information concerning Initializing and Alerts
indicators.

If a lab exercise was selected when the lab reservation was made, or if an instructor

selects an exercise during an instructor-led session (see section 9.7), the topology shown
may contain graphics specific to the lab exercise.

Topology | Action Status Connections Load Save

Click on the terminal or router icons to open console connections to the routers.

-'..-lltl"'"l!l... -i"l-‘-""!'l-i"
. 'I_‘- "I-- "‘.'
a¥ . --l L]

R1 R2
GAD BHM

This lah is using a NETLAB Basic Router Pod.
Router B3 is not used in this lab.

Click the Show Lab Content button below to view the instructions for this lab.
The instructions are in PDF format and require the Adobe Acrobat Reader.

1.2.3 Review of Basic Router Gonfiguration with RIP Show Lakh Content
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Another example of the Topology tab for a lab reservation to perform a selected lab
exercise.

Topology | Action Status Connections Load Save

Click on the router or terminal icons to open console connections to the routers.

Click the Show Lab Content button below to view the instructions for this lah.
The instructions are in PDF format and require Adobe Acrobat Reader.

2.3.6 Propagqate Default Route Information in an OSPF Show Lah Content
Domain
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Here, we have opened a connection to R3 by clicking on the device icon shown on the

Topology tab.

#%% NETLAE [svstem process) departed the connectioh... _J
Fouter>=sho wer

Cisco Internetwork Operating 3yvstem 3oftware

I0% (twm) 2500 Software (CZ2500-P-L), Version 12.1(22), RELEASE 30
Copyright (c) 1986-2003 by cisco Systems, Inc.

Compiled Tue 30-Dec-03 04:09 by nmasa

Image text-base: 0x03041B7C, data-base: 0x00001000

EOM: Svstem Bootstrap, Version §5.2Z(8a), REELEASE S0FTWARE
EOOTLDRE: 3000 Bootstrap 3oftware (IGE-RXEOOT), Verszion 10.2(8a),

FEouter uptime iz 7 minutes
ysten returned to ROM by power-on
SJysten image £ile is "flash:iczZi00-p-1.121-22.bin"

cisco 2500 (68030) processor (revision L) with 6144E/20458K bytes
Processor board ID 03233200, with hardware rewision 00000000
.25 zoftware, Version 3.0.0.

1l Ethernet/IEEE 80Z.3 interface(s3)

Z 3erial network interface(s)

32K bytes of non-volatile confiquration memory.

192K bytezs of processor board 3yvstem flash (Fead ONLY)

Configuration register is 02142 {(will be 0x2102 at next reload) |
--More-- I =

|

]
Dizconnect | Cantral | Pauze | History | Wiho | Status | Break | Tilde: | Calar | Font | Help |

m@ METLAE ‘ ‘janedne ‘F‘OD1 IEJ connected .
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9.2 Action Tab

The Action tab provides a convenient method to power off, power on, power recycle,
scrub devices (return them to clean state) or perform automatic password recovery.
Actions may be performed on single devices or the entire pod simultaneously.

The text box located on this tab displays the passwords NETLAB+ will use to access the
devices. If the equipment passwords are not configured to match these, NETLAB+ may
not be able to complete the requested action. If this type of error occurs, the ALERTS
icon will flash. Errors can be retrieved by clicking on the icon. Also, if the equipment
passwords do not match the listed passwords that NETLAB+ expects to be used in the lab,
the final configuration will not be saved for instructor review or student use for a future
reservation

To perform an action on one device in the topology, select the Action command from the
drop down menu next to a single device.

Topology  Action Status Connections Load Save Exercise

ACTION ACTION O EMTIRE POD
R1 Cizco 1841 (3001/x%) —sglect— V —select— b
Rz Cisco 2801/2811 (S0/1./%) m
. pioweEr 0
F3 Cisco 2801/2811 (S0/14%) power on
FC1a  Linux power recycle
PC1h Other scrub denvice

PEsSSWo rol reconver

For automated operations to work properly, please use the following passwords for
lab routers, switches, and firewalls:

console: cisco enable secret: class

Selecting the Action command from the drop down menu under “Action on Entire Pod”
will perform the selected action on each device in the topology. Connections to devices
can be made from this tab by clicking the hyperlink for the device.
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Connections Load Save Exercise

ACTICN

F1 Cigco 18471 (S0/1/%)
F2 Cigco 28012811 (S0AM1/%) | —select—
F3 Cisco 280152811 (50A1/%) | —select—

PC1a Linux
PC1h Other

—zelect—

—select—
—zelect—

Ll S R 4

ACTICON O EMTIRE PO

—zelect— i

power off

power on

power recycle
password recover
scrub device

For automated operations to work properly, please use the following passwords for
lab routers, switches, and firewalls:

console: cisco

enable secret: class

Routers, switches and firewalls are accessed through a console connection (see section

8.2.1). NETLAB+ also provides connectivity to PCs (see section 8.2.2). Not all actions
are available on all types of devices. Certain restrictions apply when the lab device is a
remote PC, depending on the type of implementation selected. Please see the NETLAB+

Remote PC Guide for more details.

Availability of Actions for Lab Devices:

Console Based PC Based PC Based
Router, Switch, Direct/ Direct/
Firewall VMware (GSX) Standalone
Power Off Yes Yes No
Power On Yes Yes No
Power Recycle Yes Yes No
Password Yes N/A N/A
Recovery
Scrub Device Yes, erases Yes, reverts to a Yes, performs a
configuration. shapshot (built reboot to revert to a
into VMware) if clean state (requires
feature is enabled | third party software).
by administrator.
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9.3 Status Tab

The status of all devices in the topology is displayed on the Status tab. For reservations
that are instructor-led or team sessions, several users may be attached to the devices. The
number of users will be displayed in the Users column. You can also access a device by
clicking the device name.

Topology  Action Status ~ Connections  Load Save Exercise

£ USERS STATUS
R Cisco 1841 (S0M/%) OoN 2 narmal
R2 Cisco 280142811 (S0M/) ) QN O naormal
R3 Cisco 2801/2811 (S0M/4)Cy QN O normal
FC1a Linux G online
FC1b Cther (oN O online
PC2 naot implemented in this pod
FPC3 not implemented in this pod

CLICK ON THE DEVMICE MAME T OPEN & COMNMECTION

94 Connections Tab

Device connections are shown on the Connections tab. For reservations that are
instructor-led or team sessions, several users may be attached to devices during a lab
session and their User Id and Names are displayed. Each user attached to the device is
assigned a Priority to determine who can assert exclusive control over the devices when
more than one user is sharing the device’s console port. Instructors have priority over
students. NETLAB+ automated operations have priority over both instructors and
students. This tab also contains a button to Drop My Connections that allows connected
users to quickly disconnect from all devices. Connections to devices can be made from
this tab by clicking the device name.

Topology  Action Status Connections Load Save Exercise

ISER IC M AME PRICRITY
F1 Cigco 1841 (30014%) Jdoel00E Jane Doe 3
J=mith John Srith 1
R2 Cigco 280172811 (S0M4) - - -
R3 Cisco 280172811 (S0M14%) - -
FC1a Linux Jsmith John Smith
FC1hb Cther - - -

CLICK ON THE DEVICE MAME T GPEN & COMMECTION

<L Drop My Connections
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9.5 Load Tab

The Load tab is used to load saved configuration files into one or more console based
devices. These saved configuration files can be the result of a previously saved session,
or files created and edited offline. The file path is displayed at the top of the directory
list. The top level folders allow for separation between personal and class files (see
section 10).

Topology  Action Status  Connections Load Save Exercise

Top Level Folders Accessible by jdos2006

b ME TvFE
£ My Persanal Falder (jdoe2008) folder
£ My Class Folders folder

For automated operations to work properly, please use the following passwords for
lab routers, switches, and firewalls:

console: cisco enable secret: class

Selecting the My Class Folders link will display a shared files folder and a system files
folder for each class. Here we’ll select system folder for the CCNP Fall Class.

My Class Folders (jdoe200E6]

ol ME

g0 wo one level

3 cona 101 Shared Files

£3 coma 101 System Files

£3 CoNP Fall Class Shared Files

E CCMP Fall Class System Files I

fall ccna Shared Files
(3 FNS Class Shared Files
CIFNS Class aystem Files
3 FNS review class Shared Files
C3 FNS review class aystem Files
£ spring ccna Shared Files
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In this example we see that there are two configuration folders in the System Files folder
LAST_SAVED_BRPV2 and Example for CCNP Lecture 1. Configuration folders
contain configuration files for each device in a lab topology. If all devices will be
configured from saved files, it is more efficient to save all device configuration files into
a single folder. This folder can then be used to load all devices. See section 10 for
details concerning configuration file management.

Topology  Action Status  Connections  Load Save Exercise

CURREMT FOLDER: CCHP Fall Class System Files

P& RE TvPE SIZE  UPDATED

go Wp one leve!

3 Test Frep folder

LAST SAVED BRPYWZ config folder Won Feb B, 20085 3:50FPM
Example for CCHP Lecture 1 canfig falder Fri Feb 10, 200E 2:452M

For autamated operations to wark properly, please use the following passwords for
lab routers, switches, and firewalls:

console: cisco enable secret: class

Here, we’ve selected the LAST SAVED_BRPV?2 configuration folder. The folder
contents are displayed.

Topology  Action Status  Connections Load Save Exercise

CURREMT FOLDER: CENP Fall Class System Files - LAST_SAVED_BRPV2

MAME TYPE =IZE IPCATED

qo up one laval folder

£ m config 813 Thu Feb 9, 2006 1:18FM
& no config 813 Thu Feb 9, 2006 1:18FM
£ nz config 813 Thu Feb 9, 2006 1:18FM

[ Load All Devices ] reload with erase before loading

For automated operations to work properly, please use the following passwords for
lab routers, switches, and firewalls:

console: cisco  enable secret: class
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Select the Load All Devices button to load the configuration files for each device. You
may load all devices with the saved files with the option of erasing the devices prior to
loading these files. If the erase option is selected, NETLAB+ will perform a write
erase/reload prior loading the selected configuration file. Erasing prior to loading files
may be necessary if the passwords have been misconfigured or forgotten. If the erase
option is not selected, NETLAB+ will load the overlay the configuration “on top of” the
existing configuration, this process is faster but may produce “side effects” depending on
the current device configuration.

A pop-up window will confirm the loading process is taking place.

+ |oading configuration for jdoe2006 on R1 : Submitted
+ |oading configuration for jdoe2006 on R2 : Submitted
+ |oading configuration for jdoe2006 on R3 : Submitted

Your request may be delayed by other jobs,
Any errors encountered will be sent as alerts,

There is also the option to select a file in the configuration folder to load a single device.
Here, the file R1 was selected. The file may be loaded into any selected device.

Topology  Action Status Connections Load Save Exercise

COMFIGURATION FILE
& CCNP Fall Class System Files > .LAST SAVED BRPV2 > R1

0 BE LOADED
_______ hd reload with erase befare loading

;select—"
Cancel |

RZ

—E%med operations to work properly, please use the following passwords for

lab routers, switches, and firewalls:

console: cisco enable secret: class

After choosing a device and selecting OK, a pop-up window will confirm the loading
process is taking place.

+ loading configuration for jdoe2006 on R1 : Submitted

Your request may be delayved by other jobs,
Any errors encountered will be sent as alerts,
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The page also displays the passwords that NETLAB+ will use to access the devices for the
loading process. If the currently configured passwords do not match these, NETLAB+
may be unable to access the devices to load the files.

This does not apply to Remote PCs.

Files are only loaded from this screen; they cannot be edited here. To edit files the
instructor must use the File Manager accessible from the MyNETLAB main page.
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9.6 Save Tab

The Save tab is used to save the configuration files of one or more console based devices
into selected folders that reside on the NETLAB+ server. Configurations can be saved at
any point in the lab reservation. There are two options when saving configuration files.
A configuration folder can be created to hold the configuration files for all devices or
files for specific devices can be saved individually. To manage configuration files,
please refer to section 10.

Topology  Action Status Connections Load Save Exercise

CURREMT FOLDER (configurations saved here)
(3 jdoe2006 Change Folder

SANE AL (enter a folder name)

Lecture 2 Configs Sawve All

FILE MARE

@ R1 |R1 Save
@ F2 |RZ Sawe
@ F3 |R3 Save

Cwerwrite existing configurations

For automated operations to work properly, please use the following passwords for
lab routers, switches, and firewalls:

console: cisco  enable secret: class

Select the Save All option to save configuration files for each device into a configuration
folder. You must enter a folder name in the box to the left of the Save All button.

Configuration files devices can also be saved individually. The descriptive file name
may be edited in the text box prior to clicking the Save button next to the device. The
configuration file will be saved in the listed directory. Files can be overwritten
depending on the state of the overwrite checkbox.

Use the Change Folder button if you wish to navigate to another directory location, .
prior to saving folders or files. The folder structure is hierarchical and can be used to
save the configurations from multiple sessions. These files can later be retrieved, edited,
or loaded into devices in the topology.

The flowchart below illustrates the process that NETLAB+ will follow to automatically

save lab configurations at the end of a reservation. The configuration is automatically
restored for the next reservation (of the same type) when the Restore from Last Saved
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Config option is selected while confirming the reservation. If the device passwords are
correct (i.e. match NETLAB+’s), the saved configurations will reflect the “running-
config”. If the device passwords are not correct, NETLAB+ will save the “startup-config”

based on the last “copy run start™.

//\\ How does NETLAB save configurations?

// Davice ™.
A wasletin e Y
- . gpnabled
., mode
~.
e
N
/;\\ v
/NETLAB Y METLAR exfracts
< can get enabled ™~ Y cautput from
using class -
\Easm\rords g show running-config
™

v
7N

METLAE performs
password recavery

running-config

is lost
/7 “, METLAE extracls ¥
o e atitput from METLAE stores a
Userdida ™. configuration which will
/copy run start . Y show startup-confly reflect the configuration at
< after completing " ¥ the and of the lab.
. execise e same as
\‘\ e running-cantig This is Good
e N at end-of-lab
T
- N METLAE stores o
- \\ METLAR aviracts configuration whi!::h will
7 User did a Y autput fram reflzct the running
< copy runstart - " w configuration at the point
~ Al soime pniﬂ} - show startup-config of last copy run start.
.
\v,*/ May be Incomplete
M
L ]
th oh. METLAB extracts NETLAB stores 3
Useris abouttoget | aukpuk o “blank® configuraticn.
a realworld lesson .
about forgstting to Sho sEa-conily All Work is Lost
eopy run start
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9.7 Exercise Tab

For lab reservations that have been scheduled as instructor-led training sessions (see
section 7.1), there is an additional tab, the Exercise tab.

The Exercise tab allows instructors to select lab exercises during the lab reservation.
Changing the exercise during an instructor-led session allows you to cover multiple
exercises during a single session. This might be useful when you wish to review a prior
concept before moving on to new material. The current lab exercise is displayed at the
top.

Topology ~ Action Status Connections Load Save Exercise

Current Lab Exercise

1.2.3 Review of Basic Router Configuration with RIP Show Content

1.2.3 Beview of Basic Bouter Canfiguration with BIP -
1.2.4 Converting RIF «1 to RIF w2

1.2 5 Verityving RIF w2 Configuration

1.2.6 Troubleshooting RIF «2 using Debug

2.3.1 Configuring OSPF

2.3.2 Configuring OSPF with Loopback Addresses

2.3.3 Moditying OSPF Cost Metric

2.3.4 Configuring OSFF Authentication

2.3.5 Configuring OSFF Timers

2.3.b Fropagate Default Route Information in an O5FF Domain h

Load default configuration files far exercize (if any)

[ Change Exercize
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The Topology page shows information for the current exercise.
Topology = Action Status Connections Load Save Exercise

Click on the terminal or router icons to open console connections to the routers.

LLLLLL T
® g
-

R1 R2
GAD BHM

This lah is using a NETLAB Basic Router Pod.
Fouter R3 is not used in this lab.

Click the Show Lab Content button below to view the instructions far this lab.
The instructions are in PDF format and require the Adobe Acrobat Reader.

1.2.3 Review of Basic Router Configuration with RIP [ Show Lah Content ]

The instructor may return to the Exercise tab at any time during the lab session and select
another lab exercise.

Topology Action Status Connections Load Save Exercise

Current Lab Exercise
2.2.6 Propagate Default Route Information in an OSPF Domain show Content

£.3.1 Configuring OSFF -
£.3.2 Configuring OSFF with Loopback Addresses

£.3.3 Modifying O3FF Cost kdetric

2.3.4 Configuring O3FF Authentication

¢35 Configuring O5PF Timers

2. 3.6 Propagate Default Bauwte Information in an O5FF Damain

3.2.1 Configuring EIGRF

3.2.3%erifving Basic EIGRF

5.2.2 Canfiguring Frame Relay FVC

Feserve Basic Router Pod (ho exercise) hd

Load default configuration files far exercise (if any)

[ Change Exercize
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The Topology page will be updated with graphics for the new exercise. Students viewing
the topology page will need to reload the page to see the updated exercise information.

Topology = Action Status Connections Load Save Exercise

Click on the router or terminal icons to open console connections to the routers.

Click the Show Lab Content button below to view the instructions for this lab.
The instructions are in PDF format and require Adobe Acrobat Reader.

2.3.6 Propagate Default Route Information in an OSPF Show Lah Content

Domain

10/6/2008 Page 111 of 143



NETLAB+ Instructor Guide Www.netdevgrroup.com

10 File Manager

The File Manager is used to view add, change, or delete configuration
O files and folders. NETLAB+ can upload and download configuration files
() to routers, switches, and firewall devices in the lab. These files are stored
in the NETLAB+ file system. To access the file manager, select File on
the MyNETLAB menu bar or select the icon on the body of the page.

File |Scheduler Account Class Profile Curriculum Archive Logout Help

NETLAB+ can upload and download configuration files to console based devices in the
lab. These files are stored in the NETLAB+ file system.

To avoid reliance on the lab topology and state, NETLAB+ performs these operations
through the console port on each device. When loading a configuration into a device,
NETLAB+ will enter configuration mode and send each line of the configuration file as if
you had typed it manually. When saving a configuration, NETLAB+ captures the output
from the 'show running' or equivalent commands

Configuration Files contain the actual device configurations.

1 Ordinary Folders may contain other ordinary folders, configuration folders, and
configuration files.

0 Configuration Folders are special folders used for 'Load All' and 'Save All'
operations.

= When you issue a 'Load All' request to NETLAB+, you are requesting that the
entire equipment pod be loaded with configuration files from a named
configuration folder. Any configuration files whose file name matches the name
of the device are loaded into the device. Configuration files whose names do not
match a device name are not loaded in a 'Load All' operation.

= When you issue a 'Save All' request to NETLAB+, you are requesting that the
configuration of each device in the equipment pod be saved. NETLAB+ will
create a configuration folder using the name specified and create a configuration
for each device in this folder. The name of each configuration file will match the
name of the device from which it was saved.
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10.1 Open Configuration Files

The top level folders allow for separation between personal and class files. The top level
folders cannot be modified.

My Ceonfiguratien Files

. O Clicking on a folder file changes the current folder
. S Clicking on a configuration file opens the file for wiewing ar editing

Top Level Folders Accessible by jdos2006

MAKE TFPE
£ Wly Persanal Folder (jdoeZ006) folder
£ hly Class Faolders folder

@Due to access restrictions, you can not create, modify or delete files and folders
here,

<3 Return to MyMETLAB

Selecting the My Class Folders link will display file folders for shared files and system
files for each class. Here we’ll select the shared files folder for the CCNP Fall Class

My Clazs Folders (jdoe2008)

FLAME TYFE

g0 wo ane level folder
CJ CCNA 101 Shared Files folder
C3 conA 101 System Files falder
E’ CCHNP Fall Class Shared Files folder
C3 CCNP Fall Class System Files folder
CO fall cona Shared Files folder
COFNS Class Shared Files folder
COFNS Class System Files folder
CJ FNS review class Shared Files folder
CI FNS review class System Files folder
. spring ccna Shared Files folder

4> My Top Level Folders

@Due to access restrictions, yvou can not create, modify or delete files and folders
here,
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The files in the class shared folder may be accessed by the students enrolled in the class.
Students may view files, copy files, and load devices with configuration files and folders.
Students do not have access to add, edit or delete items in the class shared folder.

My Ceonfiguration Files

. Clicking on a folder file changes the current folder
. B Clicking on a configuration file opens the file for viewing or editing

CURREMNT FOLDER: CCHP Fall Class Shared Files

SELECT |MAME TFE SIFE  UPDATED
go up ane level
A Configs Exercise 1 config falder Fri Feb 10, 2006 11:134M
C] Configs Exercize 2 config folder Fri Feb 10, 2006 3:26FM
A & CoNP Test Commands config 26 |Thu Feb 9, 2006 11:35AM
O & R config 813 |Fri Feb 10, 20086 3:16FM

ction on this falder —> K2 <> My Top Level Folders | £ Refresh List

<— petform a

Here, we select the R1 configuration file.

@ CCNP Fall Class Shared Files = R1

! NETLAE saved configuration: tCime="2006-02-10 15:49:49 TUTC" el &
' device="R1" user="CCHF Fall Class"™ reservation="90g"

' config location="RUNNING" hardware="C1341-301"

1

version 12.4

service timestamps debuy datetime msec
service timestamps log datetime msec
no sService password-encryption

hostname Fouter

!

hoot-start-marker
hoot-end-marker

1

J

no &as hew-model

J

resource policy

J

mni polling-interwval &0
no mmi auto-configure

nn i e

£ »
/ Edit This File | Close |
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Select Edit This File in order to make modifications.

& CCNP Fall Class Shared Files > R1
'l NETLAE saved configuration: time="2006-02-10 15:49:49 TTC" =1 A
' device="R1" user="CCNF Fall Class" reserwvation="905"
'l config location="RUNNING" hardware="C1541-301"

11

[

wversion 12.4

service timestamwps debug datetime msec

service timestamwps log datetime msec

no service password-encryption

|

hostname Router

|

hoot-start-marker

hoot-end-marker

|

[

no aas new-model

[

resource policy

|

mmi polling-interwval 60

no mmi auto-configure

ma rnd nere
£ b
() Save Changes £ Cancel

Select Save Changes to save the modified version or Cancel to exit without saving.
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10.2  Creating Folders and Files

Using the File Manager, you can create a configuration file or folder outside of a lab
session by creating, naming, and editing the file or folder. You may find it useful to
create a configuration file offline when you want to practice your router commands or
create files to use in later sessions. These files can be created whether or not you have
access to a router pod. These configuration files can be saved and later applied to one or
more routers in the topology during a lab session.

In this example, we’ll create a new configuration folder in the current directory.
Configuration folders provide a convenient way to store and access configuration files for
a topology (see section 10). Select the list item, Create new configuration folder and
then select Go.

My Ceonfiguration Files

« Clicking on a falder file changes the current folder
« B Clicking on a configuration file opens the file for viewing or editing

CURRENT FOLDER: CCNP Fall Class Shared Files

SELECT MAKE TYFE SIFE  UPDATED
go un one fevel
o Configs Exercise 1 config folder Fri Feb 10, 2008 11134
¥ Configs Exercise 2 config folder Fri Feb 10, 2005 3:25FK
0 €8 CoNP Test Commands config 26 | Thu Feb 3, 2006 11:36AM
O |k config 812 |Fri Feb 10, 2008 3:.47PM

 <— perform action on this folder—> % Go ] <> My Top Level Folders | &) Refresh List

<— petform action on this folder —2
Create new configuration file
Create new ordinary folder

Create new configuration folder

Add selected items to copy list
Delete selected items
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Specify the name of the new folder and then select the Create button.

Create Configuration Folder
Please specify the name of your new folder, then click the Create button.

CURRENT FOLDER (nesw folder is created herg)

El CCHP Fall Class Shared Files
MEWY FOLDER FMAKME (required) TYPE

Configs Exercize 3 Configuration Faolder

(4 Create | [ Cancel |

The Configs Exercise 3 configuration folder is now displayed in the directory list..

CURRENMT FOLDER: CCENP Fall Class Shared Files

SELECT MAKE TYFE SIZE UPDATED
go up ohe Jevel
F] Configs Exercise 1 caonfig falder Fri Feb 10, 2006 11:134M
O] Configs Exercise 2 caonfig falder Fri Feb 10, 2008 3:25PM
] Configs Exercise 3 caonfig falder Sat Feb 11, 2006 9:394M
O @ CCMP Test Commands config 25 |Thu Feb 9, 2006 11: 3520
O |4 R config 812 |Fri Feb 10, 2006 3:47 P
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In this example, a new ordinary folder will be added to the directory. Creating ordinary
folders will allow you to create a custom hierarchical structure to organize your
configuration files and configuration folders.

CURREMT FOLDER: CCNP Fall Class Shared Files

SELECT MAKE

9o up one level
Configs Exercizse 1
Configs Exercise 2
Configs Exercize 3

& CoNP Test Commands

& R

Ooa0|c

TPE

config folder
config folder

config folder

- Create new ardinary folder

SIZE UPDATED

Fri Feb 10, 2006 11:13AM
Fri Feb 10, 2005 3:26FM
Sat Feb 11, 2006 9:33.AM

config 26 |Thu Feb 9, 2005 11:36AM
config 812 |Fri Feb 10, 2005 3:47Fh
Go ] 4= My Top Level Folders | £ Refresh List

<— perform action on this folder—>»
Create new configuration file

Create new ordinary folder

Create new configuration folder
Add selected items to copy list
Delete selected items

Enter the name of the new ordinary folder and then select the Create button.

CURRENT FOLDER (new: folder is created here)
3 CCNP Fall Class Shared Files
HEW FOLDER: MAME (recuired)

Fractice Exam

() Create I [3 Cancel |
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The Practice Exam folder is now listed in the directory.

CURRENT FOLDER: CCNP Fall Class Shared Files

SELECT MARE

g0 up ohe level

CJ Practice Exam

Configs Exercizse 1
Configs Exercise 2
Configs Exercise 3

& CCNP Test Commands

& R

OO0 0O0od

<— perform action on this folder—>  +

Here, we’ll create a new configuration file. Select the list option, Create new
configuration file and then select Go.

CURRENT FOLDER: CCHP Fall Class Shared Files

SELECT MAME

g0 up one level

C0 Practice Exam

Configs Exercizse 1
Configs Exercise 2
Configs Exercise 3

& CONP Test Commands

& R

Ogooigaoa

T%FE

folder
config folder
config folder
config folder
config

config

SIZE  UPDATED

26

Wwww.netdevgrroup.com

Fri Feb 10, 2006 11:13AM
Fri Feb 10, 2006 3:26FM

=at Feb 11, 2006 3:39.4M
Thu Feb 3, 2006 11:36AM

812 |Fri Feb 10, 2006 3:.47PM

<> My Top Level Folders | &) Refresh List

T%FE

folder
config folder
config folder
config folder
config

config

<— perorm action on this folder —> &

GD]

<— perform action an this folder —»

Create new configuration file
Create new ardinary falder
Create new configuration folder
Add selected items to copy list
Delete selected items

10/6/2008

SIZE  UPDATED

26

Fri Feb 10, 2008 11:13AM
Fri Feb 10, 2006 3:26FPM

=at Feb 11, 2006 3:394M
Thu Feb 3, 2006 11:36AM

812 |Fri Feb 10, 2008 3.47PM

<> My Top Level Folders | £ Refresh List
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The Configuration File Edit Page will be displayed. You will be required to enter a file
name. After entering in CLI commands, select Save to store the configuration file.

CURREMT FOLDER [nesw file is created here)
3 CoMP Fall Class Shared Files
FILE MARE (reguired) TPE

sample Commands & Configuration File
CLICObrdARDE

zhow wversion

() Save | [ Cancel |

A confirmation message will indicate that the file has been saved in the current folder.

@ Sample Commands was created in current folder,

() OK
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10.3 Deleting Files and Folders

To delete items in the current directory, select the box to the left of the file and/or folder
name. From the drop-down menu list, select Delete Selected Items and then click the
Go button.

CURREMT FOLDER: CCHP Fall Class Shared Files

SELECT MAME TYPE ZIZE  UPDATED
go up ane level
o Configs Exercise 1 config folder Fri Feb 10, 2008 11:134M
] Configs Exercise 2 config folder Fri Feb 10, 2006 3:26P M
Configs Exercise 3 config folder Sat Feb 11, 2005 9:392mM
[0 € conP Test Commands config 26 |Thu Feb 8, 2006 11:36AM
O & ri config 812 |Fri Feb 10, 2006 3:47FPM
Ll Sample Commands config 12 |Sat Feb 11, 2006 10:19AM
 <— perform action on this folder—> | Go ] 4= My Top Level Folders | £ Refresh List

<{— perform action on this folder —»
Create new configuration file
Create new ordinary folder
Create new configuration folder
Add selected items to copy list

Delete selected items

Confirm that you wish to delete the items by selecting the OK button.

79 Delete selected files / folders / sub-folders?

| K Cancel

10.4  Copying Files and Folders

The NETLAB+ File Manager includes a process that allows you to easily copy files from
one folder to another. This can be useful if you wish to create new configuration files by
editing a copies of existing files.

In this example, we will copy the configuration files from the Configs Exercise 1 folder.
Select the files to be copied by click the select box to the left of each file name. From the
drop-down menu list, select Add selected items to copy list and then click the Go
button.
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CLEREMT FOLDER: CCHP Fall Class Shared Files = Configs Exercise 1

SELECT MAWE TvPE ZIZE IPD A TED
qo up one level folder
& R config 813 | Sat Feb 11, 2006 12:09PM
& o config 813  |Sat Feb 11, 2006 12:09PM
& 3 config 813 | Sat Feb 11, 2006 12:09PM
 <— nerform action on this folder—> | Ga ] 4> My Top Level Folders | £ Refresh List

<— petform action on this falder —>
Create new configuration file
Create new ordinary folder
Create new configuration folder

Add selected items to copy list

Delete selected iterns

The three selected items have been added to the copy list.

Copy List

There are 3 iterms in
vour copy list,

[ Show [temns ]
| Paste to Current Folder |
( Clear List |

You may display a list of the items in the copy list by selecting the Show Items button.

COPY LIST (3 tems)

SELECT FILE STATUS
[0 € CCNP Fall Class Shared Files = Configs Exerzise 1 > R1 |ready to copy
[0 €% CCNP Fall Class Shared Files = Configs Exerzise 1 > R2 |ready to copy
[0 € CCNP Fall Class Shared Files = Configs Exerzise 1 > R3 |ready to copy

<= Return to Current Folder | = Remove Selected from Copy List

Next, traverse the directory structure to make the Configs Exercise 2 folder the current
folder. The files in the copy list will be copied to this folder by selecting Paste to
Current Folder button on the copy list box.
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Use the file manzger to manage configuration files for your lab

Copy List
device. The help page contains a complete description aof this

There are 3 items in

feature, your copy list,
[ Show Iterns ]
My Configuration Files | Paste to Curent Folder |
Lo [ Clear List ]
+« O Clicking on a folder file changes the current folder

- Clicking on a configuration file opens the file for viewing or editing

CLRREMT FOLDER: CCNP Fall Class Shared Files = Configs Exercise 2

SELECT MAME TYFE SIZE IPDATED

o W one Jewel folder

<— perform action on this folder —> |+ < My Top Level Folders | £ Refresh List

Confirm that you wish to copy the files into the current folder by selecting the OK
button.

7 | Paste 3 itemn(s) in copy buffer to CCNP Fall Class Shared Files>Configs Exercise 27

| 2k Cancel

A list of the items copied will be displayed with the status of the copy process for each
item.

COPY LIST (3 items)

SELECT FILE STATUS

[0 |43 cCNP Fall Class Shared Files > Configs Exercise 1 = R1 | copied OK
[0 €3 CCNP Fall Class Shared Files > Configs Exercise 1 > R2 | copied OK

[0 €3 cCNP Fall Class Shared Files > Configs Exercise 1 = R3 | copied OK
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The copied files are now listed in the directory of the Configs Exercise 2 folder.

CLIEREMT FOLDER: CCNP Fall Class Shared Files = Configs Exercise 2

SELECT MAME TYPE SIFE UPDATED
Go U onhe Jevel falder
O @ R confiy 813 |Sat Feb 11, 2006 12:37PM
O @ r2 confiy 813 |Sat Feb 11, 2006 12:37PM
O & r3 confiy 813 |Sat Feb 11, 2006 12:37PM

<— perform action on this falder—»  + <> My Top Level Folders | 5 Refresh List

Clear out the items in the copy list by selecting the Clear List button.

Copy List

There are 3 itermns in
vour copy list,

[ Show [temns ]

| Paste to Curent Folder |

[ Clear List ]
10/6/2008
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10.5 Interface Name Translation

Your NETLAB+ server may contain pods containing Cisco routers. The I0S commands
used to configure router interfaces for one hardware type may not be compatible with
other hardware types in your pods. For example, if you have 2600 series routers in Pod
A and 2500 series routers in Pod B, a configuration file created with commands
compatible with the 2600 series routers will not work if loaded into the 2500 series
routers. The interface commands below illustrate this incompatibility.

Configuring an Ethernet interface on a 2600 series router:

2600 _router# interface fastethernet 0/0
2600 router# ip address 10.10.10.2

Configuring an Ethernet interface on a 2500 series router:

2500 router# interface ethernet 0
2500 router# ip address 10.10.10.2

NETLAB+ Academy Edition pod types support interface name translation. This feature
allows configuration files saved by NETLAB+ to be loaded, without errors, on a different
pod with different router types. As a configuration is loaded, NETLAB+ will substitute
the correct interface names for the actual router types being used (if necessary). To do
this, NETLAB+ maintains a fixed table of interface names that should present on each
router model. This may influence the selection of modular interface cards and slot
placement within the router.

Configuration files and folders created during lab sessions using the Save tab of the Lab
Access interface will contain metadata allowing the configuration commands to work
with multiple router hardware platforms. Using the Save tab (see section 9.6) will ensure
that configuration files and folders will work across router hardware types.
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11 Archive
The Archive contains session logs and configuration files from completed
S lab reservations. Examining the archive files is a very convenient means of
evaluating the performance of your students. Archived data is accessible
8 only by the lead instructor of the class. A retention policy for archived data

for each class is set in the class manager. For information on setting class
management options, please see section 5. To access the archive, select Archive on the
MyNETLAB menu bar or the icon on the MyNETLAB page.

File Scheduler Account Class Profile Curriculum JArchivel Logout Help

The archive class list displays all classes for which you are designated lead instructor. To
view archived data, select a class from the list.

CLASS pAME LEAD INSTRUCTORCS) ®EMROLLED START DATE ErD DATE
O FMS review class Jane Doe 3 Maone Mone
© CCHNP Fall Class Jane Doe G Jan 21, 2006 May 15, 2006
O FME Class Ann Dole 2 Mone Mone
Jane Doe
© CCNA 101 iR 3 [None None
Jane Doe
© Spring COMA T Jane Doe 4 Jan 21, 2006 May 20, 2006
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11.1 View Archived Data from Individual Reservations

The archive list may be set to display all learners in the selected class, or only those with
data in the archive. The list displays the total number of archived files for each student
that occurred within the retention period set for the class. See section O for details on
setting the retention period for a class.

CCMP Fall Class

Lead Instructoriz) |Jane Doe
Self Study Access |ndividuals, Teams
Retain ConfigzLogs |ILT Class, Student or Team
Retertion Period |30 days

Reservations Completed by Individual Learners

O Display class members with data in the archive
@ Display all class members

Click on the student's name to access their completed |ab reservations in the archive,

STUDENMT ARCHIVE

P& hAE USER D LGNS LAST Lok ARCHMNED
© Ann Dole Adole 4 'Wed Feb 8, 2005 4:25PM 1
© Eob Miller brniller 1 |Sat Jan 21, 2006 11:17AM 0
© |da Lerner ida200& 3 Wed Feb 8, 2005 3:29P M 2
© Jane Doe Jdoeld006| 46 |=Zat Feb 11, 2006 747 Fh 0
© John Smith jsmith 3 |Fri Feb 10, 2008 10:54 A0 1
© hlary Smith rrsrmith 3 Mon Feb B, 2006 G:00P M 1
© Yictoria Stevens |vstevens | 0 never 0
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Select a student name to view the list of archived logs for the student.

CLASS ARCHIYE FOR Mary Smith (mzmith)

IC DATESTIME EXERCISE STATUS
© 592 Mon Feb B, 2006 5:00PM  Reserve Basic Houter Pod Yersion 2 (ho exercise) completed

© 914 Sat Feb 11, 2006 3:00PM Reserve Basic Switch Pod “ersion 2 (no exercize) not attended

Select one of the archived files by clicking on the ID number. The NETLAB+ Log
Viewer allows an instructor to review the final configuration files and device output
(logs) from a lab reservation. NETLAB+ records every keystroke and router output of lab
allowing an instructor to rapidly assess how a student or team arrived at a solution.

Log Viewer
MyNETLAB Logout

INETRUCTOR

Summary =LMAR
© Command Index Reservation ID | 352
DatedTime  Fon Feb B, 2006 6:00PM
Final Configs Class CCMP Fall Class
o R1 Uzer Mame  hary Smith (msmith)
:Eg Status |completed

Session Logs

o R1
o R
o Ra

<2 Back |

Llse the navigation links on the left to see the details of this lab.

Details on the use of the log viewer are provided in section 11.4.

10/6/2008 Page 128 of 143



NETLAB+ Instructor Guide Www.netdevgrroup.com

11.2 View Archived Data from Team Reservations

The Student Teams Archive list may be set to display all teams, or only teams with data
in the archive. Select a team to display a list of completed lab reservations.

Reservations Completed by Teams

O Display teams (past or present) with data in the archive
® Display all currently defined teams

The following list shows the current members for each team. Click on the team name
{letter) to access their completed lab reservations,

TEAM ARCHIWE
TEAM (CURREMT MEMBERS ARCHIMNED
© A Ann Dole 2
John Smith
bary Smith
© B “ictoria Stevens 1
© C |Bob Miller 2
[da Lerner

The students listed are the students assigned to the team, the list does not indicate who
actually logged into the reservation. If one of the students from the team logs in to the
reservation, all team members’ names will appear here and the reservation status will
indicate “completed”. Select one of the archived files by clicking on the ID number.

© 319 Mon Feb 13, 2006 Ann Dole (Adole) Reserve Basic Router Pod YWersion 2 completed
11:30P K Jdohn Smith (jsmith) | (ho exercise)
Mary Smith (msmith)
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Here, we see the summary information (see section 11.4.1) for a team reservation. The
summary information indicates this reservation was completed by Team A.

Log Viewer INSTRUCTOR
MyNETLAB Logout

Surmmary =LMMAR
© Command Index Reszervation I 912
DatedTime | Sat Feh 11, 2008 8:00PM
Final Confics Class CCMP Fall Class
O R Team A,
g E% hembers

Status | completed

Seszion Logs

© Rl

L+
o E% Use the navigation links on the left to see the details of

this lah.

<3 Back

See section 11.4 for details on each section of the log viewer.
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11.3 View Archived Data from Instructor-Led Reservations

The archive page lists the number of instructor-led reservations that may be viewed.

Completed Instructor-Led Reservations
There are & instructor-led class reservations in the archive,

Archives of the completed instructor-led class reservations are listed in date/time order.
The archive list displays the length of the reservation.

Instructar-Led Class Archive

I DatefTime Length

391 Mon Feb B, 2006 3:00PM B0 minutes
803 |Thu Feb 3, 2006 10:00AM 90 minutes
906 |Thy Feb 9, 2006 11:30AM B0 minutes
807 | Thu Feb 9, 2006 12:30PM B0 minutes
805 |Fri Feb 10, 2006 10:004k |30 minutes
911 |>at Feb 11, 2006 11:30AM B0 minutes

The archive file is accessed clicking the ID hyperlink.

Log Viewer
MyNETLAB Logout

INSTRUCTOR:

SUMmMary LMV
© Command Index Reservation [0 |S05
DateTime Fri Feb 10, 2006 10:004M
sl EGmiliE Class CCMP Fall Class
0 R Status | completed
o R2
© F3
SESSL0 LICE lUse the navigation links on the left to see the details
© R1 of this lab.
L
L

‘C}EI Back

The functions of the log viewer are described in section 11.4.
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11.4  Archive Log Viewer

The NETLAB+ Log Viewer allows an instructor to review the final configuration files and
device output (logs) from a lab reservation. Since NETLAB+ records every keystroke and
router output of lab sessions, an instructor can rapidly assess how a student or team
arrived at a solution. The instructor may also receive choose to receive this information
by e-mail.

The Log Viewer screen is a framed interface. The left frame is used to navigate to the
Summary, Command Index, Final Configs and Session Logs. The right window is
used to display the data. The following sections show examples of each view available
using the log viewer.

11.4.1 Archive Summary

The Summary shows general information about the session, including the student’s
name and the exercise selected for this reservation. The status of a reservation is
indicated “completed” if the student logged in to the reservation. It does not necessarily
indicate that the student completed all exercise requirements.

Log Viewer
MyNETLAB Logout

INSTRUCTOR

SUmmary SUMMARY
© Cormmand Index Rezervation ID |592
DateiTime hion Feb B, 2008 5:00PR
Final Configs Class CCMP Fall Class
o F1 Uszer Mame  hary Smith (rmsmith)
o R
0 F3 Status | completed
Session Logs
¢ E; Lse the navigation links on the left to see the details of this lab.
(]
o F3

<2 Back |
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11.4.2 Archive Final Configs

The Final Configs section displays the configuration of devices at the end of the
reservation. To see the final configuration for a device, select the device name in the
column on the left frame in the Final Configs section.

Since some exercises can be loaded with the default configuration for all devices, the
final configuration associated with a device may or may not reflect work done by the
student.

This example shows the final configuration for R1.

R1 FIMAL COMFIGURATION

© Summary

© Command Index )
verzion 12.4

fervice timestamps debug datetime msec

Al Conilges service timestamps log datetime mseo
F1 no service password-encryption
0 R !
© F3 hostname R1
I
Seszion Logs hoot-start-marker
hoot-end-marker
o R ,
o R2 ;
o F3 '

no asa hew-model
I

resource policy
<= Back | \

mni polling-interwval &0

no mni sauto-configure

no mwmi pe

mrnl sSmmwp—-timeocut 150

ip subnet-zero

ip cef W
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This example shows the final configuration for R2.

© Summary R2 FIMAL COMNFIGURATION

|
© Command Index ) )
wversion 12.4

service timestawmps debuy datetime mwseo

Flzl Coviili service timestawps log datetime msec
o F1 no service password-encryption
RZ2 !
o F3 hosthnaime Router
|
Ses=ion Logs hoot-start-tarker
o R bhoot-end-marker
|
o Rz ;
o F3 '

no ass hew-tmwodel
|

resource policy
<= Back | |

mni polling-interwval &0

no mini auto-configure

no mini pwo

mini Smmp-timecut 150 i
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11.4.3 Archive Command Index

For routers, switches, and firewalls, NETLAB+ provides a Command Index. The index
lists the sequence of commands that were entered during the lab, across all devices, in
chronological order. You may click on each command to view the resulting output in the
corresponding log file. This tool sorts through all logs, highlights the commands entered
by the student, and allows you to quickly assess the student’s work.

The following example demonstrates the configuration of a serial link. Router R1 was
configured first, followed by R2. Student “jsmith” did all of the work, and it took him
about 2% minutes. By clicking on the “ip address” in the command index, NETLAB+
automatically loads the session log for R2 into the bottom window and advances to the
“ip address” command. NETLAB+ automatically highlights all user input. By clicking
on the last “no shut” command, you could easily determine that the link came up and the
student has successfully accomplished the task.

COMMAND INDEX
Carmmand Indez HMS  USER DEVICE COMMAND
00:13:03 | jsmith R1 ena
Final Configs 00:13:07 |jsmith | R conft
o R1 00:13:17 |jsmith R hostname R1
: E% 00:13:28 | jsmith R1 int serial 0
00:13:54 |jsmith R1 ip address 10.0.0.1 255.255.255.0
Sesszion Logs 00:14:04 |jsmith |R1 clock rate 56000
o R1 00:14:10 | jsmith | R1 no shutdown
:Eg 00:14:11 jsmith R1  |ena

00:15:53 | jsmith 2 ena
00:15:57 |jsmith | R2 conft

_a Back | 00:16:10 jsmith R2 | hostname R2
00:16:17 | jsmith | R2 int serial 0
00:16:35 | jsmith | R2 |i|} address 10.0.0.2 255.255.255.0
00:16:42 | jsmith | R2 no shut
00:17:52 | jsmith R2 end

=ession log for R2 (partial)

BZ (config-if) #ip address 10.0.0.2 255.255.255.0
FZ ([config-if) #no shut

RZ ([config-if) #end

Rz #

O0:13:51: %SYS—E:CONFIG_I: Configured from consi
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The command index for this team reservation shows commands were entered by both

“msmith” and “Adole”.

© Summar
Command Index
Final Configz
© R
o RZ
© F3

Session Logs

© R
e R
& F3

<]EI Back

10/6/2008

COmARMD [NDEX
H:ml: S I=ZER  DEWICE

00:07:40  msmith
00:07:48 msmith
00:08:08 | msmith
00:47:51 Adale
00:47:56 Adale
00:43:14 |Adole
00:48:32 Adale
00:49:19 Adale

[T s Y [ AN B

R1
R1
F1
R2
R
R2
R2
R1

M

ena
sho ver
sho run
sho ver
sho run
ena

sho ver
sho ver

R1 SESSION LOG [PARTIAL]
Fouterrena

Fouterf#sho ver

Cigco IO Joftware,
Technical Zupport:

Copyright (o)

ROM: Svstem Bootstrap,

<

1541 Software

[(C1341-IFEAS

http://vww. cisco. com techa
19586-2005 by Cisco 3ystewms, Inc
Compiled Fri 23-3ep-05 12:43 by evmiller

Verzion 12.3 (51 TS, REI]

b
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11.4.4 Archive Session Logs

Session Logs are used to view all activity associated with the device during the
reservation. Unlike the Command Index, this log is associated with a single device.
These logs can be used to determine what activity occurred on a device during a session.

Here is an example session log of R1.

O Summary
© Command Indesx

Fouter>sho ip interface brief

il e Interface IP-Aiddress OKE? M
o R1 FastEthernetd/0 unassigned TES u
o R FastEthernetd/1 unassigned TES u
o R3 Routerssho vrer
Session Logs Cigco IO3 Joftware, 1341 Software (C1l341-IFBASE-
= Technical Support: http://www.cisco.comdtechsupp
Ré Copyright (o) 1956-2005 by Cisco Iystems, Ino.
: B3 Compiled Fri 23-3ep-05 12:43 by evmiller

ROM: Svstem EBootstrap, Version 12.3(Sr) TS, ERELELR

<2 Back | Fouter uptime is 7 wminutes

Iystem returned to ROM by power-on
Zystem image file iz "flash:iclSdl-iphase-we.124-

Cizeo 1841 (rewvision 5.0) with 114633E/16384EK by
Processor hoard ID FTEOS4S5Y0OXE

2 FastEthernet interfaces

DEAM configuration is 64 bits wide with parity 4%

4 »
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Here is an example session log of R2.

O Summary
© Command Indesx

Router>sho vrer

i) COTIGEE Cisco IOS Software, 2801 Software (C2801-TIPEASE-
o R1 Technical Support: http://www.cisco.com/techsupp
o R Copyright (o) 1986-2005 hy Cisco Systems, Inc.
o R3 Compiled Fri 27-May-05 22:453 by hogluong

Seszion Logs ROM: System Bootstrap, Version 12.3(5r) T, RELEL
° El Bouter uptime is 49 minutes
o ég SGystem returned to ROM by power-on

Gystem image file is "flash:c280l-iphase-mz.124-

Cizco 2801 (revision 5.0 with 114655K/16354K by
<a Back | Processor hoard ID FTE0941F0OTN

2 FastEthernet interfaces

DRAM configuration is 64 bits wide with paritcy d
191K bytes of NVERLM.

GZ27Z0K hytes of ATAL CompactFlash (Read/Write)

Configquration register iz O0x214:2

4 b
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12 Curriculum Content For NETLAB Ae

ﬂ‘l |I !, NETLABAg allow participants in the Cisco Networking Academy
Eﬂf T Program® to view curriculum content within the NETLABag
‘ environment.

Select Curriculum on the MyNETLAB menu bar.

File Scheduler Account Class Profile [Cupiculuml Archive Logout Help

Available curriculum will be displayed in a list and can be selected by clicking on the
subject name. Students will only see curriculum for courses in which they are enrolled.

Only pre-installed curriculum modules are shown. The NETLABag administrator can
add and remove curriculum modules as desired. See your NETLAB g administrator, or
the NETLAB g administrator guide, if you have questions about the availability of
curriculum subjects.

The following subjects are available,

CURRICULUM LIST
SUBJECT LAMGUAGE  COMMERTS

o CTHAT 3.1 | English

© CCMNAT w31 accessible Englizh

© CCRHAT w31 accessible Instructor| English

© CCMNAT Y31 Instructor Englizh
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You will be required to enter your user 1D and password..

| Enter username and password for "CCNAL v3.1 - please enter your NETLAR user ID and password to
| access" at hitp://204.85.2,207

User Mame: :
- |jdoe2006 |

" Password:

.
| |********* |I
. .

- [ Use Passward Manager to remember this password.

The selected curriculum will then be displayed.

CCMA 3: Switching Basics and Infesmediate Routng '-'3.15
CCMAY: Swatching Basics and Inbemmediaie Routing ks the ferd af four E

2 Take the CCNA 3 T L courses leading io the Cisco Cenfed Netwok Assogate (SCHA)
c“rﬂwlum T,uur ceriification. The mm1mummmlpm1ﬂdﬁuuu:
{wariable Length Submet Maskng [YLEM]), & fate raufing ]

protocols (AIF w2, sngle-area O50F, EIGAP), commanddine imerfaoe
configurabon of seimhes, Ethemat swatching, Yirusl LA foLabs),
Spanning Tres Frotoool (5TH, and YLAN Tnmking Frotoood [WTHFI.
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13 Lab Designer

The Lab Designer provides a means of creating a series of custom laboratory exercises
that may be made available for class use.

A lab design is a set of labs and related reference material that may include documents,

images and preset configuration files for each lab exercise. This data is stored in a Lab

Design File. Lab design files are portable. They can be shared, exported, and installed

on other NETLAB+ systems. A set of options and passwords control how the lab design
can be used.

Please refer to the NETLAB+ Lab Design Guide for more information on creating your
own custom lab exercises.

NETLAB+ Lab Design

Documents Images Preset Configs Labs

Index Lah Mame
1 Reserve Basic Router Pod Yersion 1 [nho
Reserve Basic Router Pod Version 2 (o
221 Router Configuration Using S etup
2.2.1 Router Configuration Using 5 etup
229 Cammand Line Fundamentals
2,29 Command Line Fundamentals
3.1.2 Command Modes and Fouter [dent
31.2 Command Modes and R outer [denl
3.1.3 Configuring R outer Passwords
3.1.3 Configuring R outer Passwords
3.1.4 Using Router show Commands

o

Adobe,

0om M s W

==

—/
> | mpE
NETLAB+ NETLAB+
NLX File Server
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14 Pod Designer

Pod Designer is used to create a custom pod layout. A pod design is a template used to
create one or more actual pods on a NETLAB+ system.

Each NETLAB Professional Edition® pod may be a custom pod, and each custom pod
may use a unique pod design. The NETLABgpg license allows custom pods to be used for
commercial training.

NETLAB Academy Edition® allows you to stand up two custom pods, each of which
may use the same pod design, or two unique pod designs. Custom pods deployed on a
NETLABAg system can only be used for training within the Cisco Networking Academy®
Program. Valid uses include challenge labs, or supporting Networking Academy
curriculum for which NDG has not provided an “official” NETLABag pod.

The NETLABAg license does not permit custom pods to be used for any activity
outside the Networking Academy program.

The Pod Designer tool is used to gather the required information about routers, switches,
firewalls, PCs, control device requirements, and images. This data is stored in a Pod
Design File. Pod design files are portable. They can be shared, exported, and installed
on other NETLAB+ systems. A set of options and passwords control how the pod design
can be used. Please refer to the NETLAB+ Pod Design Guide for more details.

NETLAB+ Pod Design

General Settings Images  Control Settings  Lab Devices Remote PCs
rlnine Stanly Client Server Pod (ir) g? \"} 0 |
esc::ml‘«:: Stanly Custom PE Pod 1 - 77
Organization | Stanly Community College !
Copyright g?
ez e
Cloning [] This pod d be cloned -
APC A/
] & B
Actual Pods
=
m Y
= > _— 2} B
J?‘ (N[D|G] " P
NETLAB+ NETLAB+ @— gl -
NPD File Server e =
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15 Log Out

To log out of the NETLAB+ system, select Logout on the MyNETLAB
menu bar, or the link in the body of the page.

MyNETLAB
File Scheduler Account Class Profile Curriculum Archive Help

Logging out of the system when have completed using NETLAB+, will prevent others
from accessing your profile information from a previous connection.
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