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1 Introduction

NETLAB+ is an Internet based network lab for instructor led training developed by Network
Development Group, Inc. NETLAB+ allows organizations to use the power of the Internet to
teach students by facilitating direct interaction with real network equipment. Students
throughout the world have real-time access to the equipment in a training environment that
is easy to manage and allows students and instructors to share connections simultaneously to
the same equipment.

The NETLAB+ system is delivered as a network appliance and requires no customer
knowledge of UNIX, web server software, or other system administration functions.

The administrative tasks detailed in this guide are performed through two types of
interfaces:

System Console: Menu driven interface used to establish basic connectivity.

Web Interface: Almost all administrative tasks are performed through the web-
based interface. Tasks performed using the web-based interface include viewing
logs and alerts, performing system maintenance, management of administrator
and instructor accounts and equipment configuration.

TCP/IP configuration must be performed from the system console to provide basic
network connectivity in order to access the Web-based interface. Please refer to the
Installation Guide or Appendix A of this document for information on console
configuration.
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2 Using the Web Interface

The web-based interface allows the administrator to monitor and maintain the NETLAB+
server and devices. This interface is accessible to the administrator. In order to use the
Web-based Interface, several basic installation tasks must be performed (See the
Installing the NETLAB+ Server section of the NETLAB+ Installation Guide). To access the
login page, direct a browser to the IP address of the NETLAB+ server.

Enter administrator and the factory default password, netlab.
Username: administrator

Password: netlab

The password must be changed during the initial login by the administrator. Usernames
and passwords are case-sensitive. Please record your new password in a safe place.
Changing the password is strongly recommended.

METLAR+® provides remote access to lab equipment and
Username curriculum. To access, you need a user ID and passwaord,
assigned by your instructor or local system administrator,

Personal firewall software can interfere with this application,

Password . . : :
If wou experience login or port test failures, please disable your
firewall software to determine if this is causing the problem,
Login Browser security settings can interfere with required

features. It is recommended that you add the IP address {or
host name) of this site to your brower's trusted site list, This
application uses Jawa™, lavaScript, Cookies, Popup Windows,
and IFRAMES. Please adjust your browser settings accordingly.

Forgot Password?

System el Broweser W erEian Statuz
FOWERED BY @ Mozilla Firefox 3.6.15 Supported
mE]E & Internet Explorer 8.0.6 Supported
NETLAB+ £7 Windows
@ Apple Safari 502 ., Beta
& Google Chrome 70517 ., Beta
@ Mozilla Firefox 3.6.15 Supported
g Mac
& Apple Safar 502 ", Beta
& Linux @ Mozilla Firefox 3B.15 Supported

5/24/2018 Copyright © 2018 Network Development Group, Inc. www.netdevgroup.com Page 6
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After successful login, the Administration page will be displayed. The administrative
functions include displaying various logs and alerts, performing system and
configuration tasks and diagnostic tests. Select any task by clicking on the icon or the
function name. The administrative functions are shown on the next page.

NETLAB+ Administrator Guide
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2.1 Remote Access Test

A Remote Access Test is performed during each user login. The purpose of the test is to
attempt to establish an outbound TCP connection. This connection is necessary for
remote device access, and remote PC access and access to chat functions.

This test will fail if a connection using the TCP port(s) defined by the NETLAB+
administrator cannot be established.

IRemote Access Test NSTRUCTOR

PORT TEST FAILED

A TCP/IP connection for remote console and remote PC functions could not be
i established,

T
— T

Personal Firewall Internet Firewall NETLAB+

Firewall Server

Software

Please refer to the diagram abowve.

This system uses TGP port 23 for remote access functions. It is possible that personal
v firewall software on your computer, or some ather firewall in the path is blocking
i connections on this TCP port.

| ® Are you using Windows Firewall, Mn::ﬂfee@J Morton, Comodo, Zone f-‘«larm@, WG, or othen
| security software? !
® If yvour software is prompting you to validate the connection, please accept and try

L again,

: ® Manual configuration changes to your software may be required,

» ® For technical details about this port test, please click the Support button,

In this example, the Remote Access Test failed when instructor “janedoe” logged in.

5/24/2018 Copyright © 2018 Network Development Group, Inc. www.netdevgroup.com Page 9
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NETLAB+ now allows the administrator to define the Remote Access Port (or list of
ports) that may be used in place of the factory default.

NETLAB+ Administrator Guide

The default port is TCP port 2201; this is a change from previous NETLAB+ software
versions. Existing systems with software prior to 2009.R1.beta.2 will continue to have
the former default setting of 23. The administrator may change this port and/or add
additional ports for remote users/sites that block the default port outbound.

It is critical that the ports specified are opened in the site firewall, or the client may
experience delays and/or port test failures during user login.

Please see the Remote Access Ports section of the NETLAB+ Installation Guide.

There are several reasons why the Remote Access Test may fail:

1) Personal Firewall settings on your computer: The personal firewall software on your
computer may be set by default to prohibit the port connection. This issue is routinely
resolved by selecting to allow the connection when prompted by a pop-up window from
your personal firewall software.

2) Security policy at your current location: It is possible that local security policy does
not allow outbound access using the port(s) chosen by the NETLAB+ administrator. This
is the most likely diagnosis if you are able to successfully access the system from
another location.

3) Ports have not been opened in the site firewall: As part of the installation process,
you must be certain to open the ports in the site firewall that have been designated
available for outbound client connections. This is only likely to be the problem if all
users are unable to establish a connection.

& Try Again Repeat the port test.

£ Skip Test Skip rermote access test and login.

@ Lean More hlare information ta help you traubleshooat.
A~ Support Show port test details far technical support.

Use the “Try Again” option if you wish to repeat the test after adjusting your personal
firewall settings. You may select “Skip Test” if you prefer to proceed to your MyNETLAB
page without resolving the issue at this time. You will not have remote device access,
remote PC access or chat functions (chat functions will be available in a future software
release).

5/24/2018 Copyright © 2018 Network Development Group, Inc. www.netdevgroup.com Page 10
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2.2 Maintenance Reminder

For your convenience, your NETLAB+ system displays the status of your system
maintenance agreement. The maintenance fee covers the cost of technical support and
software updates.

The last day of your current maintenance agreement is displayed in the upper right-
hand corner main page when logged in to the administrator account. This notice will be
displayed in green until 60 days before the maintenance end date. The status message
will then change from green to yellow. You can review your renewal options by
selecting the How to Renew link.

. METLAB+ 2011 R4l
Profile Logout Help administrator :
iThe METLAR administrator account allows you to perform TR TR B
rconfiguration tasks and manage your system. For security, some November 1, 2011
rconfiguration tasks must be done from the system console. :t::TEI]NG

HOW TO RENEW

If your maintenance agreement is not renewed by the maintenance end date, the
notification message color will change from yellow to red. You are strongly encouraged
to make immediate arrangements to continue maintenance to avoid any disruption of
services.

Software updates are made available only to systems that are current on their
maintenance.

You may find it helpful to enable the display of the maintenance reminder to instructors
who use the system on a regular basis. This is recommended particularly if you do not
log into the administrator account frequently. As the Administrator, you may enable
the display of the maintenance notification for an instructor by editing the instructor
account information as shown in section 2.15.3.

5/24/2018 Copyright © 2018 Network Development Group, Inc. www.netdevgroup.com Page 11
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2.3 Administrative Alerts

— The status of system events, such as software upgrades are detailed in

" l . theAlertlog. The alerts that are tracked by NETLAB+ can be used by the
: administrator or central support team as needed, to track user access

and server processes to aid in troubleshooting or device configuration.

The log is generated by NETLAB+ automatically. Events and errors are dated and time-
stamped. The interface includes an option to delete some or all of the alert entries.

2.4 NETLAB+ Event Log

The NETLAB+ Event Log contains entries for each event occurring in the
NETLAB+ system, including changes to system configuration, user logins,
user authentication issues, automated processes, creation and deletion
of accounts and classes. The events that are tracked by NETLAB+ can be
used by the administrator or central support team as needed.

The log is generated by NETLAB+ automatically. Events and errors are dated and time-
stamped. You may select the time-period of events to view.

W OK | Select to display the log.

[ Cancel | Select to return to previous screen.

NETLAB Event Log

This utility is used to view the METLAB Event Lag.

Oy ¥iew this week anly
@ Yiew last 1+ weeks
(O Wiew last 2+ weeks
(O Wiew last 3+ weeks
O VWiew last 4+ weeks

All events are dated and time-stamped.

5/24/2018 Copyright © 2018 Network Development Group, Inc. www.netdevgroup.com Page 12
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[zO05-0Z-08
[zO05-0Z-08
[zO05-0Z-08
[zO05-0Z-08
[zO05-0Z-08
[zO05-0Z-08
[zO05-0Z-08
[zO05-0Z-08
[zO05-0Z-08
[zO05-0Z-08
[zO05-0Z-08
[zOO5-0z-07
[zOO5-0z-07
[zOO5-0z-07
[zOO5-0z-07
[zOO5-0z-07

O6:00:20 TUTZ] nss—-status: OK

058:00:01 UTZ] integrity: check started

09:15:06 UTC] nss-backup: database backed up, ID=37016
09:45:01 UTC] archiwve maintenance daily job

12:00:12 TUTZ] nss—-status: OK

15:37:02 UTZ] login by adwinistrator from 24.211.153.20
15:38:34 UTZ] logout by adwinistrator

16:00:01 UTZ] integrity: check started

16:20:42 TTZ] login by adwinistrator from 24.211.153.20
15:00:18 UTZ] nss—-status: OK

22:53:11 UTC] logout by administrator

0o0:00:12 TTZ] nss—-status: OK

00:05:11 UTC] login by adwinistrator from 24.211.1558.20
01:20:24 UTC] login by adwinistrator from 24.211.1558.20
01:57:17 UTC] authentication failure [BADSID] : Your Net
01:57:43 UTC] login by admwinistrator from 24.211.1558.20

Web Server Access Log

The NETLAB+ Web Server Access Log lists a dated and time-stamped

entry for each web server action. When troubleshooting, the log entries
may be helpful to determine if a user is making contact with the web
server. The file can also be used by the Technical Support Team to
diagnose any web server problems. Similar to the NETLAB+ Event Log,
you may select the time-period of entries to view.

Web Server Access Log

This utility is used to view the Web Server Access Log.

O Wiew this week only
® view last 1+ weeks
O Wiew last 24 weeks
O view last 3+ weeks
O Wiew last 4+ weeks

Cancel |

All entries are dated and time-stamped.

5/24/2018
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| [06/Feh/2005:

'[0&6/Feb/2005:
| [06/Feb/z005:
| [06/Feb/2005:
| [06/Feb/2005:
[06/Feb/2005:
[06/Feb/2005:
| [06/Feb/2005:
| [06/Feh/2005:
| [06/Feb/2005:
| [06/Feb/2005:
| [06/Feb/2005:

+0000]
+0000]
+0000]
+0000]
+0000]
+0000]
+0000]
+0000]
+0000]
+0000]
+0000]
+0000]

304 -
304 -
304 -
304 -

3598

"GET /7 HTTP/1.!
"GET /customer/cna
"GET /netlah.css ﬁ
"GET /img/on.gif H
"GET /img/offx.gif

670 "POST /login.cgi
293 "GET /login.cgi?
5719 "GET /my-netlak

"GET /customer/def
"GET /netlab.css H
"GET /img/alert 785
"GET /img/netlab 1

2.6

Web Server Error Log

The NETLAB+ Web Server Error Log lists a date and time-stamped entry
for each web server error. While the Web Server Access logs contain

entries for all events, the Error Log contains entries for errors only.
When troubleshooting, the file can be used to diagnose any web server
problems. Similar to the NETLAB+ Access Log, you may select the time-
period of entries to view.

Web Server Error Log

This utility is used to view the Web Server Error Log.

O ¥iew this week only
@ view last 1+ weeks
D Wiew last 2+ weeks
O view last 3+ weeks
Ci%iew last 4+ weeks

'[Sun Feh 6 04:0z2:01
'[3un Feb 6 04:02:01
' [Sun Feb & 22:49:30
' [Mon Feb 7 16:07:05
| [Mon Feb 7 16:09:04
5/24/2018

[notice] Accept
[eEror] [elient
[eEror] [elient
[error] [olient

matex:

203.243.93.8]

[notice] Apache/l1.3.22 (Unix) Aﬁ

Sysvsem |
I

24,211.155.20] B
24.211.158.201

Copyright © 2018 Network Development Group, Inc. www.netdevgroup.com
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2.7 Backup System

As of version 2018.R1.final, your NETLAB+ system includes a utility to

allow you to make local backups of your NETLAB+ system. We strongly

encourage you to establish a plan for making backups of your NETLAB+

system on a regular basis to protect against data loss and for disaster
recovery preparedness. In the event the server needs to be replaced, you will need to
provide NDG with the latest backup file.

In order to comply with General Data Protection Requirements

(GDPR), NDG is discontinuing remote backup service for NETLAB+
AE/PE so that NDG will no longer transfer or store "Personal Data"
entered in a NETLAB+ system outside of the hosting organization.

End-of-service for remote backups will take place as per the following
schedule:

e Remote backup service will end as of May 25th, 2018 for all
systems located in the European Union (EU).

e Remote backup service will end immediately for any system
for which the NETLAB+ Data Processing Addendum has been
accepted.

e Remote backup service will end for all systems as of August
31st, 2018.

Perform the following steps to create a local backup of your NETLAB+ system:

1. Select the option for Backup System on the Administrator home page.

2. The Local Backup page will be displayed. This page contains information on the
status of remote backups, which will vary depending on when you access this
page, the location of your system and whether you have accepted the NETLAB+
Data Processing Addendum. It will also indicate the time that the last local
backup was performed. Select the option to Create New Backup.

Local Backup
Admin

The local backup utility makes an encrypted backup file of the NETLAB+
database. In the event the server needs to be replaced, you will nead to
provide the provide NDG with the latest backup file.

IMPORTANT NOTICE: The automatic remote backup service is no longer available due to GDPR
MDG no longer maintains backups of this system on its central servers

The last local backup was performed 0.1 hours ago at 2018-05-23 13:53:08 UTC
and was 1110128 bytes.

II;-_] Create New Backupl
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3. Depending on your browser settings, a file save dialog may appear, directing you
to save the backup file. If your browser settings are configured to save files to a
set location, you may go to that location to confirm you have downloaded the
file. After you have confirmed receipt of the backup file, click the | Have
Downloaded the Backup File button to confirm the backup was made. This will
update the last backup time recorded in NETLAB+.

NETLAB+ Administrator Guide

Local Backup
Admin

The local backup utility makes an encrypted backup file of the NETLAB+
database. In the event the server needs to be replaced, you will need to
provide the provide NDG with the latest backup file.

Depending on your browser settings, a file save dialog may appear, directing you to
save the backup file. If your browser settings are configured to save files to a set
location, you may go to that location to obtain the backup file.

After you have confirmed receipt of the backup file, click the "I Have Downloaded the
Backup File" button to confirm the backup was made. This will update the last backup
time recorded in NETLAB+.

| Have Downloaded The Backup File

4. A message will display, indicating the size of the backup file. Confirm that the
size displayed is the same as the file you have downloaded and click Understood.

_\[T/ Backups should be performed on a regular basis. Keep your backup file
in a safe place. In the event the server needs to be replaced, you will

‘ need to provide NDG with the latest backup file.

@ The downloaded file should be 1110128 bytes.

s Check the file properties to confirm the size is correct.

» Keep the backup in a safe place; NDG will need this file if a restore is needed.

(.4 Understood
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2.8 Shutdown NETLAB+

Using the Shutdown NETLAB+ function, the administrator can perform a

| |
I.f' / .._, graceful shutdown of the NETLAB+ server. Do not shutdown the NETLAB+
\ server using the power switch, since this may cause data integrity
= problems by forcing processes to suspend abruptly.

Once the system is shut down, it cannot be brought back up through the administrator’s
interface, since the server will not be operating and the interface will not be available
through a browser. To restore operation, it will be necessary to press the reset button
or cycle the power switch on the NETLAB+ server.

| Click the shutdown button to perform a graceful shutdown of the WETLAB
| SErver,

GCAUTION: To bring the system back up, you will need to press the reset
button or cycle the power switch on the NETLAB server!

SHUTDOWN | £ cancel |
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2.9 Reboot NETLAB+

Use this task to reboot the NETLAB+ server. Performing the reboot

procedure does not require a physical power up to restore the system,

but bear in mind that the administrator will be disconnected from the

server during the reboot and will need to login again when the reboot
has completed. The reboot process will cause any users connected to the NETLAB+
server to be disconnected.

Click the reboot button to perform a graceful reboot of the NETLAR server,

~ REBOOT | [£ Cancel | |
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2.10 Configure Services

The Configure Services page allows the administrator to configure
= several services to run automatically. These services are available to all
H H [1 NETLAB+ systems with a current support agreement with the
s | = NETWORK DEVELOPMENT GROUP, Incorporated. If Software Update
Service and Time Service are enabled, software upgrades will be
installed, and the system clock will be updated daily. These services are enabled by
default. You must select Update Settings at the bottom of the page to save any changes
made to these settings.

It is strongly recommended that these services remain enabled. These services can be
configured to run automatically provided you have a current support agreement with
NDG.

You may notice that the option to configure remote backups is no

longer available on your system. In order to comply with General Data
Protection Requirements (GDPR), NDG is discontinuing remote backup
service for NETLAB+ AE/PE so that NDG will no longer transfer or store

"Personal Data" entered in a NETLAB+ system outside of the hosting
organization. See 2.7 for details.

. ¥ Software Update Service

Check this box to have NETLAB+ perform software upgrades automatically.
METLAB+ will contact the central support site every six hours. If a software
upgrade is available, it will be downloaded and installed when the lab is not |
in use,

| ¥ Time Service

Check this box to have NETLAB+ update its system clock on a daily basis.
The clock is synchronized with the NETLAB+ central support server,

The Technical Support Over Remote Access Ports Service is used for troubleshooting
only, and should only be enabled at the suggestion of the product vendor.

Technical Support over Remote Access Port{s)

Enable this option to allow NDG to access and troubleshoot your system using
the TCP port{s) you have defined for remote access. Normally this would be
done using S5H which provides additional capahbilities. Howewer, if firewalls
and/or local policy prohibit NDG access using S5SH (TCP port 22}, wou may
enable this option. You should only enable this option at NDG's request in
conjunction with problem resolution,

5/24/2018 Copyright © 2018 Network Development Group, Inc. www.netdevgroup.com Page 19



NETLAB+ Administrator Guide

Permit Third Party Telnet Applications / Clear Text Passwords

Enable this feature to permit terminal access to lab device using third party
Telnet application software. The Telnet protocol will transmit clear text
passwords, Disable this feature to prevent clear text passwords from chSSingi
the network -- users will be required to use the built-in NETLAB+ terminal
applications and the secure automatic login feature,

Obscure Login for Third Party Telnet Application Users

This security option determines the type of login prompts and
errar messages displayed to third party Telnet applications. If
enabled {obscured), METLABR+ will emulate UNIx-style login
prompts and error messages, making METLAB+ ook like a generic
Unix system to both users and port scanners. The disabled
(unobscured) setting provides NETLAB+ specific login prompts and
informative error messages to users, but also provides infarmation
to part scanners that could be used to identify the system.

The NETLAB+ license agreement requires the system to have Internet connectivity and
access to the NETLAB+ Central Server Center. In order to meet this license requirement,

NETLAB+ must be able to send outbound HTTP requests through the Internet to a
central server using the HTTP protocol.

Security/Integrity Monitoring,
Alerts & Database Backup NETLAB

NETLAB

Internet

NETLAB

Enhancements, Upgrades, Security —
Patches & Time Synchronization

More information on NETLAB+ Central Support Services is available at this address:
http://www.netdevgroup.com/support/netlab css connect.html

Also available on the Configure Services page, the HTTP Proxy section allows the
administrator to enter an IP address and TCP port number of a non-transparent proxy server,
if one is used on the network. These values are only required for proxy servers that are non-
transparent. If the proxy server at your site does not require manual client configuration, the
fields should be left blank. If changes are made to the proxy server settings, click the Update
Settings button to apply the new values.
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NETLAB+ may not function properly with every proxy server. It may be necessary to find
an alternate location for the NETLAB+ server within your network

NETLAB+ Administrator Guide

HTTP Proxy

METLAR uses outbound HTTP {web protocol) for all services. Some networks
require that all HTTP traffic pass through a proxy server.

! s Leave the IP address/port walues blank if your network does not use a |
| proxy server, or the proxy is transparent (i.e., no client canfiguration is |
i required?. i

¢ If you have a non-transparent proxy server, please enter the IP
address and TCP port number here.

Proxy [P address:
TCP port:

NETLAB+ performs SMTP services to deliver email as part of the configurable services
offered to administrators and instructors. The administrator may also enter the IP
address for an alternate SMTP mail server, if needed. Some mail servers only allow mail
from designated servers. Using an alternate SMTP mail server has not been tested for
all configurations or servers.

i Alternate SMTP Mail Server

To send e-mail, METLAB narmally performs the function of a SMTP mail Seruer.i
If outhound SMTP mail is restricted within your network, please specify the IP;
address of 3 SMTP server that can be used to deliver mail. !

Alternate SMTP server IP address:

\&) Update Settings Select to save any changes made on this page.
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2.11  Software Updates

The administrator may use this function to manually check for an
updated software version and perform an upgrade. This is accomplished
by first selecting the Check Availability option. The NETLAB+ system will
query the Central Support System to see if an update is available and
display an informational message indicating whether an update is
available. If an updated version is available, you may select Perform Upgrade Now to
perform the update.

MOTE: Your system is currently configured to upgrade software automatically, If wou wish
' to perform all upgrades manually from this page, you can disable the automatic upgrade |
. feature from the services page.

Your system is currently running software version 2011.R5,

Please see the release notes for upgrade details,

Check Availability Perform Uparade Now

If the administrator wishes to perform all software updates manually, the Software
Upgrade Service (see 2.10) can be disabled. A link to these services is provided on the
page.

It is recommended that the Software Update Service be enabled rather than performing
manual updates. (See 2.10).
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2.12 Set Date/Time

The administrator may use this function to display the currently
gl configured date and time. This information is displayed in UTC format.
Allowing the NETLAB+ server to configure the date and time through
> Central Services makes certain that the NETLAB+ server maintains
accurate time settings.

To perform manual date adjustment the administrator must first disable the Time
Service (see 2.10). A link to these services is provided on the page.

METLABR is currently configured to synchronize the date and time automatically. If you
vwould like to set date and time manually, please disable the time service,

If the Time Service has been disabled, the Set Date/Time page will display a form
allowing you change the system date and time manually.

It is recommended that the Time Service be enabled rather than setting the clock
manually (see 2.10).

This page was generated Wednesday October 12 2011 12:28:30 PM UTC

METLABR normally updates the system clock using the time service, which is currently
disabled. We recommend that you enable time service instead of setting the clock
rmanually.

This form allows you to change the system date and time manually. Enter the local date,
time and time zone, NETLABR converts all times to Universal Coordinated Time (UTC) so it
does not matter what time zone the NETLABR system is actually located in.

Date |Oct [» | [12 % 2011 [+
Local Time |12 |% |28 |% || Phd | %

Time Zone | (GMTHID:00) Coordinated Universal Time (LUTC) b

0K Cancel
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2.13 Administrator Profile

Selecting this function will display a form allowing the administrator to change the

N contact information for both the business and technical contacts for the
] NETLAB+ system. The Administrator will be prompted to update this
I.-'v" \ information during the initial login to the system, and subsequent 90-day
7 intervals. Keeping this information updated will enable NDG to contact

the appropriate parties quickly should any issues arise.

The information includes Contact Name, E-mail Address, Phone Number and AOL
Instant Messenger ID for both business and technical contacts. There is an option to
receive NETLAB+ system alerts by E-mail. Selecting to receive NETLAB+ News allows
NDG to send general announcements (such as version upgrade notifications) to the
specified E-mail address. We recommend that you enable this option so we can keep
you informed of new features.

<A Back to Admin | A Update Contact Info ‘ H change Admin Password ‘

i Technical Contact Buziness Contact i
Contact Name | Jane Doe Mary Jones
E-mail Address | janedoei@ictionalname.org rjones@fictionalnarme. org |
i Phone Number | (919)555-5555 (319)555-5555 :
A0L Instart Messenger I | janedoefictional mjonesfictional
; Recelve Alerts by E-mail | Yes Mo E
Receive NETLAB+ News | Yes Yes

Select Update Contact Info to open the update screen to make any changes to the
profile information.

i Technical Contact Busziness Contact i
i Caorntact Mame |Jane Doe |Mary Jones !
E E-mail Address |janedue@fic’tionalname.urg |mj0nes@fictiunalname.0rg i
Phone Humber | [(319)555-6555 [(919)555-5555 |
i A0L Instant Messenger 1D |janeduefi|:ti0nal |mj0nesfic:ti0nal %
i Recelve Alerts by E-mail | (&) ¥es (O Na ez @ No i
i Receive NETLAB+ News | (%) ¥es (O No ®¥es O Mo i
0 Update Contactinfo | @Nochange | ]
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2.131 Change Administrator Password

The administrator may elect to change his password by selecting Change Admin
Password on the administrator profile page. See section 2.13. The Change Password
screen will also be displayed during the initial login into the administrator account,
changing the password during the initial login is mandatory.

To change the administrator password, enter the current password, and the new
password. The new password must then be retyped. Select OK to change the
password.

Usernames and Passwords are case-sensitive.

e Passwords must meet the following requirements:

e Not found in the English dictionary and not too simple
e Between 7 and 16 ASCII characters

e Contain both numbers and letters

An error message will be displayed if the new password does not meet these
requirements.

:
:
New Passworil e

'Re-type New Passworl | eeeeceeee

Cancel
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2.14  Manage Communities

A community is a distinct group of instructors, students, and classes.
Instructors may only manage students and classes within their own
community (unless they are granted system-wide privileges by the
administrator). See section 2.15.3.1 for information on instructor
privileges. Each community reflects a separate autonomous group using the NETLAB+
system. There is no sharing of accounts or class records between communities.

The ability to support multiple communities on NETLAB+ is designed to facilitate the
sharing of a NETLAB+ system among several different groups (schools, institutions
academies, etc.). Blocks of time on equipment pods may be allocated by community to
ensure that each community receives a predetermined share of lab resources.

Each school using your system should be defined as a community. If the system is being
used by a single school, the default community assignment should be used.

Multiple communities are optional. Keep in mind that each instructor, student and class
can belong to only one community. If you do not wish to use communities, all of your
accounts and classes must reside in the default community.

Administrator

System
Leader(s)

Community
Leader(s)

Instructor(s)

Students

Community
Leader(s)

Instructor(s)

Students

Community

Leader(s) Co mmUnity B

Instructor(s)

Students

Default Community

Community A
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2.14.1 Add New Communities

Only the NETLAB+ system administrator may add new communities to the system.

Q| 1 |defaut

Q, | 2 WY Technical College
Ck 3 [Fictional Mame Universiy
Q 4 |University of Rostock

o2 Add Community | | <2 Back to Admin

Community I |9 w
Hame | Acme University

Account Logins | & Enabled O Disabled
Maximum Length of Reservation | 4 (] hours ~ | (scheduling by student accounts or teams)

Minimum Time Between

Reservations | nlimited + | (scheduling by student accounts or teams)

Welcome Message

Hews and Announcements

show help tips [

(L) Submit [£3 cancel

Enter information and change default settings as needed for the fields on the page.
Descriptions of each field may be displayed by selecting show help tips.

e Community ID: A numeric identifier for this community. This value determines
the order in which this community is displayed in the community list. You may
accept the default, or select a different number. Other communities will be

renumbered relative to your selection.

e Name: A name for this community.
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e Account Logins: Enable or disable logins by users in this community.
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e Maximum Length of Reservations: The maximum length of time a reservation
can be scheduled by an individual student or team. This setting does not restrict
reservations made by instructors. Instructors can establish lower (more
restrictive) maximums for a class by setting a lower number for Preferred
Maximum Length of Reservation in the class settings (see section 2.16.1).
Instructors cannot establish higher (less restrictive) maximums for a class than
this community maximum, which is enforced for all classes within the
community.

e Minimum Time Between Reservations: The minimum time that must elapse
before an individual student or team in a class can make successive reservations.
This setting does not restrict reservations made by instructors. Instructors can
define higher (more restrictive) minimums for a class by setting a higher number
for Preferred Minimum Time Between Reservations in the class settings (see
section 2.16.1). Instructors cannot establish lower (less restrictive) minimums
than this community minimum, which is enforced for all classes within the
community.

e Welcome Message: You may set a welcome message that appears on top of the
MyNETLAB page for all users in the community. You may apply NETLAB+
embedded markup (see section 2.17) to the text.

e News and Announcements: This information will appear on top of the
MyNETLAB page, below the welcome message for all users of the community.
You may apply NETLAB+ embedded markup (see section 2.17) to the text.

If you set Welcome and/or News and Announcement banners for a community, users in
the community will see these banners instead of the ones set for the entire system (see
sections 2.17.6 and 2.17.7).

After entering information into the fields on the page, select OK to add the community
to the system.
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2.14.2 Edit Community Records

To edit a community record, select the % button to the left of the community ID and
name. The community record will be displayed.

04
Name | Cluick Tech
Account Loging | Enabled
Clazz Mawirmurn Length of Reservation | 2.0 hours
Clazs Minimurn Time Between Reservations |4 hours
wielcome Message Welcome to Guick Tech!
News and Announcements | Our Mew NMETLAB system is awesomellll

Select the £ Edit | button to edit any of the fields in the community record.
The edit screen will be displayed.

Quick Tech

Community I 4
Hame |Cluick Tech

Account Logins | (%) Enabled O Disabled
Maximum Length of Reservation |2 [ hours v | (scheduling by student accounts or teams)
Minimum Time Between Reservations | 4 hours v | (scheduling by student accounts or teams)

Welcome Message |Telcome to Ouick Tech!

Hews and Announcements Cur New {b!NETLALE{/bh} =ystem is awvesome!!!!

shaw help tipz [ ]

Descriptions of each field (see section 2.14.2) may be displayed by selecting show help
tips, in the lower right-hand corner of the page.

i) Update

Select to save changes to the record.
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2.14.3 Delete Community Records

To delete a community record, select the X button to the left of the community ID

and name. The community record will be displayed.

Acme University
: 05
Name | Acme University

Account Loging | Enabled
E Clazs Maximumn Length of Reservation | 4.0 hours ‘
Clazs Minirum Time Between Reservations unlimited
wielcome Message WWelcome to Acme University!
Newiz and Announcements | Cormplete your assignments from home, using NETLAB!

Select the = Delete button to delete the community record.

A confirmation screen will be displayed.

You must select L*]—'DH to confirm that you wish to delete the record.

All classes and accounts for the community must be deleted prior to deleting a

community record. See sections 2.15.4 and 2.16.7 for details on deleting classes and

accounts.
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2.14.4 Community Pod Assignment

Community Pod Assignment is a resource management feature that grants exclusive
access to a pod. At the community level, you can assign pods to a class, user or team.
Pods may also be assigned at the system level, as discussed in section 2.19 and class
level.

Community Pod Assigniment
Select the £ L g button to display the community pod

assignment page, which will include a list of the pods on the system with their
assignment status.

Community ID | 2

Community ¥¥Z Technical College

Hame

Select Pod
Paod I Type Mame | CommunityiClass Pod Assignments
1 |AE Basic Router Pod %1 P 1 0
2 | AE Multi-purpose Academy Pod MAP-YoIP 0
5 | AE Basic Router Pod 2 PoD 2 0
3 Exit

Please refer to the Pod Assignment Guide for details on community based pod
assignment and other pod resource management features.
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2.15 Manage Accounts

both student and instructor accounts. At least one instructor account

must be setup by the NETLAB+ Administrator in order to access the

scheduler for lab reservations. A student account should be created for
each student to allow them to participate in labs as part of an instructor-led session, a
team session, or an individual reservation.

) ™ This function is used to add, delete, and modify account information for

You can now import account information from a file into NETLAB+. Details are provided
in section 2.15.1.

As the NETLAB+ Administrator, you may manage accounts for any community. You may
also allow instructors to manage accounts for all communities by granting them system-
wide privileges (see section 2.15.3.1 ).

Manage Accounts functions include adding new accounts to the system and making
modifications to existing accounts after selecting them via the account search function.
These functions are described in the subsections below.

Account Search

Community default -

Show | @ all account types
instructors only
students only
users that have never logged in
users that have been inactive for 1 year or more

Match User ID or Hame
&k Search

(partial name O, leave blank to match all)

C[.'Z' Import Accounts Cﬂﬂ Add Accounts @ Exit
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2.15.1 Add Accounts by Importing Data From a File

Beginning with NETLAB+ version 2012.R1, user account information can now be
imported into NETLAB+ from a comma or tab delimited file (*.csv or *.txt) . An account
should be created for each user to allow them to participate in labs as part of an
instructor-led session, a team session, or an individual reservation.

Account information may be imported into NETLAB+ from a file with these
characteristics:

1. The file must be in a comma or tab delimited file format (*.csv or *.txt).

2. The first row of the file may contain column headers that identify each field to
import.

3. The file may contain additional, extraneous columns of data. You will select
which columns are used by NETLAB+.

4. The file must include the data fields as described below.

You will achieve the best possible results with NETLAB+ recognizing your input data by
using the specified field names (bolded below) as column headers, although some
variation is acceptable.

Fields:

e User ID: A user identifier that is unique to each user. REQUIRED
The User ID may contain up to 16 ASCII alphanumeric characters, and the
underscore "_" character. Alphanumeric characters include A-Z, a-z, 0-9. The
specified ID must be unique to the NETLAB+ system. You may wish to establish
standards for account creation. The User ID is case sensitive. No duplicate User
Ids are permitted.

e Name Information for each user. You have several options as to how this
information may be imported, depending on the data available in your input file.
REQUIRED (choose Option 1, 2 or 3).

Option 1: Your file includes the following fields:
O Given/First Name: The name given to a user at birth.
0 Family/Last Name: The name shared by the user's family.
0 Display Name: Typically some combination of the user's given and family
names.

Option 2: Your file includes the following fields:
O Given/First Name: The name given to a user at birth.
0 Family/Last Name: The name shared by the user's family.

NETLAB+ can automatically generate the Display Name using the
Given/First Name and/or Family/Last name fields.

5/24/2018 Copyright © 2018 Network Development Group, Inc. www.netdevgroup.com Page 33



NETLAB+ Administrator Guide

Option 3: Your file includes the following field:

0 Display Name: Typically, some combination of the user's given and family
names contained in a single field.

NETLAB+ can automatically generate the Given/First Name and
Family/Last Name based on the Display Name.

Email: An email address for the user. OPTIONAL

To import a file:

1.

3.

Select a comma or tab delimited file, from the local file system, that contains the
account data to be imported. Files used for importing accounts must contain
lines with an equal number of commas or tab separated values and carry a ".csv"
or ".txt" file extension.

Select a Display Name Format (optional). This setting is used only if a Display
Name is not included in the input data. Select an option to indicate your
preference for the format of the display name to be generated for each user.

After the account information has been imported from the file, you will
complete the process of adding accounts on the Enter New Account Information
page (see section 2.15.2) where you will have the option to change the
community setting and modify the account type (student vs. instructor) as
needed, depending on your instructor privileges.

2.15.1.1 Example 1 - Import Accounts

In this example, we will import account data from a comma-delimited file. Let's
take a look at the file using a spreadsheet program, so we can view the data and make
the appropriate choices for importing account information.

i B8] acct_import_test_a.csv = |

Co | =] & L0 W k|

A B C D
User ID Given/First Name Family/Last Name Housing
croberts21 Carly Roberts dorm
tgarmin22 Todd Garmin dorm
jsmith23 John Smith off campus
tbarnes24 Ted Barnes dorm
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Notice a few important things about this file:

e The file name acct_import_test_a.csv is a comma delimited file, which is an
acceptable format for importing.

e The file includes the required User ID field.

e The file includes name information, in a format meeting one of the three
acceptable options (see above). In this case, the fields, Given/First Name and
Family/Last Name are present, which meets the requirements for Name
Information Option 2.

e An additional field, Housing, is present in the file. This data has no relevance to
this process, however, it is not necessary to remove this data from the file, it will
simply be ignored.

To Import the data:

1. Onthe accounts page, select the option to Import Accounts.

Account Search

Community default -

Show | @ all account types
instructors only
students only
users that have never logged in
users that have been inactive for 1 year or more

Match User ID or Name
ik Search

(partial name OK, leave blank to match all)

'{'.3 Import Accounts I EBZ' Add Accounts @ Exit

importFile § hoage File Mo file chosen

Display Name - = o
Formatl Given/First Family/Last |Z|

show help tips

() Submit | [£3 Cancel

5/24/2018 Copyright © 2018 Network Development Group, Inc. www.netdevgroup.com Page 35



NID G

NETLAB+ Administrator Guide

3.

4,
5.

Navigate your file system and select the file that includes the data that you want
to import. Here, we will import acc_import_test_a.csv. We will leave the
setting for display name format to Given/First Family Last. Since our file does
not include the display name field, the program will build the display name
based on this setting.

ImportFile [ ~poose File acct_import_test_a.csv

Display Name - [ e
Format | 2ven/First Family/Last |E|

show help tips

(4 Submit | [Z5 Cancel

Select the Submit button.

The data that NETLAB+ was able to extract from the file is shown in a table.
Notice that the last column, which contains the unneeded housing data, is
grayed out and the check box at the top is not selected. This is fine, since we do
not want to import this data.

The import process is designed to behave in an intuitive manner. It will examine your
file to draw logical conclusions regarding the data you will be importing. If necessary,
you may make adjustments by selecting/deselecting the check boxes indicating each
column of data to be imported and resetting the drop-downs indicating the field that
the column contains.

6.

5/24/2018

acct_import_test_a.csv File Data

E o i J

User ID |E| Given/First Name |E| Family/Last NameE
croberts21 Carly Roberts

tgarmin22 Todd Garmin

' jsmith23 John Smith

tharnes24 Ted Bamnes

() Submit | [ Cancel

Select the Submit button.
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7. The imported information will be included on the Enter New Account
Information page. The process of adding the new accounts will be completed

a. Aninitial password must be entered; it will be used for all new accounts

being created on this page (see section 2.15.2 for password rules).

b. The import process has generated display names and populated the
display name field for each record, so we will leave Name Generation
Type set to Generate None - Manual Entry, since no further action is
needed in order create display names.

c. Also, we modified the type of one of the accounts from student to

instructor.

d. We did not import email addresses, nor have we entered them here.
Assume for this example that students will enter their email addresses
themselves when they initially access their accounts.

Add to Community

Initial Password

Retype Initial Password

Enable Auto-Generation

Hame Generation Type

1||croberts21 Carhy
2||tgarmin22 Todd
3| jgmith23 John

4 ||(tbarnes24 Ted

Enter New Account Information

X¥Z Technical College |E|

Automatic Hame Generation Options:

| auto-

enerate

w
i

Generate Mone - Manual Entry
Given/First Family/Last

(u,] Generate All Display Names Now

User I Given/First Mame = Famihy/Last Name Dizplay Mame
Roberts Carly Roberts
Garmin Todd Garmin
Smith John Smith
Barnes Ted Barnes
() Submit

Display Name Format

elect name field(s) during data entry

Type

student El

instructor Ell

student El
student El

[ Cancel

E-mail Adc

________________________________________________________________________________________________________________

8. Once again, select the Submit button. This will complete the process of adding
accounts to your system.
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All Requested Accounts Were Added

Add to Community XYZ Technical College
Initial Password accepted, not shown

Automatic Hame Generation Options:

Enable Auto-Generation {auto-generate select name field(s) during data entry
Name Generation Type | Generate Mone - Manual Entry |Z|
Display Name Format | Given/First Family/Last
(u,] Generate All Display Names Now

Uger I | Given/First Name | Family/Last Mame Digplay Mame| Type  E-mail Address (optional)

1| croberts21 | Carly Roberts Carly Roberts | student () added
2 tgarminZZ |Todd Garmin Todd Garmin | instructor () added
13| jsmith23 John Smith John Smith student D added
54 tbarnes24 |Ted Barnes Ted Barnes | student D added
() I'm Done o Add These Accounts to a Class

2.15.1.2 Example 2 - Import Accounts
In this example, we will again import account data from a comma-delimited file. Let's

look at the file using a spreadsheet program, so we can view the data and make the
appropriate choices for importing account information.

i3 acct_import_test_b.csv

E A B C D E E
i 1 cfaison61  Cesar Xavier Faison  bus History |
2 rscorpiob2 Robert A. Scorpio train Technology
3 adevane63 AnnaDevane onsite Literature
4 |sunshine6d Sebastian Sunshine  bicycle Technology
5 sdruckerd Sam Drucker car Accounting
6 bbradleyogs Betty loBradley train Veterinary
| :
|z |

Notice a few important things about this file:

e The file name acct_import_test_b.csv is a comma delimited file, which is an
acceptable format for importing.
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e The file does not include the recommended column headings. As you will see,
we can still use the file "as is", however, the import process may require user
intervention to determine the appropriate data to import.

e The file includes a column with a unique identifier to be used as User ID.

e The file includes name information, in a format meeting one of the three
acceptable options (see above). In this case, a single name field containing both
Given/First Name and Family/Last Name is present, which can be used as Display
Name, Name Information Option 3.

e Two additional columns are present in the file. This data has no relevance to this
process, however, it is not necessary to remove this data from the file, it will
simply be ignored.

NETLAB+ Administrator Guide

1. Asin Example 1, select Import Accounts-> Choose File. Navigate your file
system and select the file that includes the data that you want to import. Here,
we will import acc_import_test_b.csv.

ImportFile | chogse File acct_import_test b.csv

Display Name . = o
Format | 2ven/First Family/Last |Z|

show help tips

() Submit | [£3 Cancel

2. Select the Submit button.

3. The data that NETLAB+ was able to extract from the file is shown in a table.
All of the table data is grayed out, since the import process did not have
sufficient information to determine what fields contain input data.

acct_import_test_b.csv File Data

() Submit | [£3 Cancel
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4. Select the checkbox at top of the first column. This column includes the data for
User ID (as indicated in the dropdown).

NETLAB+ Administrator Guide

acct_import_test_b.csv File Data

User 1D |E|

cfaisonB
rscorpiob?
adevaneg3
sunshinebd
sdruckergs
bbradley66

() Submit | [3 Cancel

5. Select the second column and set the dropdown to Display Name.

acct_import_test_b.csv File Data

v v

User ID |Z| Display Mame |E|
cfaison61 Cesar Xavier Faison
rscorpiob2 Robert A. Scorpio
adevaneb3 Anna Devane
sunshinebd Sebastian Sunshine
sdruckergs Sam Drucker
bbradleybb Betty Jo Bradley

() Submit | [£5 Cancel

6. The other data columns that are still grayed out are not needed and will not be
imported. Click the Submit button.

7. The imported information will be included on the Enter New Account
Information page. The process of adding the new accounts will be completed
here.

a. Aninitial password must be entered; it will be used for all new accounts
being created on this page (see section 2.15.2 for password rules).

b. The import process populated the Given/First Name and Family/Last
Name fields using the data from the imported Display Name field.
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c. We did not import email addresses, nor have we entered them here.
Assume for this example that students will enter their email addresses
themselves when they initially access their accounts.

NETLAB+ Administrator Guide

Enter New Account Information

Add to Community | XYZ Technical College [ |

Automatic Hame Generation Options:

Initial Password

Retype Initial Password

Enable Auto-Generation (auto-generate select name field(s) during data entry)

Name Generation Type | Generate Mone - Manual Entry El

Display Name Format | Given/First Family/Last |

| & Generate All Display Names Now |

UserD  Given/FirstName = Famiy/Last Name Display Name Type E-mail Addre
1 [ cfaisong1 ||| Cesar ||| Faison ||[cesar Xavier Faison || [student [+] [
2| [rscorpio62 || [Robert ||| scorpio ||[Robert A Scorpio || [student [+ [
3| [adevanes3 | [Anna || [Devane ||| Anna Devane ||[stugent [«] [
4 |sunshineg4 | | Sebastian ||| Sunshine ||| Sebastian Sunshine || | student ||

5| sdruckerss | [Sam || [Drucker ||| 5am Drucker |[stugent [«] [
& bbradleyss | |Betty ||| Bradiey ||| Betty Jo Bradley ||[stugent [+] [

() Submit | [Z3 Cancel

8. Select the Submit button. This will complete the process of adding accounts to
your system.
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All Requested Accounts Were Added

Add to Community XYZ Technical College
Initial Pazssword accepted, not shown

Automatic Name Generation Options:

Enable Auto-Generation {auto-generate =elect name field(=) during data entry)

Name Generation Type | Generate Mone - Manual Entry Izl

Display Hame Format | Given/First Family/Last |

User I  Given/First Mame | Family/Last Name Dizplay Mame Type | E-mail Address (optional)

1| cfaisong1 | Cesar Faizon Cesar Xavier Faison | student () added

2 | rzcorpiog2 | Robert Scorpio Robert A. Scorpio | student C] added

3 | adevaneg3 Anna Devane Anna Devane student (D added

4 sunshinedd | Sebastian Sunshing Sebastian Sunshine | student (D added

S | sdruckergs | Sam Drucker Sam Drucker student () added

6 | bbradleySg | Betty Bradley Betty Jo Bradley student 0 added
(4 'm Done o Add These Accounts to a Class

E @ Generate All Display Names Now |
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2.15.2 Add Accounts by Entering Data

An account should be created for each user to allow them to participate in labs as part
of an instructor-led session, a team session, or an individual reservation. NETLAB+ now
supports importing accounts as described in the previous section, or accounts can be
entered into the system as shown here.

To add instructor and/or student accounts to the system, select the community from
the drop-down community box on the Account Search page. Simply accept the default
selection for community if your system has only one community.

Account Search
Community | XYZ Technical College | |

Show | @ all account types
| instructors anly |
students only
users that have never logged in
users that have been inactive for 1 year or more

Match User ID or Name
d Search

(partial name O, leave blank to match all}

=p Import Accounts o Add Accounts E3) Exit

_______________________________________________________________________________________________________

Select the ] e T | button to display the add accounts screen.

As the NETLAB+ Administrator, you may add both instructor and student accounts.
Instructors may also add new accounts; depending on the privilege setting of their
account (see section 2.15.3.1)

Assign an Initial Password to the accounts by entering a value for initial password. The
account users will be required to change this password during their initial login.
Passwords must meet the following requirements:

e Not found in the dictionary and not too simple

e Between 7 and 16 characters

e Contain both numbers and letters

Retype Initial Password: Enter the initial password again.
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Enable Auto-Generation: Auto generation uses the name information that is available
to populate the remaining name field(s). For example, if Given/First and Family/Last
names are entered, the auto-generation process will concatenate these fields to create
the Display Name in the format indicated by the settings below.

NETLAB+ Administrator Guide

Name Generation Type: If Enable Auto-Generation is checked, this setting is used to
indicate the source fields and the field(s )to be generated. Select an option:

e Generate Display Name from Given/First and Family/Last Names.

e Generate Given/First and Family/Last Names from Display Name.

e Generate None - Manual Entry - No auto generation, all name field are entered.

Display Name Format: Indicate the format of the Display Name. This field will be used
to display the user's name in the roster, scheduler and other areas within NETLAB+.
There are several format options:

e Given/First Family/Last

e Family/Last, Given/First - Notice this option includes a comma separator.

e Family/Last Given/First

Enter Mew Account Information
Add to Community XYZ Technical College
Initial Password |ssssssses

Retype Initial Password |=ssssssss

Automatic Hame Generation Options:
Enable Auto-Generation || (autogenerate =elect name field(2) during data entry)

Name Generation Type | Generate Display Mame from Given/First and Family/Last Names |E|
Display Hame Format | Given/First Family/Last |E|

(HJ Generate All Display Names Now

User ID Given/First Mame = Family/Last Name Dizplay Mame Type E-mail Address (u-ptiu-nalé
1 |adoled Ann Dole Ann Dole instruu:turEl adole@xyztech.edu |
2 || memith42 Mary Smith Mary Smith student El mamith@=yztech.edu
3 || bmiller Bob Miller Bob Miller student El bmiller@x=y=tech.edu
4 student El

(s Submit 3 Cancel
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Specify information for each user account:

e NETLAB+ User ID: A user ID that will be used to log in to the NETLAB+ system.
May contain up to 16 ASCIl alphanumeric characters, and the underscore "_"
character. Alphanumeric characters include A-Z, a-z, 0-9. The specified ID must
be unique to the NETLAB+ system. You may wish to establish standards for
account creation. The User ID is case sensitive. No duplicate User Ids are
permitted.

e Given/First Name: The name given to a user at birth.
e Family/Last Name: Typically, the name a user shares with their family.

e Display Name: Typically, some combination of the user's given and family names
contained in a single field. This field will be used to display the user's name in
the roster, scheduler and other areas within NETLAB+. This field may be entered
or generated by the system, depending on the Name Generation Type that is
selected.

e Account Type: The account type, student or instructor must be selected for
each account. Once an instructor record is created, the instructor may be
assigned as a lead instructor for a class or may join a class as a learner. A class
may contain one or more lead instructors (trainers). All other users in the roster
(who are not leads) are learners (see section 2.16.3).

e E-mail Address: Any valid e-mail address associated with the account. Entering
an email address is optional, account users will be prompted to add/update their
email address and time zone information when they initially log in to their
account.

L Submit
Select @ Submi at the bottom of the page to add the new accounts to the system.

A confirmation screen will indicate that the accounts have been successfully added.
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1 |adoled

2 | brniller

Name Generation Type

Ann

2 | memith42 | Mary

Bob

T All Requested Accounts Were Added :

Add to Community XYZ Technical College

Initial Password accepled, not shown

Automatic Hame Generation Options:

Enable Auto-Generation (auto-generate select name field(s) during data entry)

Display Name Format | Given/First Family/Last |Z|

(u,] Generate All Display Names Now

Uzer I  Given/Firzt Name Famil/Last Mame Display Mame| Type | E-mail Address (optional)

Dole Ann Dole instructor | adole@xyztech.edu (D added
Smith Mary Smith  |student | memith@povztech.edu () added
Killer Bob Miler student | bmiller@eoy ztech.edu () added

() I'm Done o Add These Accounts to a Class

Generate Display Name from Given/First and Family/Last Mames E|

NID G

You have the option to assign the newly entered accounts immediately to a class by
selecting the Add These Accounts to a Class button (see section 2.16.3). Select ’'m
Done if you prefer to assign the accounts to a class roster at a later time.

5/24/2018
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2.15.3 Edit Accounts

As the NETLAB+ administrator, you may edit information in any instructor or student
account in any community. You may also grant system-wide instructor privileges to
allow an instructor to manage accounts in any community. Granting an instructor
community-wide privileges will allow the instructor to manage student and instructor
accounts within their community. Instructors with normal privileges can only manage
student accounts within their own community. See section 2.15.3.1.

You may also enable the maintenance reminder message for an instructor account as
described in this section, below.

To edit accounts, use the account search function to locate the record(s) you wish to
edit. You may select a community, an account type, and/or a full or partial User Id or
name to narrow down your selections.

Account Search
Community | XYZ Technical College [+ |

Show | @ 3|l account types
instructors only
students only
users that have never logged in
users that have been inactive for 1 year or more

Maich User ID or Name

ik Search

(partial name OK, leave blank to match all)

= Import Accounts o p Add Accounts E3) Exit

The results of your search query will be displayed in a list.
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Users matched: 17 Community: X¥Z Technical College Showing: all account types  Matching: (any) '
' USER ID MAME COMMUNTY CLASSES LAST LOGIN |SELECT !

NETLAB+ Administrator Guide

© janeexyz @ Jane Doe XYZ Technical College| CCNA Security 101 [Lead] | Jun 26, 2012| [
G jsmith23 4 John Smith #YZ Technical College Jun 25, 2012 [
© msmithd? |} Mary Smith #YZ Technical College| CCMA Security 101 Jun 26, 2012) []
© rscorpiob2 | ) Robert A. Scorpio | XYZ Technical College CCNA Security 101 Jun 25, 2012 [
© sdrucker5 | .3 Sam Drucker #YZ Technical College| CCMA Security 101 Jun 25, 2012 [
© sunshine64| ) Sebastian Sunshine XYZ Technical College CCNA Security 101 Jun 25, 2012 [
© tharmes24 | ) Ted Barmnes #YZ Technical College| CCMA Security 101 Jun 258, 2012 [
© tgarmin22 @ Todd Garmin #YZ Technical College Jun 25, 2012 [
| Select All

' | Perform Action on Selected Accounts: | Add to Class Roster |Z| Go
' Unselect All

& New Search = Import Accounts =p Add Accounts [ Exit

User ID} janeexyz
Given/First Name | Jane
Family/Last Name Doe
Display MName Jane Doe
Account Type | instructor
Community ¥ Z Technical College
E-mail Address janedoe@fictionalname. edu
Class Membership| CCMA Security 101 [Lead]
Frivileges instructor with community management privileges
Pod Designer | disabled
Loginz | enabled
Last Login Tue Jun 26, 2012 11:07AM
Maintenances | no reminders

A~ Edit = Delete & Reset Password E3 Exit

To proceed to the edit page for this account, select the Edit button. The account edit
page may be used to modify the account name, email address and to enable and disable
account logins. When account logins are disabled, the user will not be able to login to
the NETLAB+ system.
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For instructor accounts, account privileges may be modified. In this example, instructor
Jane Doe has been granted community privileges. (See section 2.15.3.1) Another
option that may only be updated by the administrator is enabling the display of the
maintenance renewal reminder. Enabling this reminder for instructors who use the
system on a regular basis is recommended, particularly if you do not log into the
administrator account frequently.

NETLAB+ Administrator Guide

Account Type instructor

User ID janeexyz

Given/Rirst Name |Jane
| Family/Last Mame |Doe
Display Mame | Jane Doe

E-mail Address | janedoe@xyztech.edu

Privileges | ) nstryctor

| @ instructor with community management privileges |
_!instructor with system-wide management privileges
What's this?

Pod Designer | ) anapled @ disabled

Logins | @ enabled ) disabled

Maintenance show 60 day renewal reminder on MyNETLAB page

Select Update to save changes to the account record.

The renewal reminder will be displayed in the upper right-hand corner of the main page
of the instructor account if the option to show the renewal reminder is selected. Please
see section 2.2 for more information.

I MyNETLAB |

iFiIe Scheduler Account Class Profile Curriculum Archive Chat Logout Help fﬂjaneexyzi

' There are no relevant |ab reservations to display at this time. MAINTENANCE ENDS
' November 30, 2014
1Refresh this page to check for recently scheduled labs. :t,:ﬂﬁ,’m

HOW TO RENEW
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2.15.3.1 Modify Instructor Privileges

As the NETLAB+ administrator, you may edit information for any instructor or student
account in any community. If you have multiple communities on your NETLAB+ system,
you may wish to grant system-wide privileges to an instructor (see section 2.15.3.1 for
an example) to allow the instructor to act as a System Leader. This will allow the
instructor to manage accounts and classes in any community without accessing the
administrator account.

Granting an instructor community-wide privileges will allow an instructor to act as a
Community Leader, able to manage both student and instructor accounts within their
own community. Instructors with normal privileges (the default) can only manage
student accounts within their own community.

Administrator

System
Leader(s)

Community
Leader(s)

Instructor(s)

Students

Community

Leader(s)

Instructor(s)

Students

Community )
Leader (S) Commu nlty B

Instructor(s)

Students

Default Community

Community A

Only the NETLAB+ administrator can grant community-wide or system-wide privilege to
an instructor account.
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Level 1 - Noermal Instructor Privileges

* Can create and manage student accounts in their community,
* Can create and manage classes for which they are a lead.

* Can cancel lab reservations made by students in their classes.
* Cannot manage other instructor accounts,

Level 2 - Community-Wide Instructor Privileges

Can create and manage student accounts in their community.

Can create and manage instructor accounts in their community.

Can create and manage any classes in a community.

Can attend all lab reservations in their community (except instructor personal
reservations)

# Can cancel lab reservations made by instructors and students in their community.

* b b

Level 3 - Systeam-Wide Instructor Privileges

Can create and manage student accounts in any community,

Can create and manage instructor accounts in any community,

Can manage classes in any community,

Can attend all lab reservations in any community {except instructor personal
reservations)

* Can cancel any lab reservation.

* b
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2.15.4 Delete Accounts

Use the account search page to search for and select a record (see section 2.15.3)
that you wish to delete. Keep in mind that accounts may be assigned to multiple
classes, rather than being bound to a specific class as in previous versions of NETLAB+.

If the accounts are for students who will continue to use your NETLAB+ system in other
classes, you can keep the accounts and add them to the class roster of other classes as
needed (see section 2.16.3)

mamith42
User ID| msmithd2
Given/First Name Mary
Famity/Last Name Smith
Display Mame Mary Smith
Account Type | student
Community XY Z Technical College
E-mail Address msmith@xyztech_edu
Class Membership CCNA Security 101
Frivileges | student
Pod Designer nfa
Loginz | enabled
Last Login| Maon Jun 25, 2012 3:33PM

Maintenance no reminders

;A Edit == Delete £ Reset Password 3 Exit

Select the Delete button. The page will indicate if the selected account is eligible for
deletion. Eligibility for deletion is dependent upon the privilege level of the user
performing the deletion (see section 2.15.3.1). The NETLAB+ administrator may delete
any account, in any community.

ACCOUNTS SELECTED FOR DELETION
USER ID HAME TYPE COMMUNTY CLASS MEMBERSHIP STATUS

msmith42 Mary Smith student|XYZ Technical College CCNA Security 101 |eligible for deletion

6 All of the selected accounts are eligible for deletion.

Proceed with deletion?

Select Yes to proceed with the account deletion.
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The account delete function may also be performed as an action on multiple accounts,
see section 2.15.6.

2.15.5 Reset Account Passwords

It may be necessary to reset an account password if a user has lost or forgotten their
current password. You may use the reset password function. Upon initial login, the

user will be required to change the password.

Use the account search page to search for and select a record (see section 2.15.3).

User ID| msmith42
Given,/First Name | Mary
Family/Last Name| Smith
Display Mame Mary Smith
Account Type student
Community X Z Technical College
Email Address msmith@xyztech_edu
Clazs Membership CCNA Security 101
Frivileges | student
Pod Designer | nfa
Loginz | enabled
Last Login| Maon Jun 25, 2012 3:33PM

Mairtenance no reminders

A~ Edit == Delete {5 Reset Password 3 Exit

Select the Reset Password button to display the password reset screen. Enter the new
password for the account.

Passwords must meet the following requirements:
e Not found in the dictionary and not too simple
e Between 7 and 16 characters
e Contain both numbers and letters
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ACCOUNTS SELECTED FOR PA
USER ID HAME TYPE COMMUNTY STATUS
msmith42 Mary Smith | student|XYZ Technical College eligible for password reset

Enter a temporary login password for the selected users. Upon login, each user will be
required to select a new password.

Tempﬂraw Passwﬂrd ey

Retype Temporary Password |ssssessss

1 password(s) reset.

* Please provide the temporary password to the selected users.

The password reset function may also be performed as an action on multiple accounts,
see section 2.15.6.

2.15.6 Performing Actions On Multiple Accounts

Several account functions may be performed on multiple records at one time.
Here, we select all accounts for XYZ Technical College.

Account Search

Community |><‘|’Z Technical College

Show | & all account types
Oiinstructors anly
O students only
O users that hawe never logged in
O users that have been inactive far 1 year or mare

Match User ID or Hame

A list of all the instructor and student accounts is displayed. To the right of each
account in the list is a selection box. To perform an action on multiple records, you may
select individual records, or use the Select All and Unselect All buttons as needed.
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Uzers matched: 11 Community: X¥Z Technical College Showing: all account types  Matching: (any)

USER ID MAME COMMUNTY CLASSES LAST LOGIN | SELECT
© adevane63 |3 Anna Devane #¥Z Technical College never
© adoled Lﬂ Ann Dole #¥Z Technical College| CCNA Security 101 [Lead]|never O
© bmiller 5 Bob Miller #¥Z Technical College never
©Q janeexyz Lﬂ Jane Doe ¥YZ Technical College| CCNA Security 101 [Lead] Jun 26, 2012| []
© jsmith23 4 John Smith #¥Z Technical College Jun 25, 2012
© msmithd2 |} Mary Smith ¥¥Z Technical College| CCMA Security 101 Jun 25, 2012 [
© rscorpiob2 | ) Robert A. Scorpio | XYZ Technical College CCNA Secunty 101 Jun 25, 2012 []
© sdruckerB5 | 3 Sam Drucker ¥¥Z Technical College| CCMA Security 101 Jun 25, 2012 [
© sunshine64 | ) Sebastian Sunshine XYZ Technical College CCNA Security 101 Jun 25, 2012 []
© tbames24 | ) Ted Bames ¥¥Z Technical College| CCMA Security 101 Jun 25, 2012 [
© tgarmin22 {1} Todd Sarmin #¥Z Technical College Jun 25, 2012 []
Perform Action on Selected Accounts: | Add to Class Roster |Z| Go Select Al

Unselect All
Reset Password
{4 New Search | | < Import A Delete : ounts | | [ Exit

Selecting the Add to Class Roster action will allow you to assign the selected accounts to
a class (see section 2.16.3). You may also reset the password (see section 2.15.5) of the
selected accounts or delete the account records (see section 2.15.4).
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2.16 Manage Classes

o The Class Manager is used to manage classes and rosters. Information for
ﬁ . b eachclass using the system must be entered into the Class Manager. As
i the NETLAB+ administrator, you may manage classes for all the
) communities you have added to your NETLAB+ system. You may grant
system-wide and community-wide privileges to instructor accounts as appropriate (see
section 2.15.3.1) to allow instructors to manage classes.

A list of the classes that have been entered for the selected community will be
displayed. Classes are listed with the start date of the class (if any), the class name, lead
instructor, class type, number enrolled, and end date.

: COMMURITY. XYZ Technical College
CLASS MARME LEAD INSTRUCTOR(S) |# EMROLLED START DATE EMD DATE  LABS LAB HOURS

O CCMA Fall Class Jane Doe 3 Mone Mone 2B 21.4
© CCMP Fall Class  |Jane Doe 0 Mone MNone 0 0.0
|© CCNP Intra Ann Dole 3 Oct 14,2011 Jan 31,2012 23 17.0

: Jane Doe

Total 49 35.4|

2.16.1 Add Classes

o Add a Class

To add a class to the system, select the button at the bottom of the
Class Manager page and enter the class information into the form. The Class Name field
is required; other fields may be filled out now, or later through the Edit Class function
(see section 2.16.2).
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Clazz Hame

Global Labs

Pnvate Labs

Starting D ate

Ending D ate

Self Study Lab Access

Allow Multiple Labz in 5ame Reservation
[=ztudent or team reservationsz)

Predetermined Lab Time Limits

Preferred Maximum Length of Reservation
| Preferred Minimum Time Between B eservations
Conszole Pazsword [Cizsco devices]

Enable Secret Password [Cizco devices]

E -mail Configs/Logs

Retain Configs/Logs

Retention Period

Janes CCMP Clazs

AE CCHNP %E.0 ROUTE -MAP- English
AE CCNPWE.D ROUTE - BETA

AE CCHNPYE.0 SWITCH -CSP- BETA

AE CCMNPWE.0 SWITCH -MAP- BETA

AE CCNPYE.0 SWITCH SBA - BETA

AE CCMPYE.0 TSHOOT - BETA,

AE CCNPYE.D TSHOOT SBA - BETA

[] AE Cisco Woice aver IP and Qoz (CWOICE)
[] AE FNS Combined %1.2 English

] AE FNS PIX%1.2 English

[] AE FNZ Router %1.2 English

AE Multi-Purpose Academy Pod (ho labs)

you have ho instalied private lab content to select

) MNone @ Date | Oct [w ][ 14w ]| 2011 [»
O None @ Date[Jan [+ ][ 31 [s][ 202 [+

[#] Allowe individuals to schedule lab time
[¥] Allow teams to schedule lab time

O Mo (present only the scheduled exercise)
® Yes (studentitearn may change lab exercise)

& Erfarce lab author's time limits (if any)
O Do not enforce lab author's time limits

no preference | % | (community masximum is 4.0 hours)
no preference | % | (community minimum is unlimited)
cisco
claszs
@ Mo OTolead instructors upon completion

[#] Instructor-led reservations
[+]Individual or team reservations

1 wear bl

E3) cancel

Fields are described on the next page.
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Class Edit/Add Field Descriptions
e Class Name: The name of the class must be unique on the NETLAB+ system.

e Lead Instructor(s): Instructors who are trainers in this class. Only lead instructors can
schedule instructor-led lab reservations for a class. Lead instructors may schedule
instructor-led lab reservations for this class. A lead instructor may also join any
student or team reservations in progress that are associated with the class.

e Global Labs: Select lab exercises and content that can be accessed by users in the class
roster. This also affects the pod types that users can access. This setting does NOT
control access to curriculum. Global labs are available to all instructors on the system
(if authorized by the administrator).

e Private Labs: Private labs are available only to the original installer. If you have
created lab designs using the Lab Designer, they will be available for selection in this

section. Please refer the NETLAB+ Lab Design Guide for details.

e Starting Date: An optional starting date for the class. New pod reservations for this
class may not be made before this date.

e |If the starting date is changed later, existing equipment resource reservations
are not affected.

e Ending Date: An optional ending date for the class. New pod reservations for this
class (student or instructor) may not be made after this date.

e |[f the ending date is changed later, existing lab reservations are not affected.
e Self Study Lab Access
e Individuals: If selected, individual users in the roster can schedule lab reservations.

e Teams: Enabling this option allows learners to work in groups for self-study lab
reservations and share access to equipment at the same time. Before enabling this
option, place each user in the roster into the desired team (A to Z).
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e Allow multiple labs in the same reservation: Enabling this option allows student and
team reservations to change the lab exercise to a different exercise during a lab
reservation. The Exercise tab will be displayed during lab access. Only labs
compatible with the reserved pod type will be available for selection. A new archive
entry is not created when lab exercise is changed. This feature should not be enabled
if you want the archive to contain one entry per lab.

e This option only affects Student or Team reservations (ILT reservations always
allow the lead instructor to change exercises). Currently, this option does not
start a new archive entry. The final archive will contain combined device output
for all labs. The final configuration files will reflect the state of the pod at the
end of the pod reservation.

NETLAB+ Administrator Guide

If you use the archive feature for assessment and want each lab's device output
and final configuration files to appear in a separate archive entries, you should
select "No" to disallow multiple labs in the same reservation.

0 Predetermined Lab Time Limits

0 Enforce lab author's time limits (if any): When a lab author specifies a
time limit for a lab exercise, NETLAB+ will always use this limit to
determine the length of an individual or team reservation. When a lab
time limit is enforced, the Maximum Length of Reservation setting
(described below) will have no affect on the reservation length. The time
limit is only imposed upon learners making their own individual or team
reservations. Individual or team reservations created by the lead
instructor on behalf of individual learners or teams in the class are not
restricted by the lab author’s time limit.

e Do not enforce lab author's time limits: NETLAB+ will disregard any time limits
set by lab authors. Individuals and teams may determine how much time is
allocated for any lab, up to the Maximum Length of Reservation setting (see
below).

o Preferred Maximum Length of Reservation: Sets the maximum length (in hours) of an
individual or team lab reservation. Lab exercises can also have a time limit. The lower
of the two times is used. The maximum time lengths of lab reservations for all classes
within a community are subject to community maximumes, if a community maximum
has been set (see section 2.14). You may not establish a higher (less restrictive)
maximum for the class; it will not override the community maximum.

e Alower (more restrictive) maximum time length for the class may be enforced by
setting a value that is lower than the community maximum.

e Lead instructors and instructor-led reservations are not bound by this restriction.

e Preferred Minimum Time Between Reservations: Sets the minimum amount of time
between successive reservations made by an individual or team. This setting can be
used to prevent excessive scheduling of labs. For example, a setting of 48 hours
prevents the same individual or team from scheduling lab exercises less than 48 hours
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apart. The default value, no limit will allow a student or team to make unlimited
reservations. The minimum time between reservations for all classes within a
community is subject to community minimumes, if a community minimum has been set
(see section 2.14). You may not establish a lower (less restrictive) minimum for the
class; it will not override the community minimum. A higher (more restrictive)
minimum time between lab reservations for the class may be enforced by setting a
value that is higher than the community minimum.

NETLAB+ Administrator Guide

e Lead instructors and instructor-led reservations are not bound by this restriction.

e Console Password (Cisco devices): Cisco courses only. The password that students
and instructors are expected to assign to all device consoles, 'line con 0'. When
NETLAB+ performs an automated operation, it will try this password to gain access to
the console. Some automated operations may abort if the device's console is not set
to this value.

e Enable Secret Password (Cisco devices): Cisco courses only. The password that
students and instructors are expected to assign as the privileged (enable secret)
password on all devices. When NETLAB+ performs an automated operation, it will try
this password to gain access to privileged exec mode. Some automated operations
may abort if the device's enable password is not set to this value.

¢ E-mail Configs/Logs: After a reservation has completed, a copy of the final
configuration files and session logs can be automatically e-mailed to lead instructors.

e Please Note: E-mail can be unreliable. This option will only work if the lead instructors
have a valid e-mail address set in their profiles. System settings, port filters and/or
anti-spam software may interfere with e-mail from NETLAB+ (even if other e-mail from
the NETLAB+ site may be working). Alternatively, you can access configuration and log
data using the archive feature.

e Retain Configs/Logs: After a reservation has completed, a copy of the final
configuration files and session logs can be retained in the NETLAB+ archive. Since this
information consumes disks space and increases the size of backups, please retain
only the data you need.

e Instructor-led reservations: If checked, NETLAB+ will retain configs and logs from
instructor-led class reservations.

¢ Individual or team reservations: If checked, NETLAB+ will retain configs and logs from
student or team reservations.

e Retention Period This pull down lets you control the length of time NETLAB+
will retain configuration files and session logs in the archive for this class. Since
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this information consumes disks space and increases the size of backups, please
retain the data only as long as needed.

NETLAB+ Administrator Guide

After entering information on the page, select OK. A confirmation message will be displayed.
You may now choose lead instructors for the class (see section 2.16.6), or select Exit if you
prefer to enter this information at a later time.

Class Janes CCNP Class was created.

* please select lead instructors on the next page

If you complete the process to choose lead instructors, you will then be prompted to add
learners to the class roster (see section 2.16.3).

There are no learners in this class roster.

i Done | =P Add Leamers |

You may also choose to add learners to the roster at another time.
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2.16.2 Edit Class Information

Edit the information for an existing class by clicking on the class name displayed in the
class list displayed on the class manager page. Here, we'll select the record for Jane's
CCNP Class.

LIST COMRMUNTY: XYZ Technical College !
CLASS MAKE LEAD IMSTRUCTOR(S)  # EMROLLED START DATE END DATE  L&BS LABHOURS |

© CCMA Fall Class Jane Doe 3 Mone Mone 26 21.4
© CCMNP Fall Class Jane Doe 0 Mone MNane a 0.0
© CCNP Intro J“&‘a”n”EDD”E'; 3 |Oct 14,2011 Jan 31,2012 23 17.0
|0 Janes CCMP Class JMone ] Cct 14, 2011 |Jan 31, 2012 0 0.0
| Total 43 384
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A page displaying the current settings for the class will be displayed.

. Janes CCHP Class

Class Mame
Lead Instructar=)

Murmbet Enrolled

Global Labs

Private Lahs

Start Date

Ending Date

Self Study Lab Access

Al bultiple Labs in Same Reservation
Predetermined Lak Time Limits

Preferred Maximum Length of Reservations

Preferred Minimum Time Between Rezervations

Janes CCNP Class
Jane Doe
]

AE CCMNA Pod Reservations (no labs)

AE CCMP %5.0 ROUTE -MAP- English
AE CCMPWE.0 ROUTE - BETA

AE CCMPWE.0 SWITCH -C5P- BETA

AE CCHPWE.0 SWITCH -MAP- BETA

AE CCMPWE.0 SWITCH SBA - BETA

AE CCMPWE.0 TSHOOT - BETA

AE CCMPWE.0 TSHOOT SBA - BETA

AE Multi-Purpose Academy Fod (no labs)

Oct 14, 2011

Jan 31, 2012

Individuals, Teamns

Yes (studertteam may change lab exercise)

Enforce lab author's time limits (it any)

no preferenee [community maximum is currently 4.0 hours)

no preference [community minimurm iz currently unlimited)

Conzole Password | cisco
Erable Secret Pazsword class
E-mail Configsilogs Mo
Retasin Configsdogs ILT Class, Student or Team
Retention Period |1 year
Instructor Led  Individusl Team Totzl
Class Lak Usage Labs ] 0 0 ]
Hours 0.0 0.0 0.0 0.0
Several function buttons are displayed below the class settings information.
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() Done Feturn to class manager.
A Settings Change the class general settings.
& Roster Wiew or make changes to the class roster.
B88& Teams Organize class members into teams.
jiLeads Specify which instructors lead teach) this class.
&% Pod Assignment Azsign pods to specific students ar teams.
== Delete Delete this class.

Select the Settings button to make the information for the displayed class available for
editing. The class edit page is identical to the add class page. Please see section 2.16.1
for a detailed description of each field on the page.
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Clazz Hame

Global Labs

Pnvate Labs

Starting D ate

Ending D ate

Self Study Lab Access

Allow Multiple Labz in 5ame Reservation
[=ztudent or team reservationsz)

Predetermined Lab Time Limits

Preferred Maximum Length of Reservation
| Preferred Minimum Time Between B eservations
Conszole Pazsword [Cizsco devices]

Enable Secret Password [Cizco devices]

E -mail Configs/Logs

Retain Configs/Logs

Retention Period

Janes CCMP Clazs

AE CCHNP %E.0 ROUTE -MAP- English
AE CCNPWE.D ROUTE - BETA

AE CCHNPYE.0 SWITCH -CSP- BETA

AE CCMNPWE.0 SWITCH -MAP- BETA

AE CCNPYE.0 SWITCH SBA - BETA

AE CCMPYE.0 TSHOOT - BETA,

AE CCNPYE.D TSHOOT SBA - BETA

[] AE Cisco Woice aver IP and Qoz (CWOICE)
[] AE FNS Combined %1.2 English

] AE FNS PIX%1.2 English

[] AE FNZ Router %1.2 English

AE Multi-Purpose Academy Pod (ho labs)

you have ho instalied private lab content to select

) MNone @ Date | Oct [w ][ 14w ]| 2011 [»
O None @ Date[Jan [+ ][ 31 [s][ 202 [+

[#] Allowe individuals to schedule lab time
[¥] Allow teams to schedule lab time

O Mo (present only the scheduled exercise)
® Yes (studentitearn may change lab exercise)

& Erfarce lab author's time limits (if any)
O Do not enforce lab author's time limits

no preference | % | (community masximum is 4.0 hours)
no preference | % | (community minimum is unlimited)
cisco
claszs
@ Mo OTolead instructors upon completion

[#] Instructor-led reservations
[+]Individual or team reservations

1 wear bl

E3) cancel

After updating information, select the OK button at the bottom of the page.
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2.16.3 Add Learners to the Class Roster

A class roster is a list of members, which may include student accounts, instructor
accounts, or both. All members must belong to the same community.

A class may contain one or more lead instructors (trainers). All other users in the roster
(who are not leads) are learners. Select the Roster button on the class page to add
learners.

Cybersecurity Intro CH55-4011
Class Name Cybersecurity Intro CNSS5-4011
Lead Instructoris) Jane Doe
Mumber Enrolled |0
Global Labs CNSS 4011 Cybersecurity Labs - BETA
Private Labs
Start Date |Mone

Ending Date | Mone
Self Study Lab Access | Individuals
Allow Multiple Labs in Same Reservation Mo (present only the scheduled exercise)
Predetermined Lab Time Limits  Enforce lab author's time limits (if any)
Preferred Maximum Length of Reservations no preference {community maximum is currentty 4.0 hours)
Preferred Minimum Time Between Reservations no prefere Nce (community minimum is currenthy unlimited )
Con=sole Password cisco
Enable Secret Pazsword class
E-mail Confige/Logs | Mo
Retain Confige/Logs |ILT Class, Student or Team
Retention Period |1 year

Instructor Led Individual Team Total
Clazs Lab Usage Labs ] ] 0 ]
Hours 0.0 0.0 0.0 0.0

A list of learners assigned to the class will be displayed, or a message stating that no
learners have yet been added to the class.

There are no learners in this class roster.

. Done | op Add Learners

Selecting Add Learners will display the Add Learners to Roster page. This page allows
you to select from 3 methods to add learners to the class.
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The first method, Select from a list of all existing users in this community is an ideal

choice when:

e You will be selecting learners for which accounts already exist.

e The list of all existing users in your community is relatively small. (Since this
option displays all the accounts, from which you can make your roster

selections).

& Select from list of all existing users in this community.

i () Create new user accounts and add to class.

Search for and select existing users in the account manager, then invoke Add to Class fram!
the action menu at the battom of the search results page. :

Select the learners you wish to add to the class roster from the list displayed. Notice
also that the list shows that instructor Jane Doe has already been selected as a class lead

(see section 2.16.6).

COMMUNITY: XY Z Technical College

; MAME
{3 Ann Dole
) Anna Devane

| Bob Miller

) Jane Doe

| ) John Smith

|3 Mary Smith

) Robert A_ Scorpio
() Sam Drucker

) Sebastian Sunshine
() Ted Bames

1 Todd Garmin

adoled
adevaneb3
bmiller
janeexyz
jsmith23
msmith42
rscorpiob2
sdruckerBs
sunshinebd
tbarnes24
tgarmin22

USER ID

SELECT

already class lead|

OO0O=REOO

Click the Add Selected Learners button to add the learners to the class roster.
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The second method, Create new user accounts and add to class is an ideal choice when:

You need to add learners to a class and have not yet set up accounts for them
(typically, if this is a group of first-time users of your NETLAB+ system).

You prefer to do this process in one-step rather than first adding the accounts
using the Account Manager (see section 2.15.22.15.2).

Create new user accounts and add to class.

O]

( Select fram list of all existing users in this cammunity.

o Search for and select existing users in the account manager, then invoke Add to Class from
the action menu at the bottorn of the search results page.

User ID

1 || adoled1

2 || memith42

2 || bmiller

Add to Community

Initial Password

Retype Initial Password

Enable Auto-Generation

Hame Generation Type

Dizplay Name Format

Enter New Account Information

#YZ Technical College

Automatic Hame Generation Options:

(auto-generate select name field(s) during data entry)

Generate Display Mame from Given/First and Family/Last Names E|

Given/First Family/Last |Z|

(u] Generate All Display Hames Now

Given/First Name | Famiby/Last Name Dizplay Name
Ann Dole Ann Dole
Mary Smith Mary Smith
Bob Miller Bob Miller
() Submit

Type

instructor |+ |
student | |
student | |
student | |

adole@xyztech.edu

memith@xyztech.edu

bmiller@xy ztech.edu
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The third method, Search for and select existing users in the account manager, then
invoke Add to Class from the action menu at the bottom of the search results page is an
ideal choice when:

NETLAB+ Administrator Guide

e You will be selecting learners for which accounts already exist.

e The options on the account search page will allow you to select conveniently a
subset of the accounts from which you may make your selections. This may
allow you to avoid scrolling through a long list if there are a large number of
accounts in your community.

(3 Select from list of all existing users in this community.

(3 Create new user accounts and add to class.

o Search for and select existing users in the account manager, then invoke Add to Class from
“* the action menu at the bottorm of the search results page.

Account Search

Community IXYZ Technical College |+

Show | O all account types
Oinstructors anly
® students only
O users that have never logged in
O users that have been inactive for 1 year or more

Match Uzer ID or Mame

@4 Search |

The result of the account search displays all of the student accounts in the community.
Select the students you wish to add to the class roster. (Notice that student Ida Lerner
has been selected, although she is already indicated to be a member of the class. For
the purpose of this example, let’s imagine that this record was selected in error). Select
the Add to Class Roster action and click Go.
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Users matched: 8 Community: XYZ Technical College Showing: students only Matching: (any)

USER I NAME COMMUNITY CLASSES LAST LOGIN | SELECT
© adevane63 |3 Anna Devane X¥Z Technical College never I
© bmiller 4 Bab Miller ¥YZ Technical College CCNP Route Class never
© jsmith23 | ) John Smith ¥YZ Technical College Jun 26 2012 []
| . : . . CCNA Security 101
© msmith42 | Mary Smith XYZ Technical College| v~ 10 pote Class |JUN 29 2012 [
© rscorpiof2 | ) Robert A. Scorpio | XYZ Technical College CCNA Security 101 Jun 25, 2012
© sdruckerf5 | ) Sam Drucker ¥YZ Technical College CCNA Security 101 Jun 25, 2012
! . [ . . . CCHMP Route Class
| © sunshine64| ) Sebastian Sunshine XYZ Technical College CCNA Security 101 Jun 25, 2012 [}
© thames24 | ') Ted Bames X¥Z Technical College CCNA Security 101 | Jun 25, 2012 7]
: Select All
! | Perform Action on Selected Accounts: | Add to Class Roster |Z| Go
' Unselect All

& New Search P Import Accounts o p Add Accounts E3) Exit

Next, you will be prompted to select the class to which you wish to add learners. Here,
we'll select the CCNP Route Class

CLASS NANME LEAD INSTRUCTOR(S) # EMROLLED START DATE  EMD DATE
|| © CCNA Security 101 Ann Dole 5 None None
; Jane Doe ;
@ CCHNP Route Class Jane Doe 3 Jun 1, 2012 Aug 31, 2012 ||
i @ Cybersecurity Intro CNS5-4011|Jane Doe 0 Maone Mone !

_________________________________________________________________________________________________________________________

The status of the accounts added is shown. Notice that Bob Miller is flagged as already
in the roster, thus illustrating that selecting accounts more than once to add to a roster
will not result in duplicates on the roster.

W ADDING TO CLASS ROSTER: CCNP Route Class

USER IDv MNAME SLATUS |
bmiller Bob Miller already in roster
rscorpiok2 Robert A. Scorpio added to roster
sdruckergs Sam Drucker added to roster

() OK ‘3, Show Class Roster
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‘3, Show Class Roster

To view the class roster, select the button.

CLASS ROSTER: CCHP Route Class

* Individual totals do not include team labs.

() Done =p Add Learners A Manage Roster Z° Manage Accounts

i MAME USER IDv TEAWM | LAST LOGIN E-MAIL ADDRESS LABS LAB HOURS i
3 Baob Miller bmiller A never bmiller@:xyztech.edu ] 0.0
e Mary Smith msmith42 A Jun 25, 2012 msmith@xyztech.edu 0 0.0
|3 Robert A Scorpio rscorpios2 | A |Jun 25, 2012 0 0.0 |
% Sam Drucker sdruckergs A Jun 25, 2012 samdrucker@axyztech_ edu |5 0 0.0
) Sebastian Sunshine sunshine64 A Jun 25, 2012 | sebby@xyz. edu 0 0.0
Usage by Deleted Accounts| 0 0.0
Total Individual Lab Usage *| 0 0.0

If your class roster will consist of both new users (for which you need to create a new
account) along with previous users, (already having an account on your NETLAB+
system) you will need to use more than one of the methods described above to add all
of the learners to your class roster.

In addition, you can add learners to a class by moving or copying a class roster from one
class to another (see section 2.16.4).
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Manage a Class Roster
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As students join and withdraw from a class, you will need to make periodic changes to
the class roster. Select the class record for the class whose roster you need to update
(see section 2.16.2). You may also wish to review the statistics on lab usage provided

for each member of the class roster.

CCHP Fall Class

Class Mame
! Lead Instructor=)

Mumber Enrolled
Global Labs

Private Laks

Start Date

Ending Date

Self Study Lak Access

Predetermined Lak Time Limits

Pretferred Maximum Length of Reservations

i Preferred Minimum Time Between Reservations

CCHNP Fall Class
Jane Doe
2

AE CCNA 1 English 3.1

AE CCNA 2 English 3.1

AE CCMNA 3 English 3.1

AE CCMA Pod Reservations (no labs)
AE CCHNP OMT %5.0 English

AE CCMP Pod Reservations (no labs)
AE FMS P 1.2 English

AE FMS Router 1.2 English

Mone

Mone

Individuals

Enforce lab author's time limits (if any)
3.0 hours

4 hours between reservations

Conzole Passwoard | cisco
Enable Pazzword class
E-mail Configzilogs Mo
Retsin Configzilogs |ILT Class, Student or Team
Retertion Period | 1 yvear
Instructar Led  Individusl Team Total
Clazs Lab Usage Labs 14 E 5 25
Haours 420 4.5 25 49.0
i) Done | ° Settings | & Roster | B8E Teams | jiLeads | = Delete
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Select the Roster button to display the class roster, the option to add learners, the
manage accounts option and the manage roster option.
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CLASS ROSTER: CCHP Route Class

E MNAME USER IDv TEAM | LAST LOGIN E-MAIL ADDRESS LABS LAB HOURS E
') Bob Miller bmiller A |never bmiller@xyztech. edu 0 0.0
e Mary Smith msmithd2 A [Jun 25, 2012 msmith@xyztech_edu 0 0.0
) Robert A Scorpio  rscorpio62 A Jun 25, 2012 3 3.0
3 Sam Drucker sdruckergh A [Jun 25, 2012 samdrucker@xyztech.edu |50 1 0.5
) Sebastian Sunshine sunshine64 A Jun 25, 2012|sebby@:xyz.edu 2 1.0
Usage by Deleted Accounts| O EI.EII-
Total Individual Lab Usage *| & 45 |
E * Individual totals do not include team labs. E
(4 Done op Add Learners /° Manage Roster /° Manage Accounts

By selecting the link next to the count of the labs attended for a learner, a list of the labs
will be displayed including the status of the reservation. Notice that lab hours are not
accumulated for lab reservations that are not attended.

CLASS MAME USER ID LAST LOGIN
CCNP Route Class |Robert A. Scorpio  [rscorpio62  |Mon Jun 25, 2012 3:35PK

8 | ab List: Bob Miller i

Thu Apr 7, 2011 6:00PK .
Total [completed) 3 labs 30

! DATEATIME LAE MAE STATUS L&E HOURS
Tue Apr 26, 2011 3:12PM | 221 Router Canfiguration L zing Setup hot attended
Tue Apr 19, 2044 7:00PM | 1.2.5Verifying RIF 2 Configuration cormpleted 1.0}
Thu Apr7, 2011 11:00pm | 5-2.5 Configuring Port Security ot attended
Thu Apr 7, 2011 9:00PM 2.2.9 Command Line Fundarmentals completed 1.0
2.2.1 Rauter Configuration Using Setup completed 1.0
< Back |

Returning back to the Class Roster page, you may continue by selecting Manage Roster.
Actions on the Manage Roster page may be performed on several selected accounts at
one time.
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CLASS ROSTER: CCNP Route Class

MAME USER ID TEAM LAST LOGIM SELECT
) Bob Miller bmiller A never
2 Mary Smith msmith42 A |Jun 26, 2012 M
) Robert A Scorpio rscorpio62 A Jun 25, 2012 [
3 Sam Drucker sdruckerB5 A Jun 25, 2012 &
) Sebastian Sunshine sunshineb4 A Jun 25, 2012

: Select All
Perform Action on Selected Members: | Remove from Roster (retain accounts) |E| Go

Remove from Roster (retain accounts Unselect All

— : Copy to Another Class
(¢ 'm Done Making Changes | 1oye to Another Class

The Remove from Roster action results in the removal of the selected accounts from
the class roster. The accounts remain on the system and may be added to other class
rosters.

The Copy to Another Class action will add the selected accounts from the currently
displayed class roster to another class roster. You will be prompted to select the class to
which the accounts will be added.

Selecting the Move to Another Class action will remove the selected accounts from the
currently displayed class roster and add them to another class roster. You will be

prompted to select the class to which the accounts will be added.

The Manage Accounts option is also included on the class roster screen.

OSTER: CCHP Route Class

NAME USER ID TEAM | LAST LOGIN E-MAIL ADDRESS LABS LAB HOURS
3 Bob Miller bmiller A never bmiller@xyztech.edu ] 0.0
|| &5 Mary Smith msmith42 A |Jun 25, 2012\ msmith@xyztech edu 0 0.0 |
i ) Robert A. Scorpio | rscorpio62 A |Jun 25, 2012 3 3.0 i
4 Sam Drucker sdruckergs A [Jun 25, 2012 samdrucker@xyztech.edu | 1 04
| | 33 Sebastian Sunshine sunshine64 | A |Jun 25, 2012 sebby@xyz.edu 2 10 |
i Usage by Deleted Accounts| O EI.EII- i
Total Individual Lab Usage *| & 45
i * Individual totals do not include team labs. i
() Done o p Add Learners A Manage Roster /° Manage Accounts

5/24/2018 Copyright © 2018 Network Development Group, Inc. www.netdevgroup.com Page 74



NID G

Select Manage Accounts to display the accounts page, listing all the accounts assigned
to the class roster. See section 2.15 for details on managing accounts.
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Clazs: CCHP Route Class
USER IDv MAME COMRBMUNITY CLASSES LAST LOGIN |SELECT

CCMA Security 101
CCHMP Route Class

CCNA Security 101
CCHMP Route Class

[
CCNP Route Class T
([
([

© sdrucker65 | 3 Sam Drucker #YZ Technical College Jun 25,2012 [

© rscorpiof2 | Robert A Scorpio | XYZ Technical College Jun 25, 2012

© sunshine64 | () Sebastian Sunshine XYZ Technical College CCNA Security 101 Jun 25, 2012

. [ _ . CCMA Security 101
© msmith42 | Mary Smith XYZ Technical College| ~~\ 10 pote Clasg 24N 25 2012
© bmiller 4 Bab Miller *¥Z Technical College CCMP Route Class never
Select All
Perform Action on Selected Accounts: | Reset Password |E| Go
Unselect All

<3 Return to Roster & New Search =p Import Accounts = p Add Accounts E3) Exit

__________________________________________________________________________________________________________________________
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2.16.5 Group the Class Roster Into Teams

Classes can be configured to allow students to have Self Study Lab Access both as
individuals and as part of an assigned team.

You may place class members into teams labeled A to Z. Teams allow students to work n
groups for self-study resource reservations and share access to equipment at the same
time. If teams are not used with the class, all students should be assigned to the
default, team “A”. Students may not change their own team assignment; however, the
lead instructor(s) can adjust team assignments as needed.

Lead instructors are not assigned to a team and may participate in the lab reservations
for any team. Please see the NETLAB+ Instructor Guide for more information.

Here, we’ll group the 6 members of the CCNP Router class into 3 teams.

: CCHP Route Class
Class Mame CCMNP Route Class
Lead Instructor(z) | Jane Doe
Mumber Enrolled &

AE CCMNPvE.0 ROUTE CRF
bl Labs AE CCMPvE.0 ROUTE MAP

AE CCMPvE.0 ROUTE MAP/ASA

AE CCMNPvE.0 ROUTE SBA

Private Labs
Start Date |Jun 1, 2012
Ending Date Aug 31, 2012
Self Study Lab Access  Individuals

Predetermined Lab Time Limits | Enforce lab author's time limits (if any)
Preferred Maximum Length of Reservations |no preference (community maximum is currently 4.0 hours)
Preferred Minimum Time Between Reservations |no preference (community minimum is currently unlimited )
Console Password cisco
Enable Secret Pazsword class
E-mail Configs/Logs | Mo
Retain Confige/Logs | ILT Class, Student or Team
Retention Period |1 year

Instructor Led Individual Team Total
Class Lab Uzage Labs ] ] 0 ]
Hours 0.0 0.0 0.0 0.0

Allow Multiple Labs in Same Rezervation Mo (present only the scheduled exercise)
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Select the Teams button. The current team assignments will be displayed. In this
example, previous team assignments have been made. Otherwise, all team members
would have been in the initial default assignment of Team “A”. The count of labs and
lab hours per team are also displayed.
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CLASS TEAMS: CCNP Route Class
TEAM CURRENT MEMBERS LABS LAB HOURS

| Bob Miller 3 15
! A Robert A. Scorpio

| Sam Drucker

| Mary Smith

! B |Sebastian Sunshine 1 05
! Todd Garmin

! Usage by Deleted Teams

0.5
Total Team Lab Usage *| 5 25

* Team totals do not include lab reservations made for individual users.

By selecting the link next to the count of the labs attended for a team, a list of the labs
scheduled will be displayed including the status of the reservation

CLASS TEAM |CURRENT MEMBERS

Bob Miller
CCNP Route Class A |Robert A. Scorpio
Sam Drucker

Lab Lisk:
DATEATIME LAR MAkE STATUS |LAB HOURS
Tue Apr 26, 2011 3:12PM | 5.2.1 Yerifying Default Switch Configuration completed 0s
Tue Apr 15, 2011 7:00PN  |Reserve Bazic Router Pod Yersion 2 [ho lab exercize] | completed &
Thu Apr 7, 2011 11:00PK | 2.2.7 Router Canfiguration Uzing Setup completed na

T otal [completed] 3 labs 1.5
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After returning to the Class Teams list page, select the Define Teams button in order to
modify the current team assignments. Notice also that this class roster happens to
include an instructor who is enrolled as a learner. This instructor participates in the
class identically to the other student learners. Use the pull-down box to the left of each
user name to make team assignments.
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il CLASS TEAMS: CCHNP Route Class

TEAM USER NAWME USER ID
C [+| & Bob Miller bmiller
A -l | _
B ) Robert A. Scorpio rscorpioG2
() Sam Drucker sdruckerbs
E 3 Mary Smith msmith42
G ) Sebastian Sunshine sunshinebd
H |-
| |7 | & Todd Garmin tgarmin22
J
{ E &) Apply 7 Cancel
i
M
0
FI
Q
R
5
T -

TEAM USER NAME USER ID
A [+] | Robert A. Scorpio rscorpiob2

A |Z| ) Sam Drucker sdruckerb5

B [+| & Mary Smith msmith42

B [+] & Todd Garmin tgarmin22

C [+| & Bob Miller bmiller

C |Z| ) Sebastian Sunshine sunshinebd

______________________________________________________________________________________

5/24/2018 Copyright © 2018 Network Development Group, Inc. www.netdevgroup.com Page 78



NID G

Please Note: After initial team assignments have been made, you must return to the
class edit screen and enable the option to allow teams to schedule lab time.

You may select the option to allow team reservations for a class at the same time you
add a class record to the system (see section 2.16.1). You must also be certain to make
team assignments, otherwise, all accounts will remain assigned to default team “A”.
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Self Study Lab Access | [7] Allgw individuals to schedule lab time
b ¥ Allow teams to schedule lab time |
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2.16.6 Choose Lead Instructors for a Class

A lead instructor should be defined for each class. An instructor with Normal Privileges
(see section 2.15.3.1) can create and manage classes for which they are the lead. Lead
instructors may make reservations for instructor-led training sessions for the class. Lead
instructors may make lab reservations for individual students or teams, or allow the
students or teams to make reservations themselves depending on the settings selected
for the class (see section 2.16.1). The lead instructor has the option to participate in any
lab reservation associated with the class.

. CCHP Route Class

Class Mame
Lead Instructor(s)

Mumber Enrolled

Global Labs

Private Labs

Start Date

Ending Date

Self Study Lab Access

Allow Multiple Labs in Same Reservation
Predetermined Lak Time Limits

Preferred Maximum Length of Reservations

Preferred Minimum Time Between Reservations

CCHNP Route Class
Jane Doe
]

AE CCNPvE.0 ROUTE CRP
AE CCHNPvE.0 ROUTE MAP
AE CCHNPvE.0 ROUTE MAP/ASA
AE CCHNPvE.0 ROUTE SBA

Jun 1, 2012

Aug 31, 2012

Individuals

Mo (present only the scheduled exercise)

Enforce lab author's time limits {if any)

no preference {community maximum i currenthy 4.0 hours)

no prefere nce (community minimum is currenthy unlimited’)

Con=zole Password cisco
Enable Secret Password class
E-mail Confige/Logs | Mo
Retain Confige/Logs |ILT Class, Student or Team
Retention Period 1 year
Instructor Led  Individual Team Total
Clazs Lab Usage Labs ] ] ] ]
Hours 0.0 0.0 0.0 0.0

After selecting a class in the class manager, (see section 2.16) select the Leads option.
The accounts for all instructors in the community will be displayed. You may select
more than one lead instructor for a class.

5/24/2018
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2.16.7 Delete Classes

To delete a class record, select a class in the class manager (see section 2.16) and select
the Delete option, as shown in the picture in the previous section. Do not delete a class
until determining that the information for the class is no longer needed.

Keep in mind that you may want to edit (see section 2.16.2) and continue to use a class
record. For example, if there will be a similar course with many of the same students
the next semester, you can simply update the class record (see section 2.16.1) and the
class roster (see section 2.16) as needed.

When deleting a class, you must choose to either retain or delete the student accounts
on the class roster along with class and team configuration files. Accounts will not be
deleted if the student is enrolled in other classes.

6 Delete class FNS Class?

@ retain student accounts
O delete student accounts (unless enrolled in other classes)

Mate: the fallowing items will also be deleted:
! * class and team configuration files !

() OK | Cancel |
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2.17  System Banners

Beginning with NETLAB+ version 2011.R2, all feature options to customize banners and
headers are available on both NETLAB Professional Edition® and NETLAB Academy
Edition® systems

Custom branding of your NETLAB+ system allows you to use your own
logos and graphics to make your system uniquely identifiable and can
serve as an asset for your marketing strategy. The administrator may
customize the NETLAB+ user interface by modifying the settings for
displaying banners and messages. The customized messages and
banners will be displayed system-wide to all NETLAB+ users. The system will display the
default system messages if no customized items are entered.

The areas that may be customized include the Login Banner, Login Box Colors, Login

System Name, Login Text, System Page Banner, System MyNETLAB Welcome message
and the System MyNETLAB News and Announcements.
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Banner Name Location on
Page

Description

Login Banner
===

Upload a custom
image file to appear
on the top of the login

page.

Login Box Colors

Change the box
colors on the left side
of the login page.

Login System
Name ===1

Specify an optional
system name to
appear on the login

page.

Login Text

Add custom text to
the body of the login

page.

System Page ' '

Specify custom

Banner images and colors
B B % i that appear at the top
- - of each page.
& i 1
System ' ' Specify the system
MyNETLAB wide welcome
Welcome ] message that
Message 7 30 3 appears on top of the
= MyNETLAB page.
System ' ' Specify the system
MyNETLAB wide news and
News and T B ' i announcements that
Announcements N I appear on top of the
e MyNETLAB page.
5/24/2018 Copyright © 2018 Network Development Group, Inc. www.netdevgroup.com
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NETLAB+ messages support embedded markup tags that can be used to apply special
formatting to your text. Many of the tags are similar to their HTML counterparts, except
curly braces are used instead of angle brackets.

NETLAB+ Administrator Guide

METLAE EMBECDED MARKLUP TAGS

Begin Tag End Tagy Effect
{n} nome | Start a new paragraph.
fbr} none | Start @ new line.
b} {fb}  |Text between {b} and {/b}is bolded.
{i} {fi} Text between {i} and {/i} is talcized.
{r} {rl Text between {r} and {/r} appears in red.

Text between begin and end tag is hypetlinked. If clicked, the specified URL is

{a hitp:AURLY{/a) opened in a new window.

{reg} none  |Displays the registered trademark symbaol &reg.
Lt} none  |Displays the trademark symbal ™.
2171 Login Banner

L | The login banner is a static image or Adobe Flash® animation that appears
B on the top of the login page. The administrator may upload a custom
image file to appear at the top of the login page to replace the default

image.

The picture below shows the default login banner that will reside on systems that have
been updated to NETLAB+ version 2011.R2 or later.

Current Login Banner

mma NETLAB+

2 Change Banner | | [£9 Exit

Select the change banner button. Follow the instructions on the upload image page. As
shown, selecting the show help tips option will display information on each field.

For best results, the image file should be optimized for smallest file size and the width of
your image should be no more than 600 pixels.
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Upload Image

! Toupload a custom login banner, specify the path of a GIF, JPEG, PNG or Adobe Flash® SwF file
1o wour PC or work station, or click the browse/chooze button,

| Far best results, the width of a login zhould by optimized for smallest file zize and zhould not exceed

500 pixels in width.

File Type (2 GIF, PNG, or JPEG
O SWF (Flash)

The type of file you want o upload.

Path to File LUERLEERER L TT=T: ]
Il::ﬂPictures\newbanner.g Browse...

The path to the image file on your PC. Click browse to
havigate.

zhow help tips

Select OK to replace the banner image file, by uploading the file name you have
specified. The new login banner will be displayed.

@ Curent Login Banner

Welcome to Generic University!!111]

Home of the fighting Badger!!!

47 Change Banner | Reset to Default | [£3) Exit | !

This new banner will be displayed on the login page for all users of your NETLAB+
system. To reset the banner to the default setting, select the Reset to Default button,

or replace the banner by selecting Change Banner.

Page 85
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2.17.2 Login Box Colors

The login box appears on the left side of the login page. The colors of the
]% boxes, borders, and labels can be customized in NETLABy.. Color settings
may be applied to the Outer Box, Inner Box, Border and Text by selecting
. the appropriate button.

Color selections may be made by entering an HTML hex code in the format of #rrggbb
(see example in the picture below) in the box marked New or by manipulating the
saturation of red, green and blue using the slider controls.

(u-] Update {use new colors) | @ Cancel {keep current colors)

&) outer Box Color Red ﬁ 155
O Inner Box Color
i (Sreen A 209 ||
C porder Colar
O Text Color Blue A 298
Current Default M ey
#EZFIOE | fadissn #BED1E4L

Reset {use default colors) |

The login box on the left side of the page will display a
Username preview of the selected color modifications.

janedoe
You may select Update to apply your new color selections,

Password or Cancel to keep the current selections. Use Reset to
36 3 3 3 I IE I X .
return to the default selections.

Luginl

Forgot pazewaord?
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2.17.3 Login System Name

L You may set a system name that appears at the top of the login page. This
= optional field may be left blank. Setting a system name allows users to
identify the system easily. This can be particularly helpful to users that
: have several different NETLAB+ systems available to them.

Simply enter the system name into the field and select OK.

iDptinnaI System Name
|| Generic University NETLAB System One

& Gl{l @Cancell
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Password Personal firewall software can interfere with connectivity,
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this web site. If you experience login failures or lab connection
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2.17.4 Login Text

Login text appears in the body of the login page, below the system name
—  andaboveth ired | bedded
|:| and above the required system text. You may apply NETLAB+ embedde
markup (see section 2.17) to the text.

In this example, the default login text is being replaced with custom text NETLAB+
embedded markup has been applied to bold two words in the text.

NETLAB+ provides remote access to lab equipment and curriculum. To access, you need
a user ID and password, assigned by your instructor or local system administrator.

Default Login Text

METLAB +{ reg } provides remote access to lab equipment and curriculum. To access,
yvou need a user D and password, assigned by vour instructor or local system
administrator,

| Custom Login Text (leave blank to use default)
This system 1= awvailable to all {blecurrently enrolled{/h}zatudents.

() 0K | [ Cancel

The system will be updated to include the custom login text once the OK button is
selected. A confirmation message will be displayed.
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The updated login text will now be displayed on the login screen for all users. Notice
also that a bold effect was applied to the words “currently enrolled” using the NETLAB+
embedded markup.

NETLAB+ Administrator Guide

Generic University NETLAB System One
Username
janeduoe] IThiS system is available to all currently enrolled students.
Password Personal firewall software can interfere with connectivity,
XEEEEXKER TCP ports 80 and 23 must be open between your computer and:
this weh site, If you experience login failures or lab connection
Luginl problems, please disable your firewall software to determine if
this is causing the problem.
2.17.5 System Page Banner

This customization option allows you to adapt your system to identify your
organization and branding uniquely using custom images and colors added
to the top of each page of your system . You may select a banner

background color and upload custom images for the left and right sides of

the page.

Separate banner images for the left and right side of the page allow the display to adapt
easily to varying sizes of users” web browser windows. Uploading banner images is
optional, and you may choose to upload images for the left, right or both sides.

| Current Page Banner

LEFT IMAGE COLOR RIGHT IMAGE

mma #DEEAF1 NETLAB+

A Set LeftImage A Set Color /° SetRight Image

3 Exit Reset to Default Banner

To set an image for the left side of the page, select the Set Left Image button. Follow
the instructions on the upload image page. As shown, selecting the show help tips
option will display information on each field. For best results, the left image file should
have a height of no more than 60 pixels.
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Upload Left Banner Image

' Toupload a left banner image., specify the path of a GIF, JPEG. or PNG file on wour PC or
i workstation, or click the browse/chooze button,

| For best results, the hieight af the left image should not exceed B0 pisels. IF both a left and nght
1 image are uged, they should be the zame height.

Path to File Il::'\pimures"-,leﬁ_image.gi' Browse...

The path to the image file on your PC. Click browse to
havigate.

show help tips

& DHl E Cancell

——————————————————————————————————————————————————————————————————————————————————

@ Left banner image was set to the uploaded image.

* The effect of this change will be seen after you click Okl

Select OK to proceed with the upload. The current page banner is now set with the
uploaded image.

LEFT IMAGE COLOR RIGHT IMAGE
Generic University HFFFFFF NOT SET
A7 Set Left Image | A Set Color | A Set Right Image

Follow the same procedure to set the right-side image, this time selecting the Set Right
Image button. After the image file for the right side has been uploaded, the image will
be displayed as the current right banner image.
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LEFT IMAGE COLOR RIGHT IMAGE

Generic University HFFFFFF Home of the Fighting Badger §
A~ Set Left Image | A~ Set Color | /° Set Right Image | |

53] Exit | Reset to Default Banner |

Notice that the right image is smaller than the left; this will help us illustrate our next
example, setting a background color. To set a banner background color, select the Set
Color button.

Color selections may be made by entering an HTML hex code in the format of #rrggbb
(see example in the picture below) in the box marked New or by manipulating the
saturation of red, green and blue using the slider controls.

Page Banner Color

(u] Update {use new colors) | @ Cancel {keep current colors)

Red A 213
Green A 161
| Blue A @ |
Current =
| WFFFFFF #D5A162 | |

Select Update to apply the new banner background color, a confirmation message will
be displayed.

@ Page banner color was changed to #D5A162.

* The effect of this change will be seen after you click DI{.E
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After selecting OK, the banner background color will be displayed on the custom page
banner. Notice that the banner background color is visible around the smaller right side
banner.
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Current Page Banner

LEFT IMAGE COLOR RIGHT IMAGE

Generic University HDGA 162 Home of the Fighting Badger
A~ Set Left Image | A~ Set Color | /° Set Right Image | |

53] Exit | Reset to Default Banner |
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2.17.6 System MyNETLAB Welcome Message

You may set the system welcome message that appears on top of the
MyNETLAB page. Each community may have its own welcome message
(see section 2.14) which if specified, overrides the system welcome
message. You may apply NETLAB+ embedded markup (see section 2.17) to

the text.

To substitute your own welcome message for the default welcome message, enter your
message into the text box.

Default Welcome Message
VWelcome to METLAR Professional Edtion{reg}.

System MyMNETLAB Welcome Message (leave blank to use default)
Welcome to Our New {r}{bI}NETLAE'{/ri{/h}

() OK | [ cancel |

@ MyNETLAB welcome message updated,

@ ox|

D The MyNETLAB page for all users will
now display the custom welcome message.

Generic University Home of the Fighting Badger |

MyNETLAB INSTRUCTOR|

iFi'E Scheduler Account Class Profile Curriculum Archive Logout Help

EIWElcume to Our Mew NETLAB! I
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2.17.7 System MyNETLAB News and Announcements

System news and announcements appear on top of the MyNETLAB page,
below the welcome message. Each community may have its own new and
announcements, which if specified, override the system-wide setting (see
section 2.14). NETLAB+ embedded markup (see section 2.17) may be
applied to the text.

To substitute your own news and announcements for the default news and
announcements (which is blank) enter the information into the text box.

System MyNETLAB Mews and Announcements {leave blank to use default)

Dur syatem currently has two {b!EBEasic Router Pods{/ b} and one {h}Cuatro
Router Podf/b}.
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Select OK to proceed with the update. The updated news and announcements will now
be displayed for all users on the MyNETLAB page.
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Generic University Home of the Fighting Badgeor

MyNETLAB INSTRUCTOR B
» File Scheduler Account

Class Profile Curriculum Archive Logout Help

| welcome to Our New NETLAB!

‘IMNews and Anhouncements
our system currently has two Basic Router Pods and one Cuatro Router Pod.
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2.18 Enable/Disable User Logins

This page allows the administrator to suspend temporarily all student
and instructor account access. Access should be disabled while
da performing disruptive administrative tasks such as swapping hardware,
j recabling or re-configuring lab equipment. The administrator may enter
a message that will be displayed to a user when they attempt to login
while the system is disabled.

User logins are currently: enabled

To disable logins: provide a message that will be displayed to users when they |
access METLABR, then click Disable Logins. !

Adding additional hardware to the syvstem. Logins will be re-enabled

| REASON FOR DISABLING LOGIN (USER MESSAGE)
i Feb. 10 at 6 a.m.

When users attempt to login to the disabled system, the disable message will be
displayed.

Login failed.

® lzerloging have been disabled by the administrator: Adding additional
hardware. Logins will be re-enabled May 15 at B a.m.
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When user logins have been disabled, a message is displayed, directing the
administrator to the option of re-enabling user logins.

NETLAB+ Administrator Guide

User logins are globally disabled. Click here to re-enable instructor and
student logins.

The administrator may re-enable the system by selecting Enable Logins.

User Logins METLAB+ 2009.R1 (beta 9)
Admin Logout administrator

r.*[_ Student and instructor logins are currently: disabled
1
_ = Reason given: Adding additional hardware. Logins will be re-enabled
- Ma
y 15 at 6 a.m.

g

To re-enable logins, click the Enable Logins buttan.

Enable Logins Return to Admin Page

2.19 Pod Assighment

Pod Assignment is a pod resource management feature, which allows pods
to be assigned and visible only to those who have been granted access. The
flexibility of pod assignment allows pods to be assigned at the community,
class, instructor, student and student team level. Pod assignment is initiated
at the system level by the Administrator. Community and class level assignments may be
delegated to instructors.

Please refer to the NETLAB+ Pod Assignment Guide for details on selecting and
implementing the appropriate pod resource management features for your system.

5/24/2018 Copyright © 2018 Network Development Group, Inc. www.netdevgroup.com Page 97


http://www.netdevgroup.com/products/documentation/NETLAB_Pod_Assignment.pdf

NID G

NETLAB+ Administrator Guide

2.20

=

Pod Rules

1 Pod rules can be established to restrict equipment pod access by

i community and time of day. This is useful in a sharing arrangement where
(21 e community (or Academy) is contributing towards cost recovery in return
““% for guaranteed access to one or more pods.

This feature can be used to grant dedicated access to one or more communities at

certain

times. It can also be used to limit a community's access to specific times.

Elements of a Pod Rule

5/24/2018

Pod: Each rule may target a single pod, or all pods.

Community: Each rule targets a single community. Multiple communities can
be targeted by creating an overlapping rule for each.

Days of Week: The days of the week to apply the rule.

Start/End Time: The start and end time to apply the rule, relative to the
specified time zone.

Time Zone: The time zone of the specified start and end time. Pod rules are
automatically adjusted on the scheduling calendar for users in different time
zones. We recommend setting each rule to the same time zone, such as the
local time zone of the system or administrator. The time zone may be subject to
daylight savings time - please see below for further explanation.
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Scope. A rule scope can be limited or unlimited. Limited scope times are not bound by
arule. See below for further explanation:

NETLAB+ Administrator Guide

Understanding Pod Rules

e Pod rules apply to communities. To limit pod access, users and classes must first
be organized into communities. By default, there is only one default community.

e Without a pod rule, a user in any community may reserve the pod at any time of
day (unless restricted by a class profile). This is the default behavior.

e When a pod rule is applied, a pod becomes dedicated to users in the specified
community during the specified times. In other words, the community specified
in the rule is permitted, while all other communities are denied. By creating
overlapping rules, you may grant access to several communities.

e Each rule has one start and end time. Multiple pod rules can be created if more
than one contiguous block of time is required. For example, suppose the default
community should be allowed access to pod 1 every day from 9am to 11am, and
also from 7pm to 11pm. Two rules are needed to achieve this, one for each time
range.

e The scope of a pod rule can be limited or unlimited.

e Alimited scope allows a community to access the pod ONLY on the specified
days and times. Use this scope if you want the community to have pod access
only at designated times.

e An unlimited scope allows a community to access the pod on the specified days
and times, AND all other times not restricted by a pod rule. Use this scope type
if you want to dedicate pod access to a community at certain times, but not
restrict them during other times.
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The pod rule shown below indicates that XYZ Tech’s access to the Basic Router Pod is
limited to the time period 0000-0400 on Sunday, Monday, Tuesday, Friday and
Saturday.

NETLAB+ Administrator Guide

Sun
i MY E lom . .
; f| R el . Technical | Tuye |‘SMT-05:00) EesternTime (US & | on0n loang| Linted!
: Basic Router Pod (Wersion 2) . |Canada) :
: College Fri :
Sat

When users are scheduling lab reservations, time periods that are unavailable to the
user’s community according to the currently established pod rules will be indicated
RESERVED and are not available for selection.

i February 2006 \ Today's Date and Local Time i
Tuesday February 14, 2005
1121414 February 11:13 AM
é é i E é g E 2 1 Eastern Time (US & Canada)
(192021 (22 [2s[2azs i
i |26[27 |28 2006 i
ot a pod and reservation time for class CCNP Fall Class by clicking on a
POD 1 A
! BASIC ROUTER POD w2 i
ﬁ:‘i 3 Routers
_|, PC Support
12am
i 5
lam
! !
2am
i ?
Jam
| |
| 4am|RESERVED
RESERYED
| Sam|RESERVED |
RESERWED
I >
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2.20.1 Add a Pod Rule

A list of the current pod rules (if any) will be displayed on the pod rules page.

oD RULES :
E 0 RLLE # P COMMUMITY DAYS TIME ZORE START | EMD | SCOPE E
POD 2 (GMT-+00:00) Greenwhich Mean ]
Ll & Basic switch pod (versionzy| GEfeut L Man p 0000 2400/ Limited |
| POD 1 e Thu | (EWT-05:00) Pacific Time (US & !
! ﬁl gy Basic Router Pod (Wersion 2 TE‘;E;C:I Fri |Canada) 0300 11200 Unkimited

To add a rule to the pod rules list, select the 57 Add Rule [, 4400 ot the bottom of the
pod rule list. The pod rule add/edit page will be displayed.

Pod I FOD 1 -Basic Router Fod (Wersion 2) |+

Community IWZ Technical College  +

Daysz of Week DSLIFIdEI}"

! Ol Maonday
ClTuesday
Clywednesday
V] Thursday
] Friday
Ll Saturday

Time Zone I (GhT-08:00) Pacific Time {US & Canada) v !

Ctart Time IDBDD % (hhmm)
End Time ITEDD “  (hhmm)

Scope | @ ynlimited (do not restricted to specified time)
O limited restrict community to specified time)

(4 OK Cancel

After completing all the fields on the form (see section 2.20), select OK to save the pod
rule. In this example, XYZ Tech has dedicated access to the Basic Router Pod during the
specified times on Thursday and Friday. No other community will be able to access the
pod during that time unless a pod rule is set to specify dedicated access at that time as
well. Since the scope is unlimited, XYZ is also able to use the pod during other times
without restrictions.
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PoD RULE: 7

Pl
COMmmLInity
Day= of Week

Titme: Zone
Start Time
End Tirme

Scope

POD
Basic Router Pod Mersion 2)

#YZ Technical College

Thursday
Friday

(GMT-08:00) Pacific Time (US & Canada)

0s00

1200

unlirited {do not restrict community to specified time)

“Goone || pein ||| —veene ||

Review the pod rule you have created. You may select Done to return to the pod rule

list.

Select Delete if you wish to remove the pod rule.

You may edit a pod rule by selecting the Edit button from the pod rule record page or by

selecting the ﬁl button to the left of the pod rule on the pod rule list.

5/24/2018
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2.20.2 Edit a Pod Rule

To edit a pod rule, select the ﬁl button to the left of the pod rule on the pod rule list.

IFoD RULES :
| GO RULE # POID COMMUNITY DaYS TIME ZOME START EMD SCOPE |
E POD 2 (GMT+00:00) Greenwhich Mean o
_ﬂ % Basic Switch Pod (version 2 Gt | MOn g 0000 12400) Limted
POD 1 RYZ Thu [(GMT-08 007 Pacific Time (US &
fl ¢ Baszic Router Pod (Version 2 TEE?Q;CEEI Fri |Canada) ULl 1210 Linfiise

FoOD

Fod Basic Router Pod MWersion 2)

Community YL Technical College

Thursday

Days of Week .
4 Friday

Start Time 0300
End Time | 1200
Scope |unlimited (do not restrict community to specified time)

() Done A Edit = Delete

Time Zone | (GMT-03:00) Pacific Time (U5 & Canada)

To proceed to the edit screen, select the Edit button.
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Pod I FOD1-Basic Router Pod Wersion 2] |+

Community IWZ Technical College |+

Dayz of Week DSunday

ClMaonday
ClTuesday
Clwednesday
M Thursday
] Friday

Ll Saturday

Time Zone | (GhT-08:00) Facific Time (US & Canada) hd

Start Time IDBDD [hhmm)
End Time I'IEI:IEI *  thhmm)

Scope | (3 ynlimited (do not restricted to specified time)
O limited (restrict cornrmunity to specified time)

(4 OK &3 Cancel

Edit the information on the page as needed, see section 2.20 for details on how the pod
rules operate.
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2.20.3 Delete a Pod Rule

To delete a pod rule, select the ﬁl button to the left of the pod rule on the pod rule
list.

G0 RLULE # POD COMMUNITY DaYS TIME ZORE START EMD  SCOPE
i PO 2 (GRT+00:00) Greenwhich Mesn o
_ﬂ % Basic Switch Pod (version 2 Gt | MOn g 0000 12400) Limted
POD RYZ Thu |(GMT-05:00) Pacific Time (US &
fl Baszic Router Pod (Version 2 TEE?Q;CEEI Fri |Canada) ULl 1210 Linfiise

FoOD

Fod Basic Router Pod MWersion 2)

Community YL Technical College

Thursday

Days of Week .
4 Friday

Start Time 0300
End Time | 1200
Scope |unlimited (do not restrict community to specified time)

() Done A Edit = Delete

Time Zone (GMT-08:00) Pacific Time (US & Canada) |

Select the Delete button to delete the pod rule.
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2.21  Lab Designer

The Lab Designer provides a means of creating a series of custom
laboratory exercises that may be made available for class use.

:nd A lab design is a set of labs and related reference material that may include
documents, images and preset configuration files for each lab exercise. This data is
stored in a Lab Design File. Lab design files are portable. They can be shared, exported,
and installed on other NETLAB+ systems. A set of options and passwords control how
the lab design can be used.

Please refer to the NETLAB+ Lab Design Guide for more information on creating your
own custom lab exercises.

NETLAB+ Lab Design

Documents Images Preset Configs _ Labs
LIs‘ Lab Mame
Reserve Basic Router Pod Version 1 [no

Reserve Basic Router Pod Yersion 2 [no
2.2.1 Router Configuration Using 5 etup
2.2.1 Router Configuration Using 5 etup
2.2.9 Cornmand Line Fundamertals

2 2.9 Cornmand Line Fundamentals
3.1.2 Command Modes and Fouter denl
3.1.2 Cornmand Modes and Fouter |denl
3.1.3 Configuring Router Passwords
3.1.3 Configuring Router Passwords
3.1.4 Using Router show Commands

[T RSN S N SN

——

=
> | mpE

NETLAB+ NETLAB+

NLX File Server
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2.23 Managing Global Lab Authorization Options

As of version 4.0.24, global lab designs are authorized per community. Systems with
multiple communities must manage access to global lab designs using the Global Lab
Authorization Options. The Global Lab Authorization Options influence the default
authorization behavior for new communities and new global lab designs. Global Lab
Authorization Options may only be set using the Administrator account.

When a NETLAB+ system is purchased by a customer who is a participant in the Cisco
Networking Academy and also provides training independently of the Cisco Networking
Academy, certain restrictions apply.

These restrictions must be followed to preserve the separation of access to copyrighted
Cisco Networking Academy curriculum content and labs.

Adhering to these restrictions is mandatory as indicated in the Academy Content Rider
for Multi-Purpose NETLAB+ Systems. Purchasers are required to indicate their
agreement to the terms of the rider on a form that is provided.

Please refer to Appendix D for instructions on managing global labs on a multi-purpose
NETLAB+ system.

To access the Global Lab Authorization Options, select the Manage Installed Labs option
on the main Administrator page. The Manage Installed Labs page may also be reached
by selecting Lab Designer and then selecting the Show Installed Lab Designs button.

ll Global Inztalled Lab Deszigns

M E BUILD GLOBAL 1D
&F CCMA 1 English v31 3 |AECCHaTYH EI_EIEIEEI_FEIEEB_BEE?_E
&E CCMA 2 English 3.1 4 |AECCMAZH EI_EIEII:EI_FEIEEB_EEE?_E
AF CCMA 3 English W31 2 |AECCHMAIVH EI_EIEIEEI_FEIE'-E_E!EE?_E
A CCMA 4 English W31 2 |AECCMALYIH III_EIIZIEEI_FIIIEB_BEE?A?
&F CCMA Bridge Exams 3.0 1 |AECCMARA30_00CO_FOEE_B EE?_J:
&E CCMA English V2.1 [retined) 2 |AECCH&xW2 EIEN_EIEII:EI_FEIEB_BEF:
CCMA Exploration LT 1 |CCHAEXPILT_0003_47F1_75D 5_45;
bicrocomputer Fundamentals & MFUN_0003_47F1_7e05_44E D_F1§

Hovell Metwork, Adminiztration 2 ITCH_D003_47F1_7sDhb_44E D_FEI?;

Lj‘ Global Lab Authorization Options

Selecting the appropriate preference for global lab authorization determines how the
system will handle authorization of global lab designs when additional communities are
created and when new global lab designs are installed.
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8 Global Lab Authorization Preferences

O ptian When a new community iz created. . “When a global lab deszigh iz installed. .
® All exizting global lab designs are automatically Al communities are automatically authaorized to use the
ALL authonzed for use by the new community. labs.

The default community iz automatically authorized to use
the labs. All ather communitizs must be manually
authorized.

Exizting global lab designs must be manually

© DEFaULT authorized for the new cammunity.

E xizting global lab designs must be manually
authorized for the new community,

() OK | [3 cancel |

O MANLAL All communities must be manually authonized.

When a new community is created, all existing global lab designs are
automatically authorized for use by the new community. When new global lab
designs are added, all communities are automatically authorized for all
communities. No intervention from the Administrator is required to make newly
installed global lab designs available to all communities. This option is also
appropriate for all single community systems.

Do not use the ALL option for a multi-purpose NETLAB+ system. This choice is
not appropriate for multi-purpose systems due to the licensing issues discussed
above. Please see Appendix D for instructions.

e Default

When a new community is created, existing global lab designs must be manually
authorized for the new community. When new global lab designs are added,
only the default community is authorized to access the global lab design. For all
other communities, the Administrator must authorize access to allow the
communities to access the new global lab designs.

e Manual
When a new community is created, existing global lab designs must be manually

authorized for the new community. For all communities, the Administrator must
authorize access to allow the communities to access the new global lab designs.
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Select the name of a global lab design to view a list of communities currently authorized
to access the lab design.

Global Installed Lab Dezigns

tAkE BUILD GLOBAL D
AE CCMA 1 English w31 3 |AECCHATVI0_00CO_FOEB_B EE?J
AE CCMA 2 English 3.1 4 |AECCHAZSI0_00CO_FOEE_B EE?'_i
AE CCMA 3 English w31 2 |AECCMAZRI0_00CO_FOEE_B EE?ﬂi
AE CCMA 4 English w31 2 |AECCMALYIN0_00CO_FOEE_B EE?J
AE CCMa Bridge Exams 3.0 1 |AECCHABA30D DOCO_FOBE_BSE ?_dj
AE CCMa& English 2.1 [retired) 2 |AECCMAXWZ10EM_OOCO FOEE_B 5I
CCM&, Exploration LT 1 |CCHAEXPILT_0003_47F1_V5D 5_4Ej
M icrocomputer Fundamentals 2 MFUW_0003_47F1_7oD5_44E D_F'I%
M aveel Mebwark, Adrminiztration 2 |ITCW_0003_47F1_7a05_44E D_FEIEj

The details of the installed lab design include a list of the communities currently

authorized to use the lab design.

Mame

Build

Author (D
Global 1D
Deszcription
Author
Organizatian
Copyright
Support LRL

Comrment

CCMA Exploration Lab Exercises
1
JDOEZ2003
0003_47F1_raDa_47CE_FCAS
ILT Labs
Jane Doe
MNDG

ACoERE

Authonzed
Communities

5lobal

1: default

20 lowa Pod 1

3: lowwa Pod 2

4: lowwa Pod 3 £ Authorize Communities
c =

B

7

: Bogota, Caolombia
: Lima, Perd
: Buenos Aires, Argentina

Truztes

i Mate
i Can Urinztal
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administrator Change Trustee

Yes, administratar anly = Uninstalll
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Select Authorize Communities to authorize or revoke authorization to the global lab
design for any community by selecting the checkboxes next to the communities listed
and selecting either the Authorize Selected or the Revoke Selected button.

NETLAB+ Administrator Guide

A Global Lab Design

Mame | CCMNA Exploration Lab Exercises
Global ID 0003 _47F1_75D5_47CE_FCAB

Community Authorization

COMMUMITY 1D fl2kE AUTHORIZED SELECT
; 1 default YES ]

p lowa Pod 1 YES Fi

3 [owa Pod 2 YES ]

4 lowa Pod 3 YES [Fi

3] Bogota, Colombia YES ]

E Lirma, Pen YES [Fi

7 Buenos Aires, Argentina YES O

8 Test MO

9 ABC Technical School MO ]

| < No Change | = Authorize Selected | = Revoke Selected |

Prior to authorizing a community, you will be prompted to verify that this action is
appropriate for your organization.

® Authorize communities?

*+ By authorizing the selected communities, you cerify that ALL
members of the communities have the legal right to use the lab content
pravided in this lab design.

copyrighted material provisions and addendums to the NETLAB+ license
agreament.

+ fou also certify that your organization is in compliance with all

Prior to revoking access for a community, you will be prompted to verify that this action
is appropriate for your organization.
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9 Revoke access to "CCNA Exploration Lab
Exercises™ in the selected communities?

+ This operation will revoke access from classes in the
communities shown abave,

+ Should you decide to grant access again, instructors
in the affected communities will be required to re-enahle
the lab design at the class level.

As noted in the picture above, revoking authorization to the labs will affect all classes in
the community. Should you decide to grant access again, it would be necessary for
instructors to select the lab in the global labs setting for the class. See the NETLAB+
Instructor Guide for information on editing class settings.

If lab reservations exist that reference global labs to which access has subsequently has
been revoked, the lab content will still be available during the lab reservation.

2.24  Pod Designer

Pod Designer is used to create a custom pod layout. A pod design is a
:i template used to create one or more actual pods on a NETLAB+ system.

#_ | Each NETLAB Professional Edition” pod may be a custom pod, and each
custom pod may use a unique pod design. The NETLABy license allows custom pods to
be used for commercial training.

NETLAB Academy Edition” allows you to stand up two custom pods, each of which may
use the same pod design, or two unique pod designs.

The Pod Designer tool is used to gather the required information about routers,
switches, firewalls, PCs, control device requirements, and images. This data is stored in
a Pod Design File. Pod design files are portable. They can be shared, exported, and
installed on other NETLAB+ systems. A set of options and passwords control how the
pod design can be used. Please refer to the NETLAB+ Pod Design Guide for more details.
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NETLAB+ Pod Design

General Settings Images  Control Settings  Lab Devices Remote PCs

—
Mamve | Stanly Cliont Sesvor Pod (Wir) E E
Deseripten [Stanly Custom PE Pod 1 ’ A -
s [ ——
Organizaten | Stanly Commainity Collogs j =
—
Supparl URL | hitp
Note | Comumont
Clhoming |[™] Thiz pod detign may be coned
APC

Actual Pods

g,
BB u!
g?‘ > | NBE _—> 2
.ﬁ E“
NETLAB+ NETLAB+ a2
NPD File Server 88 8
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2.25 Equipment Pods

Equipment pods contain the lab devices that are accessed by others.
The equipment pods depicted in this guide may not be available at your
site.

NETLAB+ includes a variety of supported content options with available topologies. To view
information on the latest available, select one of the supported content options, then, select
Topologies in the menu on the right to see the topologies specific to the content:
http://www.netdevgroup.com/content/.

If you are using your NETLAB+ system to teach Cisco Networking Academy courses, you may
refer to t the guide written specifically for the pod-type you plan to install. Pod-specific
guides include:

e NETLAB+ Multi-Purpose Academy Pod (MAP)
e NETLAB+ Network Fundamentals Pod (NFP)
e NETLAB+ Basic Router Pod Version 2 (BRPv2)
e NETLAB+ Basic Router Pod Version 1 (BRPv1)
e NETLAB+ Cuatro Router Pod (CRP)

e NETLAB+ Cuatro Switch Pod (CSP)

e NETLAB+ LAN Switching Pod (LSP)

e NETLAB+ Network Security Pod (NSP)

e NETLAB+ Basic Switch Pod Version 2 (BSPv2)
e NETLAB+ Basic Switch Pod Version 1 (BSPv1)
e NETLAB+ Advanced Router Pod (ARP)

e NETLAB+ Advanced Switch Pod (ASP)

e NETLAB+ Security Router Pod (SRP)

e NETLAB+ Security PIX Pod (SPP
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: CDs  (click on the GO buttons to manage a pod)
LoD POD TYPE POD WARME STATUS ACTIVITY

| BASIC ROUTER POD

1 % 3 Routers POD 1 @ OFFLINE IDLE

BASIC ROUTER POD

A2 % 3 Routers POD 2 @ OFFLINE DLE
BASIC SWITCH POD

& ]

3 ﬁ 1 Router POD 3 @ OFFLINE IDLE
- 2 Switches
ADVAMNCED ROUTER POD

4 @ Frame /ISDN / Dial FOD 4 ) OFFLINE IDLE

SECURITY PIX POD

5 0 2 PIX Firewalls Apollo ) OFFLINE IDLE

PCs & Servers

SECURITY ROUTER POD

ﬁ ﬁ 2 Firewall Routers Starbuck ) OFFLIMNE IDLE

PCs & Servers

> AddaPod | & Take All OFFLINE | <) Bring All ONLINE | <3 Back |

New pods may be added to the system by following the steps detailed in the next
section.
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2.25.1 Adding New Pods

The instructions for this section should be followed for each pod the administrator wishes to
add to the NETLAB+ system.

Please complete the tasks in the sub-sections below in order. Do not physically connect
your pod to a control switch until the pod has been added to your NETLAB+ system by
following the instructions below. This is necessary in order for the control switch to be
programmed with the proper VLANs.

Select ¥ Take All OFFLINE if any of the pods are online.

Select i Add a Pod.

The network and hardware settings depicted here are intended to provide an example
only. Your system requirements may differ according to your specific hardware
selections.

The Mew Pod Wizard will now help you add an equipment pod to your system.
Before you begin:

s Review any relevant pod-specific documentation,
! s Setup the control devices that will be used with this pod. |

e Upload the software images that will be used with lab routers and lab firewalls in
this pod.

E{} Mext Cancel

You may select the pod type to add to your NETLAB+ system from the list of pod types
provided. The pod types available on your system will vary, depending on your school's
participation in various programs with NETLAB+ supported content.
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The pod types shown in this picture are just a small sample of NETLAB+ pod types
(availability on your system will vary).

NETLAB+ Administrator Guide

POD TYPES (=elect one)

|SELECT| POD TYPE

CUATRO ROUTER POD
ﬁ 4 routers, PCs

N

CUATRO SWITCH POD

e

é MULTI-PURPOSE

4 switches
4PCs

2 ACADEMY POD
-4 WITH ASA

*  MULTI-PURPOSE
o/\e ACADEMY POD

u ]
? 3 Routers, 3 Switches

i@ovmware

==  |CMPOD

B 1 CLIENT
3 1 SERVER

B 7 CLIENT
3 & 2 SERVER

B 1 CLIENT
& (5 & 3 SERVER

DESCRIPTION

AE Cuatro Router Pod
4 routers, PCs

AE Cuatro Switch Pod
4 Switches, PCs

AE Multi-purpose Academy Pod with ASA
3 Routers, 3 Switches, 3 PCs, 1 ASA

AE Multi-purpose Academy Pod
3 Routers, 3 Switches, 3 PCs

Vilware ICM Pod (ZE1V)
Viware IT Academy ICM Pod with
2 ESXi Servers and 1 vCenter Server

MDG 1 Client £ 1 Server Pod
1 Client, 1 Server

MOG 1 Client / 2 Server Pod
1 Client, 2 Servers

MDG 1 Client / 3 Server Pod
1 Client, 3 Servers

CHNSS 401 Cybersecurity Pod

Virtual machine pod for CAE
Information Assurance CHSS 4011

Copyright © 2018 Network Development Group, Inc. www.netdevgroup.com

MOTES

Applicable to both CCMA
and CCMP curricula.

Supports CCNP v5.0

Supports over 200 Cisco |
Networking Academy labs_;

This pod supports

automatic setup of WMs,
vSwitch, and portgroups.
NETLAB+ VM inventory
and vCenter is required.

Automatic networking
enabled. Requires PCs
from WM inventory or
ABSENT.

Automatic networking
enabled. Requires PCs
from WM inventory or
ABSENT.

Automatic networking
enabled. Requires PCs
from VM inventory or
ABSENT.

FPod supports automatic
networking.
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2.25.1.1 Select Control Switch

Next, NETLAB+ will present a list of the control switches on your system. Only selections

that meet your port requirements can be made.

CONMTROL SWATC
SELECT I SWATCHTYPE  PORTS THAT ARE FREE  COMMEMT

IMELIGIBLE 1|Catalyst 2950-24 PORT 16-17 MNOT ENOUGH CONSECUTIVE PORTS
® |3 |Catalyst 2950-24 PORT 4-16 OK T ISE

& Next | <a Back | (3 Cancel |

& AE Multi-purpose Academy Pod requires 8 consecutive control switch
ports,

Fortz 4 to 11
_% Next | ¢aBack | [ Cancel | | LoeRE 12
Parts 7 to 14
Paortz 8t0 15
Partzs Hto 16
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2.25.1.2 Select Access Server(s) and Lines

This section is only applicable if there are lab devices in your topology that require
asynchronous console access. Such connections are provided by access servers.

Line Number is now used as a unique identifier for access server ports.

Beginning with NETLAB+ version 2010.R3, NETLAB+ supports an expanded selection of
access servers. Since several models include multiple modules, port number is no
longer a unique identifier. Please refer to section 2.26.2 for details.

It is a good idea to use consecutive lines on one access server if possible. This practice
will make it easier to cable and troubleshoot. If consecutive lines are not available, you
can use non-consecutive lines, spanning multiple access servers if necessary.

NETLAB+ allows you to choose consecutive lines on one access server, or you can
choose “Let me pick” to select an access server and line for each router.

SERWERS
& T%F LIMES THAT ARE FREE
Cigco 2511-R 4-5 910, 14-16
2 Cisco 2811 + NM-1BA + 3 HWIC-16A (Lines 18-81) 15-49, 53-81
3 |Cisco 2811 + NM-16A + 2 HWIC-164 (Lines 34-81) 34-81

& AE Multi-purpose Academy Pod requires 6 access server lines,

() Let me pick the access server and lines far each device Line 1
Line 2

Line 3 |
& Next | <a Back | (3 Cancel | Ling 4

Line &
Line B
Line ¥
Line 8
Line 9
Line 10
Line 11
Line12
Line 13
Line 14
Line 15
Line 16
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“Let me pick”, allows you to make granular selections. For access servers using octal
cables, both the line number and the cable label are displayed.

NETLAB+ Administrator Guide

SELECT AM A0 SERVER AMD LIME FOR EACH LAB DEVICE
LAH DEVICE ACCESS SERVER (1D LIME
R1 2| w Line 18 | HwIC-1 6 010 | CAB-HDE-ASYNG P i v
- "— Line 18 | HwIC-1 B4 0A0 | CAB-HDS-ASYNC PO | &
Line 18 | HwIC-164 DA | CAB-HDE-ASYNG Pl
R3 1w Line 20 | HwiC-164 072 | CAB-HDE-ASYNG P2
o — Line 21 | HwIC-164 0713 | CAB-HDE-ASYNG P3
Line 22 | HwIC-1 64 07 4 | CAB-HDE-ASYNG P4
52 1 [ Line 23 | HWIC-1 64 0/1/5 | CAB-HDE-ASYNG P5
Line 24 | HwIC-1 64 07 /6 | CAB-HDE-ASYNG PG
53 1~ Line 25 | HwIC-1 64 077 | CAB-HDE-ASYNG P7

Line 26 | HWIC-164 01/ | CAB-HDB-ASYNC PO
&> Next | ¢ Bacl Line 27 | HWIC-164.01/9 | GAB-HDB-A5YNC P1
" Line 28 | HWIC-164 0/1/10 | CAB-HD&-A5YNC P2
Line 28 | HWIC-164 011111 | CAB-HDE-ASYNG P3
Line 30 | HWIC-1 64 0112 | CAB-HDE-ASYNG P4
Line 31 | HWIC-164 011113 | CAB-HDE-ASYNC P5
Line 32 | HWIC-164 01114 | CAB-HDE-ASYNC PG
Line 33 | HWIC-164 011115 | CAB-HDE-ASYNC P7
Line 34 | HWIC-1 64 05210 | CAB-HDB-ASYNC PO
Line 35 | HWIC-164 05211 | CAB-HDE-ASYNC P1
Line 36 | HWIC-1 64 05212 | CAB-HDB-ASYNG P2
Line 37 | HWIC-1 64 04213 | CAB-HDE-ASYNC P3 |%

> Next | <= Back | 3 Cancel |

SELECT AR AC SERYER AMD LINE FOR EACH LAB DEVICE
¢ LaB DEVICE ACCESS SERYER (1D LIME '
I R 2 | Line 18 | HWIC-164 010 | CAB-HDB-ASYNC PO | »
R2 2 | Line 19 | HWIC-164 011 | CAB-HDB-ASYNC P11 | »
F3 2 | Line 20 | HWIC-164 0172 | CAB-HDB-ASYNC P2 | w
=1 2 ™ Line 21 | HWIC-164 0173 | CAB-HDB-ASYNC P2 | W
o 2™ Line 22 | HWIC-1E4 0104 | CAB-HDB-ASYNC P4 | W
=3 2 ™ Line 23 | HWIC-164 015 | CAB-HDB-ASYNC P | W
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2.25.1.3 Select Switched Outlet Devices

This section is only applicable if there are lab devices in your topology that require
managed electrical power. Such connections are provided by switched outlet devices

It is a good idea to use consecutive outlets on one switched outlet device (SOD) if
possible. This practice will make it easier to cable and troubleshoot. If consecutive
outlets are not available, you may use non-consecutive outlets, spanning multiple SODs
if necessary.

I T%PE CUTLETS THAT ARE FREE

1 |APC 7900 Switched Rack PDU 4-5
2 APC 9211 MasterSwitch 2,58

3 |APC 7900 Switched Rack PDU 4-8

& AE Multi-purpose Academy Pod requires 6 switched outlets,

L(® Use 6 consecutive outlets on switched outlet device 1 V starting at outlet |1 V
() Let me pick select outlets for each device manually

> Next | <= Back | [ Cancel |

LA DEVICE 50D OUTLET
= 1w 4 [w]
R2 1[w] 5 v
R3 2 v 5 v
51 2[v] 6 [v]
i 52 2 [ 7 [iv]
53 2w giv|
&> Next | <= Back | 3 Cancel |
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2.25.1.4 Select Device Types

This section is only applicable if there are network devices in your lab topology. Please
specify a device model for each device displayed. Statically configured lab devices do
not appear in the selection process.

Your selections are used to assign the appropriate NETLAB+ device driver.
Improper selections may cause errors.

NETLAB+ may offer selections that meet the port requirements, but do not support your
curriculum.

Wl SELECT & MODEL FOR EACH LAB DEVICE

i LAB DEYICE TYPE MWODEL ;
R @ Router Cisco 1841 (50405 ]
R2 E«i Router Cisco 1841 (S0/06) vl
3 pIq Router Cisca 1841 (S0/04) v
a1 pa™ Switch Cisco 3560 v
52 |pe Switch Cizcn 2960 v
53 M Switch  |fCisco 3560 v

> Next | <3 Back | 3 Cancel |

If the device model you wish to install is not available for selection, proceed to the next
section for guidance on installing generic console devices.
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2.25.1.5 Generic Console Devices

This section is only applicable if there are network devices in your lab topology.
NETLAB+ supports a wide range of devices. Selecting the appropriate device type is
important to ensure that the full range of NETLAB+ features is available to users.
Automation drivers have been created for all supported lab devices that enable the use
of NETLAB+’s automation features.

If however, you wish to install a device in your pod that is not included among the
supported devices (for example, an older model that has reached EOL and is no longer
supported by the vendor) you may do so by selecting Generic Console Device as the
device model.

E SELECT & WMODEL FOR EACH LAB DEYICE
| LAB DEYICE TYPE T DEL

RI |#Zd Router  [Cisca ] W
Cisco 2620 Pl
R2  |§74 Router Cisco 2620XM .
Cisco 2621
R3 078 Router  Cor
Cisco 2650
Next Bad Cisco 2B50XM
E:> | QEI Cisco 2651
Cisco 2651 XM
Cisco 2691
Cisco 2801/2811
Cisca 2801/2811
Cisca 2801/2811
Cisca 2801/2811

Mo Serial)
S0/05)
S0A1A)
S0/254)

o

Cisco 2801,2811 (S0/3/%)
Cisco 2821 (Mo Serial)
Cisco 2821 (30/0/)
Cisco 2821 (30/1/)
Cisco 2821 (30/2/x)
Cisco 2821 (50/3/x

;onsole Device

Generic Console Devices have the following limited capabilities:
e Console access
e Ability to share connections to CLI devices.

e Powered off at the end of a lab reservation (if connected to a switched outlet
device).

e Powered on at the beginning of a lab reservation (if connected to a switched
outlet device.).

e Automation options available for user selection during a lab reservation include
power on, power off and power recycle (if connected to a switched outlet

device).
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There are several considerations to keep in mind when adding a generic console device
to a pod:

NETLAB+ Administrator Guide

e Automation features such as such as scrubbing the device and password
recovery are not available for use on generic console devices.

e Since password recovery is not supported on the device, you must use discretion
in allowing user access to the pod. It is recommended allowing use by only a
trusted group of users who will not perform password changes or other actions
that may render the pod unavailable for subsequent reservations without
intervention.

e Use of the NETLAB+ CLI Terminal with a generic console device will function only
with devices using a command line interface. The applet does not provide
terminal emulation such as VT100. You do have the option of using an alternate
terminal application of your choice, if your selection is compatible with the

device.
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2.25.1.6 Select Software Images and Recovery Options

This section is only applicable if there are network devices in your lab topology.
NETLAB+ scrubs the routers at the end of lab reservations or upon request. During a
scrub, NETLAB+ can recover an I0S image if it has been erased from flash.

i SELECT AN IWMAGE AMD RECOWERY OPTIONS FOR EACH LAB DEVICE
E DEICE TYPE SIOF TAWARE IMAGE RECOWVER USING SPECIFIED IMAGE
R1 @ Cisco 1841 (S0/04%) c1841-advipzerviceskd-mz.124-10a.hin v { if zpecified image not in flash v

if zpecified image not in flagh

=] @ Ciscao 1841 (S0/04) c1841-advipservicesk9-mz.124-10a.hin | % | | if noimage in flash [erased)
—— || never [device may become unuzahle]

R3 &' Cisco 1841 (30/04%) || c1841-advipservicesk@-mz.124-10a.bin | % | || if specified image nt in flash v
1 pe Cisco 3560 s, A |
52 |je™ Cisco 2960 i, i,
53 |pe™ Cisco 3560 Nis, NI,

E> Next | <3 Back | 3 Cancel |
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You have three choices for flash recovery:

Recovery Using Specified Image During A Scrub Operation...

If specified image not in flash Restores the selected software image if that image is
not in flash.

If no image in flash (erased) Restores the selected software image if there are no

.bin images in flash. No action is taken if flash
contains a .bin image (even if it is not the specified
one).

Never (device may become unusable) NETLAB+ will take no action if the flash does not
contain a bootable image. In this case, NETLAB+
automated boot process will fail and manual
restoration of 10S will be required.

If you select an automatic recovery option, you must also select a software image
supported by the curriculum.

There is an additional image management setting for routers to support Pagent I10S
images. A license key must be entered in order for NETLAB+ automation to function
with routers using Pagent I0S. This setting does not appear in the New Pod Wizard and
must be made separately from a new pod installation. Please see section 2.25.2.2 for
details.

For information on upgrading a router to use Pagent I0S, please see Appendix B.

If you select a Cisco ASA security device, additional management options become
available in the device manager. These additional settings do not appear in the New
Pod Wizard and must be made separately from a new pod install. Please see section
2.25.2.3 for details..
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2.25.1.7 Select aPod ID

Each pod is assigned a unique numeric ID.

Please select a Pod ID,

Pod 10: [6 |

2.25.1.8 Select a Pod Name

Each pod can have a unique name. This name will appear in the scheduler, along with
the pod type.

Pod Name: IGaIadica‘,

> Next | <3 Back | [£3 Cancel |

2.25.1.9 Verify Your Settings

At this point NETLAB+ has added the pod to its database. However, the pod has not
been brought online yet. You will need to cable up the pod and run a pod test. Next, If
your topology includes PCs, the PCs must be configured, followed by a second pod test.
These tasks are discussed in the next sections.

iNew Pod Wizard

m The Mew Pod Wizard has added the pod.

+ MNew pods are not brought online automatically.
+ YYou should cable the pod and run a pod test before bringing the pod online, |
+ Additional management options can be set for Cisco ASA security appliances., |
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After you click OK, the new pod will appear in the list of equipment pods. Click on the
magnifier button or pod ID to manage you new pod.

NETLAB+ Administrator Guide

| * MULTI-PURPOSE
| 4 o/\ e ACADEMY POD

L
- ? 3 Routers, 3 Switches

Atlantic () OFFLINE IDLE

NETLAB+ will display the status of the pod and the high-level settings for each device,
PC, and control switch. Notice the PCs currently have a type of “ABSENT”. The PCs will
be implemented in section 2.25.1.12.

PoOD 4 - STATUS
POD D PO MAME STATU= ACTIITY POD TYPE
®  MULTI-PURPOSE
4 Galactica @ OFFLINE IDLE e£e ACADEMY POD

u ]
? 3 Routers, 3 Switches

POD 4 - ROUTERS ATCHES, & LLS [(click an the GO buttons to reconfigure devices)

0 f A TYPE E ﬁEEESS .?C gm{%ﬁgtﬁ SOFTWARE IMAGE
Q, @ Rl |Cisco 531 P LINE 3 ity 0/0/0) SO0 2 OUTLET 2 nia
C% g‘ R Cizco 831 m LIME 4 ity 0041 SoD 2 QUTLET 3 nis
C% @ R3 Cisco §31 m LIME 3 ity 00072) S0 2 QUTLET 4 nia
Q :: 1 |Cisco 1912EN R LINE 6 ity 0/0/3) 50D 2 OUTLET 5 nia
Q ::: 52 |Cizco 1912EN P LINE 7 1ty 0104) =00 2 OUTLET & nia
QY :: 53 |Cizco 1912ERN I LINE & (tty 0/005) =00 2 OUTLET 7 nia

0 I [l A Pz ID STATUS TPE ¥ % CPERATIMG S STEM

Ck gj PC A 4197 CkLIME ABSEMT

C% gj pcH 4193 CRLIME ABSEMT

C% ;—L PCC 4193 CILIME ABSEMT

SWITCH 1D Pl PORT RAMGE BASE WLAMN WLAMN POCL

—
— M 918 130 130137
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2.25.1.10 Cable the Pod
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NETLAB+ has a cable chart feature to help you connect the lab devices in your pod. The
chart is generated in real-time and contains port-specific information based on your
current lab device and control device settings.

The cable chart function is accessed from the pod management page.

Ar Test

FastEtherneti0
FastEthernet 0OM

Conzale

Powver

Zeriall DCE

Seriall DTE

COMMECT FRC

FastEthernst0

FastEthernetinn

Conzole

Powver

Seriald DTE

Zeriall DCE

CABLE CHART FOR POD 4
@ R1 (Cisco 1841 (S0/1/x)
CORMECT FROC

g“ R2 (Cizco 18471 (S0:175))

Pod 4 -- Management Options

| Tell me if this pod is warking propetly.

|:| Cable | show me how to cable this pod.

= Delete | Remave this pod from NETLAB.

ISIMG CABLE
CAT-5 Straight Through
CAT-5 Straight Through

Console Cable
Powver Cord
Back-to-back serial cables

Back-to-back serial cables

SIMG CABLE

CAT-5 Straight Through
CAT-5 Straight Thraugh
Consale Cable

Powwver Cordl

Back-to-back serial cahles

Back-to-back serial cables

£ Online | Bring this pod OMLIME and make it available for resemvations.

COMMECT TO
Port 1
FaztEthernet QU5

Port O

Chtlet 1

Zeriald DTE

Seriald DCE

COMMECT T

Part 2

Port 3

Port 1

Chutlet 2

Seriald DCE

Zeriall DTE

The cable chart is continued on the next page.
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COMMECT FROM
FastEthernst0m
FastEthernet 04

Conzole
Powver
Seriall DCE

Zeriall DTE

E S1 (Cisco 2950)

COMMECT FROC
FastEthernet OA
FastEthernet 0752
FastEthernet 073
FastEthernet 0/4
FastEthernet 05

FastEthernet 06
Conzole

Powver

E S2 (Cisco 2960)

COMMECT FROC
FastEthernet OA
FastEthernet 0752
FastEthernet 073
FastEthernet 0/4

FastEthernst 00411
FastEthernet 0418

Conzole

SIMG CABLE
CAT-S Straight Thraugh
CAT-5 Straight Thraugh

Console Cable

Powver Card

Back-to-back serial cables

Back-to-back serial cahbles

II=IMG CABLE
CAT-5 Croszaver
CAT-3 Crossover
CAT-5 Croszaver
CAT-5 Crossaver
CAT-5 Straight Thraugh

CAT-5 Croszover

Console Cable

Powver Cord

II=IMG CABLE
CAT-5 Croszaver
CAT-3 Crossover
CAT-5 Croszaver
CAT-5 Crossaver

CAT-5 Crossover

CAT-S Crossover

Console Cable

Powver Card

The cable chart is continued on the next page.
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COMMECT T
Part 4
FaztEthernst 005

Part 2

Ctlet 3

Seriall DTE

Setiall DCE

COMMECT T
FastEthernet OA
FastEthernet 0752
FastEthernet 073
FastEthernet 0/4
FastEthernet 0A

Port 5

Port 3

Crtlet 4

COMMECT T
FastEthernet OA
FastEthernet 0752
FastEthernet 0A
FastEthernet 052

Part &

Part 7

Port 4
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E S3 (Cisco 2960)

CIOMMECT FROM ISIG CABLE
FastEthernet OM CAT-S Crossover
FastEthernet 052 CAT-5 Crossover
FastEthernet 0063 CAT-S Crogsover
FastEthernet 0id CAT-S Crossover
FastEthernet 065 CAT-5 Straight Thraugh
FastEthernet 01 CAT-5 Crozsover
Conzale Cansole Cahle
Porver Powwer Cord

S
=
S
R3

:
!.i.&.ﬂ?

COMMECT T
FastEthernet 003
FastBthernet 054
FastBthernet 053
FastEthernet 004
FastEthernet 0N

Port &

Port 5

Virtual machine information will not appear on the cable chart.

The Ethernet interface names show in the cable guidance will be the actual interface
names based on your selected hardware. However, the interface names shown for
serial ports are relative, not actual. Please consider this when cabling the pod.
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2.25.1.11 Testing the Pod

We recommend that you run a pod test at this point in the installation process in order
to verify that your pod is working. The pod test will detect common configuration and
cabling problems.

As of NETLAB+ version 2014.R2.Beta.1, the pod test has been redesigned and upgraded
to provide a robust interface with comprehensive diagnostic feedback including test
history, which allows you to review the results of previous tests run on the pod, please
refer to section 2.25.1.14 for details.

If the pod contains PCs, additional implementation steps will be necessary as discussed
in the next sections. Running a pod test prior to configuring the PCs is recommended so
that any issues with lab devices can be resolved before proceeding. After the PCs are
configured, you should run a second pod test, as noted in section 2.25.1.14.

 Pod 5 -- Management Options

<> Online | Ering this pod OMLINE and make it available for reservations.

Ar Test | Tell me if this pod is warking praperly.

|:| Cable | Show me how to cable this pod.

__________________________________________________________________________________________________

Some tests may take a long time. During the BOOT IOS test, NETLAB+ may have to load
the specified I0S image if it is not in flash. 10S images can be very large and can take up
to 30 minutes to program into flash memory.

See section 2.25.1.14 for additional information on running a pod test, including an
example.

If you do not have any PCs in your topology, you may proceed to section 2.25.2 after
completing the pod test.
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2.25.1.12 Select PC Type
This section is only applicable if there are PCs in your lab topology.

At the time that the pod was created, the PC Type for each PC in the pod was given the
default setting of ABSENT (NETLAB+ version 2011.R1 and later). The appropriate PC
options must be set for each remote PC, depending on your selection of virtualization
options. The PC configuration screen is displayed by selecting the PC on the pod status
page.

iPC Configuration

tAdmin Logout

Pod I 4

Pod Hame POD 4

PC Hame PC A .
PC Type | ABSENT ]
PC Unavailable Message "&'BSE_NT i I
Use Yirtual Machine Inventory
YWhilweare ESH 4.0 (no vCenter)
YWhilware ESXI 3.5 U3 (ho vCenter)
() Update PC Settings | | 3 Cant '\ dware Sever 2.0
YWhitware Senver 1.0/G5R
STAMDALONE

PC/Virtual Type

1. ABSENT When new pods are created, the PC Type for each PC is initially set to
ABSENT. This indicates the PCis not implemented in the pod. A “PC
Unavailable” message can be set to display so that users with get a popup
message if they try to connect to it, informing them that the PC is not
implemented.

e Use Virtual Machine Inventory (available in NETLAB+ version 2011.R1 and later)
Use a virtual machine defined in the NETLAB+ Virtual Machine Inventory (VMI).
The VMI offers the most advanced VM configuration and automation capabilities
available in NETLAB+. VMware ESX version 4.01/4/1 with vCenter is required, as
discussed in NETLAB+ Remote PC Guide for VMware Implementation Using ESXi
versions 4.01 and 4.1 with vCenter. The Remote PC Guide includes a section,
Assigning Virtual Machines to Pods, which provides step-by-step guidance in the
process of assigning a virtual machine in the VMI to a pod.
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e Basic virtualization options using VMware products. These options offer basic
'no frills' VM automation.
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0 VMWARE ESXi 4.0 (no vCenter) provides direct access to a VMware
virtual machine and enables automation through the VMware API. Select
this option if you are using ESXi 4.0.

0 VMWARE ESXi 3.5 U3 (no vCenter) provides direct access to a VMware
virtual machine and enables automation through the VMware API. .
Select this option if you are using ESXi 3.5.

0 VMWARE Server 2.0 provides direct access to a VMware virtual machine
and enables automation through the VMware API. This is the correct
setting if you are using VMware Server version 2.x.

0 VMWARE Server 1.0/GSX provides direct access to a VMware virtual
machine and enables automation through the VMware API. This is the
correct setting for VMware virtual machines if you are using VMware
Server version 1.x or GSX.

You will be prompted to enter additional information for VMware specific
settings. These settings are discussed in the next section.

2. STANDALONE provides indirect access to a real PC or server resource. This
legacy option is no longer supported.

5/24/2018 Copyright © 2018 Network Development Group, Inc. www.netdevgroup.com Page 133



NID G

NETLAB+ Administrator Guide

2.25.1.13 VMware Settings
This section is only applicable if there are PCs in your lab topology.

If you are using any of the basic virtualization options (see previous section), you will be
prompted to enter VMware-specific settings. Please refer to the NETLAB+ Remote PC
Guide specific to your VMware server virtualization product selection for version-
specific details regarding these settings

Here, we show an example where VMware ESXI 3.5 U3 (no vCenter) is the virtualization
option selected. The settings are described below.

PodID 2
Pod Name MAP.
PCName PC A

FCType | Whware ESX 3.5 U3 (no vCenter) v
VMware Host IP Address | 10.0.0.26 required)
ViMware Host Username | NETLAB reguired)
VMware Host Password | [NETLAE (recjuired) !
VMware Guest Configuration File | CYWirtual Machines\WETLAE WM_0TWVindows XP Professianal wi c
Guest Operating System | \Windows =P b :

Options enahle retmote access to kevhoard, wideo, and mouse
[] revertto snapshot during scrub operation

Admin Status | JMNLIMNE A

ViMware Advanced Settings Remotelisplayvnc enabled = "trug"
FemoteDisplaywnc part = "6121"

VMware Host IP Address The IP address of the VMware host system and the address
used to remotely access and control virtual machines.

VMware Host Username: Specifies an account on the VMware host system. NETLAB+
will use this account to login to the VMware host and control virtual machines through
the VMware API. For ESXi, this is an account you create using the VMware client. For
VMware Server or GSX, this is a Windows user account with administrator privileges.

VMware Host Password: The password associated with the host username.
VMware Guest Configuration File: The path of the virtual machine configuration file
(.vmx) on the VMware host. For ESXi, this path begins with a datastore, such as

"[datastore] Pod 1/winXpPro.vmx". For Server and GSX products, the path begins with a
drive letter, such as "C:\Virtual Machines\Pod 1\winXpPro.vmx".
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Guest Operating System: The operating system running on this virtual machine. The
availability of a selection does not guarantee compatibility with all labs.
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Options: Select the options according to your preference for this PC:
e Enable remote access to keyboard, video, and mouse
e Revert to snapshot during scrub operation
e Enable or disable automated features. See administrator guide for details.

Admin Status: Set admin status to ONLINE to enable this PC. You can temporarily
disable this PC by setting the administrative status to OFFLINE.

VMware Advanced Settings: Depending on your VMware server type, it may be
necessary manually enter advanced configuration settings. See the NETLAB+ Remote PC
Guide specific to your VMware server virtualization product selection for version-
specific details regarding these settings.

Pod planning and installation guides available on the NDG Website provide additional
details regarding PC settings and other pod-specific configuration requirements.
Additional resources can also be found in the NETLAB+ supported content section.

The additional information regarding remote PCs is available by referring to a NETLAB+
Remote PC Guide. NETLAB+ Remote PC Guides provide detailed, version-specific
information on the implementation of VMware virtualization and virtual machines. Use
the guide appropriate for the VMware virtualization product you have chosen to
implement on your NETLAB+ system in order to support remote PCs in your pod.

For details on Remote PC Integration including resources to assist you in the selection of
virtualization products, please see:
http://www.netdevgroup.com/support/remote pc.html

Currently available NETLAB+ Remote PC Guides include:

e NETLAB+ Remote PC Guide for VMware Implementation Using ESXi versions 4.01
and 4.1 with vCenter

e NETLAB+ Remote PC Guide for VMware Implementation Using ESXi Version 3.5

Please refer to the NETLAB+ Documentation Page for a complete list of Remote PC
Guides, including the latest releases.
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2.25.1.14 Testing the Pod (Test 2 after PC Implementation)

As of NETLAB+ version 2014.R2.Beta.1, the pod test has been redesigned and upgraded
to provide a robust interface with comprehensive diagnostic feedback including test
history, which allows you to review the results of previous tests run on the pod.

The pod test provides a detailed evaluation of the operational status of the equipment
in the pod (both virtual and real hardware) and will identify configuration and cabling
problems.

Select the option to perform a pod test. A pod must be offline in order to run the test.

Pod 1 -- Management Options

4 Online Bring this pod OMLINE and make it available for reservatior
-ﬁrTest Tell me if this pod is working properly.

DCabIe Show me how to cable this pod.

) Rename Rename this pod.

1 Options Wiew and change special options for this pod.

= Delete Remove this pod from NETLAB.

The Pod Test window displays a summary of Test History. You may examine the results
of previous pod tests by clicking on any Pod Test ID or select the option, Start New Pod
Test.

Pod Test
Admin Logout

PODID | POD HAME POD TYPE
1 MAP ASA #1 | AE Multi-purpose Academy Pod with ASA

Ap Start New Pod Test | | <= Back To Pod Management

Test History - Pod 1

POD TEST ID START TIME ELAPSED STATUS TESTS | PASSED | FAILED | SKIPPED | ERRORS | WARNING S

MGRSNR | 2014-07-22 20:00:23 UTC | 00:15:41 COMPLETED | 34 | € (3] 6
NWDRJW | 2014-07-15 15:08:18 UTC | 00:10:38 | COMPLETED | 34 | €D 0 (6 ] 0 2
KERXWL | 2014-07-14 22:42-05 UTC | 00:10:10 | COMPLETED | 34 | EXD 0 (6 ] 0 2
GHJIYAG | 2014-07-14 22:31:36 UTC | 00:10:05 | COMPLETED | 34 | €D 0 (6 ] 0 2
SHJFFL | 2014-07-14 22:19:36 UTC | 00-10:04 | COMPLETED | 34 | €D 0 (6 ] 0 2
RENNSF | 2014-07-14 21:34:15 UTC | 00:10:30 | COMPLETED | 34 | €D 0 (6 ] 0 2
ZRAZZR | 2014-07-12 21:30:14 UTC | 00:02:18 CANCELLED | 34 | @ 0 [ 28 ] 0 1
HMYBYC | 2014-07-12 20:47-25 UTC | 00:03:50 | COMPLETED | 34 0 0 2
WEHCIN | 2014-07-12 20:32:02 UTC | 00:02:29 | COMPLETED | 34 D O (1] 1
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Some tests may take a long time to run. During the BOOT IOS test, NETLAB+ may have
to load the specified I10S image if it is not in flash. Some images are very large and can
take up to 30 minutes to program into flash memory.

NETLAB+ Administrator Guide

Excerpts of a pod test are shown below. Notice that some portions of the pod test may
run simultaneously. Other portions will indicate that they are scheduled to run,
meaning they will run once another, related portion of the test has completed.

POD 1 ELAPSED COMPLETED PASSED FAILED SKIPPED ERRORS WWARHNINGS

PODTESTID TPSNHE 00:00:22 50f34 €] 0 (3 0 0
PODNAME MAP ASA #1
AE Multi-purpose Academy Pod

PODTYPE with ASA E{} Leave Page and Continue Running @ Cancel Pod Test
STARTTIME ~ 2014-08-06 19:42:51 UTC
END TIME
SFVTN RUNNING JBS LOG
Control Switches PING  Ping pod's control switch (control switch 4. 169.254.1.14). LoG | (CIEED)
COMPLETED 2 of 2 @ 5 pings, 5 replies, minfavg/max = 0.4/5 4/25 4 (ms)
PASSED
(2 SETUP = Setup control switches. LoG | (IEED)
@ Pod 1 using contral switch VLAN 100 through 107.
@ Pod 1 using port(s) 1 through 9 on control switch 4.
g‘ R1 CONSOLE = Power up and receive console output. RUNNING JEed
COMPLETED 0 of 5
BOOT = Boaot the 105 image. SCHEDULED TEST
FLASH | Check image and size of flash memaory. SCHEDULED TEST

NETWORK = Check proper ethemnet cabling between lab device and control switch. SCHEDULED TEST

OUTLET = Check that lab device is connected to correct PDU outlet. SCHEDULED TEST
@ R2 CONSOLE = Power up and receive console output. LOG m
COMPLETED 1 of 5 @ CISCO1941/K9 platform with 524288 Kbytes of main memory
PASSED o @ System Bootstrap, Version 15.0(1r)M9, RELEASE SOFTWARE (fc1)

+ Device is powered on and receiving consale output.

BOOT . Boot the 10S image. RUNNING JEd
FLASH = Check image and size of flash memaory. SCHEDULED TEST

NETWORK = Check proper ethernet cabling between lab device and control switch. SCHEDULED TEST

QUTLET | Check that lab device is connected to correct PDU outlet. SCHEDULED TEST
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[2014-08-0& 19:56:14 +1] main

[2014-08-06 19:56:14 +2] main: ping host='"169.254.1.14"' count=5
[2014-08-06 19:56:18 +3] main: ping command: '/bin/ping -c 5 -n
[2014-08-0& 19:56:18 +4] i CUTPUT

[2014-08-06 19:56:18 +5] main: PING 169.254.1.14 (169.254.1.14)
64 bytes from 1639.254.1.14: icmp seg=0 ttl=255 time=0.5 ms

64 bytes from 169.254.1.14: icmp seg=1l ttl=255 time=0.4 ms

64 bytes from 1639.254.1.14: icmp seg=2 ttl=255 time=60.7 ms

64 bytes from 169.254.1.14: icmp seg=3 ttl=255 time=0.5 ms

64 bytes from 1639.254.1.14: icmp segq=4 ttl=255 time=0.4 ms

——— 1689.254.1.14 ping statistics —--—-

5 packets transmitted, 5 packets received,

round-trip minfavg/max = 0.4/12.5/60.7 ms

[2014-08-06 19:58:18
[2014-08-06 19:58:18 +7] 5 pings,

[2014-08-06 19:58:18 +8] ,

+6] main:

0% packet loss

NID G

You may view the log for the entire pod test by selecting Log in the lower-right corner of
the top header of the test display, or view log portions specific to an individual device.

! task_system network ping icmp init, XYEQ-COJFN-ULYW/7062

resolve=0 packet size=
-3 58 169.254.1.149 2>&!

5 replies, min/
5 pings,

from 169.254.1.1

: 5& (i

Portions of the log are color coded to allow you to easily spot key information regarding
results, as shown in the log excerpt below.

[2014-08-06 20:

06:40 +192]

ot
m
]
ot
I

n errors

-

o m oW om oW omommmmomomm
i T T T e T O o T o O o T O o O Y
e O o O Y o O T O v O o O o O I
e o v O O O o O O Y

e

01z

T 013
T 001
T 003
T 006
T 009
T 004
T 007
T 010
T 008
T 011
T 005
T 002

remote pc 26
remote pc 27
avmi host 7
remote pc 23
remote pc 24
remote pc 25
remote pc 23
remote pc 24
remote pc 25
remote pc 24
remote pc 25
remote pc 23
avmi host 7

TestManager: done list

name result_type

SETUP SKEIPPED
| SETUP | FATLED
| NETWORE SETUP | PASSED
| SETUP | PASSED
| SETUP | PASSED
| SETUP | PASSED
| BOOT | PASSED
| BOOT | PASSED
| BOOT | PASSED
| CLEANUP | PASSED
| CLEANUP | PASSED
| CLEANUP | PASSED
| NETWORE TEARDCOWN | PASSED

You can continue to review logs and watch the test progress or select Leave Page and
Continue Running.

Only one pod test may be run at a time. If you want to test another equipment pod, you
must wait for the current test to end.
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Here is an excerpt of a pod test in progress for a pod that includes virtual machines.

NETLAB+ Administrator Guide

Please note that the pod test provides information on the virtual machines (VMs) that
have been implemented in the Virtual Machine Inventory only. VMs that have been
configured using earlier versions of virtualization products no longer supported by
VMware will continue to function in the pod, but no information will be displayed for
them in the pod test. You can review information on Virtualization Product Support
Status on the Remote PC support page.

POD 11 ELAPSED COMPLETED PASSED FAILED SKIPPED ERRORS WWARNINGS

PODTESTID BZLBAT 00:01:14 50f13 €} D (1] (1] 0

PODNAME POD 11
PODTYPE VMware ICM Pod (2E1V)

START TIME 2014-08-06 20:04:20 UTC E{} Leave Page and Continue Running @ Cancel Pod Test

END TIME
LU RUNNING Jeg LOG
- VM Host 10.0.0.38 NETWORK SETUP = Setup pod networking on the virtual machine host. LOG m
COMPLETED 1 of 2 « Created virtual switch NETLAB001_POD11_ICM_VSWITCH' (12 ports).
PASSED o +" Created pod vitual network ‘'management’ port group NETLAB001_POD11_ICM_MGT_PG’ (WVLAN 1)
+" Created pod virtual network ‘production’ port group NETLAB001_POD11_ICM_PROD_PG' (VLAM 10}
«" Created pod virtual network vmetion” port group NETLAB001_POD11_ICM_VMOTION_PG' (VLAN 20)
NETWORK TEARDOWN = Teardown pod networking on the vitual machine host. SCHEDULED TEST
-E_L vclient SETUP = Setup the remate PC (vitual machine). [NeleRN PASSED |
COMPLETED 1 of 3 @ PC ‘veclient’ using virtual machine ™3 ICM Paod_8 vclient’ in datacenter NETLAB'
PASSED o + Configured remote display using TCP port 10023 on host "10.0.0.38".
«" Bound 1 virtual network adapter to its port group.
BOOT = Power on and boot the virtual machine. RUNNING BEad
CLEANUP | Shutdown and cleanup the virtual machine. SCHEDULED TEST
-E_L vcenter-1 SETUP = Setup the remate PC (vitual machine). [NeleRN PASSED |
COMPLETED 1 of 3 @ PC vcenter-1' using virtual machine 'N3 ICM Pod_8 veenter' in datacenter NETLAB'
PASSED o + Configured remote display using TCP port 10024 on host "10.0.0.38".

+ Bound 1 virtual network adapter to its port group.

BOOT © Power on and boot the virtual machine. RUNNING BEad
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fg!. esxi-1 SETUP | Setup the remate PC (virtual maching). LoG | (KR
COMPLETED 3 of 3 @ PC 'esxi-1 using virtual machine N3 ICM Pod_8 esxi-1' in datacenter NETLAB'
PASSED e + Reverted virtual machine image to snapshot ‘poppa_john".
+ Configured remote display using TCP port 10025 on host "10.0.0.38".
+ Configured nested virtual machine support (pre 5.1).
+ Bound 3 virtual network adapters to port groups.
BOOT = Power on and boot the virtual machine. [Kelcmm PASSED
+ Virtual machine is running on host "10.0.0.38".
CLEANUP = Shutdown and cleanup the virtual machine. [Kelcmm PASSED
+ Reverted virtual machine image to snapshot ‘poppa_john".
«" \Virtual machine state is POWERED_OFF.
fg!. esxi-2 SETUP | Setup the remote PC. LOG
COMPLETED 1 of 1 @ This PC is not implemented in this pod (configured as ABSENT).
skipPeD (€D
fg!. san SETUP = Setup the remate PC. LOG
COMPLETED 1 of 1 @ PC type STAMDALONE is not supported by this pod design.
FAILED o @ Supported PC type(s) for this pod design are AVMI ABSENT
ErrRORS (D

If you cannot resolve an issue and decide to contact technical support, please cut and
paste the text from the LOG and include it with your e-mail.
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2.25.2 Modifying Device Settings

If it is necessary to make modifications to device settings that were selected during the pod
installation, select the appropriate pod on the Equipment Pods page.

E EXISTING PODS  (click on the GO buttons to manage a pod)
GO D POD TYPE POD MAME STATUS ACTIITY
! AE Cuatro Router Pod
gl 1 4 routers, PCs POD 1 @ ONLINE IDLE
&I E ASA Testing PoD 3 3 OMLINE IDLE
4p Add aPod | L Take All OFFLINE | 4 Bring Al ONLINE |  <aBack |

In order to modify settings, the pod must be offline. You have the option to
select < Take All OFFLINE to bring all the pods offline or select a single pod and take
the pod offline on the pod specific page.

The network and hardware settings depicted here are intended to provide an example
only. Your system requirements may differ according to your specific hardware
selections.

Select the pod, which contains the device(s) requiring setting modifications using the

4l

magnify button to the left of Pod Id. In this example, we have selected, Pod 1.
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PO - STATUS
PO POD MARE STATUS ACTIVITY PoD TYPE

AE Cuatro Router Pod

1 FOD 1 © OMLINE IDLE 4 rauters, PCs

POD 1 - ROUTERS ATCHES, ANMD FIREWALLS (click on the GO buttons to reconfigure des

ACCESS (@ SVWTCHED
GO MAME TvPE EPOHTS arc IR SOFTWARE IMAGE
Q¢| g R1 |Cizco 1841 (S0M ) M=E] LIME 1 5001 OUTLETY | o184 -advipserviceska-mz.124-1 D bin

Ck| g R2Z |Cizco 280102811 (20Me) |BSE] LME 2 5001 OUTLET 2| £2801 -advipserviceska-mz.124-10a kin

Q| g R3 |Cisco 280102811 (30M 4 BER] LME 3 |S0D1 OUTLET 3 | 2801 -advipserviceska-mz 124-10a kin

CQ Ej R4 |Cizco 280102811 (S0M s |BER] LME 4 |S0D 1 OUTLET 4 ria

POD 1 - PCs AND SERVERS (click the GO buttons ta reconfigure])

GO MAME PCID  STATUS TYPE ACCESS  COMTROL IP OPERATING SYSTEM
Cg| E_| PC1a 101 | CMLUME | WMWARE WG 10.0.0.25 Linu

Cg| E_| PCib 102 | CNLME | WMWARE WG 10.0.0.25 Windaws XP
Cg| .E_l, PC2 103 | ONLIME | WhWWARE NG 10.0.0.25 Windaws HP
Cg| E_I PC3 104 | COMLME | WMWARE YN 10.0.0.25 Windawes HP

1, pea 105 | CMLIME ABSENT MULL
%l :_"

FoD 1 - CONTROL SvTCH
SITCH ID PoOD PORT RAMGE BASE WLAMN WLAR POCL

=l 1-8 100 100-107

Pod 1 -- Management Options

<5 Offline | Take this pod OFFLINE.

Ar Test | Tell me if this pod is working properly.

m Cable | Show me how to cable this pod.

= Delete | Remove this pod from METLAB.
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2.25.2.1 Modifying Device Settings for Routers, Switches and Firewalls
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Select a device to modify using the magnify button to the left of the device name. In
this example, we are examining the settings for R3.

Device Name g‘ R3
tDavice Type Cizco 1841 (S0/05) 4 |
L Autamation shared console, automated actions, image recovery i
| Software Image £1841-advipserviceskd-mz.124-10a.bin | ¥ |
i Image Recavery Option recover if the specified image (above) is notin flash | % i
ilmage Fecovery Local Interface FastEthernetd/0
i = CONTROL SWMTCH PORT i
mage Recovery Contral Port ::_, 3 = !
i ™ ACCESS SERVER LINE !
iﬂxccess Sener !.i 3 20 (tty 0/1/2)
| o 5.0, DEVICE OUTLET
: owitched Outlet ape 9 5 :

See sections 2.25.1.4 and 0 for details on making device-setting selections for your
equipment.

There is an additional image management setting for routers to support Pagent I0S
images. A license key must be entered in order for NETLAB+ automation to function
with routers using Pagent images. Please see section 2.25.2.2 for details.

There are additional image management settings for Cisco ASA devices and Generic
Console Devices that can be set after pod installation has been completed. Please see
section 2.25.2.3 and 0 for details.

Please note that the pod must be offline in order to modify these settings. After
completing modifications, remember to select the management option to bring the pod
online and make it available for reservations.

£ Online Bring this pod OMLINE and make it available for reservations.
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2.25.2.2 Modifying Device Settings for Routers Using Pagent I0S
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If your device selections include routers using Pagent 10S, it will be necessary to enter
the license key for these devices after the pod installation has been completed. This
additional management option becomes available for selection when the device is
selected on the Equipment Pods page.

E P01 - ROUTERS CHES, AMD FIRBWALLS  ([clic

o | s . EACCESS @ SWITCHED

PORTS  APC QUTLETS SOFTWISRE IMAGE !

Ck| gi R4 |Cizco 280142811 (S0Mn) TSR] LME 4 (SO0 1 OUTLET 4 | 2801 -tpoen_acverterk9-mz.4 3 0 hin |

Select the router to display the management options.

PO 1 DEYICE R4

Device Mame qﬁ R4

Device Type Cisco 2801/2811 (S04 /) e

Autoration shared console, automated actions, image recovery
ooftware Image c28014pgen_adwventerkd-mz.4.3.0.hin h

Irmage Recovery Option recowver if the specified image (abowe) is notin flash h

Image Recaovery Local Interface  |FastEthernet00
el CONMTROL SWATCH PORT

Irmage Recovery Control Port — 1 7
ACCESS SERVER LIME
Access Server E 1 4
. .0 DEVICE CUTLET
owitched Outlet ‘?c 1 4
Puctivation Key (optional) 407554012371 ||

A license key must be entered into the Activation Key field for all routers using Pagent
I0S in order for NETLAB+ automation features to function.

For information on upgrading a router to use Pagent 10S, please see Appendix B.

This optional field may be left blank for routers not using Pagent 10S.

5/24/2018 Copyright © 2018 Network Development Group, Inc. www.netdevgroup.com Page 144



NID G

2.25.2.3 Modifying Device Settings for Cisco ASA Security Devices
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If your device selections include Cisco ASA security appliances, it will be necessary to
select device settings for these devices after the pod installation has been completed.
These additional management options become available for selection when the device
is selected on the Equipment Pods page.

: POD 3 - ROUTERS, ( A ‘click on the GO buttons to reconfigure dey ] '

| !j ACCESS @ SWMTCHED !

| GO M AME TYPE A s arc TR SOFTVWARE IMAGE |
Cg' @ FiO0 Cizco ASA 5510 ] LINE 13 S0D 2 QUTLET 4 asa705-kS hin

POD 3 DEYICE FOO

Davice Mame @ FOO

Device Type Cizco 454 5510 W |

Autaormation shared console, automated actions, image recavery
Software Image azar06-kB.bin [ ¥

Irmage Recovery Option recover if the specified image (above) is notin flash | %
Irmage Recovery Local Intedface Ethernet/0 hal

Irmage Recovery Control Port :: CONTRDI{ =ITeH P?gT

;.-&.I:I:ESS Sarvar E .&CCESSﬁER"v"EH L1II\3E

Switched Outlet Ec S.O.DEE"-.-"ICE OLI';LET

Security Device Manager Image asdm506.bin | %

Security Device Manager Options recover if the specified image iz notin flazh hdl
Activation Key (optional) FE0e3b57 ccd?2811 18d00d8c 86000440 47254041

Here, we describe the options that are available for selection for ASA devices, in
addition to the other device option settings referred to in the previous section.

Image Recovery Local Interface: This setting must match the port, which is connected
to the cable, which is connected to the control switch that is defined as the Image
Recovery Control Port. The correct setting for this interface is set during pod installation
and should not require modification.

Security Device Manager Image: The software image providing the Security Device
Manager software. In order for these image files to be available for selection, they must
first be uploaded to the system. Note that the SDM image is tied to specific versions of
the ASA software image. NETLAB+ does not check for compatibility between the two
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images. Administrators should check the vendor’s release notes specific to their
selected device to insure compatibility.

NETLAB+ Administrator Guide

security Device Manager Image

asdm-522 kin
, asdmbih.bin
| Activation Key (recommended) asdmb12 hin
! asdmb21.hin

fied image is notin flash W

18d00dEc §6b004al 4728d0al

security Device Manager Options

Security Device Manager Options. This option determines when the SDM image is
recovered. A selection of "never" means that the SDM image will not be managed by
NETLAB+.

Security Device Manager Image || asdmb06.khin »

Security Device Manager Options | recover if the specified image is notin flash v

recover ifthe specified image is notin flash
recowver if there is no image in flash
newver recover image [device may became unusahle)

Activation Key (recommended)

i Update Settings | <a Batr ]

Activation Key. Cisco ASA software requires an activation key. If specified, NETLAB+
will configure the activation key during the scrub process.

As a precaution, administrators should write down their activation keys prior to
installing Cisco ASA or PIX devices in NETLAB+.
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Please note that the pod must be offline in order to modify these settings. After
completing modifications, remember to select the management option to bring the pod
online and make it available for reservations.

Pod 5 -- Management Options

< Online | Bring this pod OMLINE and make it available for reservations.
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2.25.2.4 Modifying Device Settings for Generic Console Devices
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If you would like to use a lab device that is not supported by NETLAB+, it may be
possible by selecting Generic Console Device option in the Device Type pull down menu.
This option provides user console access to an unsupported device during a lab
reservation. This option also supports the console-sharing feature; therefore, several
users could access the console at the same time.

A generic console device has several limitations:

Automated scrub, password recovery, and configuration management are not
performed. The device will not be reset to a clean configuration between lab
reservations. If a user changes a password to an unknown value, a manual password
recovery will be necessary.

The NETLAB+ CLI Terminal is designed for command line interfaces and do not provide
terminal emulation. If your device requires terminal emulation (such as VT100), users
must use a terminal application that supports the required terminal emulation (this can
be set in their profile settings). Because terminal emulation uses screen formatting and
invisible control codes, the NETLAB+ console sharing and archive features may exhibit
unpredictable behavior.

Generic console devices may be controlled by a switched outlet. This is determined by
the pod design. See below for details.

Generic console devices are unmanaged. Due to the limitations outlined above, you
should only deploy this option in environments where users are experienced and
trusted. Users should be briefed on these limitations and the proper procedures for
using the device without causing problems for others.

Configuring a Generic Console Device

Step 1. Select the desired device from the Equipment Pods page, and click the GO
button.

i [click on the GO buttons to reconfigure devices)

GO MAME TYPE Ef‘lﬁgggg E‘c iﬂﬁ?? SOFTWARE IMAGE
%l A L i?::;"j fj;f'ﬂfq[;?i“e PR LIME 11 SO0 2 OUTLET 3 i
‘I{ WLC ﬁ‘ffsgg ﬂ%'jgii';ﬁi‘;ice MEEILME12  |SOD 2 OUTLET 4 nia
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Step 2. Select Generic Console Device from the Device Type pull down menu. Click OK
on the popup to confirm this change.

NETLAB+ Administrator Guide

i PO 2 DEVICE WL

Device Mame .BWLC
' Device Type Generic Conzale Device bt
Device Type Users Will See WLC200E Cantraller
|| Autamation shared consale
- ACCESS SERVER LIKE
B 2

Access Server
1 BIT RATE DATE BITS  STOPBITES PARITY FLOWY COMTROL

9600 w8 w0 W || Mone | %) | Mane bl
. m 5.0, DEYICE CIUTLET
| Switched Cutlet A 5 4

Activation Key (optional)

Step 3. In the Device Type Users Will See field, type in a brief description of the actual
device. This provides a more descriptive name for the device that will be displayed for
users when accessing the pod during a lab reservation.

Step 4. Set the asynchronous communication parameters for the access server line.
NETLAB+ will initialize the access server line using these parameters at the beginning of
each lab reservation.

It is recommended that flow control remain set to none. If hardware flow control is
selected and cabling and hardware are not configured correctly for hardware flow
control, the access server port may will hang and require and require a manual access
to the access server to clear the line.

Switched Outlet

The switched outlet settings are displayed for reference only. The pod design
determines whether a switched outlet is allocated for the device. The following table
describes switched outlet behavior.

Pod design allocates a Pod design DOES NOT allocate
switched outlet: switched outlet:

Power Source Switched Outlet Uncontrolled Outlet

At beginning of lab Power On Always On

At end of lab Power Off Always On

During lab User Controlled Always On

5/24/2018 Copyright © 2018 Network Development Group, Inc. www.netdevgroup.com Page 148



NID G

If this is a custom pod and you have access to the pod design, you may control whether
or not a switched outlet is allocated. This setting is a function of pod design. Please
refer the NETLAB+ Pod Design Guide for details.

NETLAB+ Administrator Guide

If you are using a NETLAB+ standard pod, or you do not have access to the pod design,
you may plug the device into an uncontrolled outlet if you do not want switched outlet
behavior. However, if a switched outlet is allocated, it cannot be reclaimed.

2.25.2.5 Modifying PC Settings

In order to modify the settings for a PC that has been installed in the pod, Select the PC
using the magnify button to the left of the PC name. In this example, we are examining
the settings for PC A.

PodID 2
Pod Name MAP.
PC Name FC A

PC Type | “Mware ESH 3.5 U3 (no vCenter) W
VMware Host IP Address | 10 0.0.25 (reuired)
ViMware Host Username | NETLAB {reguired)
VMware Host Password | [NETLAE (recjuired)
VMware Guest Configuration File | Z:YWirtual Machines\WETLAB_WM_01W\indows XP Professional i .
Guest Operating System | \Windows XP L |

Options enable remote access to keyboard, video, and mouse
[] revert to snapshot during scrub operation

Admin Status | CMNLINE L

ViMware Advanced Settings RemoteDisplayvnc enabled = "trug"
RemoteDisplayvnc part = "6121"

Please note that the pod must be offline in order to modify these settings. After
completing modifications, remember to select the management option to bring the pod
online and make it available for reservations.

Pod 5 -- Management Options

4 Online Bring this pod OMLINE and make it available for reservations.

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,
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2.26 Control Devices

B Control devices are equipment required for NETLAB+ to function, but
these devices are not accessible to students and instructors. Control
- ~ switches provide NETLAB+ with internal connections. Access servers

provide console access to lab devices Switched outlet devices are
automated power management units.

2.26.1 Control Switches

— 3 Control switches perform several functions in NETLAB+ including, Ethernet

MY connections for the NETLAB+ server, access server, and switched outlet device.
b Control switches can provide a temporary TFTP path for automated management of
I0S images in lab devices. Control switches function as virtual Ethernet hubs in lab topologies
when the lab is active.

Control switches are not accessible by lab users. The number and type of control switches

required for a NETLAB+ system is dependent on the number and type of equipment pods that
are hosted.

|EXISTING CONTROL SWTCHES [click the GO buttons to manage)

GO | ID | =witch Type P Address Ports Aszsigned to Pods Reserved Ports
& 1 Catalyst 2950-24 169.254.1.11 1-3,5-7,9-11,13-15 17-24
& g Catalyst 2950-24 1659.254.1.12 Mane 17-24
& E Catalyst 3550-24 169.254.1.13 1-14 17-24
& i Catalyst 3550-45 169.254.1.14 1-10 37-48
o7 Add a Control Switch | <3 Back to Admin |

2 Select to manage an existing control switch. (See section 2.26.1.2)
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2.26.1.1 Adding a Control Switch

Select the option to Add a control switch, from the Configure Control Switches screen.
The Add Control Switch Screen will be displayed.

Select a switch ID and switch type, then click Add Switch. Based on your selections, you
will be able to view and set other parameters for the switch on the next screen.

Control Switch

| SwitchID |7 +
| Type Catalyst 2950-24 v

25 Add Switch | 6 Cancel |

Edit the information for this control switch as needed, and then click OK. Some of the
values cannot be changed. Normally NETLAB+ reserves port 17 to 24 on a 24-port
control switch. To meet your specific port requirements, (see the Installing The Control
Plane Section of the NETLAB+ Installation Guide) you may change the range of reserved
ports being used on the switch.

The Control Switch Management screen will be displayed. Proceed to the next section
for information on Control Switch Management.

Modify Switch

Switch 1D 7

Type Catalyst 2950-24 v

Reserved Ports () pg reserved ports
for non-pod usage

® Parts |17 through 24

Ll OK | Cancel |

CIP Address  169.254.1.17

NETLAB+ automatically sets control switch passwords as shown. You will need to enter
these passwords if you wish to access the command line interface of the device at a
later time.

Console Password: router
Enable Password: cisco
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2.26.1.2 Control Switch Management

The Control Switch Management screen displays a diagram showing the port assignments for
the selected switch.

The specific settings depicted here may differ from the settings at your site.

CONTROL SWITCH 1 P a0DRESS 169.254.1.11 Catalyst 2950-24 |

—

10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

I------I Il ) (IR eI )

- Port iz free and not azsigned to any pods
Port is assigned to equipment pod with pod 1D of »

LEJ Pott iz reserved for connections to NETLAB, cortrol switches, access servers, and switched outlet devices

Several management options are accessed from this screen.

Confi
e You must configure the I0S software on the control switch before it can be
used by NETLAB+. To perform this task, we assume that:

Your NETLAB+ server and control switches are turned on

Everything is cabled correctly, see section 2.25.1.10

All ports in the path between the control switch and the NETLAB+ server are up (green)

You have connected a PC or terminal to the console port of the control switch and you are at
the Switch> prompt

Carefully follow the steps listed on the configure control switch screen.

The specific settings depicted may differ from the settings for your site.
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iSwitch> show rer
ECiSCD Internetwork Operating 3ystem Joftware
EIOS [CLml nnn Joftware (nnn), Version nnh, RELEALAIE 30FTWARE

Images for Catalyst 2950-24

Recommended

These images have been tested 2B

Defective

These images will not work All21(13) or earlier

' The recommended software images listed above will work with NETLAB, Please do not use:
' the defective images listed above -- they contain known bugs that will cause problems in:
| METLAB. If you need to upgrade the software image, you can use METLAR as your TETP

' server OEE

Step 2 -- Start Clean

Cisco I0S acts upon existing configuration files. If you are installing this control switch for
the first time, make sure you start with a blank configuration:

SJwitch> enable
Switchf write erase
awitchf# reload

iStEp 3 -- Assign the IP Address

iThe carrect IP address for contral switch 1 is 169.254.1.11. The subnet mask is
1 255.255.255.0.

ESwitch# conf term

iSwitch(chfig]# snmp-servrer community netlab rw
ESwitch(chfig]# interface VLAN]1

rSwitch(config-if)# ip address 169.254.1.11 255.255.255.0
rwitch(config-1if) # no shutdown

ISwitchiconfig-if) # exit

'Switch{config) # exit
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' Step 4 —- Check Connectivity
Yerify that you can ping the NETLAR server:

| Switch# ping 169.254.1.1
ESending 5, 100-byte ICMP Echos to 169.254.1.1, time out is 2 seconds:

If you can ping the METLAR server, proceed to Step 5. Otherwise:

s recheck your cables
¢ all ports in the path between control switch 1 and the NETLABR server should be up

{green)
¢ UTP connection between switches require crossover Ethernet cables

e Trunking options between control switches must match, or disabling trunking and
place ports in YLAM 1
e see the METLAB install guide or admin guide for additional troubleshooting tips

' Step 5 -- Configuration

METLABR can use SMMP to automatically complete the remaining configuration tasks. CIn:k
FContinue to proceed.

E> Continue | [5 Cancel |

' Performing Configuration Tasks for Control Switch 1

'pinging the switch............ ) OK

ichecking the I0% version...... D OK [12.1(223EA2]
rzetting the switch name....... ) OK [netlab-cs1]
TSELLING UD VLANS . v v v e e oo ) oK

iluading the basic config...... ) oK

IEOpY running to Startup....... O oK

Basic configuration of control switch 1 was successful.

Some pod types may require additional control switch configuration. Please refer to)
the specific documentation for the pod types that you are connecting to this
switch,

< Back to Previous Page
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' Testing Control Switch 1

Ipinging the SWitch. ...eeee.... O oK
ichec}cing the I0OS wversion...... (0 OK [12.1(22)Ea2]
rzetting the switch name....... 0 OK [netlab-cs1]

rsetting up VLANZ. . ..o eennen.. ) OK

@ Control switch 1 looks good.

A Modify

Edit the information for this control switch, and then click OK. Some of

Switch ID 1

Type | Catalyst 2950-24 v
IP Address  169.254.1.11

Reserved Ports () No reserved ports

for non-pod usage @ Ports thrl:ll.I!I_:lh

Lo OK | [ Cancel |
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2.26.2 Access Servers

An access server provides console connections to lab equipment. Using this

approach, users can access lab gear even when no configurations have been

loaded in the lab devices. NETLAB+ proxies all connections through the access
server. This special proxy allows simultaneous sharing of console ports and allows all
users to access the lab environment using a single IP address and single remote access
port.

MNETLAE provides a Telnet proxy between lab
rusers and lab devices. This proxy allows Lab
' simultaneous sharing of console ports. Device

Z
.‘_
—

B
4
8

Users connect to a single Port 2001+ !

IP address and TCP port. "' |
' This approach eliminates !
i multiple “high ports” open NETLAB !
' through the firewall. ]
o Telnet Telnet Access |
| Port 23 Faort 23 Server :
i E —p INPUT !
[ [ — outPuT |

Line Number is now used as a unique identifier for access server ports.

Beginning with NETLAB+ version 2010.R3, NETLAB+ supports an expanded selection of
access servers, Since several models include multiple modules, port number is no
longer a unique identifier. Instructions for adding/modifying pods and access servers
throughout this guide use access server line numbers for identification.

You can easily view the line number of any access server port. Please see section
2.26.2.2 for details.

Details on supported access server configurations and general usage guidelines can be
found at: http://www.netdevgroup.com/support/control devices.html#access server

STIMG e lick on the GO buttons to manage)
GO D Type P &ddress Lines in Use

| A 1 |cisco 2511-R 169254121 9

gl g Cigco 2811 + MNh-184A + 3 HWIC-16A (Lines 15-81) 169.264.1.22 |8

! &l E Cisco 2811 + NM-16A + 2 HWIC-16A (Lines 34-81) 169264123 |0
op Add Access Server | <2 Back to Admin |
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X[ Select to manage an existing access server. (See 2.26.2.2)

A7 Add Access Server Select to add an access server, proceed to the next
section.

2.26.2.1 Adding an Access Server

Select Add an Access Server from the Configure Access Server screen. The New Access
Server screen will be displayed.

Select an access server ID and type, and then click Add Access Server.

Acceszs Server 1D | 4 v

Type | Cizco 2811 + Nh-324 (Linez G6-97) V

op Add Access Server | [£3 Cancel |

You may change the access server's type as needed, only if the same line numbers in use
exist on the new access server. Proceed to the next section for information on Access
Server Management.

NETLAB+ automatically sets access server passwords as shown. You will need to enter
these passwords if you wish to access the command line interface of the device at a

later time.

Console Password: router
Enable Password: cisco
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2.26.2.2 Access Server Management

The Access Server Management screen displays a diagram showing the port assignments and
line numbers for the selected access server. As shown below, you can easily view the line
number by hovering your mouse over any port.

The specific settings depicted here may differ from the settings at your site.

For access servers using octal cables, the octal cable label is displayed with the line number.

Access Server Management

Access SERVER [ e aporess [EEIXFF] Cisco 2811 + NM-16A + 3 HWIC-16A {Lines 18-81)

AEERRRRRRRRRRER pallpallpallr ILr JF LF Le ] 0 (e e Lrlle lLr L I LF]
|LINE 68 | TTY 1/2 | Cable type: CAB-OCTAL-ASTNC | Octal cable label: 3 CINLEEIEL

HWIL-TbA

Lelle el e e e Le)
psliesipslieslpsiieslr e )

LINES 18 - 33

Access SERVER [l e anoress EITEITRET Cisco 2511-RJ

| e
| B

Howver the mouse over any portf] INE 8 | Connect to Pod © 14300

Fort is assigned to eguipment pod with pod id of n.

Port is free.

Several management options are accessed from this screen.

H Configure

You must configure the 10S software on the access server before it can be
used by NETLAB+. To perform this task, it is assumed that:

Your NETLAB+ server, access server, and control switches are turned on
Everything is cabled correctly, see section 2.25.1.10.
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All control switch ports in the path between the access server and the NETLAB+ server are up

(green)
You have connected a PC or terminal to the console port of the access server and you are at
the Router> prompt

NETLAB+ Administrator Guide

Carefully follow the steps listed on the configure access server screen:

The specific settings depicted may differ from the settings for your site.

Step 1 -- Check I0S Yersion

Jwitch> show ver
Cisco Internetwork Cperating Iystem Software
I0% [(tm) nnn Joftware (nnh), Version nnn, RELELASE SOFTWARE

Imagqes for Cisco 2511-RJ

Recommended
These images should work, 12D N

Defective
These images will not wark.

The recommended software images listed above will work with NETLAR. Please do not use
the defective images {if any) listed above -- they contain known bugs that will cause
problems in NETLABR. If you need to upgrade the software image, you can use METLABR as
yvour TETP server [EE

: Step 2 -- Start Clean

Cisco [0S acts upon existing configuration files, If wou are installing this access server for
i the first time, make sure you start with a blank configuration: |

ERDuter> enahle
. Bouter# write erase
ERDuter# reload

| Step 3 -- Assign the IP Address

iThe correct IP address for access server 1is 169.254.1.21. The subnet mask is
1 255,255.255.0,

iRDuter# conf term

ERDuter(cunfig]# interface Ethernet0

ERDuter(cunfig—if]# ip address 169.254.1.21 255.255.255.0
ERDuter(cunfig—if]# no shutdown

'Router (config-if)# exit

ERDuter(cunfig]# snmp-servrer community private rw
iRDuter(cunfig]# exit
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1 Yerify that you can ping the inside interface of the NETLABR server at 169.254,1.1:

| Router# ping 169.254.1.1
ESending 5, 100-bvte ICMP Echos to 1e9.254,1.1, time out iz 2 seconds:

If vou can ping the METLAR server, proceed to Step 5. Otherwise:

® Recheck your cables, |

® Al control switch ports in the path between access server 1 and the NETLAR server
should be up {green). |

® UTP connection between control switches require crossover Ethernet cables,

®* Trunking options between control switches must match, or disabling trunking and
place ports in YLAM 1,

® Sce the NETLAR install guide or admin guide for additional troubleshooting tips.

| Step 5 -- Autoconfiguration

METLAR will now connect to the access server and complete the remaining configuration
i tasks automatically. Click Continue to proceed, '

This step must be completed before the access server is usable.

> Continue | (3 Cancel |
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Performing Confiquration Tasks for Access Server 1

@ Configuration of access server 1 was successful.

pinging the acce3s SEEVEY .t i v v v eenas ) OK

| checking the I03 version.............. () OK [12.0{6}]

! setting the ACCESS SEEVEr NEME. . ...... ) OK [netlab-as1]
| loading the BRsSic CORTIig...ee nenenens () OK [config loaded via TFTF]
COPY TUNRRING C0 SEArLUD . e v n s nsnss () OK [config saved]
D logging into SEEWVEL v vt nrnn e ) OK

! checking asvne line 1. ... eeeeeennn... () OK [line exists]
checking async line 2. ... e e nernns () OK [line exists]
i checking asvine line 3......ceinnnnnnns () OK [line exists]
! checking asyne line 9. ... eeenn. .. () OK [line exists]
checking asvne 1line 5. oo e enenn. ) OK [line exists]
! checking async line ... veeennn e ) OK [line exists]
| checking asvne Line Tuueeeeeeeennnennns ) OK [line exists]
checking asvne L1ine S. e rernrnrnsnss () OK [line exists]
v checking asyne line 9. ... ... ie .. () OK [line exists]
! checking asvne 1ine 10........eeeennn.. () OK [line exists]
checking asyne line 11......0.ecvuevnns () OK [line exists]
i checking asyne line 12.. ... iinvnnen. () OK [line exists]
! checking asyne line 13.......0.eennnn.. ) OK [line exists]
checking asvne line 14. .. ..o en.. ) OK [line exists]
i checking asyne line 15......0iiunnnnnn ) OK [line exists]
! checking asvnc Line 16...eeeeneneeeens () OK [line exists]
configuring async line 1......cvueenns () OK [configured]
voconfiguring async line 2........0.0.0.... () OK [configured]
Doponfiguring SS7Re LiNe 3. e e eeanenn () OK [configured]
configuring asyne line 4. ... e e enns () OK [configured]
Doconfiguring async line 5...... . ....... () OK [configured]
Doponfiguring asvne line B. .. eeeeeeannns () OK [configured]
| configuring async line T.u.eeveenenn.. ) OK [configured]
configuring asvone Line S. v e v rnenss () OK [configured]
Cooonfiguring &5vHe line 9. eneeaaas () OK [configured]
| configuring async line 10.........ee... () OK [configured]
configuring async line 11............. () OK [configured]
' configuring asyne line 12............. () OK [configured]
| configuring asyne line 13............. () OK [configured]
configuring asyne line 14............. () OK [configured]
v configuring asyne line 15............. ) OK [configured]
| configuring asvync line 16....vveene... () OK [configured]
COPY TUNRRING C0 SEArLUD . e v n s nsnss () OK [config saved]
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Testing Access Server 1

logging into server
checking async line
checking async
checking asynco
checking asynco
checking asyne

line
line
line
line
checking line
checking
checking
checking
checking
checking
checking
checking

async
asyno
async
async
async
async
async
async

line
line
line
line
line
line
line
checking line
checking

checking

async
asyno
asynoc

line
line

pinging the accCeESS SEEVEL . . o v i v e v e
checking the IO verZion. cw e v n v s
Setting the accesS Server NamS. ... ...«

@ Access server 1 looks good.

O OK
O OK [12.0(5%]
) OK [netlab-as1]

O OK

() OK [line exists]
() OK [line exists]
) OK [line exists]
) OK [line exists]
) OK [line exists]
) OK [line exists]
) OK [line exists]
) OK [line exists]
() OK [line exists]
() OK [line exists]
() OK [line exists]
) OK [line exists]
) OK [line exists]
) OK [line exists]
) OK [line exists]
) OK [line exists]

& Modify

Change the access server type. You may change the access server's

type only if the same line numbers in use exist on the new access server.
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Access Server ID 1

hadify Ac

Type :

Cizco 25171-FJ Iv

Cizco 287171 + MbA-326 (Lines BE-57) res
Cizco 2811 + MR-324 + 1 HWIC-164 (Lines 50-97) [ |
Cizoo 28171 + MhA-324 + 2 HWIC-164 (Lines 24-97) L
Cizco 28171 + MbA-324 + 3 HWIC-16A (Lines 18-97)
Cizoo 287171 + MbA-328 + 4 HWIC-16A (Lines 2-97)
Cizco 28171 + MbA-164 (Lines BB-81)

Cizco 28171 + MbA-164 + 1 HWIC-164 (Lines 50-81)
Cizco 28171 + MbA-164 + 2 HWIC-164 (Lines 34-81)
Cizco 287171 + MbA-164 + 3 HWIC-164 (Lines 18-81)
Cizoo 28171 + MbA-164 + 4 HWIC-164 (Lines 2-81)
Cizco 2811 + 1 HWIC-164 (Lines 50-65)

Cizco 28171 + 2 HWIC-164 (Lines 34-65)

Cizco 28171 + 3 HWIC-164A (Lines 18-65)

Cizco 28171 + 4 HWIC-164 (Lines 2-65)

Cizco 28071 + 1 HWIC-164 (Lines 50-65)

Cizco 28071 + 2 HWIC-164 (Lines 18-33, 50-65)

Cizoo 26w« + MhA-328 (Lines 33-64)

Cizoo 260+ MbA-164 (Lines 33-48)

Cizco 2511-RJ

Cizen 2611 {octal cables) i
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2.26.3 Switched Outlets

0 The power of each managed device in a NETLAB+ equipment pod is connected
to a switched outlet device.
APC

The device provides three functions:

Reboot devices during NETLAB+ automated operations.

Allow users to control power of a lab device (making password recovery
possible).

Power off devices when not in use to reduce energy and cooling requirements.

Details on supported switched outlet devices and general usage guidelines can be found
at: http://www.netdevgroup.com/support/control devices.html#switched outlet

{Existing Switched Outiet Dev ck on the Go buttons to manage a device) |
Gao |0 | Type P Address Ctlets Ctletz in Use
1 APC 9211 MasterSwitch 169.254.1.91 5 13,57 |
2 APC 9211 MasterSwitch 169.254.1.92 3 17

(£ 3 APC 3211 MasterSwitch 169.254.1.93 3 1-5

4 APC 7900 Switched Rack PDU 169.254.1.94 3 Mone

5 APC 7920 Switched Rack PDU 169.254.1.95 3 None

Select to manage a device. (See section 2.26.3.2)

A7 Add Switched Outlet Device | Select to add a switched outlet device.

Proceed to the next section.
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2.26.3.1 Add Switched Outlet Device

Select Add Switched Outlet device, from the Configure Switched Outlet Device Screen.
Select an ID and Type, and then click Add Device.

Mew Switched Cutlet Device

Device 1D

| Type | APC 7900 Switched Rack PDU v

o Add Device [ cancel

You may change the switched outlet device's type. Proceed to the next section for
information on Switched Outlet Device Management.

Madify Switched Outlet Device

| Device ID 5

| Type | APC 7900 Switched Rack PDU v

5 Cancel
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2.26.3.2 Switched Outlet Device Management

The Switched Outlet Device Management screen displays a diagram showing the
assignments to each outlet.

@ ouTLET DEMVICE 1 IF a0DRESS 169.254.1.91 APC 9211 MasterSwitch |
APC i
POD 2 POD 2 POD 2 POD 1 POD 1 POD 1
FREE R Rz R1 FREE R3 Rz R

Several management options are accessed from this screen.

| # Configure You must configure the TCP/IP settings on a switched outlet device

before it can be used by NETLAB+. To perform this task, we assume that:

Your NETLAB+ server, switched outlet device, and control switches are turned on
Everything is cabled correctly, see section 2.25.1.10

All control switch ports in the path between the switched outlet device and the
NETLAB+ server are up (green)

Carefully follow the steps listed on the Configure Switched Outlet Device screen.

The specific settings depicted may differ from the settings for your site.
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Step 1 -- Connect to Control Console

1a) Serial Interface. To access the unit's Control Consocle, use the supplied null-modem
cable to connect the serial port of a PC or laptop to the serial port on switched outlet
device 1. Using a terminal emultation program {such as Hyperterm), set the terminal port
to the following communication settings:

Bit Rate 9600
Data Bits 8
Stop Bits 1
Parity None

Flow Control |Mone
Local Echo | Off
Terminal Type|ANSI (VT100)

1b) Logging on. To log on to the Control Console, respond to the user name and
password prompts. The default for both the Administrator user name and the
Administrator password is apc {(lowercase).

Uzer Hame : apc
Paszsword : apc

Step 2 -- Configure TCP/IP
23) Navigate to the TCP/IP settings menu:
Control Console > 2-HNetwork > 1-TCE/IP
2b}) Change the Boot Mode setting to Manual.
2c) Configure the manual TCP/IP settings exactly as shown:

* Changes will take effect on Logout.

1- System IP : 165.254.1.91
2— Subnet Mask : 255.255.255.0
3— Default Gateway: 169.254.1.1
4— Boot Mode ! Mamnmal

5— Adwvanced...

2d) Logout for the changes to take effect. This option is on the top-level Control
Conscle menu.
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535} W ait 60 seconds after logging out (the last step) for the unit to reload and ﬂewi

rsettings to take effect.

iBb} Reconnect to the Control Console,

§3h} Mavigate to the ping utility and ping the NETLAR server,

Control Console > Hetwork > Ping Utility

Ping Addre=s,
<ENTER> = "1g9,254.1.1":

Reply from 1le9.254.1.1
Reply from 169.254.1.1:
Reply from 169.254.1.1:
Reply from 1le9.254.1.1
Reply from 1le9.254.1.1

EHTER

iewp =eqg=0
iewp Seqg=1
iewmp Seqg=:2
iewmp Seqg=3
icwp Seqg=4

Step 4 -- Network Test

METLAR will now wverify connectivity and attempt to control this switched outlet deuicei

using SHMP,

E> Continue | [ cancel |

Testing Switched Outlet Device 1

pinging the device.............
reading software VersSion.......

APC Web/SHNMP Management Card (MB:vw3.2.0 PF:wZ. 5.4 PM: aos254.bin AF1:v2.1.0
AN1:ms210.bin MN: AP9606 HR: G9 SM: WAD104010137 MD: 01/24/2001)

testing outlet 1...............

testing outlet 5. ... e ennannas
testing outlet 4. ... innannas
testing outlet 5. ... ...
testing outlet B. ... .00 iunnnas
tegting outlet 7. ... i
testing outlet 8. ... .. .. 00000

@ Switched outlet device 1 looks good.

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
i
i testing outlet 2....... ...
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

_________________________________________________________________________________________________________________________
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¢ pinging the device............... ) DK
D reading software versioh......... ) OK

L APC Weh/SNMP Management Card (MB:v3.2.0 PF:w2.5.4 PN aos254.hin AF1:w2.1.0
AM1:ms210.bin MK AP9606 HR: G9 SM: WaAD104010137 MD: 01/24/2001%

testing outlet 1................. ) oK
Ctesting outlet 2. i iiiia e O oK
D EESEING OUELEL S iu e O oK
teating outlet 4. .. ...t ie e O oK
¢ Lesting outlet S.......aoaao.. O oK
DEESting OUELEL B ueii e ) OK
teatihg outlet 7. s i e O DK
testing outlet 8... ... ... ... ) OK

@ Switched outlet device 1 looks good.

Madify Switched Outlet Device

| Device ID 1

Type APFPC 8211 MasterSwitch v

i OK 5 Cancel |

= Delete | Remove this device from NETLAB+.

2.27  Lab Device Software Repository

Use this utility to manage lab device software images (i.e. Cisco 10S, SDM,
'1 etc) in NETLAB+'s image repository. Certain automated operations will
: install the specified images on lab devices via TFTP, as needed. All files
must have a .bin extension.
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' File Size Uploaded Delete |
c1700-ny-mwz. 122-8. ¥M.hin 4 825 AE8 2002-10-20 16:39:00 UTC in use
cl1700-y-mz.120-5.T1l.bin 2825388 2002-03-13 16:03:11 UTC Fl

cl1700-y-mz.122-2.%J.bin 35930812 2002-08-01 18:29:51 UTC F

cl700-yv-mz.122-5.¥M.bin 4 725664 2002-10-20 16:36:33 UTC Fl ,
c2500-0-1.121-5.T9.hin 7569 360 2001-10-00 20:38:48 UTC in use
e2500-z2-1.122-1.hin 7B30295 2001-06-04 17:03:40 UTC i :
CcZ500-d-1.120-5.T.hin 8226736 2001-05-24 17:15:21 UTC in use
c2500-p-1.121-22.kin 7981 620 2004-04-05 19:30:43 UTC in use

cZE00-advipservicesk9-mz. 123-7.T7.bin 25 046 420 2005-02-08 13:21:32 UTC in use
c2s00-advsecur ityk9-me. 123-7. T7. bin 14 507 075 2005-02-03 13:25:51 UTC i

cZe00-c-mz.122-1.kbin 5,002,788 2001-06-02 14:26:45 UTC F
cZe00-d-mz.122-19.bin G 222812 2004-07-01 17:28:94 UTC Fl
c2600-31s3-mz. 123-6c.bin 16,707 432 2005-02-11 00:47:01 UTC F

Delete Selected Fil . . .
elete selected Tiies Select to delete image files that you have selected in the

Delete column.

Refresh List Refresh the list after deleting files.

Files marked in use cannot be deleted because they have been chosen as images to be
used for devices in the pod(s). NETLAB+ depends on these images during a scrub
operation. To enable deletion of these images, you must eliminate the dependency by
assigning different images to be used with the devices in the pod.
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You can upload system images with a .bin extension from your local machine to
NETLAB+'s TFTP Directory.

NETLAB+ Administrator Guide

In order to upload a system image to NETLAB+, the image must exist on your local PC. If
the image is not on your PC, you will need to obtain it from the appropriate source (i.e.
log into Cisco CCO and go to the Software Center)

Do not rename Cisco software images! NETLAB+ examines the file name to determine
compatibility during pod configuration.

Specify the file name on your PC machine (example: C:\My Documents\c2500-d-1.120-
5.T.bin) or click the Browse button to bring up a file dialog box.

Upload File
K | Select after you have specified a file name.
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2.28 Network Configuration

The Network Configuration utility displays detailed statistics pertaining
* to the inside and outside network interfaces and allows these settings to
% be updated where appropriate. General Network Settings include
ﬁ hostname, default gateway, primary DNS, alternate DNS, remote access
ports and web server port configuration.

Starting with NETLAB+ version 2014.R2.Beta.1, NETLAB+ provides several options for
web server port configuration. This includes the option to configure connectivity
through SSL, which is preferred and in some cases required, according to the security
policy for many organizations.

Settings to the interface status may also be updated, details on updating these settings
are provided in the subsections below. This utility also includes the option to Test
Outbound Access page (see section 2.28.5).

2.28.1 General Network Settings

The top portion of the Network Configuration page displays the General Network

Settings. To modify a setting, select the * " button to the right. Each field is
described below.

Use caution when changing network configuration settings. Under some circumstances,
if you enter an incorrect value, the erroneous setting may result in your system no
longer being accessible using the configuration utility. It would then be necessary to
make corrections through the physical console.

General Network Settings

Hostname  netlab.fictionaluniversity.edu v

Default Gateway &
Primary DNS d &
Alternate DNS | Mot Configured &
Remote Access Ports | 2201 &

Active SSL Certificate | not usad (HTTP only) &

' “

HTTP

Viebserver Ports &

80
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e Hostname: Itis recommended that you change the host name for your system.
The value should be either a valid hostname or fully-qualified domain name. To
prevent your NETLAB+ server from being flagged as an e-mail spam source, you
should enter a fully qualified domain name that is also registered in your DNS
server (both forward lookup and reverse IP entries).

NETLAB+ Administrator Guide

Hostname | petlab fictionaluniversity.edu

show help tips

When making changes to an IPV4 address in any of the fields below, keep in mind that
all IPV4 address octets must be between 0 and 255. Neither the network or host
portion of the address may be all Os or all 1s.

o Default Gateway: The IPv4 address of the default gateway. The gateway
address should be on the same IPV4 network as one of the externally facing
Ethernet interfaces. The inside network (eth1) is not routable.

Default Gateway |10 | _ [0 2|0 21

e Primary DNS: Enter the IPV4 address of the primary Domain Name Server
NETLAB+ should use. This server is consulted first for all name-to-IP lookups.

e Alternate DNS: Enter the IPV4 address of the alternate Domain Name Server
NETLAB+ should use. When either Primary DNS or Alternate DNS is selected,
both fields will be displayed and available to modify.

Primary DN5 | 5 |8 |4 4

Alternate DNS

show help tips

5/24/2018 Copyright © 2018 Network Development Group, Inc. www.netdevgroup.com Page 173



NID G

e Remote Access Port: Configure the specified TCP port(s) that will be used for
remote device access, remote PC access, and chat functions. Enter a list of TCP
ports separated by commas, in the order they should be tried by the user client.
Each port may be a number from 1 to 65535. Ports 22, 80, and 443 are reserved
for other functions. The factory default portis 2201. All of these ports MUST be
opened in the firewall at the NETLAB+ site. One of these ports must be open
between the client and NETLAB+ for client connections to succeed.

NETLAB+ Administrator Guide

= =
= (T T
&= T EEEEEEEE NN EESU0 NN
Sl EE et T
T T
ma T
Firewall Server

Software

Remote Access Ports 2201

show help tips [

() Update | [ Cancel

Personal Firewall Internet Firewall NETLAB+

e Active SSL Certificate: Beginning with NETLAB+ version 2014.R2.Beta.1, HTTPS
connections may be configured for the NETLAB+ web server, which requires an
active SSL certificate. Details are provided in the next section.

e Webserver Ports: NETLAB+ is shipped with the default http port 80 set.
Webserver port configuration options are discussed in the next section.
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2.28.2 Web Service Port Configuration - SSL is Available

Starting with NETLAB+ version 2014.R2.Beta.1, NETLAB+ provides several options for
web server port configuration. This includes the option to configure connectivity
through SSL, which is preferred and in some cases required, according to the security
policy for many organizations.

NETLAB+ is shipped with the default HTTP port 80 set.

Web Service Port Configuration

4 N

HTTP

30

Ports/Protocols

y ~ Change Port Configuration

You may continue to use your NETLAB+ system through port 80 (HTTP only). Please be
aware that future versions of NETLAB+ may require an SSL connection be configured.

Notice that an active SSL certificate is displayed. This self-signed certificate is included
for the purposes of allowing you to perform administrative functions and manage
updates to certificates as needed (as discussed later in this section, this self-signed
certificate must be replaced if you enable HTTPS).

Active 55L Certificate

Name

Subject DN
Issuer DN

Valid Not Before | Jun 23 15:05:02 2014 GMT
Valid Not After | Jun 28 15:44:54 2017 GMT

Private Key Length | 2048 hit

(@ View Certificate | | ~ Manage Certificates

You may see the certificate by selecting View Certificate.
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To update the Web Service Port Configuration, select Change Port Configuration.

NETLAB+ Administrator Guide

Warning: Changing this setting may result in an unreachable user interface and/or
system if the TCP port(s) you enable are blocked at the site firewall. Avoid changing this
setting remotely because recovery may require physical console access. Before
proceeding, NDG recommends that you enable remote access for NDG support. Either
open SSH (port 22) at the site firewall, or enable Technical Support Over Remote Access
Port(s). Do this before changing your settings.

If you opt to change your Web Service Port Configuration to enable HTTPS, consider
using the redirect option (shown below). This allows your an SSL connection to your
system regardless of if users specify "HTTP" or "HTTPS" when entering the hostname or
address into their browser. This does, however, require you to open both port 443 and
port 80.

Ports/Protocols
enable HTTP on port 80 only
* enable HTTPS on port 443, redirect HTTP on port 80 to HTTPS on port 443
enable both HTTP on port 80 and HTTPS on port 443

enable HTTPS on port 443 only

() OK | | [3 cancel

If you enable HTTPS, you must have a signed certificate. If you do not configure an
active signed certificate, your NETLAB+ users will be interrupted with browser security
warnings each time they access the NETLAB+ system. The warnings will be similar to the
picture below (warnings vary depending on browser/version).

& C'  [&ptps

The site's security certificate is not trusted!

You attempted to reach - but the server presented a cerificate
issued by an entity that is not trusted by your computer's operating system. This may mean
that the server has generated its own securnty credentials, which Google Chrome cannot rely on
for identity information, or an attacker may be trying to intercept your communications

You should not proceed. especially if you have never seen this waming before for this site

Proceed anyway | | Back to safety
P Help me understand
To add a signed certificate to your NETLAB+ system, proceed with one of the following

methods, depending on if you have already have a certificate or need to obtain a
certificate.
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e If you do not have a certificate: You will generate a certificate request through
NETLAB+ and send the request to the Certificate Authority (CA) of your choice.
Once you receive a signed version from the CA you will update the certificate in
NETLAB+. See section 2.28.2.1 for details.

NETLAB+ Administrator Guide

e If you already have a signed certificate and private key for your organization:
(This can be a domain-level certificate). You will proceed by adding the
certificate and private key to your NETLAB+ system as described in section
2.28.2.2.

2.28.2.1 Generate a Certificate Request and Replace an Unsigned Certificate
with a Signed Certificate

First, you will generate a certificate request and submit it to the CA of your choice.

1. Navigate to Network Configuration > Webserver Ports > Manage Certificates.
You will see the self-signed certificate that is included with NETLAB+.

Manage Certificates

Hame Active | Certificate Valid From ! To HEls | STl Manage
Key Request

. . . Mar 10 14:39:09 2014 GMT . %
SYSTEM_DEFAULT | «* | self-signed Mar 10 14-39-09 2019 GMT 2048 bit | none g

<= Back to Admin | | o Add Certificate

2. Click Add Certificate.
3. Select the option to generate a certificate signing request, temporary certificate
and new private key and press Next.

® Generate a certificate signing request, temporary certificate, and new private key

I have an existing certificate and private key

E> Next | | [ Cancel
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4. Fill in the fields on the form with the information appropriate for your site and
Press OK.

Generate New SSL Certificate and Signing Request

Entry Name | ;4t|ap fictionaluniversity edu |

The name used to manage this certificate. The hostname is
recommended. Can contain characters "a-z 0-9 . _ - Letter
must be lower case. No spaces are permitted.

Example: netlab myschool.edu

NETLAB+ Administrator Guide

CommaniServer Name | ot 3h fictionaluniversity. edu

The fully qualified domain name (FQDN} of your server. This
must match exactly what you type in your web browser or
you will receive a name mismatch error.

Wildcard certificates cannot be generated by NETLAB+.
Example: netlab. myschool.edu

Organization | Fictignal University of Anytown USA

The legal name of your organization. This should not be
abbreviated and should include suffixes such as Inc, Corp,
or LLC.

Example: Digitech College of Southern California

Organizational Unit ||-|— Department |

The divizion of your organization handling the certificate.
Example: Computer Science Department

ci

g

|Any1 own |

The city where your organization is located.
Example: Los Angeles

State/Region |NC |

The state or region where your organization is located. This
should not be abbreviated.
Example: North Carolina

Country | |Jpited States v

The country where your organization is located.
Example: United States

e |janedu:ue@ﬁctionaluniversity.edu| |

An email address used to contact your erganization.
Esxample: support@myschool.edu

Private Key Length (bits) 2048 -

The length of the private key to generate in bits. 2048 is
recommended and now required by most certificate
autharities.

(4 OK | | [E3 Ccancel

NETLAB+ has generated a new private key, certificate signing request, and self-signed
certificate.
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5. Select the option, Download Certificate Signing Request.

55L Certificate Summary - netlab.fictionaluniversity.edu

Name | netlab.fictionaluniversity.edu % (certificate is active)

C=US, ST=NC, L=Anytown, O=Fictional University of Anytown USA, OU=IT Department,

Subject DN ' Do ) . X -
e CM=netlab. fictionaluniversity_edu/emailAddress=janedoe@fictionaluniversity_edu

Issuer DN same as subject (certificate is self-signed)
Valid Hot Before | Aug 5 20:37:50 2014 GMT
Valid Not After | Aug 5 20:37:50 2019 GMT

Private Key Length | 2048 bit

<:EI Back to Admin |l Download Certificate Signing Request Replace Certificate == Delete Certificate

6. A file with an extension of .csr has been generated and should be accessible via
the list of downloaded files in your web browser. You may submit this file to the
Certificate Authority (CA) of your choice. Typically, a small annual fee is charged
by the CA for this service.

After you receive a signed version of your certificate from the CA, you will use it to
replace the unsigned version.

1. Navigate to Network Configuration > Webserver Ports > Manage Certificates.

2. You will be replacing the self-signed certificate that you created. Notice that the
SYSTEM_DEFAULT certificate is indicated to be the active certificate, this is
necessary since you cannot replace an active certificate. (If the
SYSTEM_DEFAULT is not currently the active certificate, select it and the option
to Make Active before proceeding).

3. Select the self-signed certificate you created.

Manage Certificates

Hame Active | Certificate Valid From / To e o Manage
Key Request
, ) . Mar 10 14:39:09 2014 GMT .
SYSTEM_DEFAULT « | self-signed Mar 10 14-39-09 2019 GMT 2048 bit| none g

i o . Aug 5 20:37:50 2014 GMT . i
netlab fictionaluniversity.edu self-signed Aug 5 20-37-50 2019 GMT 2048 bit | pending
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4. The SSL Certificate Summary is displayed. Select Replace Certificate.

55L Certificate Summary - netlab.fictionaluniversity.edu

Name  netlab fictionaluniversity edu

NETLAB+ Administrator Guide

C=US, ST=NC, L=Anytown, O=Fictional University of Anytown USA, OU=IT Department,

Subject DN ' Do ) . X -
e CM=netlab. fictionaluniversity_edu/emailAddress=janedoe@fictionaluniversity_edu

Issuer DN same as subject (certificate is self-signed)
Valid Hot Before | Aug 5 20:37:50 2014 GMT
Valid Not After | Aug 5 20:37:50 2019 GMT

Private Key Length | 2048 bit

<:EI Back to Admin «" Make Active |l Download Certificate Signing Request Replace Certificate | == Delete Certificate

5. Paste the signed certificate you received from the CA into the New Certificate
text box, including the header and footer lines and select OK.

Replace Certificate - netlab.fictionaluniversity.edu

Name netlab fictionaluniversity edu

New Certificate [_____crroty CERTIFICATE-————

Pasie the contents of the new certficate file {.crt or .pem)
above.

The certificate must be in PEM format. The PEM certificate
format uses the following header and footer lines, which
should be included:

-——-BEGIN CERTIFICATE—

-——END CERTIFICATE——

When using a chain of certificates, just append the
certificates together, one after the other; the server
certificate needs to go first, otherwize you’ll get a mismatch
between private and public keys

If the new certificate is valid, it will overwrite the old
certificate - the old certificate is not retreivable.

() oK | |[E3cancel

5/24/2018 Copyright © 2018 Network Development Group, Inc. www.netdevgroup.com Page 180



NID G

6. Return to the Manage Certificates page. Verify that your certificate now
indicates it is signed (as shown below).

NETLAB+ Administrator Guide

If the status of the certificate does not indicate signed, it may be necessary to log off
the system and close your browser window. The status will be updated when you enter

the system again.

7. Select the signed certificate.

Manage Certificates

Private | Signing Manage

Name Active | Certificate Valid From | To
Key Request
. p - Mar 10 14:39:09 2014 GMT - &
SYSTEM_DEFAULT o | self-signed Mar 10 14-39-09 2019 GMT 2048 bit| nane d
: o . Aug & 20:37:50 2014 GMT - &
netlab fictionaluniversity_edu signed Aug 5 20-37-50 2019 GMT 2048 bit | none d

8. Select the Make Active option.

55L Certificate Summary - netlab.fictionaluniversity.edu

Name  netlab fictionaluniversity edu

Subject DN | OU=Domain Control Validated, CN="_netdevgroup.com

S C=US, ST=Arizona, L=Scottsdale, O=GoDaddy.com. Inc., OU=http://certs godaddy com/repository/, CN=Go
Daddy Secure Certificate Authority - G2

Valid Not Before | Jun 23 15:05:02 2014 GMT
Valid Not After | Jun 28 15:44:54 2017 GMT

Private Key Length | 2048 bit

== Delete Certificate

<:EI Back to Admin «" Make Active Replace Certificate

9. The signed certificate is now active.

Manage Certificates
Private

; - ) , Signing
Name Active Certificate Valid From | To Key Request Manage

. Mar 10 14:39:09 2014 GMT A
SYSTEM_DEFAULT self-signed Mar 10 14-39-09 2019 GMT 2048 bit | none

. R p . Aug & 20:37:50 2014 GMT .
netlab fictionaluniversity adu | " signed Aug 5 20-37-50 2019 GMT 2048 bit| none

10. Verify that your browser address now indicates HTTPS. It may be necessary to
log off the system, close your browser window and then re-enter the system.

€ > C f £ httpsy//
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2.28.2.2 Add a Certificate and Private Key to NETLAB+

If you have a signed certificate and private key for your organization (it may be a domain
level certificate), you will add the certificate and private key to your NETLAB+ system.

1. Navigate to Network Configuration > Webserver Ports > Manage Certificates.
You will see the self-signed certificate that is included with NETLAB+.

Manage Certificates

Hame Active | Certificate Valid From /! To HOEE || S Manage
Key Request

' y . Mar 10 14:39:09 2014 GMT . %
SYSTEM_DEFAULT | « | self-signed Mar 10 14-39-09 2019 GMT 2048 bit| none p

<= Back to Admin | | o5 Add Certificate

2. Click Add Certificate.
3. Select the option for having an existing certificate and private key and then
select Next.

Generate a certificate signing request, temporary certificate, and new private key

*'1 have an existing certificate and private key

E>» Next | |[E3 Cancel

4. Paste your certificate, including the header and footer lines, into the Certificate
textbox.

5. Paste your private key, including the header and footer lines, into the Private
Key textbox.
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6. Press OK.

Add Certificate

Entry Name | yatiah fictionaluniversity.edu |

The name used to manage this certificate. The hostname is
recommended. Can contain characters 'a-z 0-9 . _ - Letter
must be lower case. No spaces are allowed.

Certificate | _____ BEGIN CERTIFICATE--———

Paste the contents of the certficate file (.crt or .pem) above.
The certificate must be in PEM format. The PEM certificate
format uses the following header and footer lines, which
should be included:

——BEGIN CERTIFICATE—

——FEND CERTIFICATE—

When using a chain of certificates, just append the
certificates together, one after the other; the server
certificate needs to go first, otherwize you'll get a mismatch
between private and public keys.

Private Key |_____ BEGIN PRIVATE KEY—————

Paste the contents of the private key file (. key) above.

The private key must be in PEM format. The PEM private key
format uses the following header and footer lines, which
should be included:

——BEGIN PRIVATE KEY—

——END PRIVATE KEY -——

To protect the private key, there is no user interface to view

or download it later. Therefore, you should keep a copy of
the private key in a safe place.

() oK | |[E3cancel
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7. Return to the Manage Certificates page.

If your certificate is not displayed in the list, it may be necessary to log off the system
and close your browser window. The certificate will be listed when you enter the

system again.

8. Select the signed certificate.

Manage Certificates

Private | Signing Manage

Name Active | Certificate Valid From | To
Key Request
. p - Mar 10 14:39:09 2014 GMT - &
SYSTEM_DEFAULT o | self-signed Mar 10 14-39-09 2019 GMT 2048 bit| nane d
: o . Aug & 20:37:50 2014 GMT - &
netlab fictionaluniversity_edu signed Aug 5 20-37-50 2019 GMT 2048 bit | none d

9. Select the Make Active option.

S5L Certificate Summary - netlab.fictionaluniversity.edu

Name |netlab. fictionaluniversity.edu

Subject DN | OU=Domain Control Validated, CN="_netdevgroup.com

e T C=US, ST=Arizona, L=Scottsdale, O=GoDaddy.com, Inc., OU=http://certs_godaddy com/repository/, CN=Go
Daddy Secure Certificate Authority - G2

Valid Not Before | Jun 23 15:05:02 2014 GMT
Valid Not After Jun 28 15:44:54 2017 GMT

Private Key Length | 2048 bit

<:EI Back to Admin " Make Active Replace Certificate == Delete Certificate

10. The signed certificate is now active.

Manage Certificates

i i ; ' Private = Signing
Name Active | Certificate Valid From | To Key Request Manage

. Mar 10 14:39:09 2014 GMT o
SYSTEM_DEFAULT self-signed Mar 10 14-39-09 2019 GMT 2048 bit | none

. R B . Aug 5 20:37:50 2014 GMT .
netlab fictionaluniversity adu |« signed Aug 5 20 37 50 2019 GMT 2048 bit| none

11. Verify that your browser address now indicates HTTPS. It may be necessary to
log off the system, close your browser window and then re-enter the system.

€ > C f £ httpsy//
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2.28.3

Interface Status
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The Interface Status is shown in the second section of the Network Configuration page.
The Interface status displays settings pertaining to both the inside and outside interface.

| Interface Status 5

Interface
HETLAB+ Role
Link State
Admin State
Speed

Duplex

Auto Negotiation
MAC Address

IP Address

Subnet Mask

Outside (ethi)
eth
Cutside
@ Up
O Up
1,000
FLILL
On
00:11:25:AA-ED:BO

255 255 2550 (/24)
.+ Configure

Inside (eth1)

eth

Inside

O Up

O Up

100

FULL

On

00:11:25:AA-ED-B1

169.254 1.1 (primary)
169.254 .0 254 (secondary)

255.255.255.0 (/24)

& Not Configurable

5/24/2018
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The following fields provide information for both the inside and outside interfaces:

5/24/2018

Interface: The system interface name.
NETLAB+ Role: The role that the interface plays for this NETLAB+ system.
Link State: The current link state of the interface.

0 UP The interface is up (link detected).

0 DOWN The interface is down (link not detected).

O ADMIN_DOWN The interface is administratively down.

If the driver's interface does not support this information, the link-state value
will be undefined.

Admin State: The desired administrative link state of the interface.

0 UP The interface is administratively enabled.
O DOWN The interface is administratively disabled.

Note: Currently this value will always be UP. There is no method to disable an
interface.

Speed: The current link speed if the current interface link state is UP. A value of
null/undefined is returned if the interface link state is down or if the driver does
not support this information. A virtual appliance may report 10000 as it is a
software network interface.

Duplex: The current link duplex (if the interface link state is up). A value of
null/undefined is returned if the interface link state is down or if the driver does
not support this information.

Auto negotiation: The auto negotiation state of link speed and duplex. A value
of null/undefined is returned if the interface link state is down or if the driver
does not support this information.

MAC Address: The current MAC layer address of the interface.

IP Address: The current primary IPV4 address bound to the interface as reported
by the kernel.

Subnet Mask: The current primary IPV4 subnet mask bound to the interface as
reported by kernel.
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The IP Address and Subnet Mask may be configured for the Outside Interface.

IP Address

NETLAB+ Administrator Guide

Subnet Mask | 955 P55 255 () (/24) |E|

show help tips [

2.28.4 Kernel Statistics and Driver Statistics

Kernel and driver statistics may be viewed by selecting the Show button in the Kernel
Statistics and Driver Statistics sections. In the picture below, the Kernel Statistics are
shown. Selecting the Hide button would hide this portion of the display, in the same
manner as the Driver Statistics.

Kernel Statistics

Outside (ethd) Inside (eth1)
MTU | 1,500 1,500
Collisions ) 0
RX Packets 25 (24 570 5.336.706
RX Errors [ () 0
RX Dropped () 0
RX Over Errors | () 0
TX Packets | 23 871,121 7470478
TX Errors | () 0
TX Dropped | ) 0
TX Over Errors | () 0
TX Carrier Errors | () 0
TX Queue Length |1 000 1,000
£ Refresh
! = Hide !
: &5 Show :

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,
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2.28.5 Test Outbound Access

Use the NETLAB+ Outbound Network Test to verify the outbound firewall requirements
have been met. This test can also be accessed from the console interface. This test is
available from the Network Configuration utility (see section 2.28)

NETLAB+ must be able to send certain types of data through the network in order to function
properly. This outbound traffic includes DNS lookups, outbound mail and HTTP to NETLAB+
Central Services.

The Outbound Firewall Test will determine if the interface, gateway and DNS are reachable. It
will also test the server’s ability to communicate with NETLAB+ Central Support. Failure of
any of these tests will indicate a network problem and should be corrected for proper
functionality of NETLAB+. A successful test will indicate OK for all test types.

This is an outbound test only.

Since this is only an outbound test, it will not determine if inbound clients can access the
NETLAB+ server. Inbound access problems must be addressed on a client-by-client basis,
since this will involve the client’s ability to reach the NETLAB+ server via HTTP and remote
access ports.

Detailed firewall connectivity requirements are explained in the “NETLAB+: CSS,
Connectivity and Firewall Considerations” white paper available at:
http://www.netdevgroup.com/support/netlab _css connect.html

The results of the Outbound Network Test will be displayed.

WETLAE COuthound Metwork and Firewall Test...

Test Protocol/Port Destination Itatus

Eping icmp (echo) primary interface RUMMING - CFE (5/5)

Eping icmp (echo) default gateway RUNIMNING - OF (5/5)

iping icmp (echo) primary DN3 RUNIMNING - OF (5/5)

Efind dns (53 udp) nss.ilntranet BEUMNING — OK [(10.0.0.82)
Eping icmp (echo) nss.ilntranet RUNIMNING - OF (5/5)

Eget http (S0 tcpl nss.ilntranet BUNNING - QK

Email swtp (25 tcp)l malil.netdevgroup.com RUNMNING - OE

ETracing the route from this server ta C33.

EThis may fail if ICHP echo packets are blocked.

itracernute Lo nss.intranet (10.0.0.382), 30 hops max, 35 hyte packetsi
1 mnss.intranet (10.0.0.82) 0.451 ms 0.332 ms 0.313 ms
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2.29 Disk Status

Disk Status displays the capacity and usage of storage volumes on the
NETLAB+ server appliance.

' 1
i_i
' '

i

Admin

METLAB+ APPLIARNCE - DISK STATUS
Solume Fole Capacity | Used | Avail Use%
hda system 9580 3050 B33M 33%

hda5 tech support  4.8G 4.4 220M 95%
hdak program files 486G B0YM 405 13%
hda?  user data 7.6 BRAM BEG 9%
hda8  wirtual mem

&) Refresh | () Done

NETLAB Professional Edition” systems are delivered with two hard disks and RAID 1
mirroring. An identical copy of each volume is maintained on each disk. If the system
encounters unrecoverable problems with a disk partition in a RAID 1 volume, that
partition is marked faulty and no longer used. However, the system will continue to
function without data loss as long if the other partition on the same volume is healthy.

The status of RAID disk volumes are displayed on systems equipped with RAID 1. A
healthy RAID system will display a green light beside each disk volume.

; METLAB+ APPLIAKCE - DISK STATUS

E"»-"u:ulume Fole Capacity | Uzed | &vail Use% Status | Disk 0 Disk 1 |Progress
md1 system 205 74M 19G 4% good € up € up

{ md& program files  9.8G 329M 9.4G 3% good @ up O up

\ md? tech support 1000M 32M 968M 3% good O up O up

| mdB  user data BOG 38M BOG 0% good € up O up

| md5  virtual mem good O up O up

&) Refresh | (4 Done
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A red light beside a disk volume indicates a partition failure, which cannot be corrected
without manual intervention. Please contact NDG technical support staff if you see a
red light on this page.

NETLAB+ Administrator Guide

l METL AB+ APPLIANCE - DISK STA
v Wolume Rale Capacity | Used | &vail Use% | Ststus | Disk 0 Disk 1 Progress

md1 system 20G 74M 19G 4% good @ up @ up
mdE program files  9.8G 3290 945G 3% degraded € up @ fail
md7 tech support 10000 32M 968K 3% degraded ) up @ fail
md3  uzer data B0G J8M BOG 0% resync O up O up (O 39.29% 380.2min
md5  wirtual mem degraded € up € fail

' | The disk subsystem requires maintenance. Please contact NDG technical support.

' Mote: METLAB+ uses software RAID, even if the server model has support for on-board
RAlID. Replacing a hard disk will not automatically initialize the disk and return it to the
i RAID wolume, Please contact MDG if yvou need to replace a hard disk,

Replacing a hard disk will not automatically initialize the disk and return it to the RAID
volume. Please contact NDG for assistance.

NDG also receives alerts through CSS if a RAID 1 partition has failed. Please keep your
contact information up to date so that we may notify you in this event.
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2.30 Usage Reporting

"_} Usage reporting provides valuable feedback on the use of your NETLAB+
™ | system. The ability to review the use your NETLAB+ system is receiving
H U @ provides helpful information to share within your organization, and can be
. ahelpful indicator of when to consider expanding your system.

There are several levels of reporting available, each with a variety of sorting and
grouping options:

e Community Usage: Total number of labs and lab hours, grouped by community.
e User Usage: Total number of labs and lab hours per user.
e Class Usage: Total number of labs and lab hours per class.

e Pod Usage: Total number of labs and lab hours per equipment pod.

2.30.1 Community Usage Reporting

The total number of labs and lab hours, grouped by community is
displayed when community usage reporting is selected. The report may
be customized by selecting options on the menu page.

Selection Criteria

StartDate | @ none O Date [Bug [w] [22 [se] [2008 [ae]

EndDate | @ pone O Date [Jun [s] | 26 [s] | 2008 [s]

SortBy | (& | ah Hours
O Total Labs
O Community 1D
O Community Mame

Q‘]Searchl @Exitl
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e Start Date and End Date: An optional start date and end date may be selected.
The information displayed will be limited by the selected date range. If no date
range is selected, the report will contain information starting from earliest
available through the present.

e Sort By: The information is sorted by default according to lab hours, but may be

changed to total labs, community ID or community name.

Select Search to view the reporting results.

| COMMUNITY USAGE EARLIEST to NOW !

] HakE
1 | default

3 |CCHP Development Team

4 |Quick Tech

2 |ABC Technical Schoal

5 |Acme University

| TOTAL

152.0
7.0
5.0

HOURS
5485
1.0

Notice that community usage is reported from “Earliest” to “Now” since no start or end
dates were specified. The sort field may be changed by clicking on a heading field.
Here, we will change the report to sort by Name.

8 COMMUNITY USAGE EARLIEST to NOW

LARS

I NAME

2 |ABC Technical School

b Acme University

3 |CCHP Development Team

1 |default
4 |Quick Tech
TOTAL

20

The statistics reflect only current communities since the time they were created. No
information is displayed for communities that have been deleted from the system.
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2.30.2 User Usage Reporting

The total number of labs and lab hours is reported for each user. This
level of reporting includes a variety of options that provide a high level of
flexibility. The report may be customized by selecting options on the
menu page. Field descriptions may be displayed by selecting show tool
tips.

startDate | @ ygne O Date [ ug [se] | 22 [s] | 2006 [»]

EndDate | @ none O Date [Jun [s] |26 [s] | 2008 [»]
Community | all communities - v
User ID

User Hame

Count | & |ndividual usage only
O Individual and team usage

Show | (&) Show all users regardless of usage
O Only users with positive usage
O Only users with zero usage

SortBy | (& | ab Hours
O Tatal Labs
O User ID
O User Mame

Group BY | & Cornrnunity
O Mo Grouping

shaw help tipz ]

e Start Date and End Date: An optional start date and end date may be selected.
The information displayed will be limited by the selected date range. If no date
range is selected, the report will contain information starting from earliest
available through the present.

e Community: By default, the report contains information on users from all
communities. You have the option to filter the report to a single community.

e User ID: Enter a value to filter on a particular user ID. An asterisk (*) may be

used to match multiple records. For example, student* will match any user ID
starting with the word student.
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e User Name: Enter a value to filter on a particular user name. An asterisk (*) may
be used to match multiple records. For example, Smith* will match any user ID
starting with the word Smith.

e Count: This option determines if team usage is also counted in each user’s total
lab hours.

e Show: Use this option to show or hide users with zero lab hours.

e Sort By: The information is sorted by default according to lab hours, but may be
changed to total labs, user ID or user name.

e Group By: Determines if results are grouped by communities. This option has
no affect unless the “all communities” option is selected in the Community
option above.

Select Search to view the reporting results.

JUSER USAGE EARLIEST to NOW @

I

MAME

| [1] Default Community

| newhe
!jczany

! srrith

| jdos2006
Esebby
Students
¢+ wickaria
Studentd

Mew Be

Jazon Cary

b ary Smith
Jane Doe
Sebby

Student Five
Yictoria
Student Eight &,

[2] ABC Technical School

Studentabe_1
+Studentabe_2
' Studentabe_3
Teacherl
1 Teacher2

Student abc 1
Student abc 2
Student abc 3
Teacher One
Teacher Two

' [4] Quick Tech

vel_quick
z2_guick
viguick:

5/24/2018

51 Quick
52 Quick

Jane Quick,

Copyright © 2018 Network Development Group, Inc. www.netdevgroup.com

LABS

— 3 — —L 3 L3 LT

o0 O O O =

HOURS

50|
3.0)
20
20
1.0
10}
1.0
05

05|
0.0}
0.0}
0.0}
0.0
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As shown in the example of community reporting in the previous section, the sort field
can be changed by clicking on a heading field.
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The statistics reflect only current communities since the time they were created. No
information is displayed for communities that have been deleted from the system.
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2.30.3 Class Usage Reporting

Class usage reporting displays the total number of labs and lab hours for

- instructor-led training (ILT), individual labs, and team labs for each class.
The report may be customized by selecting options on the menu page.
Field descriptions may be displayed by selecting show tool tips.

StartDate | @ pone O Date [ug [w] [22 [s] [2008 [w]
End Date @ pone O Date I‘Jun b Ig? Ea IEDDE |
Community | 3|l communities — v

: shove help tipz[ ] :

e Start Date and End Date: An optional start date and end date may be selected.
The information displayed will be limited by the selected date range.

e Community: By default, the report is grouped by community. You have the
option to filter the report to a single community.

Select Search to view the reporting results.

In this example, a class usage report has been created for a single community, within a
selected date range.

fl CLASS USAGE  Aug 1. 2006 to Aug 1. 2008

AME ILT ILT INDIVIDUAL | INDIVIDUSL | TEAM TE&M TOTAL TOTAL

| LAES HOURS LAES HOURS LAES HOURS LAES HOURS

' [2] ABC Technical 5chool

HEs . 3% 550 1 05 1 1.0 2 15|

| |CCNP i

' Summer = 30 0 0o 1] 0.0 0 o

1| Class

i E’lﬁs 36 88.0 0 0.0 0 0.0 0 ik
TOTAL 128 146.0 1 05 1 1 2 15
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2.30.4 Pod Usage Reporting

Pod Usage Reporting displays the total number of labs and lab hours for

each pod that is installed on your NETLAB+ system. The report will only

contain statistics for currently installed pods. Pods that have been

deleted from the system will not be included. The report may be
customized by selecting options on the menu page.

startDate | @ none O Date [Aug [se] | 22 [se] | 2006 [s]

EndDate | @ pone O Date [Jun [se] |27 [s] | 2008 [s]

SortBy | (¥ | ab Hours
Q Total Labs
O Pod ID
O Pod MNarme
O Pod Type

e Start Date and End Date: An optional start date and end date may be selected.
The information displayed will be limited by the selected date range.

e Sort By: The information is sorted by default according to lab hours, but may be
changed to total labs, Pod ID, pod name or pod type.

Select Search to view the reporting results.

POD USAGE EARLIEST to NOW

LD rakE TvPE LABS HOURS

i 3 |POD3 ASA Testing 13.0 EE.0|
! 1 |PODA AE Bagic: Fouter Pod V2 14.0 1.0/
| 2 Wirelezs Testing | DEY wireless Controllers 40 370/
i 7 |Galactica AE Cuatro Fouter Pod 5.0 55 i
P10 |CSP#E5 AE Cuatro Switch Pod 0.0 0.0/
| 4 |Galactica. AE Metwork, Fundamentals Pod n.o 0.0|,
| TOTAL 3.0 1435
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Here, we will modify our results by selecting the pod ID field as our sort field.
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FOD USAGE EARLIEST to NOW

1D MHakdE TvPE L&aBS HOURS
1 (POD1 AE Bagic Router Pod W2 14.0 41.0
2 |Wirelezs Testing | DEV “Wireless Controllers 4.0 3ra
3 |POD 3 ASA Testing 13.0 BE.0
4 | Galactica. AE Mebwork, Fundamentalz Pod 0o nao
7 | Galactica AE Cuatro Router Pod a0 Ah
10 |C5P#45 AE Cuatro Switch Pod nn na
TOTAL a6.0 1435
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2.31 Manage Curriculum

NETLAB+ can provide web hosting for curriculum. This page includes
options to add or remove curriculum modules and to select curriculum
authorization options appropriate for your system.

As of version 4.0.24, curriculum is authorized per community. Systems with multiple
communities must manage access to curriculum using the Curriculum Authorization
Options explained below. The global Curriculum Authorization Options influence the
default authorization behavior for new communities and new curriculum. Curriculum
management may only be performed using the Administrator account.

Certain restrictions must be followed to preserve the separation of access to
copyrighted Cisco Networking Academy curriculum content and labs.

Please refer to Appendix C for instructions on managing curriculum on a multi-purpose

NETLAB+ system.

Curriculum management may only be performed using the Administrator account using
the Add/Remove curriculum function.

+ Click on the EDIT buttons to edit or delete curriculum modules,
+ Click on the name to access the curriculum in a popup window,

IMSTRJCTOR STUDEMT
ACCESS  ACCESS

ECIT MARE LAMGUAGE AUTHORLZED CORMBUMTIES

default

lowea Pod 1

lowea Pod 2

lowea Pod 3

Bogota, Colombia

Lirna, Perd

Buenos Aires, Argentina
Test

ﬁl CCMA Exploration Houting 4.0 English Yeg Yeg

* b + ¥ b

Select the Curriculum Authorization Options button to display the selection of
authorization preferences. The preferences for curriculum authorization determine
how the system will handle authorization of curriculum modules when additional
communities are created and new curriculum modules are installed (see section 2.31.3)
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U THORIZATION PREFEREMCES
Option When a new community is created. .. Whien nesy curriclum iz installed...

All existing curriculurm is automatically All communities in the authorization

© ALL authunze_d AT U checkboxes are checked an by default.
COMmmuUnity.
Existing curticulum must be manuall The default community in the authorization
O DEFAULT d ¥ checkbaxes is checked on by default. All

authorized for the new community. other communities are unchecked by default.

Existing curticulurm must be manually Al communities in the autharization

O MANUAL authorized for the new community. checkboxes are unchecked by default.

() Update | [3 Cancel |

When a new community is created, all existing curriculum is automatically
authorized for use by the new community. When new curriculum is added, the
checkboxes indicating that a community is authorized to use the curriculum are
automatically checked on for all communities. No intervention from the
Administrator is required to make installed curriculum modules available to all
communities. This option is also appropriate for all single community systems.

Do not use the ALL option for a multi-purpose NETLAB+ system. This choice is
not appropriate for multi-purpose systems due to the licensing issues discussed
above. Please see Appendix C for instructions.

e Default

When a new community is created, existing curriculum must be manually
authorized for the new community. When new curriculum is added, the
checkbox indicating that a community is authorized to use the curriculum is
automatically checked on for the default community only. For all other
communities, the checkboxes must be checked on to allow the communities to
access the new curriculum.

e Manual
When a new community is created, existing curriculum must be manually
authorized for the new community. When new curriculum is added, the

checkboxes must be checked on to allow communities, including the default
community, to access the new curriculum.
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2.31.1 View a Curriculum Module

You may view any of the modules by clicking on the name of the module in the installed
curriculum list (see section 2.31); however, you will be prompted to enter a NETLAB+
user ID and password. You may use a valid instructor ID, student ID or the
Administrator account.

Authentication Required

[ Enter username and password For "CCMAL 3.1 - please enter your NETLAE user ID and password ko
)_,'—-) access" at http:ffdemoZ, netdevgroup, com

User Marme:

Passwiord:

[ ] use Password Manager to remember this passward,

(0] 4 ] [ Cancel

The selected curriculum will then be displayed.

I |i COMAL: Swetching Basics and Intarmmediaie Routing s the ferd af four ]
7 Take the CCNA 3 U0 crurses leading i the Cisce Cerfied Metwurk Azsocate [CCHA) I
Gllﬂ'lﬂllllm T,uur ceriification. The pourss fooases on sdvarced P addrassmg ud'ﬂ'qu:::
{warisble Length Subnst Maskng [WLEM]), miemmsdate routing ]

protocols AP w2, sngle-area OS0F, EIGAPY, commanddine mierdaoe ]

configuraton of switches, Ethenneat swatching, Virusl LAHs fVL&Hs), ]

Spanning Tras Protocal (STR, and VLAH Trunking Prossccl (4TI ]
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2.31.2 Edit Curriculum Module Settings

The curriculum modules currently installed on the system are listed on the Manage
Curriculum page.
Installed Curriculum Modules

+ Click on the EDIT buttons to edit or delete curriculum modules.
+ Click on the name to access the curriculum in a popup window,

IMSTALLED CURRIZULLIM

IMSTRUCTOR STUDEMT

EDIT il &hE LAMGUAGE  AUTHORLZED CORMBUMTIES ACCESS | ACCESS

default

lowea Pod 1

lowea Pod 2

lowea Pod 3

Bogata, Calombia

Lirma, Perd

Buenos Aires, Argentina
Test

ﬁl CCMA Explaration Routing 4.0 English Yes Yes

* & 2 % B B % B

o Add Curriculum | A~ Curriculum Authorization Options |

To edit modules currently installed, select the Edit button ﬁ, to display the edit screen.

Module [dentifier en_routing 40

Curriculum Mame and Version |CCMNA Explaration Routing 4.0
Language English

| 1: default

i 2: lowa Pod 1

| 3 lowa Pod 2

| 4: lowa Pod 3

|| Audthorized Cornmunities 5: Bogota, Coloambia

| B: Lima, Pen

7. Buenos Ajres, Argentina

8: Test
[]9: ABC Technical School

[#]Instructors

Allow Access [7] Students

Access URL fucfen_ERouting w40 _Linuxdindex. html

i Update I = Delete I 3 Cancel |

5/24/2018 Copyright © 2018 Network Development Group, Inc. www.netdevgroup.com Page 202



NID G

You may wish to update the Curriculum Name and Version and the Language fields in
order to display the information on the main curriculum screen.
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In the Authorized Communities section, each community that you wish to grant access
to view the curriculum content must have the check box next to the community name
checked on. You may check on and/or uncheck the boxes as needed.

You may also update the Allow Access settings for the module to allow instructors
and/or student access the material.

Select Cancel to return to the main curriculum screen with no action, Update to
implement any changes you have made, or Delete to remove the module from the
system.

2.31.3 Add New Curriculum Modules

) .
Again, working from Manage Curriculum page, select < Add Curriculum to add

a new curriculum module. Follow the directions given on each step of the three-step
process.

Use the name of the file (without the .zip extension) as the Module Identifier. The
Curriculum Name and Version and the Language information that you enter will be
displayed in the curriculum module list.

In the Authorized Communities section, each community that you wish to grant access
to view the curriculum content must have the check box next to the community name
checked on. You may check on and/or uncheck the boxes as needed. The initial settings
that are displayed depend upon your selection of curriculum authorization options (see
section 2.31).

You may choose to allow instructors and/or students to access the curriculum through
NETLAB+ by selecting the Allow Access settings.
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| access.
If hosting Cisco Metwaorking Academy Curriculum:

1. Download the curriculum in .zip or Linux format from Academy Connection to yuuri
local PC. Do not use Windows or .exe formats! ;

2. Use the name of the file {without the .zip extension} as the module name (far
example, en_CCHAL1_ w31},

FModule ldentifier en_routing_40
Curriculum Mame and YVersion | CCNA Exploration Routing 4.0
Language English
1. default
2 lowa Fod 1
3: lowa Pod 2
: 4: lowa Pod 3
Authorized Communities 5. Bogota, Caolombia
G Lima, Perd
7. Buenos Aires, Argentina

g: Test
[]9: ABC Technical School

[ Instructors

5 Allow Access
' ] Students

i Next | 3 Cancel |

Step 2 of 3 - Enter the location {drive, path, and filename) of the curriculum .zip file on
your local machine. Click on the Browse button to open a file selection dialog. When you
click OK, the .zip file you specify will be uploaded to the NETLABR server. Then, the
contents will be unzipped and installed.

Zip file: IC:RCurricqum_DDwnIDat Browse...
E> Next | <4 Back | E3 Cancel |
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Depending on the file size and speed of your connection, it may take a while for the
upload process to complete. Remain on the page until the upload has completed.

NETLAB+ Administrator Guide

Step 3 of 3 - Uploading ZIP File

[ The ZIP file is now being uploded ta the METLAR server. This may take a while
for large files and/or slow connections. If vou navigate from this page, the
4+ upload will be cancelled.

% UPLOAD IN PROGRESS - DO NOT NAYIGATE AWAY FROM THIS PAGE
L |

@ o Curriculurn from en_CCNAT w31 _in.zip was installed successfully

x|
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2.32  Academy Sharing Portal

The NETLAB+ license allows Cisco Networking Academies to share
access to their system with other Cisco Networking Academies. You can
also charge cost recovery (within the guidelines of the Cisco Networking
Academy).

Participation in the sharing portal is optional. This service is provided at no additional
cost to NETLAB,: customers with a current maintenance agreement. Academies that are
not current on their maintenance agreement will need to update their maintenance
agreement in order for their information to be displayed on the portal.

Prior to enabling advertising on the web portal, it is recommended that you verify the
status of outbound HTTP connectivity by testing outbound access (see section Appendix

A.2).

Complete the form in order to begin advertising your Academy on the portal and select
Update Settings to save changes. All information is subject to review by NDG.
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rusing the NETLAB Academy Edition sharing portal?

®ves OMo

2. What pod types are you willing to share {check all that apply)?

M Basic Router Pod w1 (no PCs)

' [Jeasic Router Pod w2 (with remote PCs)
Lleasic Switch Pod v1 (no PCs)

Cleasic Switch Pod v2 (with remote PCs)
| advanced Router Pod

' [ advanced Switch Pod

CNetwork Security Pod (2.0)

[lsecurity Router Pod

' O security PIX Pod

‘|CJccMa 2.1 5-Rauter Pad

3. Type your Academy name as you would like it to appear on the sharing portal.

IGeneric University
4. Who should Academies contact to coordinate access to your NETLAB g
' system(s)?

E Matne Email Address Phane Mumber (optional)

I.Jane Dioe Ijanedue@fictiunalname.urg HRh-BERE

5. Provide any additional information you want stated on the website. For
' example, explain your sharing model:

* Example 1. Qur CATC will share with all Acadermies within our Academy tree,

* Example 2. We are locking to exchange time with other Acadermies that own
NETLAEAE. !

¢ Example 2. We charge a small cost recovery fee that is based on the total number |
of participating Acadermies. Our goalis to keep the cost below X per vear. :

EME charge a smwall cost recovery fee that is based on the total nuwber of
Eparticipating boadewies. Our goal iz to keep the cost bhelow $125 USD per
year.

6. Do you want to notify Cisco Area and Technical Manaqgers that your Academy
» will provide no cost access to Cisco Metwork Academies that need assistance?

®ves* ONo

The information will be added to the Academy Sharing Portal.
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Hosting Academies

The Academies below have indicated that they are willing to share time on their NETLABag
system. Please direct inquiries to the contacts listed below.

Generic University Basic Router Pod w1 (no PCz) Jane Doe We charge a small cost
Advanced Router Pod janedoe@fictionalname.net recovery fee that is
So5-5555 bazed on the total number
of participating

Academies. Our goal is to
keep the cost below §125
USD per year.

| Academy Name Pod Types Available Contact Information Comments E

The Academy Sharing Portal is available at:

http://www.netdevgroup.com/content/cnap/sharing/
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Appendix A Console Configuration

Initial server configuration tasks are performed using a menu-driven console interface.
These tasks establish necessary IP connectivity prior to using the web-based
administrator interface.

To perform basic IP configuration, you will need to connect to the NETLAB+ console
interface. There are two acceptable ways to do this:

Connect a VGA monitor and keyboard to the designated ports on your system. This
method is preferred because you are able to observe the server when it is booting.
Connect the monitor and keyboard before powering on the server.

Establish a serial port connection from another PC, laptop, or terminal using the server’s
built-in serial port and communications software (such as Hyper Terminal). The serial
port does not become active until the server has booted. The appendix specific to your
server hardware contains the correct serial port settings.

If you are using a serial connection, the console will not respond until the server has
booted. Press the ENTER key. When asked if you want to login, respond Yes. You will
be prompted to enter the administrator’s password. The system default administrator
password is netlab.

".Té; New Connection - HyperT erminal
File Edit “iew Call Transfer Help

WETLAB Console Access

Do you want to login? (yes/no): yes
Enter administrator password to enter WETLAE console: netlab

MNETLAE System Console
Software Version 2.21.0a

[I] IP Configuration
[F] Faszwords

[A] Access Restrictions
[T] Tools

[L] Logs

[5] Shutdown Gracefully
[R] Reboot

[¥] Exit (Logout)

S ol

Disconnected [Auto detect | Auto detect [SCROLL  [CaPS [MUM  [Captue  [Fiint echo

Each menu item has a hot-key identified by brackets.
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'T., Mew Connection - HyperT erminal
File Edit View Cal Transter Help

MNETLAE System Console
Software Version 2.21.0a

[I]
[E]
[A]
[T]
[L]

IP Configuration
Pazaswords

Access Restrictions
Tools

Logs

[5]
[R]

Shutdown Gracefully
Reboot

[¥] Exit (Logout)

SCROLL

Disconnected Auto detect Auta detect |EAF'5 FILI ‘Captule PFrint echa 4

The NETLAB+ server will require a static IP address. If you are using Network Address
Translation (NAT) at your site, you will need to allocate a unique external IP address to
NETLAB+ and open a static mapping between the external and internal NETLAB+ IP addresses.

You must assign a unique static IP address.

llIII

Enter
server.

to access the NETLAB+ IP Configuration menu and begin IP Configuration of the

Tg Mivew o Bsom Hyppet 1 maminal

Fla Edt Ve Cal Tranche Help
0| 5{3| ojs| =
=]
NETLAE IP Configuration Current Yalue Mew Walue
[T] IP Addre=zs 10.0.0.95
[8] 3ubnet Mask 255.255.255.0
[Z] Default Gateway 10.0.0.1
[F] 1=zt DNE8 Name Server 10.0.0.83
[B] Znd DNZ (optional) 10.0.0.14
[A] Bemote Access Port(s) =3
[R] 8tatic Routes
[T] Network Test (using current wvalues)
[2] Quit (without sawving)
[X¥] Exit {=ave and apply new values)
: - - - -
Dttt hit] Aumsdelect  Pebedeien [ CLROLD [UAF MM [Diotse [Findecha ¥
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Any Current Values will be displayed. Any new values configured during your session will be
displayed in the New Value column. The values will be applied once you choose [X] Exit to
save and apply the new values.

Choose [me] to configure the IP address you will use at your site. This IP address must be
compatible with your LAN network address space. At the prompt, enter the IP address in
dotted decimal format.

i '7!-New Connection - HyperTerminal |
: File Edit “iew Call Transter Help

| Dlez| =8| =l

! =
) IP address, subnet mask, and default gateway are assigned

' to NETLAE interface (eth0). Looking at the back of the system,

i thizg interface is on the left. This is the interface that

' attaches to your network.

i Press <Esc» or leave blank to keep the current wvalue.

i Current IP address: 10.0.0.84

| New TP address: |

! =l
:Disconnactad |uto detect | Auto detect [SCROLL  [C&FS [HUM [Capture  [Fiint echo 7

'Next, enter values for the subnet mask and default gateway. The default gateway address
must be on the same network as the IP address and subnet mask you assign.
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! & New Connection - HpperT erminal !
1 File Edt %iew Cal Transfer Help \
! :
e =
i IF address, subnet mask, and default gateway are assigned |
' to NETLAEB interface (ethO). Looking at the back of the system, d
E thig interface is on the left. This is the interface that :
' attaches to your network. '
E Press <Esc» or leave blank to keep the current walue. E
'] current Subnet Mask: 255.255.255.0 |
| New Subnet Mask: \
E o
1 |Disconnected Auto detect Auto detect SCROLL |CAF’5 LIk |Caplura Frint echa AR

A Domain Name Server (DNS) provides host name to IP address resolution. Enter the IP
address of the primary and backup DNS servers. You are required to enter a primary DNS.
The backup, or secondary DNS, is optional but highly recommended.

\ "T. Mew Connection - HyperT erminal

: File Edit “iew Call Transfer Help

1

i == e =

| =l
1

1

1

|| Press <Esc»> or leave blank to keep the current wvalue.
)

1

il| Current primary name server IP address: 10.0.0.14
i New primary name server IP address:
1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

)

1

| Jia|
H [iceammeaiad |AutUdElEcl |Auludelect |5EHDLL |D‘5«F‘S MUK |Eapture |F‘rintechn 4
]

Proceed to the next section if you would like to define remote access ports to use in place of
the default remote access port selection, port 23.
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Otherwise, in order to complete the configuration process you must select [X] Exit to save the
newly configured values for your server. Once the new values have been saved, you should
run a [T] Network Test. Details of the Outbound Firewall Test are discussed in Appendix A.2.

NETLAB+ Administrator Guide

Appendix A.1 Define Remote Access Ports

The factory default port used by NETLAB+ for remote device access, remote PC access and
chat functions is TCP port 2201 (existing systems with software prior to 2009.R1.beta.2 will
have the former default setting of 23). Chat functions will be available in a future software
release. At some organizations, it may be desirable to select a different port, in order to
remain compliant with your organization’s security policies. You may select one or more port
numbers to be used in place of the factory default.

A Remote Access Test is performed during each user login. This test will fail if a
connection using the TCP port(s) cannot be established. If you define more than one
port for use as the outbound TCP connection, the test will attempt to establish a
connection using each port number, in the order they are listed, until the Remote
Access Test detects a successful connection. The system will keep track of which port
results in successful access and will use that port first for the user’s next login.

".- Mirwy orarvess Bagrn - [ ppet | oominal
Fle Edt Vwwm Cal Tuchs Halp
D] &3] ols] =
=
METLAE IP Configuration Current Yalue Mew Walue
[T] IP Address 10.0.0,95
[8] 8ubnet Mask 255.255.255.0
[Z] Default Gateway 10.0.0.1
[F] 1st DNE Name Server 10.0.0.83
[B] 2nd DNE (cptional) 10.0.0.14
I[A] Bemote Access Portis) 23 I
lE] Statizc Houtes
[T] Network Test {using current wvalues)
[2] Quit (without sawving)
[X] Exit (save and apply new wvaluss)
- |
Detianrares Bumadelect  Auba delee

Select [A] and enter a list of TCP ports separated by commas, in the order they should be tried
by the user client. Each port may be a number from 1 to 65535.

Port 22, 80, and 443 are reserved for other functions and cannot be used as Remote
Access ports.
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% Mawr Connection - {ypper] siminal

Fie Edt Yewm Cal Trnche Help
O|e| 5(3] cls| =
=
Femote Access= Ports
Configure the specified TCP portis) will be used for remote
device access, remobe PC access, and chat functions. Enter
a list of TCP ports separated by commas, in the order they
should be tried by the user client. Each port may be a
mamber from 1 to 65535, Port £2, 80, and 443 are reserved
for other functions. The factory default port is 23.
BE SURE THE PORTS ¥OU SPECIFY ARE OPENED IN THE S5ITE
FIREWALL, OR THE CLIENT MAY EXPERIENCE DELAYS AND/OR PORT
TEST FAILURES DURING LOGIN.
Current port(al .o vaarnass 23
ew port (s} [BESC teo guik).... 2301,23 |
. . . . -
Deteenmected Aubgdelect  Rube detect AOLL  |CAFS  [MUM [Cagtuwe  [Pont ecto P

Here, ports 2301 and 23 have been entered as Remote Access Ports.

It is critical that the ports you specify are opened in the site firewall, or the client may
experience delays and/or port test failures during user login.

You must [X] Exit to save the newly configured values for your server. Once the new values
have been saved, you should run a [T] Network Test. Details of the Outbound Firewall Test are
discussed in the next section.
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Appendix A.2 Outbound Firewall Test

NETLAB+ must be able to send certain types of data through the network in order to function
properly. This outbound traffic includes DNS lookups, outbound mail, and HTTP to NETLAB+
Central Services.

The Outbound Firewall Test will determine if the interface, gateway and DNS are reachable. It
will also test the server’s ability to communicate with NETLAB+ Central Support. Failure of
any of these tests will indicate a network problem and should be corrected for proper
functionality of NETLAB+. A successful test will indicate OK for all test types.

This is an outbound test only.

Since this is only an outbound test, it will not determine if inbound clients can access the
NETLAB+ server. Inbound access problems must be addressed on a client-by-client basis,
since this will involve the client’s ability to reach the NETLAB+ server via HTTP and remote
access ports.

Any errors reported during the test should be evaluated and corrected. Most errors are
caused by firewall configuration issues.

IT_( New Connection - HyperT erminal

E File Edit “iew Cal Transfer Help

02| 53] ol

| B
E NETLAE cutbound Network and Firewall Test.

E Test Protocol/Port Destination Status

1 ping icmp (echo) primary interface RUNNING — OK (5/5)

E ping icmp (=cho) default gateway RUNNING - OK (5/5)

' ping icmp (=cha) primary DN3 RUNNING - OK (5/5)

1 find dns (53 udp! nss.intranet RUNNING - QK {(10.0.0.82)

E ping icmp (echao) nss.intranet RUNNING - OK {(5/5)

i get http (80 teop) nss.intranet RUNNING - OK

i mail smtp (25 top) mail.netdevgroup.com RUNNING - OK

E Tracing the route from this server to CSS.

| This may fail if TCME echo packets are blocked.

E traceroute to nss.intranet (10.0.0.82), 30 hops max, 38 byte packets

' 1 nss.intranet {(10.0.0.82) 0.345 ms 0.311 ms 0.3207 ms

il/| Press any key to continue.|

: =
| |Discarnected |Autodetecl |Autodetecl SCROLL |CAPS MUK |Eaplura Print echo 4
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When your test runs correctly, you can exit the NETLAB+ System Console interface and
continue with your NETLAB+ installation tasks. You can choose to logout from your main
menu. Do not shut down or power off the server at this time.

NETLAB+ Administrator Guide

The Outbound Firewall Test may also be accessed from the web interface.
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Appendix B Upgrade a Router to Use Pagent IOS

In order to support the requirements of certain curriculums, it may be necessary to
upgrade a router to use Pagent |I0S. Pagent is an enhanced Cisco 10S image that
includes IP traffic generation features. The Pagent toolset functions on top of the
typical Cisco 10S image, but comes bundled with the 10S image.

Since this process involves several steps that will require your time and attention, make
certain you are committed to running Pagent on the router for the foreseeable future.

Once the process is completed, you will appreciate the advantage of having NETLAB+
automatically enter the required activation key for Pagent. Having this task automated
by NETLAB+ eliminates the need to enter this key with each use, as others must do who use
Pagent independently of the NETLAB+ system.

Before starting this process, please make certain that:

A pod has been installed on your NETLAB+ system. See the Adding New Pods
section 2.25.1 for details on pod installation.

The pod includes a router on which you would like to load Pagent.

The router has sufficient DRAM and Flash to meet your requirements.

When selecting a router on which to load Pagent, you must be careful to select a router
that has adequate DRAM and Flash to allow you to use the I0S feature set needed to
support your curriculum requirements. This is necessary to assure that you will be able
to run the 10S and any profiles that are created.

Appendix B.1  Obtain a Pagent 10S Image
A Pagent 10S image must be uploaded to the NETLAB+ system. If you do not have an
image file, and you are a Cisco Networking Academy instructor, you may download an

image file in the Tools section in Academy Connection, if not please contact your CISCO
Representative.
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Appendix B.2 Upload the Pagent Image to the NETLAB+ Server
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In order to load the Pagent 10S image you must upload the file from your local machine
to NETLAB+'s TFTP directory. The name of the file must meet the format restrictions;
rename the file if necessary to comply with the following rules:

The file name must have a “.bin” extension.

The file name cannot contain any “+” characters. You may wish to substitute
with a “_" character.

The length of the file name cannot exceed 45 characters.

The examples in this chart show how typical Pagent 10S image file names may be
renamed in order to be uploaded to NETLAB+.

Pagent Image name not meeting the name Pagent Image name changed to meet

format requirements. the name format requirements.
C2801-tpgen+adventerprisek9- C2801_advipserk9_mz_PAG_4_3 0.bin
mz.PAGENT.4.3.0

c2801-tpgen+ipbase-mz.PAGENT.4.3.0 C2801_ipbase_mz_PAG_4_3_0.bin

Appendix B.3  Modify the Device Settings on the Router to Use Pagent

The device settings on the router must be modified in order to use the Pagent IOS image
that was uploaded in the previous step. Please see section 2.25.2.1.

Two settings on this page must be modified.

The Image Recovery Option must be set to recover if the specified image is not in
flash.

If you have your Pagent activation key, enter it in the activation key field.
The Pagent Activation key must be entered in order for NETLAB+ automation processes

to run on the pod. In addition, other NETLAB+ automatic features such as password
recovery will depend on this key.
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E POD 1 DEWICE R4

Device Mame q‘ R4

Device Type Cisco 2801/2811 (5041 /%) j

Autormation shared console, automated actions, image recavery

software Image c28l14pgen_adwventerkd-mz.4.3.0.bin j

Image Fecavery Option recover if the specified image (abowe) is notin flash j

Image Fecavery Local Interface FastEthernet0i0

Image Recovery Contral Port :: CONTROI{ SITeH P%RT

Access Server E .&.CCESS1SEH"-.-"EH PCLRT

Switched Outlet o sofEeE o .
| [Activation Key (optional) 407554012371 |

Please note that the pod must be offline in order to modify these device settings. After
completing modifications, remember to select the management option to bring the pod
online and make it available for reservations.

£ Online | Bring this pod OMLINE and make it available for reservations.

If you have entered the key, you may proceed to the verification step, Appendix B.5.
If you do not yet have a key to enter, please continue to the next step.
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Appendix B.4 Obtain a Pagent Activation Key

In order to obtain the key, you will be required to report the Machine ID, which is a
unique number based on the equipment hardware of your router. This procedure must
be done from an Instructor Account. Please see section 2.15 for details on creating an
instructor account.

Please follow these steps:

1. Sign into the NETLAB+ system with an instructor account. See the Initial Login
section of the NETLAB+ Instructor Guide for more information.

2. Create alab reservation on the pod that contains the router with the Pagent 10S
image. Details on making a lab reservation are available in the Reserve An
Equipment Pod for Your Own Use section of the NETLAB+ Instructor Guide.

3. At the scheduled time, enter the lab session. See the Enter a Lab Session section
of the NETLAB+ Instructor Guide for more information.

4. Establish a console connection to the router. You may refer to the Remote
Console Connection section of the NETLAB+ Instructor Guide.

By examining the output on the router as the router is booting up, you should see some
evidence of Pagent. You should see the Machine ID displayed, as shown in the pictures

below. Write down this number, and have it available for reference when you request a
Pagent Activation Key. If you are a Cisco Networking Academy instructor the procedure
for requesting the key may be downloaded in the Tools section in Academy connection,

if not please contact your Cisco representative.
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FRERRTRRTRRT E o o o FERRRTIRTTRTIRNTTH
a * %
v Welcome to Pagent W4.3! 4
[+ Pagent: "Make your net work"™ 4]
& W]
Jr* W A R N I N G )
a * %
v Pagent i3 Cisco proprietary technology. 4ll pagent 4
[ % images use license keys which you can obtain from: ]
& W]

** http://uww. cisco. con/kobayashi fsw-center/support/nvt/nvt-licensing. shtul *94

wd * %
[** For Cisco employees: ]
"% http:/ uwwin-pagent.cisco.con/protected-cgisget key.cgi 4]
wd * %
[ % Distributing pagent outzide of the company without 4
[+ the appropriate permission is a serious offense. 4]
[ Only secure Pagent images with license key may be 4]
" ¥ run outside of Cisco facilities. ]
wd * %

B A A A A A S A A A A A S A A A A A A A A S A SR AR L X ]

1
1
1
1
1
I
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
! N
If* For Cisco customers: +4]
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
I
1
1
1

:This product contains cryptographic features and is subject to United
:St,at,es and local country laws gowverning import, export, transfer and
1use. Deliwery of Cisco cryprtographic products does not imply
:t.‘niI:tzl—paxct,jf1 authority to iwmport, export, distribute or use encryption.
ITuporters, exporters, distributors and users are responsible for
jcompliance with U.5. and local country laws. By using this product you
:agree to comply with applicable laws and requlations. If you are unable
Ito comply with U.5. and local laws, return this product immediately.

i

:A summary of U.%. laws gowerning Cisco cryptographic products may be found at:
:http:f,-’nm‘w.cisco.com;’wl,-’export,-’cry‘pto;’tool;’stqrg.html

1
:If you require further assistance please contact us by sending email to
jexportfcisco. con.

1

:Installed image archive

:Cisco 2801 (rewision 5.0) with 116736K/14336K bytes of memory.
:Processor hoard ID FTXO945WOMY

12 FastEthernet interfaces

:2 Low-speed serial (sync/async) interfaces

:l Virtual Priwate Network (WPN] Module

IDRAM configuration iz 64 bits wide with parity disabled.

|181K bytes of NVRAM.

:62?201( bytes of ATA CompactFlash [Read/Write)

-—- Systen Configur at,il

15

Disconnect | Contral | Pause | History | Whio | Status | Elreakl TiIdeI Colorl FontI HeIpI Clipboardl

-

1
1
| [ICIE nevias

5 [Poot R Joomected

:| Applet telnetApplet started
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14 summary of U.3. laws governing Cisco cryptographic products may be found at: j
:ht,t,p:,-",-"www.c:isc:o.c:om,-"wwl,-"exportfcry‘pto!toolfstqrg.html
1

:If you require further assistance please contact us by sending ewail to
:export@cisco.com.

1

IInztalled image archive

jCisco 2801 (rewision 5.0) with 116736K/14336K bytes of memory.
:Processor board ID FTRO945WOMY

12 FastEthernet interfaces

:2 Low-speed serial (symc/async) interfaces

11l Virtual Priwate Network (VPN) Module

:DRMI confimquration is 64 bits wide with parity disabled.

1191K bytes of NVRAM.

Y6z720K bytes of ATA CowmpactFlash (Read/Write)

--- Systen Configuration Dialog ---

Would you like to enter the initial conficquration dialog? [vyes/no]:

1
1
1
1
1
1
1
1
1
1
1
1
I1Press RETURN to get started!
1
1
1
1
1

#Jul 9 13:39:37.839: SVPN_HW-6-INFO_LOC: Crypto engine: onboab.279: 3LINEPROTO-S5-UPDOWN: Line protocol on Interface FastEther:
IFouter>
:Invalid pagent license configured

Eachine ID: 42?925651?'

1
:Please obtain a license key from the following Web page:

1

:Fm: Cisco customers:

thttp: / Awmr, cisco. con/kobayashi /sw-center /support/nvt /mvt-licensing. shtml
1

1
I1For Cisco employees:

:ht,t,p: Afwrin-pagent. cisco. com/protected-cgi/get_key.cgl
1

:Please enter pagent license key:

ITnvalid pagent license configured
achine T 4279256517
!

1
1Please obtain a license key from the following Web page:
1

:Fm: Cisco customers:
:ht,t,p:,-",-"www.c:isc:o.c:om,-"kohayashi,-"sw—cent,e1:,-"support.,-"nvt,,-"nvt,—licensing.shtml
1

:Fm: Cisco employees:

Ihttp: //fwwrin-pagent. cisco. con/protected-cgi/sget_kev.cgi

i

:Please enter pagent license key: I —

1 a I
T —— T A I i L I S —
In o] =Tl R o [roo1 e [comete

:| Applet telnetapplet started

If you see no evidence of Pagent, it will be necessary to perform a scrub on the router.
A very convenient way of performing a scrub on the router is to select the scrub device
option on the Action tab as shown below.

5/24/2018 Copyright © 2018 Network Development Group, Inc. www.netdevgroup.com Page 222



NID G

NETLAB+ Administrator Guide

Topology  Action Status Connections Load Save

ACTION QR EMTIRE POD
—select— A

& E ACTION

F1 Cisco 280172811 (S04 | —select—
=} Cisco 280172811 (3014 | —select—
R3 Cisco 28012811 (3014 | —select—
F Cisco 28012811 (S0/148%)

PCla Windows 2000 Server

8 < (= (I

—zelect— |

. power off
FC1b Windows <P power on
PC2 Windows AP Cwer recycle

PC3  Windows XP scrub device
Password reCover

For automated operations to work properly, please use the following passwords for
lab routers, switches, and firewalls:

console: cisco  enable secret: class

After obtaining the Activation Key from Cisco, return to section 2.25.2.1, where you will
again access the modify device settings Administrator function to enter the Activation
Key.

Please note: When loading the 10S file name, you should consider this:

Since typically the 10S + Pagent file may be greater than 32 MB, you have to take
into account that some versions of the rommon (specifically 12.3(8r)T8) have a
bug where files of that size cannot be handled, and while loading the 10S, you
may see a TIMED OUT error as shown in the image below. In order to resolve
this issue please upgrade the rommon to 12.4 or greater.

FTP: Operation terminated.
rommon 13 >
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Appendix B.5 Verify that Pagent has been Successfully Loaded

In order to verify that the Pagent Activation Key has been entered into the system you

will once again sign into your instructor account, make a lab reservation, attend the lab
session and establish a console connection to the router, following the steps described
in Appendix B.4.

This time, observe the dialog displayed during the boot up process. You should see the
NETLAB+ automation process respond to the prompt for the activation key as showed in
the picture below.

¥ http://204.85.2.208 - R4 - POD 1 - g - NETLABE Telnet Applet - Mozilla Firefox - |EI|5| !
i El

1
1
1
jPress RETURN to get started!
1
1
1

:*Jul 9 14:28:59.847: VPN_HW-6-INFO_LOC: Crypto engine: onboa?.Z87: ZLINEPROTO-5-UPDOWN: Line protocol on Interface FastEther:
IRouter>

:Invalid pagent license configqured

:Machine ID: 4279256517

1

:Please obtain a license key frow the following Web page:

1

:For Cisco customers:
:ht,t,p:,-",-"www.c:isc:o.c:om,-"kobayashi,-"sw—center,-"support.,-"nvt,,-"nvt,—licensing.shtml
1

:Fm: Cisco employees:

thttp: /Ammrin-pagent. cisco. con/protected-cgi/get_key. cogi

1

Please enter pagent license key: 407554012371

(Werifving pagent license key "407554012371" ... -
pagent license key 4075540123717 is walid
Configuring pagent security ... done

Fouterx

4 | 3
Disconnec‘tl Controll Pausel Histary I Whol Statusl Elreakl TiIdeI Colorl FontI HeIpI Cliphoard

I
ODEnere | [o [root e

:| Applet telnetApplet started
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After entering the key, NETLAB+ will allow you to configure not only the router with the
regular I0S commands, but also the traffic generator. In order to verify that Pagent is
accessible and has been loaded correctly, please follow the process shown on the
picture below.

NETLAB+ Administrator Guide

I http://204.85.2.208 - R4 - POD 1 - g - NETLAB Telnet Applet - Mozilla Firefox

Router conl iz now available

Press BETURN to get started.

Routerrenahle

Routerfton

Router (TGH: OFF, Fal/0:none) #quit
Route r#l

L[ *
1

Disconnedl Controll Pausel Histary | Whol Statusl Breakl Tildel Colorl Fontl Helpl Cliphoard

EIIIEIE NETLAB | s [Poo1 R |oomested

:| Applet telnetApplet started

5/24/2018 Copyright © 2018 Network Development Group, Inc. www.netdevgroup.com Page 225



NID G

Appendix C  Curriculum Management for Multi-Purpose NETLAB+ Systems
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When a NETLAB+ system is purchased by a customer who is a participant in the Cisco
Networking Academy and also provides training independently of the Cisco Networking
Academy, certain restrictions apply. These restrictions must be followed to preserve the
separation of access to copyrighted Cisco Networking Academy curriculum content and
labs.

Your multi-purpose system will have at least two communities, one used for the Cisco
Networking Academy, and one to support training programs not affiliated with the Cisco
Networking Academy. As of version 4.0.24, curriculum is authorized per community.
Systems with multiple communities must manage access to curriculum using the
Curriculum Authorization Options as described in section 2.31.

All communities on your multi-purpose system must fall into one of two categories:

Community used to support the Cisco Community used for any other training
Networking Academy program

The community is granted access to some The community is not granted access to
or all of the Cisco Networking Academy  Cisco Networking Academy curriculum

curriculum modules that have been modaules that have been installed on the
installed on the system. system.

The community may be granted access to The community may be granted access to
any other third party or custom any other third party or custom curriculum
curriculum content belonging to your content belonging to your organization.

organization.

The community is granted access to some or The community is not granted access to labs
all of the labs designed for use with the Cisco designed for use with the Cisco Networking

Networking Academy (see Appendix D). Academy (see Appendix D).

The community may have access to any other The community may have access to any other
third party or custom labs belonging to your third party or custom labs belonging to your

organization. organization.

The community has a student population The community has a student population
comprised of Cisco Networking Academy enrolled in training other than the Cisco
students only. Student ids within this Networking Academy.

community are assigned to students enrolled
in the Cisco Networking Academy.
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NETLAB+ Administrator Guide
The recommended course of action for curriculum management:

Use your default community for training within the Cisco Networking Academy. This will
allow you to take advantage of the DEFAULT authorization setting that requires the
least administrative intervention to maintain curriculum on your system.

Update the curriculum authorization options (see section 2.31) to the DEFAULT setting.
Keep in mind that “DEFAULT” refers to how the selection affects the setting for the
default community on your system. The advantage to using this setting is that the
default community will be automatically authorized to access to curriculum modules
when they are added to the system.

If you have additional communities that are being used to support the Cisco Networking
Academy, you will need to check on the curriculum authorization checkbox (see section
2.31.3) to allow the communities to have access as needed whenever new curriculum is
added to your system.

ZATION PREFEREMCES
Option When & neswy community is created. When nesy curriclum iz installed...
All existing curriculum is autamatically L L
; All communities in the autharization
O ALL autharized for use by the new

. checkboxes are checked on by default.
comrmunity.

The default community in the authorization
checkboxes is checked on by default. All
other communities are unchecked by default.

Existing curriculum must be manually

t4 DEFAULT authorized for the new community.

Existing curriculurn must be manually  All communities in the authorization

O MANUAL authorized for the new community. checkboxes are unchecked by default.

If your default community is not being used with the Cisco Networking Academy, you
should select the MANUAL option so that the authorization checkbox is not checked on
for the default community when new curriculum is added.

If the MANUAL option is selected, it will be necessary to authorize access for any
communities requiring access to the curriculum, including the default community, when
new curriculum modules are added to your system.

AUTHORIZATION PREFEREMCES

Ciption When & neswy community is created. . When nesy curriclum is installed...
All existing curriculum is autamatically Lo _—
; All communities in the autharization
O ALL authorized for use by the new

. checkhoxes are checked on by default.
COMuUnity.

The default community in the authorization
checkboxes is checked on by default. All
other communities are unchecked by default.

Existing curriculurm must be manually

O DEFAULT authorized for the new community.

Existing curticulurm must be manually Al communities in the autharization
authorized for the new community. checkboxes are unchecked by default.

& MANUAL
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Be aware that a student who is enrolled in the Cisco Networking Academy and also
participating in training at your organization that is not part of the Academy will need to
have two separate student accounts, one in a community used to support the
Academy, and one in a community used for other training. While this may be an
inconvenience, please keep these factors in mind:

NETLAB+ Administrator Guide

The multi-purpose NETLAB+ system was designed to be a cost effective solution to allow
organizations to effectively have two systems for the price of one.

The requirement of maintaining separate communities and thus, separate student
accounts for Academy and non-Academy training is not a technical issue but rather a
requirement to maintain compliance to restrictions on access to copyrighted material
not owned by NDG.
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Appendix D  Global Lab Management for Multi-Purpose NETLAB+ Systems

NETLAB+ Administrator Guide

When a NETLAB+ system is purchased by a customer who is a participant in the Cisco
Networking Academy and also provides training independently of the Cisco Networking
Academy, certain restrictions apply. These restrictions must be followed to preserve the
separation of access to copyrighted Cisco Networking Academy curriculum content and
labs.

Your multi-purpose system will have at least two communities, one used for the Cisco
Networking Academy, and one to support training programs not affiliated with the Cisco
Networking Academy. As of version 4.0.24, global lab designs are authorized per
community. Systems with multiple communities must manage access to global labs
curriculum using the Global Lab Authorization Options as described in section 2.23.

Please refer to Appendix C for instructions on community and curriculum management
for multi-purpose systems and a discussion of the impact on student accounts.

The recommended course of action for global lab management:

Update the Global Lab Authorization Preference (see section 2.23) to the DEFAULT
setting. Keep in mind that “DEFAULT” refers to how the selection affects the setting for
the default community on your system. The advantage to using this setting is that the
default community will be automatically authorized to access the global lab designs
when they are installed.

When new global lab designs are installed, it will be necessary to authorize access for
any other communities requiring access to the new labs as described in section 2.23.

Global Lab Authorization Preferences

Optiar YWhen a new community iz created. . YWhen a global lab deszigh iz installed. .
O All exizting global lab designs are autormatically Al communities are automatically autharized to uze the

ALL authorized for uze by the new community, lab.

L . The defait community iz automatically authaorized o uge
&) DEFALLT E:lﬁ;r:asénﬁ:-?ltfg : :ilir;%rg_lﬁ:ige manually the Ial:gs. All other communities must be manually
) authorized.

O Exizting global lab designs must be manually T ]

FAAMLAL All comrmunities must be manually authorized.

authorized for the new community.

If your default community is not being used with the Cisco Networking Academy, you
should select the MANUAL option so that the default community is not automatically
authorized to access global labs when they are installed.

If the MANUAL option is selected, it will be necessary to authorize access for any
communities requiring access to the new labs, including the default community, when
new global lab designs are added to your system.
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il Global Lab Authorization Preferences

[ pticr

O aLL

O DEFAULT

YWhen a new community iz created. YWhen a global lab dezigh iz installed. .
All exigting global lab designs are automatically All communities are automatically autharized to uzse the
authorized for use by the new community. labz.

The default community iz automatically authorized to uze
the labs. All ather cormmunities must be manually
authorized.

Ewizting global lab designs must be manually
authorized for the new community,

& MaNUAL

E sizting global lab dezigns must be marwally

: . Al communities must be manually authorized.
authorized for the new community,
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