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1 Background

NETLAB+ remote PCs and servers in a pod can be implemented using virtual machines
running on VMware vSphere 4. The flexibility and broad selection of operating systems
and configurations that may be provisioned on a virtnlchine offer great potential to
support IT training imwide range of disciplines using NETLAB+.

This guide provides informatioon NETLAB+ remote PC VMwanpliementation using
ESXi versions 4.01 and 42with vCenter.

In the subsections below, ewvill begin bybringing to your attention the prerequisite
knowledge recommendedlong withbuilding afundamental understanding of how
remote PCs, virtualization and NETLAB+ work together.

Objectives

What should know before proceeding?

What is a remte PC?

What can users do with a remote PC?

What is a virtual machine?

How do NETLAB+, VMware vCenter and VMware ESXi work together?

= =4 -8 8 -4

1.1 What should | know before proceeding?

NETLABeommunicates with VMware vSphete perform automated tasks and virtual
machine managementUsers othis guide should haveworking knowledge of
VMware vCenter, the vSphere Client and VMware ESXi.

NETLAB+ administratousing this guideshould be comfortable with the process of
creding and configuring@A NIidzZl € YIAORX Yi®KETNB2AMA YA (GKS @{ LK

TheVMware \Ephere Virtual Machine Administration Guipevides detailed guidance
on provisioning virtual machines.
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1.2 What is a Remote PC?

Aremote PQs a personal computer or server that can leenotely accessed from

another desktop Remote accesallows a user to have full access to the keyboardewjd

and mouse of the remote PC. NETLAB+ providesibuilient software for remote

I 00Saas ¢gKAOK Aa t2FRSR lFdzi2aYFGdAOFEte @Al GK

Campys

User
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1.3 What can users do with aremote PC?

Users can remotely access tkeyboard, videpand mouse of aamote PC NETLAB+

also provides special features such as shared simultaneous access, interfacing with real
lab equipment (routers, switches, and firewalls), remotely powering a PC on or off, and
restoring the PC to a clean state. This offers a widgeasf possibilities. Here are a

few scenarios that are being used today.

1 Online Lab Blivery. Provide students with selfaced, scheduled access to real
operating systems and application software, without distributing software or
licenses.

1 Distance LearningProvideremote instructorled training by allowing
simultaneous shared access to remote PCs and remote servers. Several users
Oy O2yySOG G2 IyR aAaKINB GKS NBY2GS t/ Qa
time. Using NETLAB+, studecas observe what the instructor is doing on the
remote PC, and vieeersa.

1 Resource SchedulingProvidescheduled usage to limitgghysical lab
equipment and virtual machine host serve@roactive Resource Awareness
allows you to timeshare virtualizain servers using the NETLAB+ scheduler.

1 Online Network Taining. Provides online delivery of network training. Remote
PCs can be interface with real lab equipment, such as routers, switches, and
firewalls, all of which can be accessed remotely usiBd IMB+.

1 Online General IT TrainingProvideon-line access to real operating systems and
real application software. Using NETLAB+, remote PCs can be completely
isolated from production networks, providing a safe environment for instructors
and studentdo do things that are not typically allowed on production networks.
Students can safely experience administrative privileges in complex computing
environments. You can now provide labs that are not practical for students to
set up at home, or scenariokdt would be too difficult to set up by new IT
students. NETLAB+ includ@ virtual topologies that can be used to teach a
variety of courses, including Linux, Microsoft or Cyber Security. Pods using these
topologies can be created very quickly using’rNEB's pod cloning and
automated network features.

1 Online Security fiaining. Provides online delivery of security training. Using
NETLAB+, remote PCs can be completely isolated from production networks,
providing a safe environment for instructors asiidents to do things that are
not typically allowed on production networks. This might include configuring PCs
and lab devices using administrator privileges, installing new software, capturing
network traffic, experimenting with firewalls and VPNgding with live viruses
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and malware and scanning networks. At the end of the lab reservation,
NETLAB+ will undo any changes.

VMware vSphere ICM Cours8 he VMware vSphere ICM course prepares your
students for the VMware Certified Professional exam. MBSparhered with
VMware to prepare a series t#bs for the NETLAB+ environmehisingthe
virtualization and pod assignment capabilities of NETLAB+, each student has
access to their own set of virtuajuipment, which they may maintain exclusive
useof throughout the courseStudent pods can be created very quickly using
NETLABs pod cloning and automated network featuredETLAB+'s use of
virtualized lab components results in a significant cost reduction by allowing
several pods to run simultanesly on one physical sereFor more information,
please visihttps://www.vmware.com/partners/programs/vap/
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1.4 What is a Virtual Machine?

In NETLAB+ \artual machinds a remote PC or remote server that runs on virtualized
hardware. Although the hardware is virtualized, real operating systems and real
application software can still be used; virtual hardware appears to be real as far as the
software is concerned. fiact, the software running on a virtual machine is allowed to
execute instructions directly on the real CPU. This provides relatively good performance,
comparable to actual hardware in most cases. A special process known as the
hypervisomanages worklod among virtual machine®/Ms)to ensure that each

application has time to execute.

Virtualization allows you to host real operating systems and real application software
with fewer hardware resourcesTo implement VMsthe NETLAB+ software intaces
with third party virtualization products that run on separate servers (not on the
NETLAB+ server). This guide is specific todE8Xand 4.1J2 with vCenter from
VMware Inc.

Each NETLAB+ remote PC or remote server runs insid@rada machine VMware

ESXi provides virtual CPU, virtual memory, virtual disk drives, virtual networking
interface cards, and other virtual hardware for each virtual machine. ESXi also provides
the concept of a virtual networking switch. Virtual switches can be eotad to real
networks via host network adapters, allowing VMs to connect to real networks.
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15 How do NETLAB+, VMware vCenter and VMware ESXi work together?

The following diagram depicts four major components that make up a typical NETLAB+

system setup usigVMware vCenter and VMware ESXi. 4.x

CampusUsers

Remote Users

CampusLAN

,,,,,,,, VMware vCenter
(can be a virtual machine)

Physical Servers Running VMware ESXi

NETLAB+ Control Network (iscigted)

Real Equipment
(optional, Cisco NetAcad)

ESXi Local Disks
OR
SAN (optional)

0.

,w“

. Virtual Machines
- ' (for Cisco pods)
L. <

. VMware ICM Pods

S/

1. The NETLAB+ server provides the user interface for student and instructor access, an
interface to manage VMs, and software features to automate virtual machine pod
creation. This document assumes you have alresatyp your NETLAB+ server.

2. VMware vCenter is used to manage your physical VMware ESXi servers, to create
VMs, and to take snapshots of virtual machines. NETLAB+ communicates with
vCenter to perform automated tasks and virtual machine management.

3. Physical VMware ESXi servers host the virtual machines in your virtual machine pods.
In the example environment shown here, there are two host servers. Each NETLAB+
remote PC or remote server runs inside afidual machine

4. Pods consisting of virtualachines reside on your physical ESXi host server disks.
Optionally, these VMs can reside on a Storage Area Network (SAN).

Virtualization using ESXi is performed on separate physical servers, not included with
NETLAB+. You can interface with multiplXiE8rvers if necessary.

6/29/2012
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Here is list of features and benefits provided by NETLAB+, working in conjunction wit
VMware vCenter and VMware ESXi.

1

1

6/29/2012

Remote AccessThe keyboard, video and mouse of each virtual machine can be

I 00SadaSR ¢ A (K2 dairk dr intériade Gn|the 2irtudlInackirt

Access to a virtual machine is proxied throdfBTLABand the virtualization

host system, similar to K\Adver-IP hardware solutionsNo special client
a2F06FNB O02GKSNJ GKFY W @ 0 NETBABWIS lj dzA NB R
download its remote PC access application to the client whenever the user clicks

on a PC.

Sharing. Multiple users can share access to a virtual machine simultaneously.

Connection Proxy NETLAB#nultiplexesvirtual machine traffic using a single IP
address and two TCP ports. It also provides a femat to the virtual machine
environment, so that virtualizain servers and VMdo not have to be placed on
production networks. This significantly increaseswsity and eases firewall
administration. If the user has a valid lab reservatiodE=TLABwill proxy client
access to the keyboard, video and mouse of the virtual machine. This access is
terminated when the lab reservation completes, ensuring that usémifferent
reservations do not interfere with each other.

Automated Operations.Users may power on, power off, and revert to clean
state (scrub) from the&NETLABweb interface.

Snapshos. NETLABsupportsrevert to snapshat Changes to a virtlimactine
can be discarded at the end of a lab reservation, returning the PC to a clean state.

Progressive LabsUsing NETLAB+ Pod Assigner, students may be assigned their
own pod and personal VMs for an entire course. These VMs will rigsteiin
state béweenlab reservations.

Linked Virtual Machines NETLABcloning operations support linked virtual
machines.A linked virtual machinghalres virtual disks with a masteirtual
machine in an ongoing mannert.his conserves disk spaaed allows multiple
virtual machines to usthe same software installationLinked virtual machines
can be created very quickly because most of the disk is shared with the master
VM.

Pod Cloning.Pods containing only virtual machines can be cloneadsimgle
operation. This is called pod cloning. The NETLAB+ administrator can clone a
master pod very quickly. Using linked virtual machines, a typical pod can be
cloned in one minute or less.

Automatic Networking. Many NDG provided pademplates suport automatic

networking. When a pod starts, NETBA®BII create all the necessary virtual
Pagel2of 224
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switches antbr port groups on the VIQ dost server, and bind each virtual
machine network adapter to the correct port group. At the end of the lab
reservation, NETLABwill delete the virtual switches and port groups used by
the pod to free networking resources.

Automatic Remote Display SetugNETLAB+ now supports automatic setup of
remote display parameters on virtual machines. This feature combined with pod
cloning and automatic networking allows pods to be deployed very quickly from
a set of master VMs without any manual setup.

Proactive Resource Awarenes®roactive Resource Awareness allows you to
time-share virtualization serverusing the NETLAB+ schieduIf scheduling a
particular pod would exceed the virtualization host serligrits in a30-minute

time slot, the pod cannot be scheduled at that time and will be clearly indicated
on the scheduler.This feature Hows you to increase trainees withvier servers
while providing a good lab experience.

VM Deletion. Virtual machines can be removed from the inventory and/or

completely fromthe disk directly from NETLAB When deleting a pod, NETLAB
provides the option to delete all virtual machinesane operation.
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2 Planning

2.1 VMware Product Comparison

The following table compares NETLAB+ support for selected VMware hosting products.
This guide is specific ¥Mware vSphereESXwith vCenter

Do not use VMware vSphere 5. NETLAB+ doesupptort vSphere 5 at this tingue to
severalknown issuegregardinge SXi angCenter) See theNETLABRemote PC
pport page for the most current informationThe diagram below illustratabe
supported options.

ICM 4.1 Virtual Pods
on ESXi 4.1U2 Physical

Supported

Physical Host
VMware ESXi 4.1 U2

ICM 4.1 Pod VMs
ESXi4.1

ESXi4.1

vCenter 4.1 (Windows)
vclient VM

SAN VM

Other Pod(s)

ICM 5.0 Virtual Pods
on ESXi 4.1U2 Physical

Supported

Physical Host
VMware ESXi 4.1 U2

ICM 5.0 Pod VMs
ESXi5.0
ESXi5.0
vCenter 5.0 (Appliance)
velient VM

SAN VM

Other Pod(s)

Any ICM Virtual Pod
on ESXi 5.0 Physical

Not Supported

Physical Host
VMware ESXi 5.0

ICM 4.1/5.0 Pod
ESXi

ESXi

vlenter

velient VM

SAN VM

Other Pod(s)

1 VMware ESXi 4.1 U2 is currently recommendecgforsicalhost servers.
1 VMware vCenter 4.1 is currently recommended for NETLAB+ VM management.

6/29/2012
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VMware
VMware Product ESXi

vCenter
VMware Major Version(s) 5.0
NETLAB+ Support Not Supported

Minimum NETLAB+
Version

Architecture

VMware Versions
Tested by NDG

Host Operating System
Required

vCenter Required
Support ICM 4.1 Pods
Support ICM 5.0 Pods

THIS GUIDE
VMware VMware
ESXi ESXi
vCenter vCenter
4.1 U2 4.01
Recommended Supported

2011.R2 2011.R2
Bare Metal Bare Metal
Hypervisor Hypervisor
4.1 U2 4.01
No No
Yes Yes
Yes No
Yes No

VMware
ESXi
Standalone

4.01

Supported
2009.R1

Bare Metal
Hypervisor

4.01

No
No
No
No

The documentation and screeshot examples in this guide illustrate the use of ESXi 4.1
U2for host servers. NETLAB+ system software will work with ESXi 4.01 servers, but be
aware that if you plarto use your NETLABystem to teach the VMware IT Academy
Program InstaJlConfigure, Manage (ICM) 4.1 or 5.0 cous8Xi 4.W2is required for

the ICM course and ICM pod deployment.

If your system is currently using ESXi 4.01, upgrading to ESXi 4.1 U2 is recommended.

6/29/2012
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2.2 NETLAB+ Feature Support

The following table compares NETLAB+ features that are supported/ariibus
VMware virtualizatiorproducts.

THIS

GUIDE

VMware VMware
NETLAB+ Features ESXi ESXi

vCenter  Standalone
VMware Major Version(s) 4‘.11'062 401
Remote PC Viewer Yes Yes
Power On / Off VM Yes Yes
Revert to Snapshot Yes Yes
Integration with VMware vCenter Yes
VM Inventory Yes
Linked Clones Yes
Clone VM Pods and Individual VMs Yes
Automatic Networking (1) Yes
Automatic Remote Display Setup (2) Yes
Delete Pod VMs and Individual VMs Yes
VMware vSphere ICM Course Support (3) Yes

(1) NETLAB+ will automatically setup networking on NDG standard pods.
(2) NETLAB+ will automatically program Remote Display parameters.

(3) VMware vSphere ICM course requires ESXi 4.1 U2 and vCenter 4.1.

2.3 Virtual Machine Software Licenses

For the purpose of software licensing, each virtual machine is treated as an individual PC
or saver. Please refer to the specific vendor license agnents (and educational

discount programs, if applicable) to determine licensing requirements for your virtual
YFIOKAYS&aQ a27FGé6l NBX ASNISNI a2Fdsl NB> 2LISNI (A
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2.4 Obtaining VMware vSphere Software and Licenses for the NETLAB+
Infrastructure

TheVMware Academic Programnablesmember organizations/orldwide to gain easy
access to cuttingedge virtualization technology and resources at no chaigjeible

faculty within educational institutionmay easily access and download selected VMware
software at no charge.

For further information, please visit:
http://www.vmware.com/partners/programs/education/eacademy.html

Renewablelicenses for your physical ESXi Host servers and vCenter Server are available
from the VMware eacademy.

Server Software Source
ESXi Hosts VMware vSphere ESXi Server VMware e-academy website
VMware vCenter Server Standard VMware e-academy website
vCenter Server Windows Server 2008 R2 64-bit MSDN-AA or Retail
Microsoft SQL Server 2008 R2 64-bit MSDN-AA or Retail

2.5 VMware ESXi

Physical VMware ESXi servers host the virtumtmmes in youpods. Virtualization
using ESXi is performed on separate physical servers, not included with NETLAB+. You
can interface with multiple ESXi servers if necessary.

NETLAB+ is compatible with VMware ESXi versions 4.01 ab@.4Hor new
installations, version 4.U2is recommended. The hardware you use for yB6Xi
server(s) must be compatible with the version of ESXi you select.

VMware ESXi 42isa required component if you plan to use your NETLAB+ system to
teach the VMware IT Academy Program Install, Configure, Manage (ICM) course. For
more details on NETLAB+ support of t@dcourse:
http://www.netdevgroup.com/content/vmita/
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2.5.1 VMware ESXi Host Requirements

Thefollowingtable shovs the specifications for the VMware hostachine used by NDG
as the 2012est platform. We recommend using these specifications as a reference
when planningyour own system configurationYour specific CPU, memory, and disk
requirements willvary dependingn the number of active vidal machines and their

respectiveconfigurations.

Components

Server Model

Operating System

Hypervisor (installed by you)
Physical CPUs

Hardware Assisted Virtualization Support

Total CPU Cores/Threads

Total System Memory

Chassis Hard Drive Configuration

Storage Configuration Options

(Tablecontinued on next page)

6/29/2012

Recommended Minimum / Features

Dell R710

Specify NO operating system on order.

VMware ESXi 4.1 U2

Two (2) x Intel Xeon E5620 Quad Core @ 2.4GHz"*

Intel-VT and Intel-EPT’

8 cores, 16 threads

Memory requirements vary based on server role or curriculum.

Management Server: 32GB or higher recommended.
Cisco NetAcad only: 64GB or higher recommended.
VMware ICM 4.1 course: 72GB minimum.

VMware ICM 5.0 course: 128GB minimum.

Use 16GB quad-ranked DIMMs for maximum expansion.
(Kingston part number KTD-PE310Q/16G)

6 x3.5"

1.5TB Internal Direct Attached Storage Option4
! H700 RAID Controller, 512MB Cache
1 RAIDS
3 X1TB, 3.5 SATA, 7200 RPM 3.0GB/s
Western Digital RE4 WD1003FBYX Recommended
 1VMware VMFS Datastore

3.5TB Internal Direct Attached Storage Option4
f H700 RAID Controller, 512MB Cache
f RAIDS5
3 X2TB, 3.5 SATA, 7200RPM, 3.0GB/s
1 Western Digital RE4 WD2003FYYS Recommended
T 2 VMware VMFS Datastores

Dell PERC H700 Controllers with 512MB cache are
recommended.
Dell PERC H200 Controllers are NOT recommended.
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(Table continued fronprevious page)

Components Recommended Minimum / Features
NIC Dual Two-Port Embedded Broadcom NetXtreme Il 5709 Gigabit
Ethernet
Riser Card Riser with 2 PCle x8 + 2 PCle x4 Slot
BIOS Setting Performance BIOS Setting
Power supplies High Output Power Supply, Redundant, 870W
Embedded Management DRACS6 Express
Optical Drive DVD ROM, SATA, Internal

"Minimum recommended processor is Intel E5620 @ 2.4Ghz (4 cores, 8 threads per CPU). VMware ICM
pods have not been tested on AMD based systems by NDG and are not supported.

“Two (2) physical CPUs per server (i.e. dual-socket) are required for VMware ICM pod support (8 cores, 16
threads per host).

364-bit processors with hardware-assisted virtualization (Intel-VT/EPT) are required for good virtual machine
performance and to support VMware ICM course offerings.

“Internal Direct Attached Storage consists of hard drives that reside on the ESXi server and are connected
directly to the host system via a RAID controller.

Please search the VMwatompatibility guide to ensure your ESXi host hardware is
compatible with the VMware version you wish to use.

http://www.vmware.com/resources/compatibility/search.php

NDG Equipment Settion Disclaimer

NDG offers no warranties (expressed or implied) or performance guarantees (current or
future) for 3rd party products, including those products NDG recommeiug to the
dynamic nature of the IT industry, our recommended specificataoessubject to

change at any time.

NDG recommended equipment specifications are based on actual testing performed by
NDG To achieve comparable compatibility and performance, we strongly encourage
you to utilize the same equipment, exactly as speciéiad configure the equipment as
directed in our setup documentationChoosing other hardware with similar

specifications may or may not result in the same compatibility and performanhbe
customer is responsible for compatibility testing and performawnakdation of any
hardware that deviates from NDG recommendatioNDG has no obligation to provide
support for any hardware that deviates from our recommendations, or for
configurations that deviate from our standard setup documentation.

6/29/2012 Pagel9of 224


http://www.vmware.com/resources/compatibility/search.php

NID/G

Remote PC Guide for VMware Implementation Using ESXi versions 4.01 and 4.1 U2 with vCenter www.netdevgroup.com

2.5.2 Special ESXi Host Requirements for VMware IT Academy

Hardware Assisted Virtualizatigmtel VTFx)isREQUIREDN any host yowse for the
VMware IT Academy Install, Configure, Manage (ICM) course.

TheVMware IT Academy labs hanet been tested on AMD processard are not
supportedon AMD processors.

TheNETLAB+ VMware ICM Pod Installation and Configuration @rodieles detailed
instructions fordelivering the ICM course usinglftoNETLAB+ system. You may obtain
this guide through theN\DG Lab Resource Center the VMware IT Academy

http://www.netdevgroup.com/content/vmita/resource/

2.5.3 Obtaining VMware ESXi and Licenses

The following procedure assumes you are a registered member of the VMware
Academic Program (VMAP). Norembers can obtain evaluation copies of VMware
vCenter and ESXi software frditip://www.vmware.comand purchase ttough retail
partners.

When downloading ESXi it is important to select a verdnai is compatible with
NETLAB+.

1 NETLAB+ is compatible with VMware ESXi versions 4.01 au@.4.1

1 For new installations, version 4U2is recommended.

1 VMware ESXi 42isa required component if you plan to use your NETLAB+
system to teach the VMware IT Academy Program Instafifi@ure, Manage
(ICM) course.

Keep in mind tha¥ Mware ESXi versidn0is not supported. Do not select VMware
ESXi 5.0

The current linkdom VMware Academic Alliance Program is for VMware ESXi 4.1. You
will need to upgrade to 4.1 U2 as recomnaieal.

1. Followthe link provided to you by VMware when you registered in the VMware
Academic Alliance Program. This wakKe you to theacademic sdfvare store.

2. Click orFaculty/Staffat the top to see the available downloads. You must be a
registered Faculty/Staff user. For more information, contact the VMware Academy
contact at your school.
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vmware’
¥ Tweet < 0 wliLike [ Be the first of your friends to like this.
Students
VMware

signIn | English | B

3. Click ovMwarevSphere ESXi Servevhich is marked with a red box in the picture
below. This is the first of two software items you will download from trecademy

website (see sectiod.6.2) ¢

VMware | Lab Installs

Faculty/Staff

¢tKSasS AdGSya

I NB YIFNJ] SR

VMware elearning

——
- —

VMware vCenter Lab
Manager 4

VMware vSphere ESXi
Server

VMware Fusion 4 (for
Mac OS X)

VMware vCenter
Server Standard

=

VMware Workstation
6.5

VMware Player 3

—
e

VMware vCloud
Director

VMware Workstation 7
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4. Click onAdd to Cart.

Students Faculty/Staff

VMware vSphere ESXi Server - Download

Manufacturer:

i WiFry
VMware ESX| 4

Delivery Type:

Available to:

2 Tweet 0

WMware, Inc.

Free
Download
Quantity: Il restricted
Faculty/Staff I & Add To Cart I
In Stock

Are you eligible?

1 Recommend I} Sign Up to see what your friends recommend.

You will be able to place an order for this product again in 12 months after the initial order.
The license you will receive with this offering is valid 12 months starting with the 1st of the month the offering was ordered.

5. Sign in with your registered login.

6. Click onCheck Outo continue.

Your Cart

Hame

VMware vSphere ESXi Server - Download
Dats Addad:

7. Read and accept theULA

Quantity Unit Price  Price
1 Free  Frat [ Ramove

| Update Cart | Subtotal: $0.00

" Check Qut  Continue Shopping

8. On the confirmation page, click dtroceed With Order.

6/29/2012
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9. Onthe receipt page, record the serial number found unidems. You will need
this serial numberfor the installation later.

Items Al prices sra in US Dollars

Hamae Quantity Unit Cost Amount
1. VMware v 3phers E3XI Sarver - Download Download Opbions 1 £0.00 $0.00

| - HI294- - - -atl::eil

Subtotal:  $0.00
Taxes: $0.00
Total:  $0.00

There is a limit of one dowoad of ESXie®ver per useaccount If your system will be
running more than DellR710 ESXost Servers (see sectiBrior discussioh you will
need oneor more additional licensesn order to circumvent the limitation, you may
use alditionalregistered faculty/staff accousto obtain additional licensed downloads.

2.6 VMware vCenter

VMware vCenter Server enables youtianage the resarces of multipleESXhosts and
allows you tamonitor andmanage your physical and virtuafrastructure. Starting

with software version 2011.RRETLABtegrates withVMware vCenter Server to
assist the administrator with installingeplicatingand configuring virtual machine pods.

2.6.1 VMware vCenter Server Requirements

A separateserverrunning a64-bit Windows Server operating systamrequiredfor
vCenterServer StandardThisservercan be ghysical servetbare metal)or virtual
machinerunning on a VMware ESXi 4.1 U2 hdsteither case, the physical server on
which vCenteresides should be a dedicated "management server" to provide ample
compute power.

NDG does not support configurations where vCenter is running on a heavily loaded ESXi
host and/or an ESXi host that is also used to host virtual machines for NETLAB+ pods.
Such configurations have exhibited poor performance, API timeouts, and sporadic errors
in NETLAB+ operations.
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This table outlineseveral configurations supported by VMware and recommended for

NETLAB+.

Option Host

1 VMware ESXi 4.1 U2

2 VMware ESXi 4.1 U2

3 Bare Metal

4 Bare Metal

Operating

System
Windows
Server 2008
R2 (64-bit)
Windows
Server 2008
R2 (64-bit)
Windows
Server 2008
R2 (64-bit)
Windows
Server 2008
R2 (64-bit)

vCenter
Version

vCenter 4.1 for
Windows

vCenter 4.1 for
Windows

vCenter 4.1 for
Windows

vCenter 4.1 for
Windows

Database

Microsoft SQL Server

Microsoft SQL
Express (built-in
database)

Microsoft SQL Server

Microsoft SQL
Express (built-in
database)

Host/VM
Limit

5/50

5/50

Option 1 is recommended for any vSphan&astructure of 50 or more virtual machines.

Option 2 is recommended for small vSphdrg U2deployments that will not exceed 50

virtual machines.

Options 3 and4 are bare metal Windows 2008 server deployments and do not leverage
virtualization. Onlyone instance of vCenter can be run on the serveunning vCenter
in a virtual machine instance is recommended as it provides additional benefits:

= =4 =4 -

The vCenter VM can be backed up using vSphere backup utilities.
The vCenter VM can be easily migratectwther host.
The vCenter VM can failover to another host.
You may stand up new versions of vCenter on the management server, in

parallel with the production instance, and slowly upgrade components and VMs
to newer versions of VMware vSphere as they becaweilable.

The vCenter servenust have network access to your ESXi servers and to the Internet
for updates and patches. You wilethe VMware vSphere Clieth access/Center

Server.

6/29/2012
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2.6.2 Obtaining VMware vCenter Server and Licenses

The following procdure assumes you are a registered member of the VMware
Academic Program (VMAP). Norembers can obtain evaluation copies of VMware
vCenter and ESXi software from http://www.vmware.com and purchase through retail
partners.

The installer for vCenter Semvis available through the VMwareacademy website. If

you are installing vCenter Server on a physical machine, it is recommended you perform
these steps on that computer to avoid large file transfers. If you are installing on a
virtual machine, you wlilheed to upload this file to the ESXi datastore.

1. Followthe link provided to you by VMware when you registered the academy. This
will take you to theacademidicensesoftware store.

2. Click onFaculty/Staffat the top to see the available downloads. You must be a
registered Faculty/Staff user. For more information, contact your VMware academy
contact at your school.

vmware’
T ——

Students )

VMware

Englishk [Unived Stacas) | ™l S Delllars Product Search Go

Tt | 0 ciiLie [ Bethe first of your friends to e Ehis
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10. Click orvMware vCenter Server Standdrwhich is marked with a red box in the
picture below. This is the second of two software items you will download from the
e-academy website (see secti@nb.2) d tKSaS AUGSYSAENBYYHKEBSR
picture below.

Faculty/Staff

VMware | Lab Installs

5

VMware elearning VMware Fusion 4 (for VMware Player 3
Mac OS X)
VMware vCenter Lab VMware vCenter VMware vCloud ‘
Manager 4 Server Standard Director 3
VMware vSphere ESXi VMware Workstation VMware Workstation 7
Server 6.5
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3. Click onAdd To Cart

Home | Your Account | Help | SignIn

~\
\

vmware

Students Faculty/Staff

English [United States] | B s pollars Product Search l Go ]

VMware vCenter Server Standard - Download

Manufacturer: VMware, Inc.

. . Quantity: | 1
Payment: PayPal, Visa, MasterCard, American e
Express = Add To Cart
Delivery Type: Download Free o
. Who is Eligible?
In Stock * Faculty/sStaff

(more...

Quantity restricted

2 Tweet 0 £ Recommend B} Be the first of your friends to recommend this.

You will be able to place an order for this product again in 12 months after the initial order.
The license you will receive with this offering is valid 12 months starting with the 1st of the month the offering was ordered.

4. Sign in with your registered login.
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5. Click onCheck Outo continue.

Home | Your Account | -\.—;‘T Shopping Cart | Help | Sign Out
~
vmwdare
Students Faculty/Staff
English [United States) | B Us Dollars Product Search
Your Cart
Name Quantity Unit Price Price

WMware vCenter Server Standard - Download i Free Free | pamove
Date Added:
Update Cart Subtotal: 30.00

" Check Out % Continue Shopping

Privacy Policy | Safe Shopping

o

Read and accept theULA

On the confirmation page, click dtroceed With Order.

8. On the receipt page, record the serial number found unidems. You will need
this serial numberfor installation later.

~

Items  All prices are in US Dollars

Name Quantity Unit Cost Amount
1. VMware vCenter Server Standard - Download Download Options 1 £0.00 %0.00
VMvare EULA
I Serial Number - 4M406- -6 o- -89UsM I

You will be able to place an order for this product again in 12 months after the initial
order.
The license you will receive with this offering is valid 12 months starting with the 1st of
the month the offering was orderad.
Subtotal: $0.00
Taxes: 50.00
Total:  $0.00
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9. Click orDownload Optiongto get the link for downloads.

Items  All prices are in US Dollars

Name Quantity Unit Cost Amount
1. VMware vCenter Server Standard - Download |Download Options 1 %0.00 %0.00
VMware ELLA

Serial Number - 4M406- -6 o -89U5M

¥ou will be able to place an order for this product again in 12 months after the initial
order.

The license vou will receive with this offering is valid 12 months starting with the 1st of
the month the offering was ordered.

Subtotal: $0.00
Taxes: 5$0.00
Total: $0.00

10.Click orwMware vCenter Server 4.110 start the download. Sauhe file to
your desktop for installation.
11. Sign out and close theacademy website.
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2.7 Networking Models

The NETLAB+ server, vCenter server and ESXi hosts siaglbaomedor duathomed
depending on your requirementslhis guide documents threeommonnetworking
configurations

1 SingleHomed Networking
1 DualHomed Networking
1 Secure+ Networking

Please revieveach configuration to determine which one best suits your nedtisoose
only oneof these configurationsthen performthe correspondingsetuptasks.

The NHLAB+ server, vCenter server and ESXi hosts should be geographitatigted.

If SingleHomed (outside) networking is used, all components should be connected by
100Mb/s or highespeedLAN. NDG does not support split server agunfations that
traverse a WAN and/or configurations that place firewalls between these servers.

The following table describes the symbols and connection types denoted in the
networking diagrams throughout this section.

Symbol | Connection Type

HTTP HTTP Connection

PC Remote PC Display User Connection

Remote PC Display Back Connection
VMware vSphere Management Connectic

Real Equipment Traffic on VLANs

Remote Desktop Protocol
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2.7.1 Single-Homed Networking

Singlehomednetworking(SH)connects one NIC from each server to a routable networ
on your campus. Séhan be used if your podntain only virtual machines (i.gou are
not hosting only real lab equipmeé). All traffic flows across the campus LAGnsider
the Secure+ network model (described later) if you do not want the VMware
infrastructure componentsr traffic on the campus LAN.

Public IP
Campus LAN

Outside

L MGT 2
Campus IP

Campus Users

PCB

Campus IP

MGT

System Admin

f e 7/
i/
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SH does not require NETLAB+ control switches. A 1Gb/second switch portis highly
recommended for each server connection. Twill provide optimal bandwidth for
remote display connections and virtual machine cloning operations between hosts.

2.7.1.1 Single-Homed Setup Tasks

If you have chosen singleomed networking, théollowing setup tasksan be
performed now.

1.

Obtain anlPaddressessubnet mask, and default gateway for each outside
server interface connected to your campus LAN.

If you are using a physical server for vCenter, connect it to a Gigabit Ethernet
port on your campus LAN.

Connect the first Ethernet port of ea&SXi host to a Gigabit Ethernet port on
your campus LAN.

Later in the setup process, you will configure IP parameters for these inéstfathe
following table show&ey configurations parameters that will be implemented for this
networking model.

IP Address

Subnet Mask

Gateway

vSwitch

Management
Path

6/29/2012

NETIAB+ vCenter ESXi Host 1 ESXi Host 2
Outside Inside Outside Inside Outside Inside Outside Inside
Campus Campus Campus Campus
Campus Campus Campus Campus
Campus Campus Campus Campus

vSwitchO vSwitchO
* *
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2.7.2 Dual-Homed Networking

Duathomednetworking(DH)can be usedif you are hosting both virtuahachinesand
real lab equipment in your NETLAB+ pods. In this environrité#Ns on NETLAB+
control switches serve amn"inside"communication path for virtual machine traffic
between yourESXi host serveesnd real lab equipment.

PublicIP
Campus LAN Control Switches
WE- - Outside HTTP Inside Real Equipment
B "‘ [EPC : (optional, Cisco NetAcad)
e 2 Fcs |
|
hay Campus IP 169.254.0.254
Remote Users
| PC 2
L MGT 2
Campus IP 169.254.0.253
Campus Users
| PCB
L REQ 2
Campus IP » 169.254.0.241
MGT
System Admin
L REQ J
P 169.254.0.242

6/29/2012 Page33of 224



IP Address
Subnet Mask
Gateway
vSwitch

Management
Path

NID/G

Remote PC Guide for VMware Implementation Using ESXi versions 4.01 and 4.1 U2 with vCenter www.netdevgroup.com

2.7.2.1 Dual-Homed Setup Tasks

If you have chosedualhomed as your networking model, the following setup kascan
be performed now.

1. Obtain an IP addresses, subnet mask, and default gateway for each outside
server interface connected to your campus LAN.

2. Ifyou are using a physical server for vCenter:
a. Connect the first Ethernet interface to a port on your camspAN.
b. Connect the second Ethernet Interface to a control switch reserved port;
a Gigabit uplink port can be used if available.

3. Connect your ESXi host servers:
a. Connect the first Ethernet port of each ESXi host to a Gigabit Ethernet
port on our campus LAN.
b. Connect the second Ethernet port on your ESXi to a designated reserved
port on a control switch, or a Gigabit Ethernet uplink port (if one is
available). A Gigabit port will provide the highest bandwidth.

4. Console into tle control switch and configure eh inside ESXi hoswitchport as
a trunk(NETLAB+ does not do this automatically).

interface FastEthernetO/n
description inside connection to ESXi host #
switchport mode trunk
switchport mode nonegotiate

Later in the setup process, you witlrdigure virtual switches, VM kernel ports, atri
addresses for interfaces. The following table shdwy configuratiomparameters that
will be implemented fotthis networking model.

NETLAB vCenter ESXi Host 1 ESXi Host 2
Outside Inside Outside Inside Outside Inside Outside Inside
Campus 169.254.0.254 Campus 169.254.0.239 Campus 169.254.0.241 Campus 169.254.0.242
Campus 255.255.255.0 Campus 255.255.255.0 Campus 255.255.255.0 Campus 255.255.255.0
Campus not set Campus not set Campus not set Campus not set

vSwitchO vSwitchl vSwitchO vSwitchl
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2.7.3 Secure+ Networking

Thismodelfocuses on security by moving all virtual machine traffic and management to
the inside. This is a good model if you implement vCenter on a physical server and do
not mind accessing vCenter from the server consdleere is no possibility that virtual
machines can access the campus LéNnternet and viceversa. Because of this, virtual
machine creation requires software installation from media and/or ISO images.

Public IP

Campus LAN Control Switches
Outside Inside Real Equipment
(optional, Cisco NetAcad)

[ PCB 4
.
169.254.0.254

A MGT 4
169.254.0.253

| RDP 4
Campus IP

pas

169.254.0.241

ges

169.254.0.242

e ™ e ™
™ S ’

You may add an optional outside connection for the vCenter server. Thisalldivect
accessto vCenter using Remote Desktop Protocol (RDP). An instance of the vSphere
client may be installednd runon the vCenter server thereby allowing you to manage
the vSphere infrastructurever the inside pathindirectly using RDom the outside

path.

Technicallythe vSphere client running on an outside desktop can be used to access
vCenter However, attemps to open the consolef a virtual machinewill fail, as this
requires a routable network path between tiwSphereclient desktopand ESXi host.
This is why RDP is used to access an instance of the vSphere client running on the
vCenter server itself.
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2.7.3.1 Secure+ Networking Setup Tasks

If you have chosethe Securenetworking model, the following setup tasks can be
performed now.

1. If you are using a physical server for vCenter:

a. Optionally connecan Ethernet interfae to a port on your campus LAN if
you desire RDP management access. You will require a Campus IP
address, subnet mask, and gateway setting for this interface.

b. Connect a Ethernet Interface to a control switch reservpdrt; a Gigabit
uplink port canbe used if available.

2. CGonnect the firstEthernet port on your ESXi to a designated reserved port on a
control switch, or a Gigabit Ethernet uplink port (if one is availabkefsigabit
port will provide the highest bandwidth.

3. Console into the control switch and configure each inside ESXi host switchport as
a trunk (NETLAB+ does not do this automatically).

interface FastEthernetO/n
description inside connection to ESXi host #
switchport mode trunk
switchport mode nonegotiate

Later in the setup process, you will configure virtual switches, VM kernel ports, and IP
addresses for interfaces. The following table shows key configuration parameters that
will be implementeal for this networking model.

NETLAB vCenter ESXi Host 1 ESXi Host 2
Outside Inside Outside Inside Outside Inside Outside Inside
Campus 169.254.0.254 Campus+ 169.254.0.253 169.254.0.241 169.254.0.242
Campus 255.255.255.0 Campus+ 255.255.255.0 255.255.255.0 255.255.255.0
Campus Campus+ not set not set not set

vSwitchO vSwitctd
* *
+
optional
for RDP
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2.8 Storage Area Networks

Astorage areanetwork (SAN)rovidescentralizedsharedstoragefor virtual machines

and data. Sharing storage usually simplifies storage administration and adds flexibility
since virtual machines can be migrated from one ESXi host to another withpying
large fies.

NDG performs all testing on servers with Internal Direct Attached Storage (i.e. RAID
arrays and RAID contlters directly attached to eaghThis is the configuration that
most academic institutions are likely to find affordable and adopt.

A Storag Area Network (SAN) is a dedicated network that provides access to
consolichted, block level data storaghat can be used for disk storage in a VMware
vSphere environment.

Currently NDG does not provide benchmarks, guidance or troubleshooting for SAN
configurations. Our documentation may show an optional SAN inéngironment;
however, this is not a recommendation or requirement to deploy a SAN.

NDG benchmarks and capacity planning guidance do not account for the additional
latencies introduced by SN.

1 When compared to Direct Attached Storage, a SAN may introduce additional I/O
latency between ESXi server and diSkerefore, a SAN may reduce the number
of active VMs you can run on an ESXi host.

1 If you deploy a SAN, you should perform your owndfenarks and determine
the number of active VMs you can host on your ESXi sei@ur mileage may
vary.

1 Always configure NETLAB+ Proactive Resource Awareness to ensure that the
number of VMs that can be activated will remain within your predetermined
performance limits.

Caution Deployment of a SAN requires skill and planning. Performance of SAN
solutions can vary greatly. NDG performance benchmarks are based on Direct Attached
Storage (local disks connected to each ESXi hosts). Free SAN solutions may be
attractive, but testresults show I/O rates that are half or less than directly attached

SATA or SAS drives attached to the ESXi hosts.
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3 VMware ESXi Server Setup

This section describes the initBRIOS setup and software installation on a VMware ESXi
host server.

The follaving table shows the minimum server configurations recommended for various

NDG supported courseward.hese configurations are based on the Dell R710iBpatton

and vary only by memory and active VMs support¥du do not need separate host servers

for each curriculum and may run VMs for Cisco, General IT, and Cybersecurity on the same
servers We recommend no more than 40 active VMs per server with 128GB of memory
Always configure NETLAB+ Proactive Resource Awareness to limit the number of scheduled
VMs at any one given time and to prevent oversubscription of the host resources.

Server Server Processor(s) Memory Cores/Threads  Active
Role/Courses Type VMs
Cisco Only Setup (8 Dell 2 X Intel E5620 64GB 8/16 24
Active MAP pods) R710
VMware ICM Course Dell 2 X Intel E5620 128GB 8/16 40
(8 Active ICM Pods) R710
General IT/ Dell 2 X Intel E5620 128GB 8/16 40
Cybersecurity R710

All tasks in this section are performed separate dedicateghysicalserversthat you
provide. Do not perform any of the tasks in this section on the NETLAB+ server
appliance, as this will delete the NETLAB+ software, requiring you to returiNi@jor
re-installation.

Setup of the VMware ESXi host server is illustrated irsthesections below using a
Dell server modeDellR710 This is theecommended server modaelt this writing (QTR
4,2011) Pleasalsorefer to the NDG website for the latest server recommendations.
If you are using a recommended server other than fredIR710, be aware that the
process ad screen images shown below willry from your system.

Be sure thahardware assistedvirtualization support (Intel-VT) isenabledin the BIOS.
Some vendors disable this technology by default.
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3.1 Preparing the ESXi Server

If you are using the recommended server from secfidh) there are several BIOS
settings and RAID configurations that you will needtake sure are set correctly.

You must perform the steps detailed in the subsection below for every ESXi host
server on your NETLAB+ system.

It is highly recommended that you read this section completalyr to making changes
to your system.

3.1.1 DELL R710 BIOS System changes

Please verify that your system has the latest Bi@g&lled You may obtain the latest
drivers and downloadfor the Dell R710 fromDé€la ¢ S0 aA G S @

Instructions for changing BIOS settings:

1. Turn on or restart your system.
2. Press <F2> to enter System Startup at the BIOS startup screen.

FZ = System Setup

F10 = System Services
F11 = BIOS Boot Manager
FiZ = PXE Boot

Wuuw.dell .conm

PowerEdge R710

BI0S Revision 6.1.0

Note: BIOS Revision at the time of this document was 6.1.0.

3. Use the arrow keys to selebtemory Settings-> Memory Operating Modeand
make sure it is set t@ptimizer Mode
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System Time .
System Date ..

Memory Setting

Processor Sett
SATA Settings
Boot Settings

Integrated Dev
PCI IRQ Assign

System Memory Size .........., 120.0 GB
System Memory Type ........... ECC DDR3
System Memory Speed 868 Miz
System Memory Uoltage ,....... 1.35V
Video Memory 8 MD

Sustes Mesoru Test! Emabled 0000
Mewory Operating Mode ,....... Optimizer Mode

noae Interieaving ........., ,» Disabled

Memory Operating Uoltage

CENTER>
<ENTER)

4. Pres€ESQGo return to the main menu.
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5. Use the arrow keys to seleBrrocessor Settings> Virtualization Technology
and make sure it is set Bnabled. Also, checlExecuteDisableis set toEnabled

SYStem TIme i1 iniisarive
System

....................................

L S e e T e R e T .40 Gliz
Bus Speed ...... R TV OB AR EaN S F b b e na b ey sseess 5.06 GTss
Logical Processor ..... Ve e T e
uim'im1ﬁ-m mﬁ:rl' .. I

Ha JacCent LACNE LINE rretewch .... Enabled
Harduare Prefetcher .............. A s S AR Vsl Th Enabled
DCU Streamer Prefetcher ..... RO R R A SO

Data BeUSe vy iu vt e vainaaa AOCH T IR0 .++ Enabled
Intel(R) OP1 Banduidth Prlnrltu ................. Comnute
Execute Disable ........c..covinune. PN b e v+-. Enabled

Embedded Server Management ............vovviviniicnnas <ENTER)>

Pouwer Management ........., VT ) FT S T H A o AR TR

Up,Douwn firrow to select SPACE, +,~ to change ESC to exit Fi=Help

6. Pres€ESQo return to the main menu.
7. Use the arrow keys to seleReport Keyboard Errorand make sure it is set to
Do Not Report
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llﬂS Version 6.1.6

fisset Tag.

SATA Settings .

Boot Settings ......ccovveiinnnsenn S RS K T T K h e CENTER>

Integrated Devices ........ S T KL T a
PCl1 IRQ Assignment

...................................

................................

...........................

.....................................

.....................................

FA/EC l’rllq! ON EBITOF . ovvvsvnnssnsnnns tarane serasnses ERADICA

Up.Down Arrow to select

SPACE, +,- to change | ESC to exit | Fl=Help

8. Use the arrow keys to seleEtl/F2 Prompt on Erroand make sure it is set to
Disabled.

Bell Tnc. (wa dell com) - Fowerbdge R710
BI0S Version 6.1.0

fssel Tag:

SATA Settings .....
Boot Settings ......o00ves

Integrated Devices ,...... Y Ay O Y T Y sne ‘
PCI IR

Serial| WARNING: After setting this field to Disabled, the system
Esbedd| will not paase if am error occurs during POST, Any critical

errors will be displayed and logged to the System Event
Log.

-------

Up,Down Arrow to seleot SPACE.+,~ to change ESC to exit | FlzHelp

9. PresES@nd selecSave Changes and Exit
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3.2 DELL R710 RAID Configuration

Redundant Array of Independent Disks (RAID) is designed to give the server redundancy
and increased performance depending on the RAID type selected. The recommended
and testedconfiguration is a RAIR The H700 RAID controller with 512MB cache is
recommenctd and supported.The H200 is NOT supported he H200 has exhibited

poor performance and does not support RAIDPeasesee sectiorR.5.1for details on
hardware requirements.

RAIDS5 distributes errorcorrecting bits (parityalong with the data and requires all

drives but one to be present to operate; the arrayniot destroyed by a single drive

failure. Upon drive failure, any subsequent reads can be calculated from the distributed
parity such that the drive failure is masked from the end us¢owever, a single drive
failure results in reduced performance dfe entire array until the failed drive has been
replaced and the associated data rebuilt.

RAID farrays mayake severalhours to initialize as the controller creates parity on the
drives. The 3x2TB drive configuratiovill take approximately hours

Please verify that your system has the latei3t00 RAID Controller Firmware installed
You may obtain théatest drivers and downloader the Dell R710 from D&l website.

1. Turn on or restart your system.
2. During the boot process, you will be prompted Rress <Ctrl><R> to Run
Configuration Utility.

guerkdge Expandable BAID Controller BIOS
Copuright(c) 2010 LSI Corporation
Press <Ctrl><R> to Run Configuration Utility

HA -0 (Bus 3 Dev 0) PERC H700 Integrated
FW package: 12.10.2-0004

Note: TheH700 FW package at the time of this document was 12-:00(4.

3. You should start with a clean configuration. If not, you will need to clear any
existing configuration.
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3.21 3x2TB HDD Configuration

This section is for the 3x2TB HDD Configuration for RAID 5. When installing ESXi \4.1 U2,
you must create two virtualidks when using this HDD configuration. One is a 2TB \
datastore, and the other is the remaining space in another datastore. \

1. Use the arrow keys to select the PERC H700 controller and gméss

Select RAID Level BAIDS.

Select all your physicalgks on the left.

Edit the VD Size 2048.00 GB This will be the first datastore.
Edit the VD Name t¥D-DAS1

howbd

048
UD-DAS]

[ ) Advanced Settings
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6. SelectOKon the right. Note the message indicating we need to initialize the
Virtual Disk after it has been configured. We will do tha iaterstep.

7. Use your arrow keys to highlight Free Capacity and geessr.

8. Edit the VD Name t¥dD-DAS2.SelectOK Notethe message indicating we need
to initialize the Virtual Disk after it has been configured. We will do that in a
later step.

9. Use your arrow keys to highlight Virtual Disk 0. PF&and selecinitialization
-> Start Init. SelectYesto confirm Initidization of the HDDs. This process can
take severahours.

tate ‘“‘,.,,

[Inftialization

Consistency Check F|

Fast Init felete VD

Properties

10.You can presiEnteron theVirtual Disk to see thestimated time remaining.

UD-DAST

[ ] Advanced Settings

11.When initialization is completed, sele®Kto confirm.

12.Repeatsteps8-10 for Virtual Disk 1.

13.Pres€ESQo close out of the RAID Configuration Utility. Sel@gtto confirm
exiting. You will be prompted to reboot your system.
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3.2.2 3x1TB HDD Configuration

' This section is for the 3x1TB HDD Configuration for RAID 5. When installing ESXi \4.1 U2,
you create onlyone datastore in this HDD configuration. \

1. Use the arrow keys to select the PERC H700 controller and press enter.

Liquration Present !
{ iqured Phusical Disks

00:00: Ready: 931.00 GB
00:00:01: Ready: 931.00 GB
00:00:0Z: Ready: 931.00 GB

2. Select RAID Level BAIDS.
3. Select all your physical disks on the left.
4. Edit the VD Name tdD-DAS1

Create New UD
1862 .00

UD-DASI

[ ] Advanced Settings
[X100:60:00 931.00 :

[(X100:00:01 931.60
[X100:00:02 931.60 6!

CANCEL
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5. SelectOKon the right. Notedhe message indicating we need to initialize the
Virtual Disk after it has been configured. We will do that in a later step.

6. Use your arrow keys to highlight Virtual Disk 0. PF&snd selecinitialization
-> Start Init. SelectYesto confirm Initialzation of the HDDs. This process can
take several hours.

teqrated (Bus O0x03, Dev Ox00)
: Hdlni 5
State: Optimal
Disk: 0, VD

Start Init. Initialization 4
Consistency Check »

Fast Init. Delete UD
Properties

7. You can presEnteron the Virtual Disk to see thestimated time remaining.

=== Uirtual Disk: ©, UD-DAS1, 1862.00 GB

UD-DAS1

[ ] Advanced Settings

00:00:00 931.00 GB
00:00:01 931.00 GB
00:00:62 931.00 GB

8. When initialization is completed, sele®Kto confirm.
9. Pres€ESQo close out of the RAID Configuration Utility. Sef@kto confirm
exiting. You will be prompted to reboot your system.
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3.3 Installing ESXi on Host Server

This section will walk you through installing VMware ESXi to your host servers. Please
note that the content in the images below will vary based on your system. The
instructional steps are the same.

If you are using VMware ESXi 42, please review the information in th@etting

Started with ES)Servelnstallableguide. You may use this guide as a reference $otiE
4.1 Installable and ESXiLZ&mbedded versions, with the exception that usE®Xi
Installable requires performing the install&n procedure detailed on page, Install
ESX4.1 using the Interactive Mode.

If you are using VMware ESXi 4.01, please review the information i@ekieng Started
with ESKServeinstallableguide. You may use this guide as a reference for ESXi 4.01
Installable and ESXi 4.01 Embedded versions, with the exception thateSig
Installable requires performing the instadition procedure detailed on page Bstall
ESX4.0. Keep in mind that the procedures detailed in this guideommends and
illustratesthe use of ESXi 4.1.

If you have not done so already, burn a copy of the ESXi 4.1 Installable ISO.
Instructions forinstalling ESXi:

1. Turn on or restart your system.
2. Insert your ESXi 4.1 media to install the ESXi Installable.
3. You are presented with the Installation screen below.

Welcome to the UMware ESXi 4.1.8 Installation
UMware ESXi 4.1.8 installs on most systems but only systems
on UMuare’s Hardware Compatibility Guide (HCG) are
supported. Please consult UMware’s HCG on vMware.coM.

Please select the operation you wish to perform.

4. Presdmter to continue.
5. You are prompted with the User Agreement. Pre&&to Acceptand Continue.
6. Onthe Select a Disk screen, chodse2TB drive
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wa  6702bchO1bdZ2I500167debda11824613)

(F1) Details

This screenshot is for the 3x2TB HDD configuration. For 3x1TB HDD configuratioﬁ, there
is only one drive available, select it. |

7. Press£Enterto continue.

8. Pres$11to begin the installaon.

9. Installation can take-5 minutes depending on hardware.

10.When the Installation Complete window appears, présserto reboot the
machine

3.4 Configure Root Password
In this task, you will log into the console and setup the root password.

1. When theESXi host server is booted, you are prompted with the console screen.

UMare ESXi 4.1.8 (UMKernel Release Build 268247)

UMware, Inc. UMware Uirtual Platform

2 x Intel(R) Xeon(R) CPU ESS528 @ 2.27GHz
2.2 GB Merory

Download tools to manage this host from:
http:7/localhost/
http://8.8.8.8/

<F2> Customize System <F12> Shut Doun/Restart

2. Presg-2to begin setting up the host.
3. ChooseConfigure Passwordnd pres€nterto change.
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4. In the Configure Password window, enter a New Password. Confirm the
password and presSrter to make the change.

Be sure to record this password in a safe place. You will need it to integrate the ESXi
host with the vCenter Server on the management workstation.

3.5 Network Configuration

In this task, you will configure ESXi server networfigaration.

1. From the console, choosgonfigure Management Networland pressnter.

Gystem Customization Configure Hanagement Hetwork

Configure Password Hostnarme :
Configure Lockdown Hode

onfigure Managerent Hetwork IP Address:
lestart Managenment Network
Test Management Hetwork
Dizable Managerent Hetwork To viedw or modify thizs host s
Restore Standard Switch managedent network settings in

detail press {Enter>.

2. In the Configure Management Network window, cho®BeConfiguratiorand
pressEnter.

3. Inthe IP Configuration window, chooSet static IP address and network
configuration, pressSpacebato selectand enteraninside or outside IP
configuration (described in the next two sections respectively).

IF Configuration

This host can obtain network settings automatically if pour metf

includes a DHCP server. If it does not, the following settings
spacil ped -

€ ) Use dynamic IPF address and network configuration
fo) Set static IP address and wetwork configuration:

IP Address L 1
Subnet Mask [
Nefault Gateway

LUpsDowm> Select <Space?r HMark Selected {Enter> O <Esc> Cancel

The IRconfiguration parametergntered here will beusedeither forthe outsice or
inside interface, depending on the networking model you have chosen. Please see the
following discussion to determine which interface IP values to use.
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Outside ESXi Connectionf you are NOT using Secure+ network model, your ESXi host
connectsto the outside campus LANEter the IP address, subnet mask, and default
gateway assigned by theampusLAN administrator.

Single Homed Networking

PublicIP

Campus LAN
Outside

< T
BE%E

Campus IP

L MGT
Campus IP

Campus Users

Campus IP

MGT

System Admin
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PublicIP

.‘ﬁ

Remote Users

Campus Users

System Admin

6/29/2012

Campus LAN

Outside

DualHomed Networking

Control Switches

< T
BESE

Campus IP 169.254.0.254

Campus IP 169.254.0.253

PCB

Real Equipment
(optional, Cisco NetAcad)

L REQ 2
Campus IP B 169.254.0.241

)/

PCB
L REQ 2
Campus IP ¥ 169.254.0.242

)/
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InsideESXi Connection ONL¥ you are usinghe Securet network model, your ESXi

hostconnectsonly to theinsidecontrol switch Use one of the followingP

configurations for each ESXi server.

Inside Interface
ESXi Server 1 Inside
ESXi Server 2 Inside
ESXi Server 3 Inside
ESXi Server 4 Inside
ESXi Server 5 Inside
ESXi Server 6 Inside
ESXi Server 7 Inside
ESXi Server 8 Inside
ESXi Server 9 Inside

IP Address
169.254.0.241
169.254.0.242
169.254.0.243
169.254.0.244
169.254.0.245
169.254.0.246
169.254.0.247
169.254.0.248
169.254.0.249

Subnet Mask
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0

Default Gateway

not set
not set
not set
not set
not set
not set
not set
not set

not set

Secure+ Networking

Public IP
Campus LAN Control Switches

e i | Outside Inside
"- t‘
\ ,

- 169.254.0.254

Real Equipment
(optional, Cisco NetAcad)

e s
33

o Campus IP

Remote Users

169.254.0.253

Campus Users

g

169.254.0.241

S

:

System Admin

MGT

;

> 169.254.0.242

F—
.,
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4. Press£Enterto confirm changes and return to the Configure Management

Network window.
5. In the Configure Management Network window, cho@¥S Configuratioand

pressEnter.
6. SelectUse the following DNS server addresses and hostname

DHS Configuration

This host can only obtain DNS settings automatically if it also obtains
itz IP configuration automatically

() Obtain DHS server addreszes and a hostname automaticall
| (o) Use the following DM server addressez and hostname:

Primary DHS Serwver L
Alternate DNS Server [ SEE TABLE BELOW

ostname [ ]

{Up/Down> Select <Spacer Mark Selected {Enter> 0K <Esc> Cancel

7. Enter either outside or inside DNS parameters from the table below based on
your networking selections in secti@b.

If you configured outside
interface and IP parameters in
section 3.5é

If you configured inside interface and
| P parameters in se

Primary DNS Server Primary DNS server IP address for Leave Blank
your campus LAN.

Alternate DNS Server Alternate DNS server IP address Leave Blank
for your campus LAN.

Hostname Use outside IP address as the host  Use inside IP address as the host name.
name (recommended), or the fully
qualified domain name of the host if
mapped in your DNS.

8. PressEnterto confirmchanges and return to the Configure Management
Network window.
9. PressEsdo return to the main console.
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10.You will be prompted té\pply changes and restart management network
Pressy'to confirm changes.

Configure Management Hetwork: Conflirs

to the ho=st 's Mana EeMEN t netrork.

May resulit brief rtwork outage,
Cunming irtual

ill

Apply changes and restart manageqent metwork?

<% Yez <H» Ho <Esc?» Cancel

11.You will return to the main console. Prdsscto log out.

Reminder The installer available from the VMware Academy is for ESXi 4.1. NDG
recommends upgradonto ESXi 4.1 U2.
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4 VMware vCenter Server Setup
In this sectionyou willsetup the vCenter servemnd related utilities.

A separate server runningé-bit Windows Server operating system is required for
vCenter Server Standard. This server can be a physical server (bare metal) or virtual
machine running on a VMware ESXi 4.1 U2 hiyseither case, the physical server on
which vCenter resides should be a dedicated "management server" to provide ample
compute power. VMware vCenter server requires at least two CPU cores.

NDG does not support configurations where vCenter is running on a heavily loaded ESXi
host and/or an host that is also used to host virtual machines for NETLAB+ pods.
Such configurations have exhibited poor performance, API timeouts, and sporadic errors
in NETLAB+ operations.

4.1 vCenter Configuration Options

There arefour configuration options that@ recommended by VMware and supported
by NDG.

. Operatin vCenter Host/VM
Option Host gystemg Version Database Limit

Windows vCenter 4.1 for

1 VMware ESXi 4.1 U2 Server 2008 Windows ' Microsoft SQL Server -
R2 (64-bit)
Windows vCenter 4.1 for Microsoft SQL

2 VMware ESXi 4.1 U2 Server 2008 Windows ' Express (built-in 5/50
R2 (64-bit) database)
Windows vCenter 4.1 for

3 Bare Metal Server 2008 Windows ' Microsoft SQL Server  ---
R2 (64-bit)
Windows Microsoft SQL

4 Bare Metal Server 2008 Vwciﬁggi;:'l for Express (built-in 5/50
R2 (64-bit) database)
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4.1.1 vCenter Configuration Option 1

vCenterOption 1 provides the benefits of virtualization with a full version of Microsoft
SQL Server database to support a large number of virtual machines.

vCenter Option 1

Microsoft 5QL Server 2008 R2

{

VMware vCenter

Windows Server 2008 R2
64-bit

vCenter VM
VMware ESXi 4.1 U2

Viwsare, Inc

Management Server
(purchased separately)

The following compones are requiredor Option 1:

Physical Management Server running VMware ESXi 4.1 U2
Virtual machine running WindowServer 2008 R2 edit
VMware vCenter 4.1 for Windows

Microsoft SQL Server 2008 R2

= =4 4 4

This option does not provide a physical console to access Windows Server or vCenter. If
this option is combined witlthe Secure+ networking configuration, your management
server musthave a network connection to theampus to provide @ess to vCenter

andor the Window Server virtual machine.
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4.1.2 vCenter Configuration Option 2

Option 2 provides the benefits of virtualization without a requirement for a separate
database. This option uses the Microsoft SQL Express that is included with vCenter for
Windows.

The Microsoft SQL Express database included with the vCenter installation supports no
more than 5 hosts or 50 virtual machines. It is suitable for a small installation, such as
managing a NETLAB+ configuration consisting only of Cisco pods. The éafaease

also has a maximum data capacity of 4GB. As the size of the database approaches 4GB,
vCenter performance may degde. If thedGB limit is reached, vCenter will no longer
function.

vCenter Option 2

Microsoft SQL Express
Limit 5 Hosts / 50 VMs / 4GB

i |

VMware vCenter

Windows Server 2008 R2
64-bit Ly

vCenter VM ﬂ
VMware ESXi 4.1 U2

Management Server
(purchased separately)

The following omponents are requirement for @ion 2:

Physical Management Server running VMware ESXi 4.1 U2
Virtual machine running Windows Server 2008 R4
VMware vCenter 4.1 for Windows

Microsoft SQL Express (packagéth and installed bywCenter)

= =4 -4 A

This option does not provide a physical consolad¢oess Windows Server or vCenter. |If
this option is combined with the Secure+ networking configuration, your management
server must have a network connection to the campus to provide access to vCenter
and/or the Window Server virtual machine.
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4.1.3 vCenter Configuration Option 3

Option 3 provides vCenter running directly on a dedicated physical server, with a full
version of Microsoft SQL Server installation to support gdarumber of virtual
machines.

vCenter Option 3

Microsoft SQL Server 2008 R2

{

VMware vCenter

Windows Server 2008 R2
64-bit

»
l.‘

] =

VMveare, Inc

Management Server
(purchased separately)

The followng components are required forgdion 3:

Physical server with at least 2 CPU cores (4 cores recommended)
Windows Server 2008 R2 it

VMware vCenter 4.1 for Windows

Microsoft SQL Server 2008 R2

= =4 4 4

If you use an "olderphysicalkserver foryou vCenter systenplease be surég meetsthe
minimumrequirementsin the VMware documentation vCenter absolutely requires a
64-bit processor and at least two cores. An underpowered server will ldeelge
performance problems and errors in your infrastructure.

Important: Broadcom NIC chipsets have showtermittent traffic issues, including

dropped packets between NETLAB+ and vCenter, if using the Microsoft Drivers from
Windows Update. It is recommended that you use the Broadcom Drivers available from
their support website for your appropriate chipsdtE. The Dell R710 uses the
Broadcom® NetXtreme Il 5768ipset for the embedded NICs. These drivers can be
downloaded athttp://www.broadcom.com/support/ethernet nic/netxtremeiphp.
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4.1.4 vCenter Configuration Option 4

Option 4 provides vCenter running on a dedicated physical server, without a
requirement for a separate database. This option uses the Microsoft SQL Express that is
included with vCenter for Windows.

The MicrosoftSQL Express database supports no more than 5 hosts or 50 virtual
machines. It is suitable for a small installation, such as managing a NETLAB+
configuration consisting only of Cisco pods. The express database also has a maximum
data capacity of 4GB. Ase database approaches 4GB, performance may degrade. At
4GB, the database will not function.

vCenter Option 4

Microsoft SQL Express
Limit 5 Hosts / 50 VMs / 4GB

{

VMware vCenter

Windows Server 2008 R2
64-bit

»
*Y

Management Server
(purchased separately)

The following omponents are requirement for @ion 4:

Physical servewith at least two CPU cose
Windows Server 2008 R2 -®it

VMware vCenter 4.1 for Wirmavs

Microsoft SQL Express (packaged with vCenter)

= =4 -4

If you use an "older" physical server for you vCenter system, please be sure it meets the
minimum requirements in the VMware documentation. vCenter absolutely requires a
64-bit processor and at least twzores. An underpowered server will likely cause
performance problems and errors in your infrastructure.

Important: Broadcom NIC chipsets have shown intermittent traffic issues, including
dropped packets between NETLAB+ and vCenter, if using the MicRrsodrs from
Windows Update. Itis recommended that you use the Broadcom Drivers available from
their support websitgor yourappropriate chipset. |.E. The Dell R710 uses the
Broadcom® NetXtreme Il 5768ipset for the embedded NICs. These drivershean
downloaded athttp://www.broadcom.com/support/ethernet nic/netxtremeii.php
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4.2 Networking Overview for vCenter Server

The followingsub-sectiors enumerateboth physical and virtual setups for vCenter in
the context of the three NETLAB+ networking models (Single Homed, Dual Homed, and
Secure+).

Section4.2.1discusses virtual vCenter Sery@ptions 1 and 2)etworking setupdor
Single Homed Networking (sectidr2.1.1), Dual Homed Networkin¢section4.2.1.2),
and Secure+ Htworking (®ction4.2.1.3.

Sectiond.2.2discusses vCenter on bare metal server (Options 3 and 4) networking
setups for Single Homed Networking (sectib@.2.1), Dual Homed Networking (Section
4.2.1.2 and Secure+ Networkingdstion4.2.1.3

4.2.1 Virtualized vCenter Server Networking Options

The followinghree setupsapply to vCenter @tions 1 and 2 (virtualized vCenter).

4.2.1.1 Virtualized vCenter Server with Single Homed Networking

This setup applies to vCenteptons 1 and 2 when used in a Single Homed Networking
configuration.

1 Themanagement server will havene physical network connection to the
campus LANThe management server's ESXi kerneldi@SwitchO is assigned
an IP address on the campus LAN. You will connect directly to this address via
vCenter to manage the ESXi server before vCenter is installed.

1 ThevCenterserver virtual machinevill have one virtual network adapterThis

adapterwill be assigned an IP address on your campus LAN. This IP address will
be used to connect to vCenter once it is installed.
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Public IP Campus LAN

Outside
- - c =

\\\\\\\\\\

ESXi Management Server (NO POD VMs!)

- vCentervM [
~  Windows Server
Adapterl

Campus IP B

CampusIP

Kernel Port ™™™
ESXi Pod Host 1

memeEe
N o

=)

System Admin CampusIP
Kernel Port

ESXi Pod Host 2
gRpan
: (o} (=]
P — CampusIP

—" Kernel Port *

vvvvvvvvvvv

4.2.1.2 Virtualized vCenter Server with Dual Homed Networking

This setup appleto vCenter Ptions 1 and 2 when used inzualHomed Networking
configuration.

1 The management server will have two physical network connections.

o vmnicO and vSwitchO connect to the campus LAN.

o vmnicl and vSwitchl connect to a NETLAB+ control switch.

o0 The management server's ESXi kernel NIC on vSwé&isigned an IP
address on the campus LAN. You will connect directly to this address via
vCenter to manage the ESXi server before vCenter is installed.

0 The management server's ESXi kélEC on vSwitchl is assigned as
169.254.0.239 (recommended).

1 ThevCenter server virtual machine will have two virtual network adapters.
0 Network adapter 1 connects to vSwitchO (campus). This adapter will be
assigned an IP address on your campus. LANIP addressvill be used
to connect to vCenter (once it is instzdl).
0 Network adapter 2 connects to vSwitchl (campus). The recommeiiied
address is 169.25@.253.

6/29/2012 Page62of 224



NID/G

Remote PC Guide for VMware Implementation Using ESXi versions 4.01 and 4.1 U2 with vCenter www.netdevgroup.com

Public IP

Campus Users

System Admin

Campus LAN

.....
U'-‘
iy

VMuware
vSphere
Client

F

—

Control Switches

Outside

Inside

Real Equipment
(optional, Cisco NetAcad)

.
.
et
ant®
nt

CampusIP 169.254.0.254

©VMware, Inc.

ESXiManagement Server (NO POD VMs!)

w vCenter VM f‘}‘
o Windows Server

Adapter 2
B &

169.254.0.253

vSwitch 0 vSwitch 1

Adapter 1
Campus IP

CampusIP
Kernel Port

169.254.0.239
Kernel Port

ESXi Pod Host 1

CampusIP
Kernel Port

169.254.0.241
Kernel Port
ESXi Pod Host 2

. O (==

-

CampusIP
Kernel Port

169.254.0.242

4.2.1.3 Virtualized vCenter with Secure+ Networking

Kernel Port E?
I

This setup applies to vCenteptons 1 and 2 when used in a Secure+ Networking
configuration. This setuig identical to Dual Homed Networking (previous section),
except that the system administrator will connect to the vCenter server using RDP and
run the vSphere client from the vCenter server.
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Public IP CampusLAN
Outside
£
A
NAT
Remate Users
Campus Users .
RDP
System Admin
e ™
/_'_.'"

Control Switches

IN|D|G Ll N

Campus P 169.254.0.254

© ViMware. Inc.

ESXi—Management Server (NO POD VMs!)
vCenterVM

r‘r
Windows Server

Adapter 2
- - 165.254.0.253

VM

Adapter 1
Campus IP

vSwitch 0

Campus IP

© VMware. Inc.

Kernel Port Kernel Port

ESXi Pod Host1

C
Campus IP
Kernel Port Kernel Port

ESXi Pod Host 2

. O ==}

Campus IP
Kernel Port

Kernel Port

169.254.0.239

169.254.0.241

169.254.0.242

Inside

e
/—"',

Real Equipment
(optional, Cisco NetAcad)

Technically, you may connect to vCenter by runningvBphere client from a desktop
on the campus LAN. Howeygou will not be able to console into a VM on the pod
hosts. This is because the pod hosts are not connected to the campus LAN and th
vCenter VM is not a router. Launching the vSphere client franvCenter host
circumvents this problem because outgoing connections from vSphere client will
originate from the 169.254.0.253 interface and therefore do not require routing.
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4.2.2 Bare Metal vCenter Server Networking Options

The followinghree setups aply to vCenter @tions3 and 4 (vCenter on bare metal
server).

4.2.2.1 Bare Metal vCenter Server with Single Homed Networking

This setup applies to vCenteptons 3 and 4 when used in a Single Homed Networking
configuration.

1 ThevCenterserver will have onghysical network connection to the campus
LANand is assigned a campus IP address
1 This IP address will be used to connect to vCenter once it is installed.

PubliclP
Campus LAN

ﬁ £ Outside
|
i
NAT

Campus|P
Remote Users
| PC 4
. '
Campus|P
Campus Users ‘."'
ot
.’
c‘..‘
-t
-".“
----I""'-‘
o“-.‘
Q...
.0
s VMware
»
. vSphere Campus P
Client

7

System Admin

Campus|P
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4.2.2.2 Bare Metal vCenter Server with Dual Homed Networking

This s&up applies to vCenter @ions 3and 4when used in a Dual Homed Networking

configuration.

1 The management server will have two physical network connecfimisgle and

outside).

0 The outside connection is assigned a campus IP address, which will be
used to connect to vCenter once itirstalled.
0 The inside connection is assigned the address 169.254.0.253. This will be

used for management and NDG troubleshooting.

PublicIP

Campus LAN

‘ Outside

Campus|P

Control Switches

Inside

169.254.0.254

Campus Users

System Admin

169.254.0.253

s’
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CampusIP

» 169.254.0.241

(g 169.254.0.242
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(optional, Cisco NetAcad)
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4.2.2.3 Bare Metal vCenter Server with Secure+ Networking

This s&up applies tovCenter @tions 3 and 4vhen used in a SecureNetworking
configuration. This setup is identical to Dual Homed Networking (previous section),
except that the system administrator will connect to the vCenter server using RDP and
run the vSphere client from the vCenter server.

In this configurationit is technically possible to omit the connection from vCenter
server to campus LANHowever, it will require many setup and management tasks to
be performed from the server consol& herefore, we recommend leaving the campus
connection in place.

PublicIP
Campus LAN Control Switches

2 o Outside sidi Real Equipment
"‘ 4 g (optional, Cisco NetAcad)
1
NAT
[ HTTP 4
| pC 4

Campus|P 169.254.0.254

Remote Users

Campus|P 169.254.0.253

169.254.0.241

System Admin

169.254.0.242

o™ ™
PR ey

Technically, you may connect to vCenter by running the vSphere client from a desktop
on the campus LAN. However you will not be able to console into a VM on the pod
hosts. This is because the pod hosts are not connected to the campus LAN and the
vCenter VMs not a router. Launching the vSphere client from the vCenter host
circumvents this problem because outgoing connections from vSphere client will
originate from the 169.254.0.253 interface and therefore do not require routing.
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4.3 Configure Management Server
This tak applies to (virtual) vCenter @tions 1 and 2 only.

Install ESXi 4.1 U2 onywromanagement server using guidance freaction3.
Open the vSphere client from a workstation on your campus network.
Connect directly to the IP address of the management server.

Enter the username abot.

Enter the passwordf used duringeSXi installation.

Create a new virtual machine for vCentesing the following parameters.

ogkrwNE

vCPUs 2

VRAM 4GBor higherif using Microsoft SQL Serverp®n 1)
3GBor higher f using Microsoft SQL Expres${on 2)

Network Adapters 1 for Single Homed Network configuration
2 for Dual Homed Networking configuration
2 for Secure+ Networking configuration

7. Bind network adapter 1 to the vSwitch that is connected to the campus LAN.
This is usually vSwitchO and is called "VM network" engtlldown menu by
default.

8. Bind network adapter 2 (if Dual Homed or Secure+) to the vSwitch that connects
with the NETLAB+ control switch. This is typically vSwitchl.

4.4 Install Windows Server 2008 R2 64-bit
At thistime, you should instaWindows Server 2008 R2 6Hit.

9 For avirtual vCenter configuration (@ion 1 or 2), you will install Windows
Server on the virtual machine created in sectbf.

1 For a lare metal vCenter configuration (fion 3 or 4), you will install Windows
Server on the physical server you have dedicated for vCenter.

Older NETLAB+ servers haveRIDM drive. Please DO NOT accidently install
Windows Server on the NETLAB+ servimiswill overwrite the NETLAB+

operating system and software.

Apply all operating system updates are applied before continuing.
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4.5 Configuring TCP/IP on vCenter Server Network Adapters
In the next two sectiongyou will setup TCP/IP on the vCenservernetwork interfaces.
4.5.1 Outside Interface

In this taskyou will configure TCP/IP on thgindows Server network adapténat
connectsthe vCenter server to your campus LAN (outside).

Campus LAN
QOutside
{' w Windows Server 2008 R2 64-bit
5QL Database
For
Dual Homed
and
VMware vCenter SQCU!’Q+ On!y
vSwitch0 Network Network vSwitchl
(if virtual) Adapter Adapter (if virtual)
1 2

Please refer to the illustration on the next page for the followiasgks.

1. Onyour vCenter servaVindows installationnavigate to Network Connections.
a. Click on theStart Menu. In the search field entanetwork connections
b. Click orview network connections.

2. ldentify the outside_ANadapter on the Network Connectionswadow. On a
physical server,qu may temporarily unplug the outside LAN Ethernet cable
while viewing the Network Connections window to identify the outside adapter;
the corresponding Windows adapter will transition from connected to not
connected. Reconmtthe cable once you have identified the outside LAN
adapter.

3. Rightclick on the Local Area Connection that connects to your campus and
selectRename Give an appropriate name such@stside Campus or Internet
so that it is easily identifiable.

4. Rightclick on the Local Area Connection that connects to your campus LAN
(outside), then seledProperties
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5. Click ont'Internet ProtocolVersion 4(TCP/IR4)", then click theéProperties
button.

6. Click'Use the following IP address

7. Enter the vCenter server Hidress, Subnet Mask, and Default Gateway that will
be used to access vCenter from your campus LAN connection.

8. Click'Use the following DNS server addresses

9. Enter the primary and alternate DNS server addresses used to resolve names on
your campus LAN.

10.CickOKon all dialogs to finish complete the task.

11.0pen a command prompt and ping the outside address of the NETLAB &esver
locally assignedp verify that your vCenter outside interface is working properly.

G(:} [E' + Control Panel = Network and Internet ~+ Network Connections =

Dizable thiz nebwork device sonase this connection  Fename this conneckion  Wiew stabus of this connection  Change settings of this ¢
..,_ Local Area Connection 2
Htwork: cabbs
-K” Inkel(Fr) PROJ1000 MT Nebwork Con...
Internet Protocol Yersion 4 (TOP/TPy4) Properties
Metworking I Shu'ngl General |
Connect usng mmgﬂle&mumﬁwimmkmu
- - capabiity. Otherwise, you to ask your network administrabor
|= IntellR] PRO./1000 MT MNetwork Connection or b e
. ; - o —I Aol " Obtain an IP address automatically
E . 0% Lsa the Following IF address;
[ % Chent for Miciosolt Netwarks
il J=l Qo5 Packet Schedus IP address: |
“ grhwmu Shalrglm Wictasolt Hetworks Subnet mask: [
| bt DNS server address sutoma
(% Lse the Following DNS server addresses:
Preferred DNS server |
Akernabe DMS sarver [
Transmizson Control ProtocolIntesnet Probocol The dedaul
wade area netbeork, protocal that provides communication
acioss diverse inberconnected networks. [ validabe settings upon exk Ahvancad, |

[k Cancel
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45.2 Inside Interface

In this task you wililconfigure TCP/IP on the interface that conndtisvCenter server
to yourinside network ¢ontrol switchif physical server)

ip this task ifyou areusing the Singk#lomed networkingwhich does not use an
inside interfacé

Campus LAN
Outside
{" v Windows Server 2008 R2 64-bit
SQL Database
For
Dual Homed
and
VMware vCenter Secure+ Onr‘y
vSwitchO Network Network vSwitchl
(if virtual) Adapter Adapter (if virtual)
1 2

Please refer to thdlustration on the next page for the following tasks.

1. Onyour vCenter server, navigate to Network Connections.
a. Click on theStart Menu. In the search field entemetwork connections
b. Click orView network connections.
2. ldentify the inside LAN adapter on the Network Connections window.a
physical server,qu may temporarily unplug the inside LAN Ethernet cable while
viewing the Network Connections window to identify the inside adapter; the
corresponding Windows adaptevill transition from connected to not
connected. Reconnect the cable once you have identified the inside LAN adapter.
3. Rightclick on the Local Area Connection that connects to WiETLAB+ control
switchand selecRename Give an appropriate name suaBNETLABnsideso
that it is easily identifiable.
4. Right click on the Local Area Connection that connects to your NETdoaBol
switch (the inside LABdapter), then seledProperties
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5. Click oninternet ProtocolVersion 4(TCP/IR4) and then tick theProperties

button.

6. Click'Use the following IP address

7. Enter the vCenter server inside IP address and Subnet Mask.
a. The recommended IP address89.254.0.253
b. The subnet mask B55.255.255.0
c. The default gateway should be blank (not set).
8. Click'Use e following DNS server addressesLeave these settings blank (not

set).

9. ClickOKon all dialogs to finish complete the task.
10.0pen a command prompt and ping the NETt8&ver inside interface at to
verify that your inside vCenter interface can commutecan the inside network.

ping 169.254.0.254

[Gﬂ [E' - Control Panel - Network and Internat - Network Connections -

Organize ~  Desable this network device

Diagnose this connection  Rename this connection  Yiew status of this connection  Change settings of this

M SETLAE Inside Properties

Networking | Shaing |

Connact using:

| s IntellRR) PRO000 MT Metwork Connection 82
Thas connection uses the lollwng fems:

W % Chant for Microsoft Hetwaorks
o 005 Packet Scheduler
| J2 File and Printer Sharing for Miciozolt Networks

W i Intemat Prolocol Version 4 [TCPAPw)
T i Laper ECOYETY I ADDET Dievver
- Link-Layer Topology Discovery Responds:
o

Desciat -

Trararizzion Control Protocol/ntemet Piolocol The defaul
wide aces nebwork protocol that provides communecation
acioss diverss inberconnached networks.

General

You can get IP settings assigned automsaticaly I your network supports
this capability, Othenwise, you need to ask your network administrakor
Fﬂrﬂ'nq:pmpr‘.at,alpmhius

" Obtain an IF address automatically

1+ U the folowing IF address:
IP address:

Subnet mask:

[169 . 254 . 0 .53

B
Defauk gateway: |

| Obtain DNS senver address automatically

+ Use the: folowing DNS server addresses:
Prefermed DS sarver: [

Alternate DS sarver: |

[ walidate settings upan exit
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4.6 Installing VMware vCenter and Related Software

vCenter Server requires Windows Server 28284-bit. Please install this on your

virtual machine or physical machine depending on your setup. Makeadluoperating
system updates are applied before continuing. If you install vCenter Server on a virtual
machine, be sure to install VMware Tools before continuing.

4.6.1 Installing vCenter with Microsoft SQL Server 2008 R2 (Option 1 and 3)

This section is reamnmended forvCenterdeploymentsthat will exceed 50 virtual
machines If you are not exceeding 50 virtual machines, but plan to in the near future, it
is recommened thatyou use this section.

This setup is the same for botirtual vCenter (Qtion 1) and bare metal vCenter
(Option 3)installs. Please have your license key for Microsoft SQL Server 2008 R2
available. Microsoft SQL Server 2008 R2 must be installed and a database created
before installing vCenter Server. This section will assist ydairsetup.
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4.6.1.1 Configure Hostname and Create User Account

1. Before installation, you must set the hostname of the machine to something
identifiable. Click on th8tart Menu Rightclick onComputerand then click on

6/29/2012
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2. Under theComputemame, domain, and workgroup settingsction, click on the
Change settingéink.

Computer name, domain, and warkgroup settings

Computer name: WIN-FELUNTQOTIH [Bg'Change seftings

Full computer name: WIN-FZLUNTQOIOH

Computer description:

‘Workgroup: WORKGROUP

3. ASystem Propertiesindow will appear. Make sure theomputer Nameab is
selected and click th€hangebutton.

System Properties E

Computer Mame | Hardwarel Advancedl Hemotel

i L windows uses the following infarmation to identify your computer
o on the netwark.

Computer description: ||

For example: "l|S Production Server” or
“Buccounting Server',

Full computer name: WIN-F2ZLUMFRE19H
Wiorkgroup: WORKGROURP

Torename thiz computer or change ite domain or
warkgroup, click Change.

oK. I Caticel Aoply
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4. Clear theComputer Namdield and entervCenteror a unique name of your
choice. Click o@Kto save settings.

Computer Name;/Domain Changes Ei

“r'ou can change the name and the membership of thiz
computer. Changes might affect access to netwark rezources.
tMore information

Caomputer name:
Ivl:enterl

Full computer nane:

wCenter
bare.. |
kember of
£ Domain:
& Workgroup:
|WDF|KGFEEIUF'

Cancel |

5. You will be prompted with a window explaining you must restart your computer
to apply these changes. ClioK

6. Click close on th€omputer Namewindow. You will be prompted to restart
yourcomputer. CliclRestart Now.

7. You need to create sgladminaccount for starting SQL Server services. Click on
the Start Menu and rightclick onComputer. Click orManage

Open
F'&j‘ Manage I
¥ !

Ebwork,

Map network drive...

Cantral Panel Disconneck netwark drive. ..

Show on Deskiop

Dexvices and Pr Rename

Adrninistrative Properties

Help and Suppark

Rur. ..

3 All Programs windows Security

ISearch programs and files @J Lag off Pl
cow| B & 2 @
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8. Click onConfiguration>Local Users and GroupsJserson the left hand side

Rightclick in the white space below the listed users and dick &

create a new user.

File  Action View Help

E,= Server Manager

&= == H=

f,l;a Server Manager (WCEMTER)
5.' Roles
ﬁ;_'] Features
T Diagnostics
| =) Zffi Configuration |
{1} Task scheduler
ﬁ' ‘Windows Firewall with Adw:
{_‘tf Services
4 WML Conkrol
| ¥ Local Users and Groups
[ leers
| Groups
=5 Storage

Users 2 User{s)
Marme I Full Name
A pdrinistrator
f;_..Guest
Refresh
Export List. ..
Viess 3

Arrange Icons b
Line up Icans

Help

I S NX

9. OntheNewUserwindow, nthe Usernamdield, entersgladmin In the
Passwordield, enter a unique password for this account. It is strongly
recommended that you do not use the same password as yolministrator
account Confirm the passwordUncheckJser must change password at next
logonand put a checkmark next ®asswordnever expires ClickCreateto

continue.

New Liser

User name: ISqladmm

Full name: I

Description: I

PaSSWDrd: I.............

Confirn password; I"“"uouu|

E- Wsern must change pazsword|at next lagen I

[™ User cannot change password
||_7 Fagzzword never expires I
[™ &ccount is dizabled

Help |

| Cloze |

10. ClickCloseon the New Usemvindow.
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11. Confirm thesgladminuser shows up in the list of users. Close Sesver
Managerwindow.

4.6.1.2 Install Microsoft SQL Server 2008 R2

1. Pleasansert the Microsoft SQL Server 2008 R2 CD/DVD into the drive. If thisis a
virtual machine, attach the appropriate image to the virtual machine.

2. You may be prompted to install .NET Framework and update Windows installer.
ClickOKto continue.

Microsoft SQL Server 2008 B2 Setup E

I.-"'_"\-. 0L Server 2008 RZ setup requires Microsoft (MET Framework and

,.-' an updated Windows Installer ko be installed.

To enable the \MET Framework Core role, click 0K, To exit Setup,
click Cancel,

|

3. TheSQL Server Installation Centgimdow will appear. Click dmstallation on
the left hand side
4. Click orNew installation or add features to an existing installation.

%% SOL Server Installation Center

Mew inskallakion or add Features to an existing installation,

LH Launch a wizard to install 0L Server 2008 B2 in a non-clustered environment or to add features to
an existing SOL Server 2005 R2 instance,

Planning

Installation

Maintenance

H Meva 3L Server Failover cluster installation

Tools I
- Launch a wizard to install a single-node SQL Server 2008 R.2 Faillover clusker,
Resources
“f o Add node to a SOL Server Failover clusker
Advanced o & H‘\
u Launch a wizard to add a node to an existing SQL Server 2008 R.2 Faillover clusker,
Options

Upgrade from S0L Server 2000, S0L Server 2005 or SOL Server 2003

Launch a wizard to upgrade SQL Server 2000, SQL Server 2005 or SOL Server 2008 bo SOL Server
2008 R2,

kl Search for product updates

Search Microsoft Update For 3L Server 2008 B2 produck updates,
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5. SQL Server 2008 R2 setup will perform a series of checks on rules. When the
operation has completed, confirm all passed and cli¢kto continue.

%% S0L Server 2008 R2 Setup M= 3

Setup Support Rules

Setup Support Rules identify problems that might occur when you install SQL Server Setup support Files, Failures must be corrected
before Setup can continue,

Setup Support Rules Operation completed, Passed: 7. Faled 0. \Warning 0. Skipped 0.

Show details == | Re-run |

Wiews detailed report

6. You will be prompted to enter your Product Key. Note that if using a M&®ON
version or comparable, the key may already be entered. Qlkodtto continue.

7. Read the Microsoft Software License Terms. If you accept, click the checkbox net
to | accept the license termsClickNextto continue.

8. You may begin installing ti&etup Support FilesClicknstall to continue
installation.

9. Once the support files haveeen installed, another check is performed on setup
support rules. Confirm all passefYyou may get a warning on Windows Firewall.
This is ok.) Clid¥extto continue.

Operation completed, Passed: 10, Faled 0, Warning 1. Skipped 0.

Hide details << | Re-run |

Wiew detailed repork

Rul| Rule Status
@ Fusion Active Template Library (ATL) Passed
@ Unsupported 30U Server products Passed
@ Performance counter reqistry hive consistency Passed
@ Previous releases of SQL Server 2008 Business Inteligence Develop... | Passed
@ Previous CTP installation Passed
@ Consistency validation For SQL Server registry kews Passed
@ Computer domain contraller Passed
@ Microsaft .MET Application Security Passed
i | Edition Wowed platform Passed
@ Windows PowerShel Passed
A | Windows Firewall Warning

10.0n theSetup Rola&vindow, selectSQL Server Feature Installati@md clickNext

to continue.
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11.0n theFeature Selectiowindow, click orSelect All Then unchecRnalysis
ServicesaandReporting ServicesClick orNextto continue.

Features: Description:

stance Features Server features are instance-

Database Engine Services aware and have their own
S0L Server Replication registry hives. They support
] BT — multiple instances on a computer,

[ ]| Reporting Services
Shared Features

Business Inteligence Development Studio

Client Tools Conneckivity

Integration Services

Client Tools Backwards Compatibility

Client Taols S0

S0 Server Books Online

Management Tools - Basic

Management Tools - Complete

S0L Client Connectivity SDK

Microsaft Sync Framesork,
Redistributable Features

Select Al Unselect Al

12.0n thelnstallation Rulesvindow, confirm all rules passed and clN&xtto
continue.

13.0n thelnstance Configuratiowindow, leave the default setting of settings and
clickNextto continue.

14.0n theDisk Space Requirememtgdow, review the information and clidkext
to continue.

15.0n theServer Configuratiowindow, click theUse the same account for lBBQL
Server servicebutton.

Service Accounts | Callation I

Micrasoft recommends that you use a separate account For each SQL Server service,

Service | Account Mame Password Startup Tvpe

SqL Server Agent Manual j
SQL Server Database Engine Aukornatic j
SCL Server Inteqgration Services 10,0 | NT AUTHORITYiMetwork. .. Aukornatic j
SQL Full-text Filker Daermon Launcher | T AUTHORITYILOCAL 5., Manual

SCL Server Browser MT AUTHORITYLOCAL 5., Disabled j

I IJse the same account For all S0L Server services |I

16.A window will appear. Click N2 & & $oxtinue.
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17.0n theSelect User or Growpindow, enter thesgladminaccount you created
earlier and cliclCheck Name#o confirm the name. If found, the name will
change to the COMPIERNAMESsgladmin (i.e. VCENT&Rladmin) ClickOKto
continue.

7] x]

Select User or Group

Select thiz object type:

IUser, Graup, ar Built-in security principal Object Types...

From thiz location:
|VEENTEH

Locations. ..

Enter the object name to zelect [examples]:

CEMTER%agladrnin

Check Mames

ia:

Advanced... | Cancel |

.

18. Confirm theAccount Namédield is now filled and enter the password for that
account. Click o@K.

Use the same account for all SQL Server 2008 R2 services

Specify a user name and password For all 0L Server service accounts,
j Bromse, .. |

oK I Zancel |

Account Mame: Isqladmin

PaSSWDrd' I*************

19.0n theServer Configuratiowindow, locate theSQL Server Ageservice and
change theStartup Typeto Automatic. ClickNextto continue.

Service Accounts |CD||ati0n I

Microsoft recommends that wou use a separake account For each SOL Server service,

Service Account Name Password | Skartup Type

0L Server Agent sgladmin sessssseney,,,

30L Server Database Engine sgladmin sesswnsenws, ., |Automatic

0L Server Integration Services 10,0 | sgladmin ssesssssene,, , | Automatic j
3L Full-text Filker Daemon Launcher | NT AJTHORITY\LOCAL 5... Manual

0L Server Browser MNT AUTHZRITYLOCAL 5., Disabled j

20.0n theDatabase Engine Configurati@snndow, click on theAddX button.

21.0n theSelect User or Growpindow, enter thesgladminaccount and clickheck
Namesto confirm the name.If found, the name will change to the COMPUTER
NAMESsgladmin (i.eVCENTERgladmin). ClickOKto continue.
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Select User or Group

Select thiz object type:

IUser, Graup, ar Built-in security principal Object Types...

From thiz location:

|VI:ENTEF! Locatians... |

Enter the object name to zelect [examples]:
WYCEMNTE R zgladrin Check Mames

Advanced... | Cancel |

o

22.0n theDatabase Engine Configurati@nndow, click on theAdd Current User
button. You should see the account added in the list. Confiertwo accounts
are there and clicklextto continue.

Specify S0L Server administrators

sgladmin {sgladmin)
WCEMTER Adminiskratar {Administrakor) have |
the D

S0L 5

I Add Current User I Add. .. | Remove |

< Back | Mexk =

23.0n theError Reportingvindow, clickNextto continue.

24.0n thelnstallation Configuration Rulegindow, additional checks are performed.
Confirm all have passed and clMd&xtto continue.

25.0n theReady to Installvindow, review the information and click dnstall to
begin installation.

26.0n thelnstallation Progreswindow, you can follow the progress. This may take
some time depending on your hardware.

27.When the installation has completed, confiitwas successful and cli€koseto
exit the installation.

28.You may close thBQL Server Installation Cente@ndow.
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4.6.1.3 Create vCenter Database and ODBC drivers

1. Nextyou will use the Management Studio to create the vCenter database. Click
the Start Menu>All Programs>Microsoft SQL Server 2008 R2>SQL Server
Management Studio.

(=2 Internet Explarer (&4-bit) m—

= {
(28 Internet Explorer ‘ J
@ Mozilla Firefox \_)
windows Update
. Accessaries

Administrat
. Administrative Tools MnISErELar
. Maintenance
Dacuments
. Microsoft SQL Server 2008
. Microsoft SQL Server 2008 R2 |
. Cornpuker
L Import and Export Data (32-bit)
L Import and Export Data (64-bit) Mebwark

‘ﬂ 0L Server Business Inteligence Developm
| SOL Server Managernent Studio |
| Analysis Services

Control Panel

, Configuration Tools Dievices and Prinkers

, Documentation and Tukorials

. Inkegration Services Administrative Tools »
, Performance Tools

. Microsoft Visual Studio 2008 Help and Support
. Startup

. WMware Run. ..

4 Back Windows Security

I |search programs and files l!_ﬂ] Log off Dl
[ 7start -gj% by | @
i : 'H -_l_—I;IJ

2. IntheConnect to Servewindow click on the dropﬂown for theServer Name
fieldand clickon<NR gaS F2NJ Y2NBXHD

Microsoft*
ﬁ SQL Server2008R2

Server tupe: |Dalabase E higire: 'l

Server name;

Authentication:

IJzer name: IVEENTEH\Administratnr j

Pazzword: I

[ Bemember password

Lanmest I Cancel | Help Optiong »»
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3. OntheBrowse foiServersvindow, dickthe + sign next téntegration Services
and click the computer name you configured in secdof.1.1 ClickOKto
continue.

g Browse for Servers

Local Servers | Mebwork Serversl

Select the server to connect to;

| || Database Engine

: /a Analysiz Services

i| Feporting Services

{7 50L Server Compact Databases

El_l Integration Services
o &g /CENTER

I 0k I Cancel | Help |

4

4. OntheConnect to Servevindow, change th&erver Typdo Database Engine
ClickConnectto continue.

g Connect to Server E

Microsoft®

2 SQLServer2008Rr2

| Semver bype: IIntegratiDn Services j
: e

Reporting Services

S0OL Server Compact

Integration Services
T

Authentication:

Uzer name:

Fassword: I

™ Remember, password

I Connect I Cancel | Help | Optiong > |

5. UnderObject Exploreon the left hand side, click the + sign nexDatabases.
Rightclick onDatabasesind selecNew Databas&
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icrosoft SQL Server Management Studio
File  Edit  Wiew Debug Tools  window  Communiby Hel
Smewquery | [ [ 23 00 T | b |5 H & | B o

| Object Explorer

MNew Database. ..
3 Datab attach, .
[ Security
3 Server ob Restore Database. ..
[ Replication Restore Files and Filegroups. ..
[ Managerne
[ 0L Serve Start Powershell
Reports
Refresh

6. In theNew Databasevindow, enterVCENTER the Database Namdield. Click
OKto continue.
7. Confirm theVCENTE®atabase is listed undddatabasesn the left hand side.

.;,: Microsoft SQL Server Management Studio

File Edit ‘“iew Debug Tools ‘Window — Comnil
S New query | [Ty |l 5 o | [ |5 H &

Object Explorer

Conmect~ & 23w T (2] 5

=l Ld WCEMTER (S0 Server 10,50,1600 - WCENTERVA
SR atabases
[ Swstem Databases

Database Snapshoks
WCENTER
eCuriy

1 Server Objects
1 Replication

| Management

I_% 0L Server Agent

8. Rightclick on theVCENTERatabase and clicRroperties.

9. UnderSelect a pagen the left, selecOptions.

10.Change th&kecovery Modeto Simplevia the dropdown box. ClickKto
continue.

11. ExitMicrosoft SQL Server Management Studio.
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12.Next you need to create the ODBC drivers for VMware vCenter. Click on the
Start Menu>Administrative Tools>Data Sources (ODBC).

S UHULSL 11O Iy SEH S L
E Data Sources (QODEC) I

System Configuration

Task Scheduler

‘Windows Firewsall with Advanced Security

Zonkral Panel

Devices and Prinkers

‘Windows Memory Diagnostic

— \ s
- L
- j Motepad § AN 2] Everlt Viswer
| [ — . -
72D Internet Explarer Y= % oo e
_.#-En Local Security Policy
u SQL Server Management Studio Administrator I@\ Petformance Honter
‘5% i.l Security Configuration Wizard
. PP Docurments Tk Server Manager
gl Command Promp
L., Services
— Computer ]
'.,@ 56l Server Books Orline 52 Share and Storage Management
~ '—# Starage Explorer
Tekwork,
ea
[2¢]
B

Windows PowerShell Madules

3 b Windows Server Backup

Help and Suppark

Rur. ..

3 All Programs windows Security

I Search programs and files @J Lag off Pl
[ 7start % E uZ_UJ @
- Il I

13.0n theODBC Data Source Admsinator window, click on thé&System DSKab.
Click on thé R Rbtton.

14.0n theCreate New Data Sourgandow, click orSQL Server Native Client 10.0
source and clickinish.

6/29/2012 Page86 of 224



NID/G

Remote PC Guide for VMware Implementation Using ESXi versions 4.01 and 4.1 U2 with vCenter www.netdevgroup.com

15.0n theCreate a New Data Source to SQL Sevusdow, enterVCENTER the
Namefield. Enter your computename you set in sectiof.6.1.1(i.e. VCENTER).
ClickNextto continue.

Create a New Data Source ko S0L Server

Thiz wizard will help you create an ODBC data source that you can use ta

'E; connect to SOL Server.

w'hat name do pou want bo uze to refer to the data source?

fﬁﬂfServermaz

How do you want to describe the data source?

Dezcription: I

Wihich 510 2
Semver. [VCENTER 4

Firizh I Mest » I Cancel | Help |

16.2 KSy | BAwSHoud S®L Server verify the authentily G KS f 23AYy L5K.
leave the default settings and clilextto continue.

17. Click the box next t€hange the default database tand select CENTERom
the drop-down. ClicltNextto continue.

Create a MNew Data Source to SOL Server E

; ¥ Change the default database to;

fédeemrmez

I
[ Attach database filename:

¥ Use AMSI quated identifiers.
¥ Usze &MSI nulls, paddings and warnings.

< Back I IHeut » I Cancel | Help |

18.0n the next screen, leave the default settings and ¢tidshto continue.
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19.0n theODBC Microsoft SQL Server Setiqglow, clickthet Sad 5F GF  { 2 dzNOS X
button to check the database.
20.0n theSQL Server ODBC Data Sourcewiasgibw, confirm the tests completed
successfully and cliéBKto continue.
21.0n theODBMViicrosoft SQL Server Setwmdow, clickOKto continue.
22.0n theODBC Data Source Administrabandow, make sure th&’ CENTERata
source is listed with th&QL Server Native Client 10d@iver. CliclOKto
complete the setup.

4.6.1.4 Install vCenter with SQL Server 2008 R2 database

If you are installing vCenter on a physical machine, you can burn the .iso image to a DVD.
Insert the DVD into the CD/DVD drive.

If you are installing to a virtual machine, upload the image file to the ESXi datastore and
addthe/ 5 (G2 (GKS @ANIdzrf YIOKAYSQa /5k5+5 RNRDSc

1. Click thevCenter Servelink.

[% ¥Mware vCenter Installer
vmware

VMware vCenter”

Server 4.

Product Installers Explore media

yCenter Guided Consalidation

ySphere Client

yCemter Update Manager

v_enter Converter
Utility

Agent Pre-upgrade Check

m
5.
=

If prompted for a security warning, click &un.

Choose the setup language,9 y 3 fandIKKOK

On the Welcome page, clitlext

On the EndJser Patent Agreement pageiaddNext.

On the License Agreement page, seledt I ANBS (G2 GKS GSNya Ay
I 3 NB S wrfil flickslext.
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7. Onthe Customer Information page, enter your information. Inltieense key
field, enter the license key assigned to you when you downloadzhter
Server from the VMware-academy website and then clidlext.

8. On the Database Options page, seldst an existing support databasend
selectVCENTER (MS S@bjnm the Data source Name (DSMjop-down box.
ClickNextto continue.

9. Confirm the corret DSN and ODBC Driver are selected andkakto continue.

10.0n the vCenter Server Service page, enter the account password and confirm the
password. Clicklextto continue.

11.0n the Destination Folder page, leave the default and diekt

12.0nthevCerB NJ [ AY 1 SR a2 RS nCiditd e2stardaldnk \ASvare t S| @S ¢
@/ Sy i SN { SNB&d ahd/chiclldxty OS ¢

13.0n the Configure Ports page, leave the defaults and Sleoi.

14.hy GKS @/ SyGdSNI { SNIIS NI YWaf aoS YS2aNEE (L& S v nanS
and clickNext.

15.0n the Ready to Install the Program page, dhaitall. The installation will take
a few minutes to complete.

16.When the installation is complete, cli€knishto exit the wizard. Leave the
VMware vCenter Installer window open.
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4.6.2 Installing vCenter with Microsoft SQL Express (Option 2 and 4)

This section is for vSphere ESXi 4.1 U2 deployments thatotvékceed 50 virtual
machines

If you are istalling to a virtual machine (@ion 2), upload the image file to the ESXi
datastoS ' yR FRR GKS /5 (42 (KS @ANIdzZ f YI OKAYySQ:

If you are installing vCenter on a physical macli®gtion 4), you can burn the .iso
image to a DVD. Insert the DVD into the CD/DVD drive.

1. Click thevCenter Servelink.

[ ¥Mware vCenter Installer
vmware

VMware vCenter”

Server 4.1

a Product Installers Explore media
’v .
wenter Guided
¥Sphere Client
yiCenter Update Manager
wCenter Carwerter
Utility

Agent Pre-upgrade Check

Consolidation

m
=2,
=

If prompted for a seurity warning, click oRRun.

Choose the setup language,9 y 3 fandIKKOK

On the Welcome page, clitlext

On the EndJser Patent Agreement page, cligkext.

On the License Agreement page, seledt | ANBES (2 GKS GSN¥a Ay

I 3 NB S wrflglickBlext.

On the Customer Information page, enter your information. Inltieense key

field, enter the license key assigned to you when you downloaded vCenter

Server from the VMware-academy website and then clitlext.

8. Onthe Database Options pagée) 1 S MsiaNZBMiaiosoft SQL Server 2005
OELINB&a& Ayaildl yOS o67F2 NKkaedddarddcligkédt f S RSLI 28 Y

9. hy GKS @/ SydSNI { SNBSS NIS{ §NII A O Schek®dRXzytiEl @S
selected and clicklext

10.0n the Destination Folder pageave the default and cliddext

ook wn

~
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11.h vy

0KS @/ SydSNJ [ Ay SRCrea RSandalbjie VMwa@ LJ 3S 3
@/ Sy G4SN { SNB&ed ahd/chichldxty OS ¢
12.0n the Configure Ports page, leave the defaults and Slei.

13.0n the vCenter Server JVM Memdrdt 3 ST {aYSfftSO0GofaSaa GKFyYy mnn
and clickNext.
14.0n the Ready to Install the Program page, dhslall. The installation will take
a few minutes to complete.
15.When the installation is complete, cli€fnishto exit the wizard. Leave the
VMware vCenter Installer window open.

4.7

In this task, you install the VMware vSpher€lienton the vCenter server

1.

ok wN

7.
8.
9.

10.
6/29/2012

Install the vSphere Client on the vCenter Server System

In the VMware vCenter Installer window, cl8phere Cliento launch the

installation wizard.

[#) ¥Mware vCenter Installer
vmware

VMware vCenter”

Server 4.1

VMware Product Installers Explore media
wZenter Server
y_enter Guided Consolidation
yCenter Update Manager
wCenter Corverter

Utility
Agent Pre-upgrade Check

m
=2,
=

If prompted for a security warning, click &un.
Choose the setup language,9 y 3 fandIKKOK
On the Welcome page, cliclekt.

On the EndJser Patent Agreement page, clidkext.

hy GKS [AO0SyasS | Jkged 6 hetamsidithd iwensea St SO0  a

I 3 NB S ¥rfil ylickilext.

On the Customer Information page, enter your information, and then diext

On the Destination Folder page, leave the default and dliekt.

On the Ready to Install the Program page, dhskall. Thenstallation does not

take long to finish.
ClickFinishwhen the installation is complete.
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4.8

Install vCenter Converter

VMware vCenter Convert@an be used to import virtual machines from other VMware
production versions. Installation of this componenosional.

1. Click on therCenter Convertelink in the VMware vCenter Installer.

Ok wnN

N

6/29/2012

':_",-' ¥Mware vCenter Installer ;IEIEI
vmware

VMware vCenter”

Server 4.]

VYMware Product Installers Explore media
vizenter Server
vi_enter Guided Consolidation
vSphere Client
yi_enter Update Manager

venter Converter
Utility
Agent Pre-upgrade Check

M
==
=

If prompted for a security warning, click &un.

Choose the setup language,9 y 3 fand aligkOK.

On the Welcome page, clitlext

On the EndJser Patent Agreement pagelickNext.

On the License Agreement page, sel@diccept the terms in the License
A3 NEB S YangolickNext

On the Destination Folder page, leave defaults and &lekt.

On the VMware vCenter Server Information page, set3beverto the IP
addressof the vCenter Server. Set the username to local administrator on the
vCenter Server and the password for that account. Leav@tmnesetting to
default of port 80. Clicklext.

If an untrusted SSL certificate message appears, ¥ésto continue.
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¥Mware vCenter Converter ﬂ

"_-, w_enter Server server presented an untrusked S50 cerkificate and secure communication cannot be guaranteed. The

! server's Fingerprint is '19:64:69:E9:61: 26:07:99: 8F:BA: 1B:79:51:01 :90:60: 0B 9C: 56: 85,

If wou trust this server, Click "es' to continue, otherwise o',

10.0n the VMware vCenter Converter Port Settings page, leave the defaults and
clickNext

11.0n the VMware vCenter Converter Identification page, make sure the IP address
of your vCenter Server is selected and clickNeuxt.

12.0n the Ready to Install page, clioktall.

13.When the installation completes, cli¢knish.

14.ClickExitto close the VMware vCenter Installer.

4.8.1 Install and Enable the vCenter Converter Plug-in

If you installed vCenter Converter, you may also instalMDenter Converter Pluig.
This will enable you to use vCenter Converter from the vSphere Client.

1. Doubleclick the vSphere Client icon.

2. Atthe vSphere Client login screen, set the username to local administrator on
the vCenter Server and the password fioat account. Clickogin

3. Inthe menu bar of the vSphere Client, seletigins > Manage Pluins. The
Plugin Manager appears.

[': ¥CENTER-1 - ¥Sphere Client
File Edit Yiew Inwventory Administration |Plug-ins | Help

E L £y Home b &5 Inventnrl Eanage Plug-ins...

4. UnderAvailable Plugns, click theDownload and Installink, next to the entry
for vCenter Converter.
5. When the dowload completes, do the following:
a. Choose the setup languagenglishand clickOK
b. Onthe Welcome page, clitdext.
c. Onthe EndJser Patent Agreement page, clidkxt.
d. Onthe License Agreement page, selediccept the terms in the License
Agreement andclickNext
e. Onthe Ready to Install page, clloktall.
ClickFinishwhen the installation completes.
Verify that the vCenter Converter phig has a status dEnabledin the Plugin
Manager.

~N o
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Plig-in Mame | Yendor Version | Status
Installed Plug-ins

& w_enter Skorage Manikaring YWilware Inc, 4.1 Enabled
& wCenter Hardware Skatus YWiware, Inc, 4,1 Enabled
& w_enker Service Skakus Yilware, Inc, 4.1 Enabled
& Licensing Reporting Manager YWiware, Inc, 4,1 Enabled
& w_enker Converter Wiware, Inc, 4,2.0 Enabled

8. In the Plugn Manager, cliciClose
9. Close therSphereClient window.

4.9 Creating a Virtual Datacenter in vCenter

| Description

Skarage Manikaring and
Reporting

Displays the hardware skatus of
hiosks (CIM monitoring)

Displays the health skakus of
viZenker services

Displays license history usage
Converts physical and wirtual
rachines, and backup images ko
Whiware virtual machines,

In this sectionyou will create a virtual datacenter that will contain your ESXi host

systems and virtual machines.

1. Open the vSphere Client application

2. Login to the vCenter instance by entering the IP address of the vCenter server.
You may entelocalhostif you are accessing the vSphere client from the same

machine where vCenter is installed.

vmware

VMware vSphere”

Client

To directly manage a single host, enter the IP address or host name,
To manage mulkiple hosts, enter the IP address or name of a
wiZenter Server,

IP address | Mame: |I|:u:alh|:|st j

User name: |

Password: |

¥ Use Windows session credentials

Login Close Help

6/29/2012
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3. A security warning may appear. Check the box to indtaltertificate and click
Ignore.

Security Warnning

Certificate \Warnings

&n unkrusked S50 cerkificate is installed on "wcenter-1" and secure communication cannot be

guaranteed. Depending on vour security policy, this issue might not represent a security concern.
You may need bo install a trus‘ed g5l certiiicate an your server ko prevent this warning from

I AT I

Click. Ignare ko conkinue using the current S50 certificate,

Wiew Certificate | Ignore Cancel

[v Install this certificate and do not display any security warnings For "wcenter-1",

4. Verify that the Hosts and Clusters Inventory view is displayed in vCenter. You
should see the labéfiosts and Clusteyin the navigation bar.

= YCENTER - vSphere Client

File Edit Wiew Inventory Administration  Plug-ins  Help

@ E £y Home b &8 Inventory [I@ Haosts and Clusters
ET B

[/ | WCENTER YCENTER, vcenter-1 YMware vCenter Server, 4.1.0, 258902
Virkual Machines ! Hosts

6/29/2012 Paged5of 224



NID/G

Remote PC Guide for VMware Implementation Using ESXi versions 4.01 and 4.1 U2 with vCenter www.netdevgroup.com

a. Create a datacenterRightclickyour vCenter Server in the inventory,
then chooseNew Datacenter.

(% VCENTER - vSphere Client

File Edit Yiew Inventory Administration Plg-ins Help

E E Eﬁ Home b gf] Inventory [}@ Hosts and Cluskers

£ B
WCEMT™T,
lﬂ I— fj Mew Folder Ckrl+F
|EI Mew Datacenter % Chrl+D
Add Permission. .. Ckrl+P
it Add a host
Alarm e
Qpen in Mew Window, ., kAl nter Server
et up vCenter Server. ~
Rename
1 - ter.

b. Enter a datacenter name. The suggested nanNG$LAB

(%) VCENTER - vSpher® Client

File Edit “iew Inwventory  Administration  Plug-ins  Help

@ E Eﬁ Home b g Inwentory b@ Hosts and Cluskers
g B

= [ ENTER YCENTER, vcenter-1 ¥Mware vC
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4.10

Create Windows User Account and vCenter Role for NETLAB+

For improved securitywve recommend that you create separatéVNindows user
account and vCenter role thiNETLAB+ will use faccessing the vCenter system.

1. Create a new Windows user account on the vCenter server system that will be
used exclusively by the NETLAstem.
2. Click on thestartMenu and rightclick onComputer. Click orManage

Open
" ! Manage

ek,

Map network drive. ..

Control Panel Disconneck netwark drive. ..

Shows on Desktop

Devices and Pr Rename

Administrative Properties

Help and Support

Run. ..

4 all Programs

Windows Security

I Search programs and files

l[__‘]] Log off Dl

£ Tstart

|2 &5 @

3. Click onConfiguration>Local Users and GroupdJserson the left hand side

Rightclick in the white space below the listed users and dick &

create a new user.

Fil=  Ackion  View

Help

I S NX

F,: Server Manager

e smlc=HE

Tk Server Manager (YCEMTER)
f}.! Roles

i Features

]

@ Diagnostics
[= ] Configuration
() Task Scheduler
¢ windows Firesall with Adws
*-QE Services
=4 WHI Cortral
| ¥ Local Users and Groups
[ Geers.
| Groups
22 storage

6/29/2012

Users 2 User(s)
Mame Full Mame
B pdrrinistrator
f;- Guest
Refresh
Export List...
View 4

Arrange Icons
Line up Icons

Help
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a.

Q

Enter a unique user name of your choice in tlser name field. A secure
name is recommended here (not NETLAB).

EnterNETLARN the Full Name field. This will easily identify the account
but will not be used as a login credential.

Enter a secure password and confirm.

ChecK'Password never expirés

ClickCreate

New User ﬂ E

Uzer narne: I Enter unigue user name here

Full name: INETU’*B

Description:

PaSSWD[d: LA L Ll Ll L]y )]])

Confirm password: I-o-o-o-o-o-o-o-o-o-o

[ Wszer must change password at nest logan
[ User cannaot change password

W Password never expires

[ Account is disabled

After clicking the create button, you may find that the New User form
may be blank and the form does not close. The account was created;
simply clickCloseand the newly created account should appear in the
user list.

4. Create a vCentemnte for NETLABBY cloning the administrator role.

a. Open the vSphere client (if not already open from the previous task) and

login using administrator account.

b. ClickHomeat the top of the vSphere Client.

6/29/2012
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c. SelectRoles

(%! VCENTER - vSphere Client

File Edit Wiew Inventory .ﬁ.dministnn Plug-ins  Help

Q&

Eﬁ Horme

Inventory

Search

Admimztrabion

&

Roles

Management

i

Hosks and Cluskers W= and D
Templates

Sessions Licensing Sy

d. Right click on thé&dministrator role.
e. SelectClonefrom the context menu.

= YCENTER - ¥Sphere Client

File Edit Migw

Inventory  Adminiskration  Plug-ins  Help

& &

¢y Home b Gf Administration b & Roles

@"' &dd Role

Roles

Marne
Mo access
Read-only

@ Clane Rale

Usage: Administrator

- tj Datacenters
%ﬁ_ administrators

| Bdrminiskratar |

Add. ..

Yirtual machine p
Yirtual machine s

Clone |

Resource pool ad
Yiware Consolid
Dakasktore consun
Metwork, consure

b () WCENTER
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f. Change the new role name NETLAB

(% VCENTER - vSphere Client

File Edit Yiew Inventory Administration Plug-ins Help

Ed B | @y Home b Gl Adwinistration b 88 Roles b ) VCENTER

@"' add Rale @ Clone Raole

Roles Usage: Clone of Administrator
Mame This role is not in use

Mo access

Read-only

Administrator

Wirkual machine power user (sample)

Wirkual machine user (sample)

Resource pool administrator (sample)

YWiware Consolidated Backup user (sample)

Dataskore consumer (sample)

)]

rETLAE] T |
L

g. Add the NETLAB user created in Windows in 3ask
h. ClickHome at the top of the vSphere client.
I. ClickHosts and Clusters

(%! VCENTER - vSphere Client

File Edit Wiew Inventory  Adminiskrat

Q £y Home

Inventory
Search Hosks and Cluskers

j-  Rightclick on the vCenter stance.
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k. Click onAdd Permissiorfrom the context menu.

(%! VCENTER - vSphere Client

File Edit Wiew Inventory Administration  Plug-ins  Help

ﬁ @ @ Home b g Inwventory [ Eﬂ Hosts and Cluskers
e H

- () [WCENTER
5 MET| [ Mew Folder Ctrl+F
L:I Mew Datacenter Ckrl+Dr
Add Permission... k4P
Alarm i »
Open in Mew Window, . Chrl+alE+1 the Ho
ding a
Renarme celect

l.  Click theAdd button at the Assign Permissions dialog.

[ Assign Permissions

To assign a permission ko an individual or group of users, add their names ko the Users and Groups lisk below, Then
select one or more of the names and assign a role,

IJsers and Groups Assigned Raole
These users and groups can inkeract with the current Selected users and groups can interact with the current
object according bo the selected role, object according to the chosen role and privileges.
Marne Role Propagate |Reau:|-n:nnl':.-' ﬂ
- Al Privileges A
+ [ Alarms T

+-[] Datacenter

+-[] Datastare =
+-[] dvPort group
+- ] Extension
+-[] Folder

z

z

[ slabal
M Host

|

Description:  Select a privilege to view its
descripkion

fdd. ..

[v Propagate bo Child Objects

J
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m. Locate and select the newly created Windodest Sadd@unt you created
for NETLAB+ then cligidd.

Verify that the user name now appeadrsthe Users field.

0. ClickOK

(! Select Users and Groups _

Select users and groups to include in this role. ¥ou can also manually enter names and use the
Check Mames feature to validate wour entries against the directary,

=

Cromain: |liserver]| j

Isers and Groups

|Shn:|w Ilsers Firsk j | Search

Marne Description | Full Name A
auesk
- METLAR |
o SUPPORT soo94sal _M=Micrasoft Carporakion, L=Fedrmond, 5=, ..
‘g wadmin
@ Adrinistrators Administrators have complete and unreskrick, .,
@ Backup Operatars Backup Operators canoverride security reskr,,, %
- Add
by
sers: | -
Groups: |

Mote: Separate multiple names with semicolons,

Check Mames |

Ik Cancel

p. Setthe Assigned Role METLARB(this role was created in the previous
task).
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g. ClickOK

o Assign Permissions

To assign a permission to an individual or group of users, add their names ko the Users and Groups lisk below, Then

select one or more of the names and assign a role,

Ilsers and Groups

These users and groups can inkeract with the current
object according to the selected role,

Assigned Role
Selected users and groups can interack with the current
object according to the chosen role and privileges,

Marme Role Propagate

[—g - - MNETLAE Yes

add. .. Remaove

METLAE ﬂ
E

Administrator

YWirtual machine power user (sample)

Yirtual machine user (sample)

Resource pool administrator (sample)
YWMware Consolidated Backup user (sample)
Dakastore consumer {sample)

Mebwork, consumer {sample
w
. [A] Folder

+ Global
+- 1 Host b

Description:  Select a privilege to view its
description

v Propagate to Child Objects

Help

5. Exit the vSphere client.

6. Verify that the newly created Windows account credentials can be used to login

to vCenter.
a. Open thevSphere client.

(04 Zancel

b. UncheckUse Windows session credentials

6/29/2012
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c. Login using the user name and password that you specified when
creating the new Windows account for NETEAB

[ VMware v5phere Client
vmware

VMware vSphere”

Client

To direckly manage a single hosk, enter the IP address ar host name,
To manage mulkiple hosts, enter the IP address or name of a
viZenter Server,

IP address | Mame: |||:n:alhu:ust -
User narne: |.......4.... —
Password: |***********

[ Use Windows session credentials

Laain Close Help

If you can login to vCenter without an error, you have successfully created a new
Windows account and vCenter role for NETLAB.

If you cannot login using the new Windows account user name and password, please
recheck all setup tasks from this section.

The user name and password for this account will be registered in NETLAB+ in the next
task. Henceforth, the user name and password for the NETLAB account should only be
used by NETLARButomation; it should not be used for interactive vCenter logins

(except for troubleshooting purposes).
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4.11 Registering a Virtual Datacenter in NETLAB+
In this sectionyou will add vCenter datacenter(s) created in the last section to NETLAB+.

Login to the NETLAB administrator account.

Select Virtual Machine Infrastructure.

Select the Virtual Datacenter and Management Agents option.

Click theAdd Datacentetbutton.

Enter the required informatioffior the datacenter you have set up using the
vSphere Clienn the previous taskField descriptions are provided below.

ObhwbhPE

Thevalues for this form mayarybased on your local settings.

Virtual Datacenters and Management Agents

Admin Logout

Add Datacenter

Datacenter Hame | METLAB | (required)
Agent Hostname | | (reguired)
Agent Username | ||jrequiredj:
Agent Password | | (reguired)

show help tips []

(4 Add Datacenter | [53 Cancel

a. Datacenter Name:The exact name of theatacenteras registered in
vCenter(see the red box below)This will beNETLABf youused the
recommended name when adding a datacenter in vCenter.

(%) VCENTER - vSpher® Client

File Edit Yiew Inwventorw Administration Plug-ins Help

@ @ £y Home b gF Inwventory [ [E Hosts and Clusters

¢ H
- [l MCEMTER

| [ neTLag

YCENTER, vcenter-1 ¥Mware v
Datacenters

Getting Started
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c. Agent Hostname:This value is set tan IP addresses assigned to your
vCenter server. The address you should use depends on the networking
model you have chosen and will influence the path (outside or inside)
NETLABwill use to connect to the vCenter server. The following table
depicts which IP address you should use based on the model you

selected.

Network Model Management Path IP Address
Single-Homed OUTSIDE Campus LAN IP
Dual-Homed OUTSIDE Campus LAN IP
Secure+ INSIDE 169.254.0.253

d. Agent Username:Enter the username for thaccount created in section
4.10. This username will be used when NETLAB+ connects to vCenter.
e. Agent Password Enter thepasswordor the accountreated in section
4.10. This password will be used when NETLAB+ connects to vCenter.
6. ClickAdd Datacentetto complete the registration
7. Click theTestbutton to verifythat NETLAB+ can connect to vCenter sengémng
the settings you providedIf the test fails, recheck connectivity and your
datacenter settings

412  Setting the Database Retention Policy

The purpose of this section is to prevehetvCenter database from filling the hard disk
with unnecessary information.

Not changing this setting has shown that database sizes grow exponentially and
eventually cause vCenter to slow down and even becomerasponsive.

1. Open the vSphere client driogin using administrator account.
2. Click on thAdministration menu at the top and selestCenterServer Settings

[ZJ ¥CENTER - vSphere Client

File Edit Wiew Inventory® Administration § Plug-ins  Help

Cuskom Aktributes. ..
4 E4 £y Home
§| vCenter Server Settings... || =

+ Ek g
E’I J—l Role L
B .\-'ICENTER R .
[ mETLAB
Edit Message of the Day...

Expoark System Logs...

Export wZenter Converter Logs...
|
3. Click orDatabase Retention Policgn the left hand side. Click the box next to

Tasks retained foand enter a preferred number of days (NDG recommends 30
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days). Click the box next Events retained foland enter a preferred number of
days(NDG recommends 30 days). Cdkto save settings.

|J-_-T,J yCenter Server Settings B

Database Retention Policy
Haowe long should kasks and events be retained in vCenter database?

Llcehspg —Iv Tasks retained for
Skatistics

Funkirme Settings ISD 3: davs

Active Direcbory
GETl

SMMP —Iv Events retained for
Ports

Timeout Settings
Logging Options

30 5 days

|Use these options ta limit the growth of the database.

Do naot use these options iF you want ko maintain & complete histary of vCenker
tasks and events,

Advanced Settings

Help | Cancel |

4. Exit the vSphere Client.
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5 Adding ESXi Hosts to vCenter and NETLAB+

In this sectionyou will add your ESXi hosts to vCengard thenregister them in
NETLAB+.

Repeat the steps in this section for each ESXi host.

5.1 Adding ESXi hosts to vCenter

In this task you will@d the ESXi host servers into vCentenv8r for managemenand
license the servers using the license key you obtained in se2tibn

1. Log in to your vCenter Server system.
2. Doubleclickthe vSphere Client icon.
3. Atthe vSphere Client login screen, set the host namle@shost and then enter

the username and the passwarclickLogin
4. Verify that the Hosts and Clusters Inventory view is displayed. You should see the
labelHosts and @istersin the navigation bar.

File Edit “iew Inventory Administrabion  Plug-ins  Help

col B fy tome b g Inventory b [l Hosts and Clusters

¢ B
= G WCENTER YCENTER, ycenter-1 ¥Mware v
]_Il METLAB
ol W PR R Sy | TN
f:f Mew Eolder Chrl+F
B Mew Clusker... Chrl+L
[ addHost... Chri+H
E_T Mew Virkual Machine, .. Chrl+M

5. Add your ESXi host to tltatacenter
a. Rightclick theon the datacenter (NETLABhen chooséAdd Host The

Add Host wizard appears.
b. When prompted by the wizard, enter the following values. Qliektto

continue.
Fields Values
Host First ESXi host machine IP address
Username Root
Password gs4e)r configured password used during host setup (section
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C.

S ™o

When the Security Alert window appears, sel¥es

Security Alerk |

D Unable ta verify the authenticity of the specified host,
x,_*/ The SHAL thumbprint of the certificate is;

S0:78:50065:52:5F:06: 14 20 F9 28 C6:DhEX 77 5407:66:5E:45
Do o wish to proceed with connecking amwway?

Choaose "Yes" if wou krust the host, The above infarmation wil
be remembered until the host is removed From the inventary,

Choose "Ma" ko abort connecting to the hast ak this Fime,

Yes | Mo I

On the Host Information window, view the information and then click
Next

On the Assign License window, selEdter Key.

Enter the key you received from VMware in sectiba.

ClickNext.

On the Configure Lockdown Mode window, led&reable Lockdown
Mode unchecked. @kNext

On the Virtual Machine Location window, click on yN&ETLAB
datacenter. Clicklext.

On the Ready to Complete window, review the information given and
selectFinishto add the host.

In theRecent Taskpane at the bottom of the vSphere Client window,
monitor the progress of the task.

After the task is completed, maximize thNEETLARIatacenterand verify
that your ESXi host appears in the inventory.

6. Repeat these steps fgour other ESXi host servers.

After registering an ESXi host in vCenter, it should be managed through vC¥ater.
should no longer connedtirectlyto an ESXi host from the vSphere client.

6/29/2012
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5.2 ESXi Host Virtual Switches

A virtual switch(vSwitch)on the physical ESXi host bridgesvieen physical networks,
virtual machines, and the ESXi host kernel. Each vSwitch is an internal LAN,
implemented entirely in software by the ESXi kernel.

ESXi Host Physical
Switch

Kernel Port Virtual

VLAN 1 .
(Untagged) Switch

|

Portgroup
VLAN X

@ ki Physical
NIC

Portgroup .
VLANY

vCenter Server

i

ayra

i

Qdddaddddaddd

Your ESXi host(s) may connect to the outside network, inside network, or both
depending on thenetwork model you are using. The following table indicates which
virtual switches are used for outside and inside connections.

Network Model OUTSIDE vSwitch  INSIDE vSwitch
Single-Homed vSwitch0
Dual-Homed vSwitchO vSwitchl
Secure+ vSwitchO
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5.3 Verifying vSwitchO Configuration

vSwitchO is automatically created during the ESXi software installation (s&cHon

Using vCenter, confirm that networking on vSwitchO is properly configured (refer to the
red numbered items in the screen below):

1. vSwitchO is bound to the correct physical NIC (vmnic).

2. The physical NIC is connected and with correct speed/duplex.

3. The VMkernel port has the IP address you assigned when configuring your ESXi host.
The IP address should be one of the following:

a. A campus LAN address if your ESXi host connects to the autside

b. An address in the range of 169.254.0.241 to 169.254.0i2d4®ur ESXi host
only connects to the inside network.

File Edit View Inventory Administration Plug-ins Help

E @ E} Home I+ E'lj Inventory [ @ Hosts and Clusters fl=| Search Inventory
& +
& & Eh
@ - v ’ 10.0.0.139 VMware ESXi, 4.1.0, 260247
B B
- D 0 0.0.139 Getting Started | Summary | Virtual Machines | Resource Allocation | Performance JeLiL[IEiblin Tacks & Events
H 10.0.0.39
B Hardware View: ||virtual Switch| vNetwork Distributed Switch
Processors Networking Refresh  Add Metworking. ..
Memory
Storage . I
" Virtual Switch: vSwitch0 Remove... Properties..,
v Metworking
Storage Adapters Vi = Port Group Physical Acapters
51 WM Nehf ork @ ool —o EE} vmnicd 1000 Full (&
Network Adapters T ——
Advanced Settings o Management Network g 1 2
Power Management 3 k0 : 10.0.0.139

[IPSP— |
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54 Inside Network Configuration

In this sectionyou will perform the final setup of ESXi host inside networking. This
section only appés to networking configurations that connect the ESXi host(s) to the
inside network (see table below)lhis section describes various ESXi host networking
components. We recommend reviewing this section even if inside networking is not
used in your ESXbst configuration.

Networking Configuration Inside Networking

SingleHomed Networking No
DuatHomed Networking Yes
Secure+ Networking Yes

Repeat the setup tasks in this section for each ESXi host in your NE MGdhter.

publicIp CampusLAN Control Switches
: = Outsicle Inside Real Equipment
-4 = ({optional, Cisco NetAcad)
y - —8
I
e e AT CampusIP 169.254.0.254
1Gh/s
o
|
VMware vCenter
Campus Users CampusIP (T R R 169.254.0.253
1Gh/s
Campus|P =illnr 169.254.0.242
1Gh/s
System Admin ESXiHost 1
CampusIP 169.254.0.241
1Gh/s k
- Lemd (1GB/s if available)
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Three typesof network traffic can flow across the ESXi inside network connection
depending on the networking configuration.

1 Management traffic between vCenter and ESXi (VLAN1)

1 Remote display traffic (VLAN1)

1 Remote PC traffic between virtual machines and real equignéLANs 100
899)

The following diagram and table descréibe various components of inside networking
and will be referenced in later sections.

0 —=_— | O ==
-

ESXi Host Control Real Equipment
Switch Pod
Kernel Port vSwitch @

169.254.0.24X

Portgroup
VLAN 100
Inside
Physical
NIC

Portgroup
VLAN 101

169.254.0.253 vCenter Server

169.254.0.254 T
169.254.1.1

# Component Description
ESXi Host The physical server where, your virtual machines run.
2 Inside Physical NIC The physical network interface on the ESXi Host (1) that connects

virtual machines to the inside physical network.

3 vSwitch A virtual switch on the physical ESXi host that bridges between
physical networks (2,8,9), virtual machines (7), and the ESXi host
kernel (4). Each vSwitch is an internal LAN, implemented entirely in
software by the ESXi kernel.

4  Kernel Port A virtual network interface on the ESXi host (1) that provides
connectivity between the ESXi host kernel and other components
such vCenter (11).
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5  Virtual Network Adapter (VWNIC)

6  Port Groups

7  Virtual Machines

8  Uplink / Trunk

9  Control Switch

10 NETLAB+ Inside Connection

11 vCenter Server Inside
Connection

12 Real Equipment Pods

6/29/2012

A virtualized networking adapter inside of a virtual machine that
connects the virtual machine to a virtual switch.

A template for creating virtual network switch ports with a particular
set of specifications. A port group allows a virtual network adapter
(5) to be placed in a particular virtual LAN (VLAN). Port groups with
specific VLAN IDs to connect virtual machines to real equipment.

In NETLAB+, a virtual machine is a remote PC or remote server that
runs on virtualized hardware. Although the hardware is virtualized,
real operating systems and real application software can still be
used.

An uplink is a physical connection between ESXi Host (1,2) and a
NETLAB+ control switch (9). If you are interfacing with real
equipment pods (i.e. Cisco Networking Academy), your ESXi inside
physical interface and the control switch port to which it is
connected are configured in 802.1q trunk mode. Trunks allow
multiple virtual LANs (VLANS) to exist on a single physical
connection. VLAN assignments and the VLAN database on the
control switch are managed by NETLAB+.

A NETLAB+ control switch provides connectivity between the
NETLAB+ server, ESXi host servers, vCenter server, asynchronous
access servers, and switched outlet devices. Control switches are
not accessed by lab users.

An NDG supported control switch is required. See the NDG website
for a list of supported control switches.

The NETLAB+ server inside interface connects to a designated
reserved port on a control switch (9). The fixed addresses
169.254.0.254/24 and 169.254.1.1/24 are assigned to the inside
interface (these cannot be changed).

802.1q trunk mode should NOT be enabled on the control switch
port for this connection.

If you are using a physical server for vCenter, you server will
connect to a designated reserved port on a control switch (9).

802.1q trunk mode should NOT be enabled on the control switch
port for this connection.

Real lab equipment (optional) is connected to one or more control
switches (9).
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The following table summarizes the traffic types that will flover the ESXi inside
network.

Management Remote

Networking Configuration Traffic Display E}I'()ri:I?
(VLAN 1) (VLAN 1)

Single-Homed Networking n/a n/a n/a

Dual-Homed Networking No No Real Gear*

Secure+ Networking Yes Yes Real Gear*

* ESXi interfacand corresponding control port is configured as 802.1q trunk when
interfacing with real equipment.

5.4.1 Creating vSwitchl and Binding to Physical NIC

If your ESXi host is ddabmed (connected to both outside and inside networks), you
must create an insideirtual switch (vSwitch 1), bind a physical NIC to vSwitchl, and
create a VMkernel port for management traffic. These tasks are performed through
vCenter.

Login to vCenter using the vSphere client.

Navigate toHome > Inventory > Hosts and Clusters

Clickon the ESXi host to configure in the left sidebar.

Click on theConfiguration tab

Click orNetworkingin the Hardware group box.

Click on theVirtual Switchview button if not already selected.
Click onAdd Networking

NoOakwdhE

(%) VCENTER - vSphere Client 1 =)

Eile Edit View Inventory Administration Plug-ins Help

E E |E} Home b g8 Inventory D @ Hosts and Clusters

2 Eﬂ =| Search Inventory (%

E [ VCENTER 10.0.0.38 VMware ESXi, 4.0.0, 208167
= J_Il MNETLAB
D 10.0.0.36 Getting Started | Summary ' Virtual Machines ' Resource Allocation | Perfformance  Jebliglsnidb iy, Tasks & Events ' Alarms | Pe |
10.0.0.38] 3
a Hardware View: | Virtual Switch |Distributed Virtual Switch 4
Processors Networking ] Refresh | Add Networking...| Properties...
Memory 7
Storage A B i -
: ditch: wSwi emove.,. Properties...
+ [Networking | 5 Virtual Switch: vSwitch0
Storage .&.dapters Virtual Machine Port Group Physical Adapters =
[ TDA 10.0.0.0 NET 9. o BF vmnic0 1000 Full |52 i
Metwork Adapters prr—
Advanced Settings L1 Management Network g
Software vmkD0 : 10.0.0.38
Licensed Features

8. Add a VMkernel port to allow the ESXi host kernel to communicate with the
inside network. Select théMkernelradio button, then clickNext.
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(&) Add Network Wizard = | B

Connection Type
Metworking hardware can be partitioned to accommodate each service that requires connectivity.

Connection Type
MNetwork Access Connection Types
Connection Settings
Summary " virtual Machine

Add a labeled network to handle virtual machine netwark traffic.

* VMkernel

The WMkernel TCP/IP stack handles traffic for the following ESXi services: YMware YMotion, iSCSI, NFS,
and host management.

Help | < Back | Mext > I Cancel |

.
() Add Network Wizard =| &
VMkernel - Network Access
The VMkernel reaches networks through uplink adapters attached to virtual switches.
Connection Type Select which virtual switch will handle the netwark traffic for this connection. You may also create a new virtual switch
Network Access using the undaimed network adapters listed below,
Connection Settings
Summary * Create a virtual switch
V B vmnict 1000 Ful  None
- B vmric2 1000Ful  None
" use vSwitcho
I~ B vmnico 1000 Ful  10.0.0.1-10.0.0.254
Preview:

VYMkemel Port Physical Adapters
VMkernel g—B—cm vmnicl
Help | = Back | Mext = I Cancel |

9. Select thé'Create a virtual switch'radio button. The new switch will be named
vSwitchl.

10. Select thephysical NIC that will connect vSwitchl to the control switch. We
recommend using vmnicl for inside connections (vmnicO should already be
connected to the outside network).
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(%) Add Network Wizard - =&
VHkernel - Connection Settings
Use network labels to identify YMkernel connections while managing your hosts and datacenters.
Connection Tvpe Port Group Properties
MNetwork Access
= Connection Settings Metwark Label: |'u'MkerneI
IP Settings . . -
S VLAN ID (Optional): Mane {0) |
™ Use this part group for vMation
[ Use this port group for Fault Tolerance logging
| W Use this port group for management traffic |
Preview:
WMkerme! Port Physica| Adaptars
VMkernel Q-B—.w vmnicl
Help | = Back | Mext = I Cancel

11.Enter the port group properties as shown above.
a. Network Label'VMkernel" (default)

b. VLAN IDNone(0)(default)

c. Check option"Use this port group for management traffic

12.ClickNext

13.The VMkernel IP Connection Settings dialog appears (see next page).

6/29/2012

) Add Network Wizard — =Ll
VMkernel - IP Connection Settings
Specify YMkernel IP settings
i ‘('D . . .
Connection Type " Obtain IP settings automatically
Metwork Access & ) )
B Connection Settings * Use the following IP settings:
1P Settings TP Address: 169 , 254 . 0 | | 241 to 249
Surmmary
Subnet Mask: 255 L 255 . 255 . 0
VMkernel Default Gateway: Edit...
Preview:
WMkamel Port Phiysical Adaptars
VMkernel g vmnicl
169.254.0.
Help | % Back | Mext > I Cancel |
.
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14.Enter a unique inside IP address and subnet mask from the following table.

Inside Interface
ESXi Server 1 Inside
ESXi Server 2 Inside
ESXi Server 3 Inside
ESXi Server 4 Inside
ESXi Server 5 Inside
ESXi Server 6 Inside
ESXi Server 7 Inside
ESXi Server 8 Inside
ESXi Server 9 Inside

IP Address

169.254.0.241
169.254.0.242
169.254.0.243
169.254.0.244
169.254.0.245
169.254.0.246
169.254.0.247
169.254.0.248
169.254.0.249

Subnet Mask

255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0

No changes tthe VMkernel Default Gatewasetting should be necessaryf your

server has an outside connection, this should already be set to the default gateway on

your campus LAN. If your server only has an inside coimmg¢he gateway should be
0.0.0.0 (not set)there is no offnet router/routing on the inside networlby design

15. ClickNextto continue.

6/29/2012
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16. Confirm that vSwitchl appears as follows (IP varies for each host).
a. VMkernel port (vmk1) has correct IP address.
b. vSwitchl is bound to physical adapter (vmnicl)
c. Physical adapter is up (speed and duplex are detected)

Virtual Switch: vSwitch1 Remaove... Properties...
WMzl Port Physical Adapters
L3 vMkernel g o Bf vmnicl 100 Full L
vmkl: 169.254.0.241

A ¥ mark displayed near the Physical Adapter indicates that the connection has not yet
been physically cabled or the correspondountrol switchport is shut down.

Virtual Switch: vSwitch1 Remove... Properties...
VMkemel Port Physical Adapters
(2 VMkernel e B vonict 100 Full 3
1: 169.254.0.241

Interface Down
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5.4.2 Configuring Control Switch 802.1q Trunk Ports

To allow virtual machines to communicate with real equipment podsfigure 802.1q
trunk mode on all control switch ports connecting to y&®Xi insidemnics. In
addition, all uplinks between control switches must also be 802.1iksu

You must console into the control switches to perform this actidhe control switch
console password i®uter. The enable secret passworcisca These passwords are
used by NETLAB+ automation and technical supjudase do not change them

interface x/x
description inside connection for ESXi Server
switchport mode trunk
switchport nonegotiate
no switchport access vlan
no shutdown

N —
| _PDDDD & & &é&él U0ogoggoog O
(R e

6&]&1&1&&&& 00000000 00000000 wo

Control Switch 2

00000000 00000000

Control Switch 1

@ interface x/x ;-3'1
iy

switchport mode trunk =~

switchport nonegotiate
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After you have configured theontrol ports forESXi inside host connemtis and inter
switchuplinks, verify that the ports araip andoperating in trunk mode.

1. Verify each ESXi host control port and irsgvitch uplink is connected and line
protocol is up. Substitute the designated interfaces names for x/x.

netlab -cs1# show interface X/X

x/x is up, line protocol is up (connected)

2. Verify each ESXi host control port and insgvitch uplink is operating in 802.1q
trunk mode.

netlab -csl# show interface trunk

Port Mode Encapsulation Status Native vlan

XIX on 802.1q trunking 1
X/IX on 802.1q trunking 1
XIX on 802.1q trunking 1
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5.4.3 Connecting Virtual Machines to Real Equipment Pods

This section discgss the configuration of nevorks to communicate between virtual
machines and real lab devices in the topoloiyou can skip this section if your virtual
machines do not need to communicate with real lab equipment.

or—=——_| O ==
-

ESXi Host Control Real Equipment
Switch Pod
Kernel Port vSwitch D @
0 &— U pr
-
169.254.0.24X ' ! =
-
G Portgroup D
VLAN 100
— Inside D
vm
o % Physical
NIC D
O O
Portgroup s
VLAN 101 anl 802.1q
= 169.254.0.253
o = e vCenter Server
J f”" O
169.254.0.254 e
169.254.1.1 o — i

Virtual machines [7] running on an ESXi host talk to real eggim pods [12] using port
groups [6], the inside virtual switch [3] and control switches [9]. Inside networking is
always used for this purpose. In the last two sectidng.land5.4.2), you established
an inside network connectioand configured02.1q VLAN trunking on the link
connecting o your control switch [8].

A real equipment pod may have one or more networ882.1q virtual LANs (VLANS) are
the glue that binds virtual machines [7] and real equipment [12] with the proper pod
networks. Auniqueset of VLAN identifiers for each pahautomaticallyallocated by
NETLAB+ and programmed into the control switches [9] by NETLAB+ when the pod is
created. Port groups [@re assigned to a specific VLAN ID, therlywing virtual

machine network adapters [5] to b@aced in a specifi¢LAN
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As of version 2011.R2, NETLAB+ will automatically setup and teardown VLAN based port
groups on the inside vSwitch on NDG standard pods.

Automatic network setup on NDG standard pods occurs when a pod is reserved.
Automatic network teardown on ND&andard pods occurs when a reservation
completes. These features are enabled by default but can be disabled on a per pod
basis.

Refer toAppendix Aor pods that require manual networking, such as custom pods.

5.4.3.1 Creating a Real Equipment Pod

Creating a real equipment pod in NETLAB+ should be done first. This will automatically
generate the required number of VLANS for the selected pod type aalddhose VLANS
to the control switches. This should be done before ESXi host networking is configured.

Login to the NETLAB+ administrator account.

SelectEquipment Pods

Click theAdd a Podbutton at the bottom of the page.

Select the desireg@od type. Only pod types that udeoth real ldb equipment

and remote PCs are relevant to this sectiddur examples @sthe Multr

purpose Academy Poahich contains 3 routers, 3 switches, and 3 remote PCs.
5. Completethe New Pod Wizard Please refer to th&lETLABAdministrator

Guide NDG website podeecific web pages, and NDG pgdides for pod

specific installation instructions.

PR

After the pod is crated, you will be placed in the Pod&hagement page. You will
notice that all virtual machineareinitially ABSENT. You will add virtual machines to the

pod later.

5.4.3.2 Determining the Base VLAN and VLAN Pool

This is now an automated task for NDG standard @=dSIETLAB+ versi 2011.R2.
Refer toAppendix Aor manual networking setup guidance for custom pods or pods
that do not support automatic netwding.

5.4.3.3 Creating Port Groups for Pod VLANSs on the Inside Network

This is now an automated task for NDG standard pods as NETLABH 2éxkl.R2.
Refer toAppendix Aor manual networking setup guidance for custom pods or pods
that do not support automatic networking.
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5.4.3.4 Increasing the Inside vSwitch Port Count

By defaulta vSwitch is provisioned witt virtual ports. This means that 56 virtual
network adapters can be connected to the virtual switch, regardless of which port group
the adapter is connected. For most NETLAB AE setups, this is sufficient for the inside
vSwitch. For large NETLAB PE setups or systems with custom real equipmenbpods, y
may need to increase this value to accommodate more virtual machine connections to
the inside vSwitch.

This discussion applies to virtual machines that are part of real equipment pods. Pods
that contain only virtual machines are usually placed on sa&ggavSwitches that do not
connect to the inside network / real equipment.

To calculate the number of inside vSwitch ports required on a particular ESXidabst, a
up thenumber ofvirtual machines in real equipment potisat are assigned to the host.
Thisisthe number of virtual ports required on the inside vSwitch (assuming one
connection per VM). If this number exceeds 50, you should select the next highest port
count setting (120). In special cases, an even higétting may be required. Note: 50

is not an error 6 extra portswere subtracted (from 56) to allovor VMkernelports and

other possibleconnections.Higher port counsettingsconsume additional host

resources, so you should set this value to the Isty@ossible setting that provides

enough ports for every virtual machine connectinghe inside vSwitch

There is no warning when the number of virtual ports is exceeded and the problem is
not obvious. Some of the virtual machines will fail to commat@dor no apparent

reason. The only clue may be a disconnected network status from the guest operating
system.

The following procedure is used to increase the number of virtual ports on the inside
virtual switch. The same procedure can be used on &tyaV switch should the need
arise.

Login to vCenter using the vSphere client.

Navigate toHome > Inventory > Hosts and Clusters

Click on the ESXi host where the pod's virtual machines will run.

Click on theConfiguration té.

Click orNetworkingin the Hardware group box.

Click on theVirtual Switchview button if not already selected.

ClickPropertieson the INSIDE vSwitch. The inside vSwitch is the one that is
connected to the control switch (typically vSwitchO if single homed, vSwitchl if
dual homed).

NogabkwhpE
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r
@ VCENTER - vSphere Client 4

.:.Elg

File Edit View Inventory Administration

Plug-ins Help

g [10.0.0.38

3

|@ Home b gf Inventory b [E Hosts and Clusters

= @ VCENTER
NETLAB

B 10.00.36

10.0.0.38 VMware ESXi, 4.0.0, 208167

Getting Started

Summary ' Virtual Machines

Hardware

Processors

Memary

Storage
5
Storage Adapters
Metwork Adapters
Advanced Settings

Software

Licensed Features

Time Configuration

DS and Routing

Power Management

Virtual Machine Startup,/Shutdown

2

Resource Allocation

View:

Networking 6

Virtual Switch: vSwitch0

Virtual chine Port Group
3 TDA 10.0.0.0 NET
WMk Port

L3 Management Network
vmk0 : 10.0.0.38

Virtual Switch: vSwitch1

‘WMkermea! Port
53 VMkemnel

8. Click on therSwitchconfiguration item.
9. Click theEditbutton.

6/29/2012

Performance

Distributed Virtual Switch

Configuration

Remove...

= Physi

58 = Search Inventory

Tasks & Events

Refresh  Add Metworking. ..

Adaprars

EB vmnicd

~
[
o
[4#]

2
=
4]

=
2]
o
m
=

w
=)
&
=
n

Remaove...

Adaprers

BB vmnicl 100 Full | §3 m

Alarms | Permissions

Properties...

»

-
@ wSwitch Properties

Forts |Network Adapters I

Configuration

| Summary

vSwitch

56 Ports

Add...

g Management Net... VMotion and IP ...

Edit...

—wSwitch Properties

Mumber of Ports:

r—Default Policies
Security
Promiscuous Mode:
MAC Address Changes:
Forged Transmits:
Traffic Shaping
Average Bandwidth:
Peak Bandwidth:
Burst Size:
Failover and Load Balancing
Load Balancing:
Metwork Failure Detection:
Motify Switches:
Failback:
Active Adapters:
Standby Adapters:
Unused Adapters:

Reject
Accept
Accept

PortID

Link Status only
Yes

Yes

wmnicl

None

None

- |
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La hl
@ vSwitchl Properties ﬁ

General |Security I Traffic Shaping I NIC Teaming I

Virtual Switch Properties

Mumber of Ports: 55 j

& Changes will not take effect until 364 * petarted.
243 _
504 =
1016
2040 —
4088 i

USE LOWEST VALUE THAT WILL ACCOMODATE INSIDE VIRTUAL MACHINES

QK I Cancel | Help

10.Increase the number gdorts, but not higher than needed.
11.ClickOK

The ESXi host must be restarted for the change to take effdake sure there are no
active NETLAB+ reservations tha#fiectthis host, or virtual machines running on this
host as user work may be affected.

12.Right clickon the ESXi host in the left sidebar to activate the context menu.
13. SelectReboot

(&) VCENTER - vSphere Client

File Edit View Inventory Administration Plug-ins Help
| £y Home b g8 Inventory b [l Hosts and Clusters
EN ] ENTER 10.0.0.38 VMware ESXi, 4.0.0, 208167
= [y METLAB
E 10.0.0.36 Getting Started | Summary | Virtual Machi
10.0.0°=
EHEEJ Mew Virtual Machine... Ctrl+M
& MNew Resource Pool... Ctrl+Q
% Mew vhpp... Ctrl+ &
Disconnect
E Enter Maintenance Mode o
Add Permission.., Ctrl+P fiapters
Alaren 5 idapters
Settings
Host Profile »
% Shut Down
B1 Enter Standby Mode atres
Eﬁ Reboot jouration
til
%] PowerOn P .
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5.5 Creating a Safe Staging Network

Most virtual machines in your pods wiyipicallybe equipped with one or more virtual
network adapterswhichare used to communicate with other peer devices in a pod,
such asother virtual machines or real networking equipment (Cisco Netacad).

Virtual switches and podroups form networks that interconnewirtual machines and
real equipment. These etworksare created on each ESXi host in one of two ways:

1 Automatic Networking. Many NETLAB+ virtual pods support automatic
networking. When a pod is activated, NETLAB+ will create the necessary virtual
switches and port groups, and bind the virtual networlapters automatically.

1 Manual Networking For pods that do not support automatic networking, the
VMware administrator will create virtual switchea@port groups, and bind the
virtual network adapters using the vSphere client.

When creating new virtuahachines, the vSphere client widlquire andprompt for an
existing network to place the virtual machine. If a network has not been created yet
using automatic or manual networking, this creates a dilemamavhat network should

| place my virtual machine in the mean time? The default value is usually the network
connecting to youcampus LAN. his is a potential secity risk and should be avoided,
unless you want the VM to have temporary access to the campuwganktor Internet

for the purpose of software installation and patches.

Asafety netis a safe staging network where you can temporarily connect your \tVs.
consists of a virtual switch and port group that is not connedtedny other networks
(virtual or real). Should the virtual machine be poweréid traffic will be confined to

the safety net.This ensures that the virtual machine will not pose a security risk to your
campus LAN or interfere with other podsntil it is relocated to its final netwé& via
automatic or manual networking

To create thesafety neton each ESXi host, repeat the following steps:

Login to vCenter using the vSphere client.

Navigate toHome > Inventory > Hosts and Clusters

Click on the ESXi host to configure in the lefebar.

Click on theConfiguration tah

Click orNetworkingin the Hardware group box.

Click on theVirtual Switchview button if not already selected.
Click onAdd Networking

NoohkwhpE
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;
(3 VCENTER - vSphere Client 1 = E) [z

File Edit View Inventory Administration Plug-ins Help

@ |1’Q Home b g Inventory b [l Hosts and Clustersl 2 |

[ [& VCENTER 10.0.0.38 VMware ESXi, 4.0.0, 208167

B NETLAB

E 10.0.0.36 Getting Started ' Summary ' Virtual Machines ' Resource Allocation ' Performance EeGliilMEully . Tasks & Events ' Alarms ' Pe

10.0.0.38] 3
= Hardware View: Distr’lbuted\l"lrtual_'-'nw'ltch 4
Processors Networking B Refresh | Add Net ..| Properties...

Search Inventory | Q |

55 -

Memary T
Storage ol
2 Remove... Properties...
[ictnoring | 5
Storage Adapter ! ! =
2es AoEREE 51 TDA 10.0.0.0 NET (o] E@ vmnicd 1000 Full | ©3

Network Adapters

VMkamel Port
Advanced Settings 7 Management Network e.
vmki : 10.0.0.38

Software

Licensed Features

8. Select theVirtual Machine connection type and clickext.

(&) Add Network Wizard = | &l

Connection Type
Metworking hardware can be partitioned to accommodate each service that requires connectivity,

Connection Type

Network Access — Connection Types
Connection Settings = N
Summary Virtual Machine

Add a labeled network to handle virtual machine network traffic.

' vMkernel

The VMkernel TCP/IP stack handles traffic for the following ESXi services: VMware VMotion, iSCSI, NFS,
and host management.

Help | < Back | Next = I Cancel

9. Select theCreate New Virtual Switchadio button.
10. UNCHEC#Hny vmnics under the radio buttgmhisvirtual switchshouldnot be
bound to any real network adapters on the ESXi host

() Add Metwork Wizard =

Virtual Machines - Network Access
Virtual machines reach networks through uplink adapters attached to virtual switches.

Cannection Type Select which virtual switch will handle the network traffic for this connection. You may also create a new virtual switch
Network Access using the undaimed network adapters listed below.

Connection Settings -~
Summary * Create a virtual switch Sp etwarks

m |

[ B vmnic3 100 Full 192,168.1,4-192,168.1.4

" Use vSwitch0 Spi e ]
[~ B vmnico 1000Fdl  10.0.0.1-10.0.0.254

 Use vSwitchl Speed etworl

[~ B vmnic1 100 Full None
© Use vSwitch2 Speed etworks

I~ B vmnic2 1000 Full  MNone ik
Preview:

= Port Group Physical Adapters
Wirtual Machine Netwark QB-ND adapters

Help < Back | Mext = I Cancel
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11.Enter 'SAFETY NEIh the port group's Network Label property.
12.ClickNext

(@ Add Netwark Wizard (=] & ]
Virtual Machines - Connection Settings
Use network |abels to identify migration compatible connections common to two or more hosts,
Connection Type Port Group Properties
Metwork Access
Connection Settings Netwark Label: SAFETY NET |
- v
SHmmary VLAN ID (Optional): ~]
Preview:
Virtual Machine Port Group Physical Adapters
SAFETY NET QD No adapters
Help | = Back | Mext = I Cancel |
A

13. Confirm that a new vSwitch and port group nant@8FETY NEppears in the
ESXi host's network configuration.

Virtual Switch: vSwitché Remove... Properties...
Virtual Machine Port Group Phiysical Adapters
1 SAFETY NET QD Mo adapters

SAFETY NET may now be used as a safe temporary network location for new virtual
machines. New virtual machine creation will be discussedanse’.

Tip. The safety netork is an ideal plac® bind the network interface(s) of master

virtual machines. Automatic networking witle bind network interfaces oloned VMs
to their runtime networkswvhen their respective pods are started.
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5.6 Adding ESXi hosts in NETLAB+

In this sectionwe will add the virtual machine host servers in your datacenters to
NETLAB+.

Login to the NETLABw#ministrator account.

SelectVirtual Machine Infrastructure

SelectVirtual Machine Host 8rvers

dick Add Host

If you have more than one datacenter defined, you will be prompted to select a
datacenter. NETLAB+ scans tHatacenter to discovenosts. Hosts that have

not been registered in NETLAB+ are display®elect the host you wish to add

by clicking on the host name.

OhwNPE

Virtual Machine Host Servers

Admin Logout

New Virtual Machine Host
Select the host from datacenter “sw s that you wish to add.

Host Name Vendor System CPU Model # CPU|Memery  Connection State
10.0.0.13%  |VMware, Inc. |VMware Virtual Platform | Intel{R} Xeon(R) CPU ES520 @ 2.40GHz 2 2GB CONNECTED

3 cancel

Virtual Machine Host Servers
Admin Logout

Edit Host 10.0.0.38

HostName 10.0.0.38 EXAMPLE ADDRESSES

Datacenter Name NETLAB /
Outside IP Address  10.0.0.38 |
Inside IP Address | 169.254.0.241 -l

Inside vSwitch Name ‘ vSwitch1

Communication Path | @ gytside network

© inside network

Proactive Resource Awareness ‘ 1 enable feature on this host

show help tips [

(4 Update | [£3 Cancel

6. Enter the settings for this host based on the networking model you have chosen.
The table below shows typical settings.
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Networking Model Outside Address Inside Address vlg\i/ii?gh Commpuar;Lcation
Single-Homed Campus LAN IP address Not set Not applicable Outside
Dual-Homed Campus LAN IP address  169.254.0.X vSwitchl Outside

Secure+ Not set 169.254.0.X vSwitchO Inside

Host Name. The IP address or fully qualified domain name of the ESXi host. This should
be the same value entered in vCenter for the host name.

Outside IP AddressThe IP address of the ESXi host outside interface. Leave blank for
the Secure+etwork model.

Inside IP AddressThe IP address of the ESXi host inside interface. Use the "not set"
option for singlehomed networking.

Communication Path.This setting determines the network path that is used for remote
display connections (proxieby the NETLAB+ server).

If you choose inside, the Inside IP Address setting must be valid (i.e. you have completed
the tasks in sectio®.4.1).

Inside vSwitch NameThis is the name of the virtual switch that connects to your
control switchas showrin section5.4. This is typically "vSigh1" for dual homed
networking and'vSwitchQ" for Secure. Leave this setting blank for singlemed
networking (which does not connect to a control switch).

The inside virtual machine name is case sensitive and must be entered exactly as shown
in vCener. This setting must be correct to use automatic networking on real equipment
pods (i.e. MAP, CRP, BRPV2).

Proactive Resource AwarenesS§ee the next section for details.
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57 Proactive Resource Awareness

Proactive Resource Awareng®RApllows you taime-share virtualization servers
using the NETLAB+ scheduleRARs designedith 3 goals in mind.

1. Ensure a quality lab experience for all trainees by reserving CPU and memory
resources on VM servers at the scheduled lab times. This proagbnesignts
the VM servers from becoming overloaded and unresponsive.

2. Increase the number of trainees that you can run through your training programs
by spreading out the trainee lab sessions over time.

3. Reduce costs of your training programs by using fevirtnalization servers.
For each VM server in your inventory, you may set 3 limits.

i Total number of active virtual machines
9 Active number of virtual CPUs
1 Active maximum memory usage

With these limits defined, the scheduler will proactively managestevers CPU and
memory resources. If scheduling a particular pod would exoeedof the setimits in a
30 minute time slot, the pod cannot be scheduled at that time #rallimitationwill be
clearly indicated on the scheduler.

PRA is enabled in Virtullachine Host Servers on a per host basis. YowoahlePRA
when adding a host or editing the host settings of an existing host.

Administrator Account > Virtual Machine Inventory > Virtual Machine Host Sesver

The values you set for PRA will depemdyour host server specifications and the types
of workloads that you run on your servers.

Proactive Resource Awareness is a scheduling algorithm basedr&load forecasting;
it does not monitor real time workload. PRA assumes that all virtual mahumaing
on a host server arenderthe control of NETLAB+;does not account for VMs that are
powered on independently of NETLAB+.
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Virtual Machine Host Servers

Admin Logout

Edit Host

Host Name

Datacenter Name

Outside IP Address
Inside IP Address [~

Communication Path

Proactive Resource Awareness enable feature on this host

Maximum Running VMs enable this limiter
40 |wrtual machines {(max)

Maximum Virtual CPUs | [7] enable this limiter
64 |wirtual CPUs (max)

Maximum Memory Usage enable this limiter
73600 | Megabytes (max)

show help tips ]

() Update | | [E3 Cancel

9 Proactive Resource Awarenes€heck this box to enable PRA on this host.
Uncheck the box to completely disalidRA on this host.

1 Maximum Running VMs.To set the maximum number of virdl machines that
can be scheduledt one time on this host, che@nable this limiterand set the
number of virtual machines.

1 Maximum Virtual CPUsVMware ESXi supports VMs witiore than one virtual
CPU (vCPU) and Symmetric Multiprocessing. Virtual machines with more than
one vCPU typically use more processing power on the host than VMs with only
one vCPU. The number of vCPUs assigned to a VM can be seen when viewing
the Virtud Machine Inventory table in NETLAB+. By setting Maximum Virtual
CPUs, you can achieve more granular control over CPU resources. eGaklek
this limiter and set the number of virtual CPUs that can be running at one time.

1 Maximum Memory Usage.This setting limits the amount of memory (in
Megabyteg that can be scheduled for VMs at one time. It is based on the
memory assigned to the virtual machines when the VM was created. It does not
include overhead memory required for the VMs or the hadsar best
performance, this value should not be set higher than the physical memory on
the host. If you are setting up a host server for the VMware ICM v5.0 course,
number should be set to 122880 Megabytes.
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6 vCenter Update Manager

Depending on the instaltion method you selected in secti@h6, please choose the
appropriate subsection below.

You will need to perform updates if you installed ddey version of ESXi on your host
machines (i.e. ESXi 4.1 or ESXi 4.1 U1).

NETLAB+ requires you to Us8Xi 4.1 U2. This section will assist in making sure you are
at the appropriate version.

VMware vCenter Update Manager requires Internet access to update ESXi hosts. If you
do not have Internet access on your vCenter Server machine, there are ways to
download the patches from VMware.

Refer to theVMware vCenter Update Manager Installation and Administration Guide
from VMware for more information.

VMware vCenter Update Manager helps the administrator keep VMware components
up to date. In this section, you will be installv@enter Update Manager and perform
updates to assure you are at the correct patch level for NETLAB+ operation.

If you are installing vCenter Update Manager on a physical machine, you can burn the
vCenter Server .iso image to a DVD. Insert the DVDhet&€D/DVD drive.

If you are installing to a virtual machine, upload the vCenter Server image file to the ESXi
RFGFAG2NS FyR FRR GKS /5 G2 (KS @ANIdza f YI OK

6/29/2012 Pagel34of 224


http://www.vmware.com/pdf/vsp_vum_41_admin_guide.pdf

NID/G

Remote PC Guide for VMware Implementation Using ESXi versions 4.01 and 4.1 U2 with vCenter www.netdevgroup.com

6.1

Installing vCenter Update Manager with Microsoft SQL Server 2008 R2

(Options 1 and 3)

This section is recommended for vSphere ESXi 4.1 U2 deploymenteiltteatceed 50

virtual machines If you are not exceeding 50 virtual machines, but plan to in the near

future, it is recommend you use this section.

1. You will use the Managemeé Studio to create the vCenter database. Click the
Start Menu>All Programs>Microsoft SQL Server 2008 R2>SQL Server

6/29/2012

Management Studio.

(22 Internet Explorer (64-bit)
(28 Internet Explorer
@ Mozilla Firefox
=7 windows Update
. Accessaries
. Administrative Tools
. Maintenance
. Microsoft SQL Server 2008
. Microsoft SQL Server 2008 R2 |
L Impart and Export Data (32-bit)
L Impart and Export Data (64-bit)

s

Administrator

Dacuments

Compuker

Tekwork,

Qg SCL Server Business Inteligence Developr
i

SCL Server Management Studio |

| Analysis Services
| Configuration Toaols
, Documentation and Tutorials
. Inkegration Services
, Performance Tools
. Microsoft Yisual Skudio 2003
. Startup
. WMware

1 Back.

Zonkral Panel

Devices and Prinkers

Adrninistrative Tools

Help and Suppark

Rur. ..

3

windows Security

I |Search programs and files

Log off bl

[ 7start SEIJ% '@r ; —:_,_I

@ c
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2.

In the Connect to Servavindow, click on the drojglown for theServer Name
fieldand clickon<NR g6aS FT2NJ Y2NBEXHo

E!Ennnect to Server

Microsoft*

Z SQL Server2008r2
Server tvpe: | D atabase Engine |
Server name: || ﬂ
Authentication: o .

Uzer name: IVEENTEF!\Administlatnl ﬂ

Password; I

™| Femember password
Caonnest I Cancel Help Optiong >

3. On theBrowse foiServersvindow, dickthe + sign next tdntegration Services
and click the computer name you configured in secdof.1.1 ClickOKto
continue.

E!Bruwse for Servers E
Local Servers | Metwork Serversl

Select the server to connect to:

| | Database Engine
i ’a Analysiz Services
i| Reporting Services
')

-\| SOL Server Compact D atabazes
El:_‘l Integration Services

- ﬂ YCEMTER

[ |

Cancel Help |

6/29/2012
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4. OntheConnect to Servavindow, change th&erver Typao Database Engine
ClickConnectto continue.

E!Eunnect to Server | x|

Microsoft®

2 SQLServer2008r2

Server type: IInlegralion Semices j
§ [ atabaze Enagine
T

Reparting Services

S0L Server Compact

Integration Services
T

Authentication:

User name:

Pazzward: I

[ | Remember pazsword

Cancel | Help | Optiong »>» |

5. UnderObject Exploreon the left hand side, click the + sign nexDatabases.
Rightclick onDatabasesand seleciNew Databas&

‘\g Microsoft SOL Server Management Studio

File  Edit  Wiew Debug Tools  window  Communiby  Help
Dmewuery | [ |23 00 T | b |5 H & | B 2

Object Explorer

Connect~ 33 30 w T [E] 5§

erver 10,50, 1600 - WCEMTER A

Y [}
IERNEC:tahases]
1 Svshen

Mew Dakabase, ..

1 Datah,
l_J VEENT Attach...
[ Security Restore Database. ..

[ Server Ob
[ Replication
[ Managerme Start Powershel
[ 50L serve

Restare Files and Filegroups. ..

Reports

Refresh

6. In theNew Databasevindow, enterUMANAGER the Database Naméield.
ClickOKto continue.
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7. Confirm theUMANAGERIatabase is listed undédatabasesn the left hand
side.

“< Microsoft SQL Server Management Studio

File Edit Wiew Debug Tools ‘Window  Commu

&

S New query | [y | oy ¢ o | [ | (S &

ibject Explorer

Connect - 23 4l Z] B

= [ﬂ WCENTER {30L Server 10,50, 1600 - WCEMTER) Ad
SR ctabases

1 Syskem Databases
1 Database snapshots
WiZENTER.

[ Security

[ Server Objects

[ Replication

|1 Management

I_% 0L Server Agent

8. Rightclick on theUMANAGERIatabase and clicRroperties.

9. UnderSelect a pagen the left, selecOptions.

10.Change thé&recovery Modeto Simplevia the dropdown box. ClicloKto
continue.

11.ExitMicrosoft SQL Servbtanagement Studio.

12.Next you need to create the ODBC drivers for VMware vCedfmtate Manager.
vCenter Update Manager requires a-B2 system DSNThis is differenfrom
the 64-bit system DSN that vCenter Server required.

13.Click on theéStart Menuand click in the&searchfield. EnteRun make sure the
Runprogram is highlighted and preg&ster.

14.In the Openfield, enter the following:

[WindowsDir] SyswOW6wdbcad32.exe
(i.e.CA\Windows\ SysWwOWe6¥odbcad32.exé

15. ClickOKto launch the program.

=== Type the name of a pragram, falder, dacument, or Internet
resource, and Windows will open it for you,

Qpen: I i ows Sy sWOW G o dbcad32. exe| j

“g This tazk will be created with administrative privileges,

Cancel | Browse... |
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16.0n theODBC Data Source Administratdndow, click on the&System DSab.
Click on thé R Rbxtton.
ﬂ ODBC Data Source Administrator |

Uszer DSH § Spstem DSM 8 File DSH I Driversl Tran::ingl Cornection F'n:u:nlingl About |

Ilzer Data Sources:

Namel Ciriver I Add

Bemaowve

i

Canfigure...

5 A ODBC User data source stores information about how to connect to
EI' the indicated data provider, & User data source iz only vizible to you,
and can only be uzed on the current machine.

| F, I Cancel | Spply | Help

17.0n theCreate New Data Sourgandow, click orSQL Server Native Client 10.0
source and clickinish.

18.0n theCreate a New Data Source to SQL Seviredtow, enterUMANAGERN

the Namefield. Enter your computename you set in sectiof.6.1.1(i.e.
VCENTER). CINkxtto continue.

|Create a New Data Source to SOL Server Ei

Thiz wizard will help you create an ODBC data zource that pou can uze to

E connect bo SAL Server.

WWhat name dao pou want bo uze o refer to the data source?

EatSErmrmnz

MName: [UMANAGER I

Howe do pou want to describe the data source?

Description: |

Wwihich 50 7
Server |VCENTEF) jl

Finizh I IHeut » Cancel Help
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19.Whenas§ RE24a aK2dzZ R {v][ {SNIBSNJI @SNAFE& (GKS I dz
leave the default settings and clilextto continue.

20. Click the box next t&€hange the default database tand selecUMANAGER
from the dropdown. ClickNextto continue.

Create a Mew Data Source to SOL Server E
¥ Change the default database to:

g‘ﬁtSermrmaz

¥ Use AMSI quated identifiers.
¥ Usze &MSI nulls, paddings and warnings.

< Back Cahicel | Help |

21.0n the next screen, leave the default settings and ¢tiokshto continue.

22.0n theODBC Microsoft SQL Server Setiqglow, clickthet S&ad 5F G { 2 dzZNOS X
button to check the database.

23.0n theSQL Server ODBC Data Sourcewiasgibw, confirm the tests complete
successfully and clicBKto continue.

24.0n theODBC Microsoft SQL Server Setuplow, clickOKto continue.

25.0n theODBC Data Source Administratandow, make sure tht/MANAGER
data source is listed with th8QL Server Native Client 1ad@iver. CliclOKto
complete the setup.

26.0pen the CD/DVD drive with the vCenter Server installation files.

27.0n theVMware vCenter Installevindow, click onvCenter Update Manager.

6/29/2012 Pagel40o0f 224



NID/G

Remote PC Guide for VMware Implementation Using ESXi versions 4.01 and 4.1 U2 with vCenter www.netdevgroup.com

[2J ¥Mware ¥Center Installer

vmware

VMware vCenter”

Server 4.1

VMware Product Installers Explore mediz
vCenter Server
vCenter Guided Consolidation

vSphere Client
vCenter Update Manager
vienter Converter

Utility
Agent Pre-uparade Check Exit

28. SelectEnglishand clickOKto continue.

29.0n theWelcomewindow, clickNextto continue.

30.0n theEndUser Patent Agreementindow, clickNextto continue.

31.0n theLicense Agreementeview the information, clickaccept the terms in
the license agreemenand clickNextto continue.
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32.0n thevCenter Server Informatiomindow:
a. 9y i SNJI ( Ks$P addreSsyintHPMIEress/Namdield.
b. Leave theHTTP Portield set to port80.
c. Enter the username in thesernamefield.
d. Enter the password in thBasswordfield.
e. ClickNextto continue.

f@ ¥Mware vCenter Update Manager ﬂ

vCenter Server Information

Enter vCenter Server location and credentials

Please provide the necessary information about vCenter Server below. YMware vCenter
Update Manager will need this information to connect to the vCenter Server at startup.

—¥Mware vCenter Server Information

IP Address | Name: HTTP Port:

|| enter your ip address jso

Username: Password:

]administratnr I YTITITILL]

33.0n theDatabase Optionwindow, selecUse anexisting supported database
and selecUMANAGERMS SQL{rom the Data Source Name (DSN)op-down
box. ClickNextto continue.

34.0n theDatabase Informationvindow, review the information and clidkextto
continue.

35.0n theVMware vCenter Update Manager P&ettingswindow, select your IP
address that can communicate with the ESXi hosts. B&gkto continue.

36.0n theDestination Foldewindow, clickNextto continue.

37.0n theReady to Install the Programindow, clickinstallto begin installation.

38.When theinstallation is completed, clidkinish

39.Close the/Mware vCenter Installesvindow.

40.Proceed to sectioB.3.
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6.2 Installing vCenter Update Manager with Microsoft SQL Server Express
(Options 2 and 4)

This section is recommended for vSphere ESXi 4.1 U2 deploymenteilthait exceed
50 virtual machines

1. Openthe CD/DVD drive with the vCenter Server installation files.
2. OntheVMware vCenter Instdrwindow, click onvCenter Update Manager.

[2J ¥Mware ¥Center Installer

vmware

VMware vCenter”

Server 4.1

VMware Product Installers Explore mediz
vCenter Server
vCenter Guided Consolidation

vSphere Client
vCenter Update Manager
vienter Converter

Utility
Agent Pre-uparade Check Exit

SelectEnglishand clickOKto continue.

On theWelcomewindow, clickNextto continue.

On theEndUser Patent Agreementindow, clickNextto continue.

On theLicense Agreementeview the information, clickaccept the terms in
the license agreemenand clickNextto continue.

S

6/29/2012 Pagel43of 224



NID/G

Remote PC Guide for VMware Implementation Using ESXi versions 4.01 and 4.1 U2 with vCenter www.netdevgroup.com

7. OnthevCenter Server Informatiomindow:
9YGISNI 0KS @/ Sy i SPMInEessINamdiel® R NS a &
Leave theHTTP Portield set to port80.
Enter the username in thBsernamefield.
Enter the password in thBasswordfield.
ClickNextto continue.

8.

9.

14.Proceed to sectioB.3.

6.3

a.

b
C.
d.
e

iiél- ¥Mware vCenter Update Manager E I

yLCenter Server Information

Enter wCenter Server location and credentials

~VMware vCenker Server Information

Please provide the necessary information about wCenker Server below, YMware wlenter
Update Manager will need this information ko connect to the wCenter Server at skartup,

IP Address | Mame:

|| enter your ip address

Username:

|administrat0r

HTTP Pork:

o

Password:
I (111111111}

Installshield

On theDatabase Optionwindow, selecinstall a Microsoft SQL Server 2005
Express instance ClickNextto continue.
On theVMware vCentetUpdate Manager Port Settinggindow, select your IP
address that can communicate with the ESXi hosts. Bé&gkto continue.
10.0On theDestination Foldewindow, clickNextto continue.
11.0n theReady to Install the Programindow, clickinstallto begin insallation.
12.When the installation is completed, cli€knish
13. Close theMware vCenter Installewindow.

Install the vCenter Update Manager plug-in

Please comigte this section after completing your choice of either sectiohor 6.2as
appropriate for your installation.

Ay

If you installed vCenter Update Manager, you may also install the vCenter Converter
Plugin. This will enable you to use vCenter Updsiinager from the vSphere Client.

1. Doubleclick the vSphere Client icon.
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2.

3.

At the vSphere Client login screen, set the username to local administrator on
the vCenter Server and the password for that account. Cbgin

In the menu bar of the vSphere Client, seletigins > Manage Pluins. The
Plugin Manager appears.

['E ¥CENTER-1 - vSphere Client

File Edit Wiew Inventory Administration | Plug-ins | Help

[
L3 €y Home b gf) Tnvertor| Manage Plug-ins. ..

UnderAvailable Plugns, click theDownload and Installink, next to the entry
for VMware vCenter Update Manager Extension
When the download comiptes, do the following:

a. Choose the setup languadgenglishand clickOK

b. On the Welcome page, clitlext.

c. Onthe License Agreement page, selediccept the terms in the License

Agreement and clickNext.

d. On the Ready to Install page, clloktall.
Clik Finishwhen the installation completes.
A Security Warning window may appear for the connection to vCenter. Click on
the box next tdnstall this certificate and do not display any security warnings
for your-ip. Clickgnoreto continue.
Verify that the VMware vCenter Update Manager Extension-piugas a status
of Enabledin the Plugin Manager.

Flug-in Mame
Installed Plug-ins

| Yendor | Yersion | Status Description

(% v enter Storage Monitaring Wiware Inc, 4,1 Enabled Storage Monitoring and

&%  vCenter Converter

Reparting

WMware, Inc, 4.2.0 Enabled Converts physical and wirtual
machines, and backup images to
WMware virkual machines.

(‘} wCenter Hardware Status Wiware, Inc, 4.1 Enabled Displaws the hatdware status of
hiosts {CIM monitoring)

(% v enter Service Status Yiware, Inc, 4,1 Enabled Displays the health status of
vCenter services

(% Licensing Feporting Manager WMware, Inc, 4,1 Enabled Displays license hiskory usage

(‘} WMware vCenter Update Manager Extension YWMware, Inc. 4.1.0.. WMware vCenter Update Manager
exkension

9. In the Plugn Manager, clicliClose

10
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6.4

Performing updates using the vCenter Update Manager plug-in

The followingexample is performing a VMware ESXi 4.1 U2 update on older ESXi 4.1
hosts. There are many updates generally available. Please review documentation at
VMware for more information.

1.
2.

3.
4.

Doubleclick the vSphere Client icon.

At the vSphere Client login screesgt the username to local administrator on
the vCenter Server and the password for that account. Cbgin.

Click on theHomeview.

Click onUpdate Managemunder Solutions and Applications.

[ YCENTER - ¥vSphere Client

File Edit Wiew Inventory  Administration  Plog-ins  Help

E I@ Home

Update Manager

Inventory
Q ) & 3
Search Hosts and Cluskers VM= and Datastores

Templates

Administration

Qfo? " J

Roles Sessions Licensing Swstern Logs
Management

llllllllll L

25 =l 2

Scheduled Tasks Events Maps Host Profiles

Solutions and Applications
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5. Click orDownload Patchesinder Basic Tasks

Basic Tasks

I Il Download patches

+%| Go to Compliance View
[F} create a new baseline

\iﬂ Create a new baseline group

6. Click on theBaselines and Groupsb at the top.

Update Manager Administration for YCENTER
Configuration ' Ewents

(el e sl de-la M Blaselines and Groups

View Racelines For- [Hasks YMaivAs |

7. Clickk NX I ah $h&Baselinesiew.

Update Manager Administration for ¥CENTER

Getting Started . IEEE LA . Configuration | Events | Motifications | Patch Repository | Host Upgrade Releases

View Baselines for: |Hosts  WMsfyas

Baselines I Creats... IEd\tH. Delete
| Baseline MNams Contert Type Component | Last Modified
ﬁ Critical Host Patches 129 Drynamic: Host Patches 1202002011 11:4517 .
Jﬁ Mon-Critical Host Patches 178 Drynamic: Host Patches 1202002011 11:45:17

8. You are going to create a baseline for an ESXi 4.1 system. Hosts that are added
later to this baseline will be checked for compliance and updated to the latest
version.

a. OntheBaseline Name and Typendow, enterESXi 4.1n the Name
field. Leave theeast to default settings and cli¢kextto continue.

b. On thePatch Optionsvindow, make sur®ynamicis selected and click
Nextto continue.

c. OntheDynamic Baseline Criten@ndow, selecembeddedEsx4.1.0
under theProductsection. Leave the rest of thsettings to defaults and
clickNextto continue.

d. On thePatches to Excludgindow, leave defaults and clid¥extto
continue.

e. On theOther Patches to Addindow, leave defaults and clidkextto
continue.

f. OntheReady to Complete@indow, clickFinishto create the baseline.
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9. You should now see a&SXi 4.baseline in the list.

Update Manager Administration for YCENTER

Getting Skarted

Baselines and @roups onfi
View Baszelines for: |Hosts  WMsfvas

Baselines

Events | Motific:

| Baseline Mame

Conternt
[ Critical Host Patches 129
A Mop-Critical Host Patches 179
17

10.Click on theGetting Startedtab at the top.

Update Manager Administration for YCENTER

Getking Started

Baselines and Groups

Configuration

o Dow nioad Patches e Create/Attach Baselines

11.Click onGo to Compliance ViewnderBasic Tasks
Basic Tasks

Il Download patches

4| Go to Compliance View

[F} create a new baseline

ﬁ Create a new baseline group

B How-to videos

12.1n this step you will be attaching baselines to your ESXi hosts.
a. Click on one of your ESXi hosts underN®eT LARlatacenter.
b. Click on thdJpdate Managettab at the top if not already selected

= e RS Lpdate Manager

c. Rightclick underAttached Baselinesind select (i I OK X

d. On theAttach Baseline or Groupindow, click the box next t&SXi 4.1
ClickAttachto continue.

13.Repeat step 12 for all your ESXi hosts.
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