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What is NETLAB+?

NETLAB+ is an Internet based network lab for instructor led training developed by
Network Development Group, Inc. NETLAB+ allows organizations to use the power of
the Internet to teach students by facilitating direct interaction with real network
equipment. Students throughout the world have real-time access to the equipment in a
training environment that is easy to manage and allows students and instructors to
simultaneously share connections to the same equipment.
The NETLAB+ system is delivered as a network appliance and requires no customer
knowledge of UNIX, web server software, or other system administrator functions.
NETLAB+ is a turnkey product loaded and configured on a server for web-based lab
access and equipment management of your Cisco routers, switches, firewalls, and PCs.
NETLAB+ supports collaborative instructor-led class lectures, instructor self-preparation,
student teams, and student self-study.
NETLAB+ provides a safe “sandbox” for users to schedule, configure and interact with
lab equipment. All lab equipment and supporting devices are located safely behind the
NETLAB+ server and not directly exposed to outside or public networks.
Automation of common tasks frees-up the instructor to focus on teaching. The
NETLAB+ software will load and save device configurations, recover lost passwords,
scrub equipment, and prepare the equipment for the next reservation upon completion.
Remote access session sharing allows the instructor to share console access with
students. The instructor can review and assess a student’s actual work on real gear
during or after lab sessions. NETLAB+ will even power off the lab equipment when no
upcoming reservations are scheduled. Prior to the next lab session, NETLAB+ will power
the equipment on and pre-load configurations.
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The NETLAB+ product line consists of three versions:
NETLAB Professional Edition® is a customized remote appliance that uses your own lab
topologies. NETLABPE systems can be customized to display customer’s logos and
branding, text box colors, system name, and welcome message. A NETLABPE system can
host up to 150 lab devices.
NETLAB Enterprise Edition® is a custom-built appliance that includes all the features of a
NETLABPE system along with hardware upgrades to support the customer’s unique
requirements. NETLABEE is an ideal choice for enterprise-level customers who require
capabilities beyond the 150 lab device NETLABPE limit.
NETLAB Academy Edition® is a remote lab appliance designed to provide online delivery
of the Cisco Networking Academy Program curriculum. NETLABAE systems provide
limited customization options including the display of a custom system name and
welcome message. Up to 12 equipment pods can be hosted on a single NETLABAE
system. Two of the 12 pods may be customized topologies.
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Why is NETLAB+ Beneficial?

NETLAB+ provides a safe “sandbox” for users to schedule, configure and interact with
lab equipment. All lab equipment and supporting devices are located safely behind the
NETLAB+ server and not directly exposed to outside or public networks.
NETLAB+ has a calendar interface, which manages access to equipment bundles.
Automation of common tasks frees-up the instructor to focus on teaching. The
NETLAB+ software will load and save device configurations, recover lost passwords,
scrub equipment, and prepare the equipment for the next reservation upon completion.
Session sharing allows the instructor to share console access with students. The
instructor can review and assess a student’s actual work on real gear during or after lab
sessions. NETLAB+ will even power off the lab equipment when no upcoming
reservations are scheduled. Prior to the next lab session, NETLAB+ will power the
equipment on and pre-load configurations.
Training Organization Benefits:
Equipment Access for Blended Distance Learning
Share Equipment Resources with Other Academies
Potential to Access Equipment at Other Schools
Higher Return on Equipment Investment
Increase Student Lab Time
Lab Management Software that Frees-up Instructors
Host Academy curriculum
Graphical User Interface (GUI) for System Administration
Instructor Benefits:
Automates Lab Management and Cleanup Tasks
Equipment Access from Home for Class Preparation
Recover Erased Flash and Passwords
Share Sessions with Your Students
Record and Assess Student Lab Work
NETLAB+ will Save Configurations and Reload if Desired
Manage Configuration Files
Ability to Create Library of Configurations to Load
Student Benefits:
Equipment Access via the Internet
Reinforce Skills Learned in Class
Potential Access to Equipment at Hosting Schools
Share Sessions with Peers and Instructors
Review Lab Work with Instructors
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Supporting Distance Education

NETLAB+ is ideally suited to enable training organizations to meet the needs of the
increasing number of students who prefer the flexibility and cost effective advantages of
online programs. Using NETLAB+ to implement remote access to IT equipment allows
programs to be accessible to students across the globe. The organization’s potential
student population is no longer subject to geographic limitations.
As reported in the Staying the Course: Online Education in the United States, 2008
survey by the Sloan ConsortiumTM, online enrollment rose by more than twelve percent
from a year earlier. Factors such as higher fuel costs and rising unemployment have
lead to an increase in students opting for online courses. Meeting the needs of this
growing market is a prime consideration for all training organizations, which is especially
challenging at a time when many face budgeting shortfalls.
NETLAB+ provides an effective way to make IT equipment accessible to students
enrolled in a distance education program. Students accessing IT equipment through
NETLAB+ benefit from the same hands-on training experience as students seated on
campus. Using NETLAB+, students and instructors can share worldwide access to real
networking equipment and remote PCs in a training environment that is easy to use and
manage.
2.2

Solutions Serving Disadvantaged Students

For organizations seeking to meet the needs of the disadvantaged student population,
the benefits that NETLAB+ provides by facilitating remote access to real IT equipment
can be a key factor in implementing a program that is accessible to the disadvantaged
student population:
NETLAB+ is a cost effective solution that allows organizations to maximize the
return on their investment in lab equipment by facilitating “24x7” access to
equipment.
Low-cost distance education programs fill a critical need by adult learners
displaced from the workforce who have no access to employer-sponsored
training.
Students living in rural areas, or areas where growth and industry are depressed,
may have limited access to local training programs. These students rely heavily
on the availability of distance education programs and benefit significantly from
programs where the costs and logistics of travel to a training center are not
barriers to their success.
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A NETLAB+ system may be used serve multiple communities (schools,
institutions academies, etc.). Blocks of time on equipment pods may be
allocated by community to ensure that each community receives a
predetermined share of lab resources. This can provide a means for
organizations with limited budgets to defray expenses by sharing expenses.
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NETLAB+ Features
Equipment Pods

A pod (or lab topology) is a single instance of a set of lab gear that
students and instructors interact with during their training via the
NETLAB+ system. It is a logical group of equipment that is physically
interconnected and can be reserved as a single resource from the
scheduler. In addition, a pod is isolated from other pods during normal operation.
NETLAB Academy Edition® users may refer to the guide written specifically for the pod-

type they plan to install. Pod-specific planning and installation guides include:
NETLABAE Multi-Purpose Academy Pod (MAP)

NETLABAE Network Fundamentals Pod (NFP)
NETLABAE Basic Router Pod Version 2 (BRPv2)
NETLABAE Basic Router Pod Version 1 (BRPv1)
NETLABAE Cuatro Router Pod (CRP)
NETLABAE Cuatro Switch Pod (CSP)
NETLABAE LAN Switching Pod (LSP)
NETLABAE Network Security Pod (NSP)
NETLABAE Basic Switch Pod Version 2 (BSPv2)
NETLABAE Basic Switch Pod Version 1 (BSPv1)
NETLABAE Advanced Router Pod (ARP)
NETLABAE Advanced Switch Pod (ASP)
NETLABAE Security Router Pod (SRP)
NETLABAE Security PIX Pod (SPP
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Lab Access

Lab reservations are made using the scheduling system (see section 3.4). At the
scheduled time, the lab session may be entered.

The Lab Access Page displays the name of the pod, number of minutes remaining in the
lab session, and the user name (student or instructor). The page is divided into several
tabbed sections, allowing users to easily access all of NETLAB+’s functions. The
Topology, Action, Status, Connections, Load, Save and Exercise sections can be
accessed by selecting the section name on the tab.
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Topology Tab

The Topology tab displays the lab topology including the IP addressing scheme and
physical or logical connections You may click on all devices configured for direct access
to establish direct console or GUI access.
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For this example, console access has been opened to ROUTER1, where you may enter
commands. In NETLAB+, you may share the console port with other users.
If you are using the NETLAB+ CLI Terminal as the remote terminal application to
communicate with certain lab equipment, you may click on any of the buttons on the
button bar at the bottom of the screen to invoke special NETLAB+ features. For
example, clicking on the Control button allows you to take control of the session, other
users can see what you are typing, but cannot type at the same time. These commands
may also be conveniently entered using keyboard shortcuts. Use of the NETLAB+ CLI
Terminal is optional; users may configure NETLAB+ to the terminal application
preference and settings of their choice.
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In this example, a lab reservation was made to perform a lab exercise, (see section 0).
The topology page displays graphics specific to the selected lab exercise, devices may be
accessed by clicking the graphic of the device.
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Another example of the Topology tab for a lab reservation to perform a lab exercise.
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Here, we will open a connection to R3 by clicking on the device.
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Action Tab

The Action tab provides a convenient method to power off, power on, power recycle,
scrub devices (return them to clean state) or perform automatic password recovery.
Actions may be performed on single devices or the entire pod simultaneously.

3.2.3

Status Tab

The current status of all devices in the topology is displayed on the Status tab. For
reservations that are instructor-led or team sessions, other users will be attached to
devices during a lab session, and the number of users will be displayed. You can also
access a device by clicking the device name.
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Connections Tab

Device connections are shown on the Connections tab. For reservations that are
instructor-led or team sessions, other users will be attached to devices during a lab
session and their User Id and Names are displayed. Each user attached to the device is
assigned a Priority to determine who can assert exclusive control over the devices when
more than one user is sharing the device’s console port. Instructors have priority over
students. NETLAB+ automated operations have priority over both instructors and
students. This tab also contains a button to Drop My Connections that allows
connected users to quickly disconnect from all devices. Connections to devices can be
made from this tab by clicking the device name.

3.2.5

Load Tab

The Load tab is used to load saved configuration files into one or more console based
devices. These saved configuration files can be the result of a previously saved session,
or files created and edited offline. The file path is displayed at the top of the directory
list. The top level folders allow for separation between personal and class files (see
section 3.8).
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Save Tab

The Save tab is used to save the configuration files of one or more console based
devices into selected folders that reside on the NETLAB+ server. Configurations can be
saved at any point in the lab reservation. There are two options when saving
configuration files. A configuration folder can be created to hold the configuration files
for all devices or files for specific devices can be saved individually. To manage
configuration files, please refer to section 3.8).
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Exercise Tab

For lab reservations that have been scheduled as instructor-led training sessions, (see
section 3.4), there is an additional tab, the Exercise tab.
The Exercise tab allows instructors to select lab exercises during the lab reservation.
The current lab exercise is displayed at the top.
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The Topology page shows information for the current exercise.
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The instructor may return to the Exercise tab at any time during the lab session and
select another lab exercise.

The Topology page will be updated with graphics for the new exercise.
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Remote PCs

A lab topology may include a Remote PC, a remotely accessible PC or server resource on
your NETLAB Academy Edition® or NETLAB Professional Edition™ system.
NETLAB+’s remote PC technology allows you to add PCs to your lab pods. Remote PCs
include the following features:
Access to PCs is controlled by the scheduler.
Instructors and students can share a session and collaborate.
PC access is point-and-click through your web browser, like any other lab device.
A built-in terminal application is provided, so there is no special client software
to download.
NETLAB+ technology proxies all remote access sessions over the TCP port(s)
selected by the administrator. You will not have to open multiple IP addresses or
ports on your firewall or expose PCs to the public network.
PCs can be restored to a clean state after a lab reservation.
NETLAB+ supports three kinds of remote PCs, or the option not to implement a
particular PC.
Direct/VMware. The PC is implemented using supported VMware Inc.
virtualization products.
o Users can control the keyboard, video, and mouse.
o Users can power on, shutdown, reboot, and revert to a clean state.
o Users can have administrator rights.
Direct/Standalone. The PC is implemented on a standalone machine, or a virtual
product emulating a standalone machine.
o Users can control the keyboard, video, and mouse.
o Users can revert to a clean state by rebooting.
o Users have limited rights (administrative access not recommended).
Indirect. The PC is implemented, but not managed by NETLAB+.
o Users may be able to interact with the PC, but cannot access the
keyboard, video, or mouse through NETLAB+.
Absent. The PC is not implemented.

8/25/2009

Page 21 of 56

NETLAB+ System Overview

www.netdevgrroup.com

NETLAB+ works in conjunction with certain VMware products to provide the following
benefits:
The keyboard, video and mouse of each virtual machine can be accessed without
a “backdoor” network or interface on the virtual machine.
All access to a virtual machine is proxied through NETLAB+ and the VMware host
system, similar to KVM-over-IP hardware solutions.
NETLAB+ supports revert to snapshot. Changes to a virtual machine can be
discarded at the end of a lab reservation, returning the PC to a clean state.
Users can have administrative privileges on a virtual machine without risk.
NETLAB+ integrates with the VMware API. Users may power on, power off, and
revert to clean state (scrub) from the NETLAB+ web interface.
Users can shutdown and reboot a virtual machine during the lab, without losing
changes.
Virtual network interfaces on a virtual machine can be tied to real networks in
the lab (requires 802.1q NIC on the VMware host system).
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Scheduler

NETLAB+ includes a scheduling feature to facilitate scheduled access to
lab equipment. Equipment can be scheduled for either classroom
lectures or student lab time.
To schedule a lab reservation, select Scheduler from the menu bar or the link on the
body of the MyNETLAB page.
The Scheduler Options screen will be displayed. Instructors have several options
available to them as to the type of lab session they may schedule. The scheduling
options available to students will depend on the Self Study Access Options selected for
the class (see section 0).
Reserve instructor-led training time for a class. Use this option for
lecturing or guiding a whole class of students. With this option, you and a
designated class will share the same lab reservation time.
Reserve self-study time for teams. Use this option for allowing your class to
work as teams. With this kind of reservation, you can allow your students to
share lab time as teams. You can edit team assignments through the Class Manager
pages.
Reserve self-study time for individual learners. This is a good option to allow
students in your class to work as individuals. With this option, you can designate a
student to work on a specific exercise or free time to gain practice.
Reserve an equipment pod for your own use. This is an ideal option for using lab
equipment for your own practice. You can also use this kind of reservation when
you want to update your lab equipment, or you want to move the lab equipment
around. The reservation process is similar to the other kinds of reservations described
above.
Reserve lab time in a class that you are attending as a learner. As an instructor,
you may be enrolled in a class where you are attending as a learner. You
participate in the class identically to other students that are enrolled in the class. Use
this option to reserve lab time as a learner in a class. The lead instructor of the class will
have the option of participating in the reservation.
After a scheduling option has been selected, the reservation calendar will be displayed,
where a reservation time may be selected.
.

8/25/2009

Page 23 of 56

NETLAB+ System Overview

8/25/2009

www.netdevgrroup.com

Page 24 of 56

NETLAB+ System Overview

3.5

www.netdevgrroup.com

Community Management

A community is a distinct group of instructors, students, and classes.
Instructors may only manage students and classes within their own
community. Each community reflects a separate autonomous group
using the NETLAB+ system. There is no sharing of accounts or class
records between communities.
The ability to support multiple communities on NETLAB+ is designed to facilitate the
sharing of a NETLAB+ system among several different groups (schools, institutions
academies, etc.). Blocks of time on equipment pods may be allocated by community to
ensure that each community receives a predetermined share of lab resources.
For NETLABAE, each Academy using your system should be defined as a community. If
the system is being used by a single Academy, the default community assignment
should be used.
Multiple communities are optional. Keep in mind that each instructor, student and class
can belong to only one community. If you do not wish to use communities, all of your
accounts and classes must reside in the default community.

Administrator

Community
Leader(s)

System
Leader(s)

Instructor(s)
Classes

Community
Leader(s)

Students

Instructor(s)
Classes

Community
Leader(s)

Community B

Students
Instructor(s)
Classes

Default Community
Students

Community A
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Class Management

Class information is entered into the NETLAB+ system using the
Manage Classes function. You can place your students into teams
to share lab time when needed. See the Manage Classes section
of the NETLAB+ Administrator Guide for details on selecting appropriate settings
for a class. (see picture on next page).
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Self Study Lab Access Options

Instructors may choose to allow individual students and/or student teams to schedule
their own lab sessions by selecting Self Study Lab Access options. All individuals in the
class roster must be assigned to a team in order to use the team scheduling option. See
the Manage Classes section of the NETLAB+ Administrator Guide for details.

3.6.2

Restricting Self Study Access

The Preferred Maximum Length of Reservation sets the maximum length (in hours) of
an individual or team lab reservation. Lab exercises can also have a time limit. The
lower of the two times is used. The maximum time lengths of lab reservations for all
classes within a community are subject to community maximums, if a community
maximum has been set.
Lead instructors and instructor-led reservations are not bound by this restriction
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Use the Preferred Minimum Time between Reservations to set the minimum amount
of time between successive reservations made by an individual or team. This setting
can be used to prevent excessive scheduling of labs. For example, a setting of 2 hours
prevents the same individual or team from scheduling lab exercises less than 2 hours
apart. The default value, no preference will allow a student or team to make unlimited
reservations. The minimum time between reservations for all classes within a
community is subject to community minimums, if a community minimum has been set
Lead instructors and instructor-led reservations are not bound by this restriction.
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Account Management

Account information for both student and instructor accounts is entered
into the NETLAB+ system using the Manage Accounts function. At least
one instructor account must be setup by the NETLAB+ Administrator in
order to access the scheduler for lab reservations.
A student account should be created for each student to allow them to participate in
labs as part of an instructor-led session, a team session, or an individual reservation.
Please see the Manage Accounts section of the NETLAB+ Administrator Guide for details.
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File Management

The File Manager is used to view add, change, or delete configuration files and folders.
NETLAB+ can upload and download configuration files to devices in the lab. These files
are stored in NETLAB+'s file system.
Configuration Files contain the actual device configurations.
Ordinary Folders may contain other ordinary folders, configuration folders, and
configuration files.
Configuration Folders are special folders used for 'Load All' and 'Save All'
operations.


When you issue a 'Load All' request to NETLAB+, you are requesting that the
entire equipment pod be loaded with configuration files from a named
configuration folder. Any configuration files whose file name matches the name
of the device are loaded into the device. Configuration files whose names do not
match a device name are not loaded in a 'Load All' operation.



When you issue a 'Save All' request to NETLAB+, you are requesting that the
configuration of each device in the equipment pod be saved. NETLAB+ will
create a configuration folder using the name specified and create a configuration
for each device in this folder. The name of each configuration file will match the
name of the device from which it was saved.

The top level folders allow for separation between personal and class files. The top level
folders cannot be modified.
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Selecting the My Class Folders link will display file folders for shared files and system
files for each class. Here we’ll select the shared files folder for the CCNP Fall Class

.
The files in the class shared folder may be accessed by the students enrolled in the class.
Students may view files, copy files, and load devices with configuration files and folders.
Students do not have access to add, edit or delete items in the class shared folder.
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Student Assessment

The NETLAB+ Log Viewer allows an instructor to review the final configuration files and
device output (logs) from a lab reservation. Using this tool, an instructor can rapidly
assess how a student or team arrived at a solution. NETLAB+ records every keystroke
and router output of lab sessions. The instructor may also receive this information by email.

For routers, switches, and firewalls, NETLAB+ provides a command index. The index lists
the sequence of commands that were entered during the lab, across all devices, in
chronological order. You may click on each command the view the resulting output in
the corresponding log file. This tool sorts through all logs, highlights the commands
entered by the student, and allows you to quickly assess the students work.
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The following example demonstrates the configuration of a serial link. Router R1 was
configured first, followed by R2. Student “jsmith” did all of the work, and it took him
about 2½ minutes. By clicking on the “ip address” in the command index, NETLAB+
automatically loads the session log for R2 into the bottom window and advances to the
“ip address” command. NETLAB+ automatically highlights all user input. By clicking on
the last “no shut” command, you could easily determine that the link came up and the
student has successfully accomplished the task.
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Host Curriculum

NETLABAE can provide web hosting for the Cisco Networking Academy
curriculum. Administrators can install and serve Cisco Networking
Academy curriculum modules on the NETLABAE system. The currently
installed curriculum modules are displayed.

Please refer to the NETLAB+ Administrator Guide for details.
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Academy Sharing Portal

The NETLABAE license allows your Academy to share access to your
system with other Cisco Networking Academies. You can also charge
cost recovery (within the guidelines of the Cisco Networking Academy
Program).
Participation in the sharing portal is optional. This service is provided at no additional
cost to NETLABAE customers with a current maintenance agreement. Academies that
are not current on their maintenance agreement will need to update their maintenance
agreement in order for their information to be displayed on the portal.

A complete list of participating Academies is available on the Academy Sharing Portal.
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Web-Based Administration

The web-based interface allows the administrator to easily monitor and maintain the
NETLAB+ server and devices.
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3.12.1 Pod Management

New pods are added to NETLAB+ via the Equipment Pods administrator page.
Information for each pod is displayed.

The Pod Management page to displays detailed information and the high-level settings
for each device, PC and control switch.

8/25/2009

Page 38 of 56

NETLAB+ System Overview

www.netdevgrroup.com

Pod management options provide a convenient means to bring a pod online, test a pod,
provide cabling information and remove a pod from the system.
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Built-in diagnostics help you get your equipment pods up and running quickly.

3.12.2 Control Device Management

NETLAB+ provides configuration tools that help administrators setup their control
devices. Control devices are explained in section 0. Configuration of your access servers
and control switches is performed automatically using SNMP.
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Control devices can now be managed individually. You can add, change, or delete
control switches, access servers, and switched outlet devices as needed.

Several management options are available for each control device:
Allows you to configure IOS software or switched outlet devices.
NETLAB+ now automates many configuration tasks using SNMP.
Perform a test to determine if the control device is configured
and working properly. Screen shot.
Edit the information for a control device, such as switch type or
reserved port assignments.
Remove a control device from NETLAB+.
8/25/2009
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3.12.3 Lab Designer

The Lab Designer provides a means of creating a series of custom
laboratory exercises that may be made available for class use. The Lab
Designer tool allows input of user-supplied information that may include
documentation files (PDF, DOC, RTF or TXT format), images (GIF, JPEG or
PNG format) and configuration files for each lab exercise.
You may select one of your current Academy pod topologies, or a custom pod that has
been installed on your system using the Pod Designer (see below).
The Lab Designer builds a Lab Design File (*.nlx) which contains all user-supplied data.
After a lab design file has been built and exported, it may be uploaded to the system by
the Administrator and made available for use.
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Documentation files (PDF, DOC, RTF or TXT format) may be added to the lab design file
and be associated with a lab exercise. A lab document may be associated with more
than one lab exercise.

Image files (GIF, JPEG or PNG format) may be created and added to the lab design file to
reflect exercise-specific information. An image may be associated with more than one
lab exercise. Alternatively, you may use the default image associated with the pod
design.
Hotspots are clickable regions that may be set to define areas on the topology image,
which may be selected to access the device represented during a lab reservation. See
the Pod Designer section below for further discussion of hotspots.

Configuration folders may be added to the lab design file using the Configs tab. The
configuration folder may be associated with more than one lab exercise.
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Configuration folders contain configuration files specific to the devices in the topology
that can be loaded at the start of the lab reservation.

A series of lab exercises are easily added to the lab design using the Labs tab. Each lab
exercise may be assigned to any available pod-type.
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Options are selected for each lab exercise. Lab documents, images and configuration
folders may be associated with the lab exercise by selecting the appropriate settings on
the page.
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3.12.4 Pod Designer

The addition of the Pod Designer feature brings a completely new level
of flexibility to the NETLAB+ system. The Pod Designer is used to create
custom pods.
The maximum number of pods that may be included on a single NETLAB Academy
Edition system has been increased from 10 pods to 12 pods. NETLABAE allows a
maximum of two of the 12 pods to be custom pods created with the Pod Designer.
The Pod Designer builds a Pod Design File (*.npd) which contains all user-supplied data.
After a pod design file has been built, it may be installed in the NETLAB+ system
database by the Administrator and made available for use. Pod design files may also be
exported and installed on other NETLAB+ systems.
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The Pod Designer tool includes options to define image files (GIF, JPEG or PNG) to be
used as the Default Topology Image (seen on the Topology Tab during a lab reservation)
and Scheduler Image (thumbnail display on the Scheduler).

All necessary control device settings are entered into the Control tab.
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Lab devices in the topology are defined on the Device tab section of the Pod Designer.

Remote PCs are defined on the Remote PC tab.
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Both the Pod Designer and Lab Designer feature a way to create Hotspots on topology
images. Hotspots are clickable regions that may be set to define areas on the topology
image, which may be selected to access the device represented during a lab reservation.
Hotspots are dragged onto the topology image, placed, and sized by the user. In this
example, hotspots have been set for the first five devices but have not yet been set for
PC2 or PC3.

3.12.5 Automatic System Backups

NETLAB+ Central Services stores backup files of the data necessary to rebuild your
NETLAB+ system, to be used only in the case of a catastrophic event such as system disk
failure. System backups will be done transparently by the NETLAB+ system, provided
that Backup Service has been selected.
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3.12.6 Automatic Software Updates

NETLAB+ uses the Internet to download and upgrade the system
software if Software Update Service is enabled. Software Update
Service will contact Central Support on a regular basis. If a software
upgrade is available, it will be downloaded and installed when the lab is
not in use.

3.12.7 Automatic Time Synchronization

NETLAB+ Time Service will update its system clock on a daily basis, if
Time Service is enabled. The clock is synchronized with NETLAB+
Central Services to ensure that the NETLAB+ server maintains accurate
time settings.
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How Does NETLAB+ Operate?

The NETLAB+ server can best be described as a proxy server. All connections to lab
equipment flow through the NETLAB+ system.
The NETLAB+ server has two Ethernet network interfaces:


The outside interface (Ethernet 0) attaches to your network and faces towards
lab users.



The inside interface (Ethernet 1) attaches to a NETLAB+ control switch and faces
your lab equipment and various control devices.

All user connections are proxied (not routed) between the outside interface and the
inside interface. No connections are allowed unless the user is attending an active lab
reservation.
Because all connections are proxied (not routed), you only have to open one IP address
and two TCP ports to provide access to NETLAB+ and all of the lab equipment behind it.
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Ports and Firewall Requirements

NETLAB+ only requires one IP address and three inbound TCP ports for all inbound
connections. NETLAB+ also initiates outbound traffic on ports that are normally open.
Outside to Inside Firewall Requirements
TCP 80

Provides HTTP access to the NETLAB+ web interface.

Factory default setting which provides remote access for proxied connections to
TCP 2201 (or
lab equipment. Proxy servers are not supported. The administrator may change
selected
this port and/or add additional ports for remote users/sites that block port 2201
alternate(s))
outbound.
TCP 22

Provides SSH for NDG technical support. Contact NDG technical support to
obtain the source IP address.

Inside to Outside Firewall Requirements
TCP 80

Allows the NETLAB+ server to connect to NETLAB+’s central support services
(time, status, backup, software upgrades).

UDP 53

Provides DNS lookups. You do not have to open UDP 53 in the firewall if you
configure NETLAB+ to use a local DNS inside the firewall.

TCP 25

Provides SMTP outbound mail. You do not have to open TCP 25 in the firewall if
you configure NETLAB+ to use a local SMTP mail server inside the firewall.

PING

NETLAB+ uses ICMP echo for some diagnostic tests, although this is not critical
to its operation.
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The Control Plane

The NETLAB+ control plane forms the foundation needed to interconnect various
components of the NETLAB+ system. The control plane consists of devices that are
required in order for NETLAB+ to function, but are not accessible to students and
instructors.
Control devices may be control switches, access servers, or switched outlet devices.

Control switches provide internal connectivity between NETLAB+, access servers, remote
PC’s, and switched outlet devices. The control switch also provides a network path for
NETLAB+ to download IOS images to Cisco lab devices in the event flash has been erased
(or the correct image is not installed).
Access servers provide console connections to lab routers, lab switches, and lab firewall
devices so that users can access these devices from NETLAB+.
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Switched outlets provide managed electrical power, allowing NETLAB+ and users to turn
lab equipment on and off.
NETLAB Academy Edition® users may refer to the Port Requirements Reference Table
(below) for the control device port requirements of each pod type. Each pod type
requires control switch ports, access server ports, and switched outlets.
Port Requirements Reference Table
Control Switch
Access Server
Switched
Ports
Outlets
Pod Ports Reserved Ports
Basic Router Pod
3
0
3
3
Basic Switch Pod
3
0
3
3
Advanced Router Pod
3
0
3
3
Advanced Switch Pod
8
0
8
8
Security Router Pod (FNSR)
10
3
2
2
Security PIX Pod (FNSP)
14
3
2
2
CCNA 2.1 Pod
6
0
6
6
Custom Pod (NETLABPE)
As needed based on your unique requirements
Pod Types

Control switch ports are broken down into pod ports and reserved ports.
Pod ports connect lab equipment to NETLAB+. During normal operation, pod ports are
automatically placed in unique or common VLANs to simulate one or more Ethernet
segments required by the topology of the pod. In the event that NETLAB+ must
download an IOS image to a lab device, NETLAB+ will temporarily place the device in
VLAN 1 so that it can access the NETLAB+ TFTP server. Pod ports must be consecutive
and reside on the same switch. A single control switch can have pod ports for several
pods, as long as all pod ports are consecutive on the switch.
The reserved ports on a control switch provide the framework to interconnect NETLAB+
and control devices. Reserved ports are usually trunks or access ports in VLAN 1, but
may be used for other functions as well. A reserved port is never allocated to
equipment pods, thus the name “reserved”.
Reserved ports are also used by standalone remote PCs in conjunction with Virtual
Network Computing (VNC). VNC provides a method to remotely access the keyboard,
video, and mouse. A remote PC that offers VNC typically has two network interfaces.
One interface connects to the lab topology; the other connects to a reserved port on a
control switch. The VNC connection traverses the control plane and is proxied back to a
terminal application on the user’s workstation.
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POD 1
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INSIDE
INTERFACE

CONTROL
PATH

NETLAB
VNC PROXY

TCP 23

TCP 5900
PROXIED CONNECTION

The installation of the devices of the NETLAB+ control plane is explained in detail in the
“Installing the Control Plane” section of the NETLAB+ Installation Guide.
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NETLAB+ Documentation Resources

Documentation resources include the guides listed below. These guides and others may
be accessed from the NETLAB+ Documentation page. Additional resources are available
on the NETLAB+ Support page.
NETLAB+ Instructor Guide
NETLAB+ Student Guide
NETLAB+ Installation Guide
NETLAB+ Administrator Guide
NETLAB+ Remote PC Guide for VMware Server Implementation Using VMware ESXi
Version 3.5
NETLAB+ Remote PC Guide for VMware Server Implementation Using VMware Server 2.x
NETLAB+ Remote PC Guide for VMware Server Implementation Using VMware Server 1.x
and GSX
NETLAB+ Remote PC Guide for Standalone Implementation
NETLAB+ Pod Design Guide
NETLAB+ Lab Design Guide
NETLAB+ Product Summary
®

NETLAB Academy Edition users may refer to the guide written specifically for the pod-

type they plan to install. Pod-specific guides include:
NETLABAE Multi-Purpose Academy Pod (MAP)
NETLABAE Network Fundamentals Pod (NFP)
NETLABAE Basic Router Pod Version 2 (BRPv2)
NETLABAE Basic Router Pod Version 1 (BRPv1)
NETLABAE Cuatro Router Pod (CRP)
NETLABAE Cuatro Switch Pod (CSP)
NETLABAE LAN Switching Pod (LSP)
NETLABAE Network Security Pod (NSP)
NETLABAE Basic Switch Pod Version 2 (BSPv2)
NETLABAE Basic Switch Pod Version 1 (BSPv1)
NETLABAE Advanced Router Pod (ARP)
NETLABAE Advanced Switch Pod (ASP)
NETLABAE Security Router Pod (SRP)
NETLABAE Security PIX Pod (SPP)

8/25/2009

Page 56 of 56

