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Introduction
This is the NETLAB+ Administrator Guide for the virtual edition of NETLAB+.

NETLAB+ is a remote access solution that allows academic institutions to deliver a
hands-on IT training experience with a wide variety of curriculum content options.
The training environment that NETLAB+ provides enables learners to schedule and
complete lab exercises for information technology courses. NETLAB+ is a versatile
solution for facilitating IT training in a variety of disciplines, including networking,
virtualization, storage, and cybersecurity.

The material in this guide includes instructions on accessing the NETLAB+ system as an

administrator through the web-based interface and also focuses on the tasks performed
by the NETLAB+ administrator to monitor and maintain a NETLAB+ VE system.
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1 Initial Login

The web-based interface allows the administrator to monitor and maintain the NETLAB+
system and devices.

must be completed, details are provided in the NETLAB+ VE Installation

% In order to use the Web-based Interface, several basic installation tasks
Guide.

1. To access the login page, direct a web browser to the address of the NETLAB+
system. Using the most recent available version of the browser you select is
recommended. Supported browsers are listed in the table below.

Cookies and JavaScript must be enabled in your browser. The latest
information on supported web browsers is available from Help >
Supported Web Browsers when signed in to a NETLAB+ account.
Browser Minimum Version Support/Experience

‘. Google Chrome 54.0 *EE A

0 Mozilla Firefox 46.0 *okokox

° Apple Safari (MAC only) 11.0.3 *okkk

e Microsoft Edge 40.15063.674.0 *

e Microsoft Internet Explorer No longer supported

9/27/2021 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 5


http://www.netdevgroup.com/

NETLAB+ Virtual Edition Administrator Guide .I I I N DG

2. If SSLis not yet configured, you will receive a warning that your connection is not
private. Your options to continue will vary, depending on your browser selection.
Chrome users should select Advanced, as shown below.

Your connection is not private

Attackers might be trying to steal your information from - (for example,
passwords, messages, or credit cards).

D Automatically report details of possible security incidents to Google. Privacy policy

ADVANCED Back to safety

3. Enter the Username [ and password [ , as noted in the table below. Click the
Login button. The graphics on the page may be different from the example
shown below.

Username Password

If you changed the password as directed while configuring the NETLAB+

console (see the previous section), use your new password.
administrator

If you have not yet changed the Administrator password, enter the

factory default, netlab (lowercase).

_'\ﬂ‘/ If you changed the factory default password while completing initial
— configuration, as per the NETLAB+ VE Installation Guide, use your new
‘ password.

example.edu

& Usemame

& Password

L
!
|
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1.1 Change Password During Initial Login

If you have already changed the factory default password, skip to the
next section.

If you did not yet change the factory default password, the Change Password screen will
be displayed during the initial login into the administrator account, requiring you to
change the password. NETLAB+ enforces strong passwords.

'\ﬂ‘/ Usernames and passwords are case-sensitive. Please record your new
L
— password in a safe place.

Passwords must meet the following requirements:
= Not found in the common dictionary and not too simple
= 7 or more ASCII characters
= Contain both numbers and letters

& Change Password

Hew Password  ssssssses

Retype New Password | ssssseses

Notice the Help button. You can click the Help button on this and other
NETLAB+ pages to display information to assist you in entering
information and making selections. To hide the help information, click
the button again.
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@ Change Password

Hew Password  sesssssnn

Enter your new password here.

Retype New Password = ss=sesse:

Enter your new password again for confirmation.

1. Enter your selection into the New Password field.
2. Enter the password once again in the Retype New Password field and then click
Submit.

— meet the requirements. The message will indicate why the password

[ \U‘/ An error message will be displayed if the password entered does not
— was unacceptable.

Examples of typical password errors:

e The error message shown below indicates that the password entered did not
meet the minimum length requirement.

New Password | ===-
Password must be 7 or more characters.
e The error message shown below indicates that the new password entered is a

simple word found in the common dictionary and, therefore, not eligible to be a
password on the system.

MNew Password | sssssssees

Password cannot be a common dictionary
word.
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e If the values in the two password fields do not match, an error message will be
displayed, similar to the one shown below.

9/27/2021

Retype New Password

The provided passwords do not match.
Please try again.

If you receive an error, correct the information in the fields as needed
and click Submit again.

_'\ﬂ\/ Make note of your new password, you will need it each time you log
— into the NETLAB+ system.

Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 9
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After a successful login, the Administrator Home page will be displayed. The
administrative functions in the main panel include displaying various system logs and
alerts, user management, pods and infrastructure, and content management. Select any
function by clicking on the icon or the function name. On the right, system information

is displayed.

System

&

Settings

Users

E)

Communities

3 A

Logs Alerts
@ E03
= o
Accounts Classes

Pods & Infrastructure

&

Pods

Content

=

Course
Manager

9/27/2021

i O

Virtual Control
Machine Devices
Infrastructure

© a

Pod Lab
Designer Designer

Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com

[~

Usage

U

User
Logins

File
Manager

Hostname
hostname.example.edu

IP Address
192.0.2.14

SSL Certificate Expiration
=) 2022-06-28 (274 days)

£+ Network Settings

Software Version
21.2.0

Maintenance Expires
2022-06-28

£+ Software Updates

User Logins
Enabled

Logged In Users

25

Pods in Use

15

Active Lab Reservations

20
Future Lab Reservations
42

= Manage Lab Reservations

System Upiime
1 hour, 9 minutes

) Shutdown/Reboot

Page 10
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2.1 Modify Settings

The settings you made during your initial login may be modified at any time, as needed.

e To access the Settings page, click your Administrator in the top-right corner and
select Settings.

# Home @ Help & administrator ~

£ Settings

= Logout

The Settings page will display your current settings.

Username  administrator & Change Password

Full Hame MNETLAB Administrator

Display Name  NETLAB Administrator

Email

Change Email

Date and Time (GMT-05:00) Eastern Time (US & Canada) © Settings
YYYY-MM-DD (2016-09-15)
12 Hour (3:37 PM)

The Change Password, Change Email, and Settings buttons may be selected to update
the information displayed.
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2.1.1 Change Password

1. Click the Change Password button on the Settings page to display the Change
Password page.

& Change Password

Mew Password ~ sesssaaas

Retype New Password =~ =eseseees

_"ﬂ\/ Changing the administrator account password also changes the system
— console password. The same password is used for both functions.

Passwords must meet the following requirements:

¢ Not found in the common dictionary and not too simple
e 7 or more ASCII characters

e Contain both numbers and letters

2. Enter your selection into the New Password field.

Enter the password once again in the Retype New Password field.

4. To proceed with updating your password, select the Submit button. You will
return to the Home page.

If you receive an error, correct the information as needed and click
Submit again.

w
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2.1.2 Change E-mail

1. Click the Change E-mail button on the Settings page to display the Change E-mail
Address page. Entering an e-mail address is optional.

% Change E-mail Address

E-mail Address  admin@example.edu

2. Update the E-mail Address field as desired. Click Submit to save changes and
return to the Home page.

E-mail Address | sooooowwwwwzzzz

Invalid email address

If you receive an error, correct the information as needed and click
Submit again.

2.1.3 Change Date and Time Settings
1. Click the Settings button on the Settings page to display the Date and Time

Settings page. These settings are especially important to ensure that information
is accurately displayed when using the scheduler.

M When traveling, you can change your time zone to match the local
time.
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Recall that you can display help information for guidance on updating
the values on a page by clicking the Help button. The Date and Time

Settings page is shown below, with help displayed.

® Date and Time Settings

Time Zone  (GMT-05:00) Eastern Time (US & Canada) =
The time zone where you are located. NETLAB+ will adjust for Daylight Savings
Time.
Date Display Format =~ YYYY-MM-DD -

The style in which dates will be displayed.

Time Display Format = 24 Hour -

Display times in 12 hour (AM/PM) format, or 24 hour format.

First Day of Week = Sunday =

Sets the first day of the week to be shown in a calendar.

2. Select the Time Zone where you are located. NETLAB+ will adjust for Daylight
Savings Time.

3. Choose the Date Display Format you prefer. This is the style that dates will be
displayed (for example, YYYY-MM-DD).

4. Select the Time Display Format. Time may be displayed in 12-hour (AM/PM)
format or 24-hour format.

5. Set the First Day of the Week to be shown in the scheduling calendar.

6. When you are finished making modifications, click Submit. The MyNETLAB page
will be displayed. (Or, to return to the MyNETLAB page without saving changes,
click Cancel.)
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2.2 Logout
The Logout link is used for logging out of the NETLAB+ system.

1. Click Administrator in the top-right corner of the Home page and select Logout.

#A Home @ Help & administrator =

£* Settings

= Logout

computer, to prevent others from gaining access to your Administrator

Q Logging out of the system is particularly important when using a shared
account.

2. A confirmation message will display; select the button if you want to Login Again
and return to the login screen.

o You have logged out -- goodbye!

=% Login Again
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2.1 Administrator Account In Use Warning

The NETLAB+ Administrator account does not allow multiple login
sessions to run concurrently. If the administrator account is currently in
use, a subsequent login will terminate the existing session.

A warning will display if the Administrator account is currently in use, allowing the user
to choose to continue logging in (which will terminate the existing session) or cancel and
return to the login page. This can help prevent interruptions when working with others
or when interacting with NDG Support.

A Administrator Account In Use

The administrator account is currently in use; logging in will terminate the existing session.
Please reenter and Submit the administrator password to continue or click Caneel to return
the the login page.

Password

9/27/2021 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 16
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3 Network Settings
Hostname The first section of the panel on the right side of the
hostname.example.edu administrator home page provides convenient viewing
of the Hosthname, IP Address, and SSL Certificate
IP Address Expiration date of your NETLAB+ system.
192.0.2.14

SSL Certificate Expiration Further details are available by selecting Network Settings.

= 2022-06-28 (274 days)

£# Network Settings

You may also access the settings by selecting the Settings icon on the Administrator
Home page and then selecting Network Settings.

Q Manage License

Activate and manage system license key.

a Network Settings

Manage network settings and SSL certificates.

web interface allows you to view, but not modify these settings. Use
caution when changing network configuration settings. Under some
circumstances, if you enter an incorrect value, the erroneous setting
may result in your system no longer being accessible using the
configuration utility. It would then be necessary to make corrections
through the virtual machine console.

Q Network interface settings are modified from the system console. The

To see an example of the Network Settings page, continue to the subsection below.
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3.1 SSL Configuration - Manage Certificates

You must configure connectivity for your NETLAB+ system through SSL. On the Network
Settings page, select Configure SSL.

£ Network Settings

Hostname hostname.example.edu

IP Address 192.0.2.14

Subnet Mask 255.255.255.0

Default Gateway  182.0.2.1

DNS Servers 8.8.818.8844

& Configure SSL

You will notice (see the picture in the section below) that a self-signed SSL certificate is
displayed in the list of certificates.

A

This self-signed certificate is included for configuration purposes.
HTML5 viewers will not work with this certificate. It must be replaced
with a certificate signed by a trusted certificate authority. The
subsections below provide details on your options for replacing the
certificate.

3.1.1 View Certificate Information

First, we will take a look at the unsigned certificate as an example of how to view
certificate information on the system.

& Manage Certificates Search
Hame Host/Domain Expiration Status Actions
efault www.example.org 2026-05-27 19:25 © gzmsei'gned -
9/27/2021 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 18
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To view more information about the self-signed certificate, click the certificate name.

& Active SSL Certificate

Name default
Status  Self-Signed
Host(s) www.example.org
Issuer  MNone (certificate is self-signed)
Valid From  2016-05-29 3:25 PM
Expiration 2026-05-27 3:25 PM
Private Key Length 2048 bit

Signature Algorithm SHA-256

m & Activate § € Details

Select the Details button to view additional information.

@ Certificate Details - default

Certificate:
Data:
Version: 3 (8x2)
Serial Number: 14367659375119
Signature Algorithm: sha25eWithRSA
Issuer:
CH=wwn . example . org
Validity
Mot Before: May 29 19:25:
Mot After : May 27 19:25:
Subject:
CH=wwn.example.org
Subject Public Key Info:
orit

Click Dismiss to return to the previous page.
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3.1.2 Adding New Certificates

To add a signed certificate to your NETLAB+ system, proceed with one of the following
methods, depending on if you need to obtain a certificate or already have a certificate.

o How would you like to add the certificate?

Generate a certificate signing request, temporary certificate, and new private key.
| have an existing certificate and private key.
® Get a certificate from Let's Encrypt™.

e Generate a certificate signing request: You will generate a certificate request,
temporary certificate, and new private key through NETLAB+. You will send the
request to the Certificate Authority (CA) of your choice. Once you receive a
signed version from the CA, you will update the certificate in NETLAB+. See
3.1.2.1 for details.

e If you already have a signed certificate and private key for your organization:
(This can be a domain-level certificate). You will proceed by adding the
certificate and private key to your NETLAB+ system, as described in 3.1.2.2.

e Get a certificate from Let's Encrypt™: Initiate an automated process where your

NETLAB+ system will request and obtain a signed certificate from Let's Encrypt, a
free certificate authority. See 3.1.2.3.
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3.1.2.1 Generate a Certificate Request and Replace an Unsigned Certificate with a
Signed Certificate

First, you will generate a certificate request and submit it to the CA of your choice.

1. Navigate to Network Settings > Configure SSL. If this is your first time adding a
certificate, you will see that the self-signed certificate that is included with
NETLAB+ is initially the active certificate.

& Manage Certificates Search
Name Host/Domain Expiration Status Actions
e . @ Active, -
default www.example.org 2026-05-27 19:25 Self-Signed

yv—

2. Click Add Certificate.
3. Select the option to generate a certificate signing request, temporary certificate,
and new private key, and press Next.

0 How would you like to add the certificate?

® Generate a certificate signing request, temporary certificate, and new private key.
| have an existing certificate and private key.

Get a certificate from Let's Encrypt™.

4. Fill in the fields on the form with the information appropriate for your site. For
guidance on completing the form, see the field descriptions below or select Help.
5. Click Submit.
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Generate New SSL Certificate and Signing Request

Entry Name

Server Name

Organization

Organizational Unit

City

State/Region

Country

example.edu

netlab.example.edu

Example University

IT Department

Anytown

NC

United States

Email Address  testadmin@example.edu

Private Key Length (bits) = 2048 -

Signature Algorithm = SHA-256 -

Field Descriptions - Generate New SSL Certificate

e Entry Name: The name used to manage this certificate. The hostname is
recommended. Letters must be lowercase. No spaces are permitted.
Example: netlab.myschool.edu

e Server Name: The fully qualified domain name (FQDN) of your server. This name
must match exactly what you type in your web browser, or you will receive a
name mismatch error. Wildcard certificates cannot be generated by NETLAB+.
Example: netlab.example.edu

e Organization: The legal name of your organization. This should not be
abbreviated and should include suffixes such as Inc, Corp, or LLC.
Example: Digitech College of Southern California
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e Organizational Unit: The division of your organization handling the certificate.
Example: Computer Science Department

e City: The city where your organization is located. Example: Los Angeles

e State/Region: The state or region where your organization is located. This should
not be abbreviated. Example: California

e Country: The country where your organization is located. Example: United States

e Email Address: An email address used to contact your organization. Example:
support@example.edu

e Private Key Length (bits): The length of the private key to generate in bits.
2048 is recommended and now required by most certificate authorities.
4096-bit certificates are currently not supported for performance reasons.

e Signature Algorithm: The algorithm used to sign the request. SHA-256 is now
used by most certificate authorities. SHA-1 is an older algorithm and is no longer
recommended.

NETLAB+ has generated a new private key, certificate signing request, and self-signed
certificate.

6. Select the button to Download Certificate Signing Request.

o Certificate generated.

» NETLAB+ has generated a new private key, certificate signing request, and self-signed
certificate.

» To make this the active certificate, active it from the certificate management page.

» Usage of self-signed certificates is limited to administrative maintenance only. To use this
certificate in production, download the certificate signing request, have it signed by trusted
certificate authority (CA), and replace the self-signed certificate with the certificate provided by
the CA.

) Understood & Download Certificate Signing Request

7. The certificate signing request (a file of encrypted text named Entry Name.csr)
will be downloaded to your local machine. Submit this file to the Certificate
Authority (CA) of your choice. Typically, a small annual fee is charged by the CA
for this service.
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After you receive a signed version of your certificate from the CA, you will use it to
replace the unsigned version.

NETLAB+ Virtual Edition Administrator Guide

1. Navigate to Network Settings > Configure SSL.

2. You will be replacing the self-signed certificate that you created. Notice that the
default certificate is indicated to be the active certificate; this is necessary since
you cannot replace an active certificate. (If the default is not currently the active
certificate, select it and the option to activate it on the Action dropdown).

3. Select the self-signed certificate you created.

& Manage Certificates

Name Host/Demain Expiration Status | Actions
default www.example.org 2026-05-27 19:25 @ Active, Self-Signed -
|examp|e.edu netlab.example.edu 2021-08-11 15:53 Self-Signed -

4. Click the Replace button to replace the certificate.
& View Certificate
Name example.edu
Status  Self-Signed
Host(s) netlab.example.edu
Issuer None (certificate is self-signed)
Valid From 2018-12-04 4:42 PM
Expiration  2023-12-04 4:42 PM
Private Key Length 2048 bit
Signature Algorithm SHA-256
® Activate [§ © Details j§ ERNGEERS Wl Delete
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5. Paste the signed certificate you received from the CA into the New Certificate
text box, including the header and footer lines, and select Submit.
a. Paste the contents of the new certificate file (.crt or .pem) above.
b. The certificate must be in PEM format. The PEM certificate format uses
the following header and footer lines, which should be included:

— together, one after the other; the server certificate needs to go first,

[_'\ﬂ\/ When using a chain of certificates, just append the certificates
otherwise you will get a mismatch between private and public keys.

If the new certificate is valid, it will overwrite the old certificate - the
old certificate is not retrievable.
Replace Certificate - example.edu

Name example.edu

New Certificate ----- BEGIN CERTIFICATE REQUEST-----

6. Return to the certificate page.

7. Verify that your certificate now indicates it is signed (as shown below).

_\U‘/ If the status of the certificate does not indicate signed, it may be
— necessary to log off the system and close your browser window. The
status will be updated when you enter the system again.
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8. Click Activate.
& SSL Certificate

Name example.edu

Status Signed

Hosi(s) netlab.example.edu
Issuer
Valid From 2017-04-13 3:41 PM
Expiration 2020-06-28 11:44 AM
Private Key Length 2048 bit

Signature Algorithm SHA-256

9. You will be prompted to confirm that you want to activate the certificate.
Select Proceed.

e Do you want to activate certificate ‘example.edu'?
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10. A message will indicate that the certificate has been activated and that the
webserver will restart shortly to clear its SSL cache. Click OK.

A example.edu activated.

The webserver will restart shortly to clear its SSL
cache.

You may need to close and restart your browser to see
that the certificate has changed.

11. Verify that the signed certificate is now active (see the Status in the picture
below). If the signed certificate is not active, it may be necessary to log off the
system, close your browser window, and then re-enter the system.

& Manage Certificates

Name Host/Domain Expiration Status
default www example.org 2026-05-27 19:25 Self-Signed
example.edu netlab.example.edu 2021-08-11 15:53 @ Active, Signed

12. Verify that your browser address now indicates HTTPS. It may be necessary to
log off the system, close your browser window, and then re-enter the system.

€ 2> C f& {8 httpsy/
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3.1.2.2 Add a Certificate and Private Key to NETLAB+
1. Navigate to Network Settings > Configure SSL. If this is your first time adding a

certificate, you will see that the self-signed certificate that is included with
NETLAB+ is initially the active certificate.

& Manage Certificates

Search
Name Host/Domain Expiration Status Actions
nE . @ Active, -
default www.example.org 2026-05-27 19:25 Self-Signed

Pyv—

2. Click Add Certificate.

3. If you have a signed certificate and private key for your organization (it may be a
domain-level certificate), you will add the certificate and private key to your
NETLAB+ system. Select the choice, | have an existing certificate and private key.

o How would you like to add the certificate?

Generate a certificate signing request, temporary certificate, and new private key.
® | have an existing certificate and private key.
Get a certificate from Let's Encrypt™.

4. Click Next. The Add Certificate page will be displayed (see picture on next page).
5. For the Entry Name, using the hostname (which is populated in this field as the
default value) is recommended.
6. Paste your certificate, including the header and footer lines, into the Certificate
textbox.
a. Paste the contents of the certificate file (.crt or .pem) above.
b. The certificate must be in PEM format. The PEM certificate format uses
the following header and footer lines, which should be included:
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_'\U‘/ When using a chain of certificates, just append the certificates
— together, one after the other; the server certificate needs to go first,
* otherwise you will get a mismatch between private and public keys.

7. Paste your private key, including the header and footer lines, into the Private
Key textbox.
a. Paste the contents of the new certificate file (.crt or .pem) above.
b. The private key must be in PEM format. The PEM certificate format uses
the following header and footer lines, which should be included:

_'\U‘/ To protect the private key, there is no user interface to view or
— download it later. Therefore, you should keep a copy of the private key
* in a safe place.

8. Press Submit.

© Add Certificate

Entry Name  example.edu

Certificate = ----- BEGIN CERTIFICATE -----

Private Key | ----- BEGIN PRIVATE KEY -----
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9. Return to the certificate page.
10. Verify that your certificate now indicates it is signed (as shown below).

—
necessary to log off the system and close your browser window. The

[ 0 If the status of the certificate does not indicate signed, it may be
* status will be updated when you enter the system again.

11. Click Activate.
& SSL Certificate

Name example.edu

Status | Signed

Hosi(s)  netlab.example.edu
Issuer
Valid From  2017-04-13 3:41 PM
Expiration 2020-06-28 11:44 AM
Private Key Length 2048 bit

Signature Algorithm SHA-256

12. You will be prompted to confirm that you want to activate the certificate.
Select Proceed.

e Do you want to activate certificate ‘'example.edu'?
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13. A message will indicate that the certificate has been activated and that the
webserver will restart shortly to clear its SSL cache. Click OK.

A example.edu activated.

The webserver will restart shortly to clear its SSL
cache.

You may need to close and restart your browser to see
that the certificate has changed.

14. Verify that the signed certificate is now active (see the Status in the picture
below). If the signed certificate is not active, it may be necessary to log off the
system, close your browser window, and then re-enter the system.

& Manage Certificates

Name Host/Domain Expiration Status
default www example.org 2026-05-27 19:25 Self-Signed
example.edu netlab.example.edu 2021-08-11 15:53 @ Active, Signed

15. Verify that your browser address now indicates HTTPS. It may be necessary to
log off the system, close your browser window, and then re-enter the system.

€ 2> C f& {8 httpsy/

9/27/2021 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 31

Actions


http://www.netdevgroup.com/

NETLAB+ Virtual Edition Administrator Guide .I I I N DG

3.1.2.3 Get a Certificate from Let's Encrypt

Initiate an automated process where your NETLAB+ system will request and obtain a
signed certificate from Let's Encrypt™, a free certificate authority. Your NETLAB+ system
will interact with Let's Encrypt to request the signed certificate and respond to a
challenge issued by Let's Encrypt to verify control of the domain.

Requirements to use Let's Encrypt with NETLAB+:
e Your system must have an Internet-accessible public DNS entry.
e Ports 80 and 443 must be accessible and open through the firewall.

In this automated process, NETLAB+ will respond to a challenge to

- perform cryptographic math and provide signed, calculated results to
prove control of the domain. For more details, see Let's Encrypt, How It
Works.

1. Navigate to Network Settings > Configure SSL. If this is your first time adding a
certificate, you will see that the self-signed certificate that is included with
NETLAB+ is initially the active certificate.

& Manage Certificates Search
Name Host/Domain Expiration Status Actions
s . @ Active, -
default www.example.org 2026-05-27 19:25 Self-Signed

Pyv——

2. Click Add Certificate.
3. Select the choice, Get a certificate from Let's Encrypt™. Click Next.

o How would you like to add the certificate?

Generate a certificate signing request, temporary certificate, and new private key.
| have an existing certificate and private key.
® Get a certificate from Let's Encrypt ™.
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4. The Get a Certificate from Let's Encrypt page is displayed. Enter the appropriate
information into the fields (see field descriptions below) and then click Submit.

Get a Certificate from Let's Encrypt

Domain Name  netlab.example.edu

he fully qualified domain name (FQDN) of your server. This must match exactly what you type in your web browser or you
will receive a name mismatch error. Wildcard certificates cannot be issued by Let's Encrypt.
Example: netlab.myschool.edu

Contact Email admin@example.edu

Let's Encrypt will send email to this address to warn of expiring certs and to notify about changes to their privacy policy.

o som

Field Descriptions - Get a Certificate from Let's Encrypt

e Domain Name: The fully qualified domain name (FQDN) of your server. This
name must match exactly what you type in your web browser, or you will receive
a name mismatch error. Wildcard certificates cannot be issued by Let's Encrypt.

e Contact Email: Let's Encrypt will send email to this address to warn of expiring
certificates and to notify about changes to their privacy policy.

Be sure to enter the address of an email account that is checked on a regular

basis to ensure that your organization is kept aware of any issues with the
certificate.

5. A message will confirm that the certificate has been generated. Click Understood.

o Let's Encrypt certificate generated.

7 Understood

If an error occurs indicating too many certificate requests, be aware
that Let's Encrypt enforces rate limits. This should not present a
problem for typical use. If you have made an excessive amount of
certificate renewal requests (perhaps due to testing or development
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6. The View Certificate screen is displayed (see picture below). Notice the
expiration date. The certificate will expire in 90 days. Click Activate.

NETLAB+ will automatically request a renewal of the certificate from
Let's Encrypt every 60 days. This provides a 30-day window for the
automated renewal to successfully take place (allowing for any

connectivity issues, power outages, etc. at your site). The renewal will
be attempted twice a day until it succeeds.

discussion on initiating a renewal.

& View Certificate

Name

Status

Host(s)

Issuer

Valid From
Expiration

Private Key Length

Signature Algorithm

letsencrypt

Signed
netlab.example.edu
Intermediate X3

21-Dec-2016 4:22 AM

21-Mar-2017 6:22 AM

2048 bit

SHA-256

@ Activate § © Details BREINIEE

0 No intervention will be required, except for situations where system
outages for an extensive period prevent the renewal from executing in
— a timely manner. See the highlighted box at the end of this section for

il Delete
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7. Confirm that you want to activate the certificate by clicking Proceed.

9 Do you want to activate certificate ‘letsencrypt?

8. The letsencrypt certificate is activated. As noted, you may need to restart your
browser to see that the certificate has changed.

& letsencrypt activated.

The web server will restart shortly to clear its SSL
cache.

You may need to close and restart your browser to see
that the certificate has changed.

9. Verify that the letsencrypt certificate is now active (see the status in the picture
below). If the letsencrypt certificate is not active, it may be necessary to log off
the system, close your browser window, and then re-enter the system.

& Manage Certificates

Name Host/Domain Expiration Status | Actions
default www.example.org 2026-05-27 19:25 Self-Signed -
letsencrypt netlab.example.edu 2017-03-21 15:53 @ Active, Signed v

10. Verify that your browser address now indicates HTTPS. It may be necessary to
log off the system, close your browser window, and then re-enter the system.

€« ->CH https://

9/27/2021 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 35


http://www.netdevgroup.com/

NETLAB+ Virtual Edition Administrator Guide .I I I N DG

Under normal operating conditions, no administrator action is required to renew the
certificate. If system outages for an extensive period have prevented the automatic
renewal from executing, the certificate will expire at the end of the 90-day period.

The administrator may initiate a request to renew the certificate by clicking the Renew
button on the View Certificate page. However, before proceeding, we recommend
contacting our support team for assistance in troubleshooting/resolving any problems
with the automated process.

© Dismiss | @ Activate &, Renew

As noted, click Proceed if you have been instructed to perform this step by our support
team.

9 Do you want to renew your Let's Encrypt certificate?
NETLAB+ will manage automatically renewing the

certificate for you. Do not proceed unless you are
troubleshooting or have been instructed to do so by

support.
= a2

A message will confirm the certificate is renewed. Click OK. You may need to close and
restart your browser to see the updates to the certificate.

& letsencrypt renewed.

The web server will reload its configuration to load the
new certificate.

You may need to close and restart your browser to see
that the certificate has changed.
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4 Manage License

Notice the message at the top of the Administrator Home page, indicating that system
registration and software license activation are required.

@ System registration and software license activation required.

Mo new lab reservations can be made at this time.

You will need the customer information email sent to your
organization from Network Development Group (NDG), in order to
complete the steps in this section.

The email from Network Develop Group (NDG) includes the following items needed to
activate the license:

e System Serial Number: The serial number of your NETLAB+ VE system.

e License Key: The license key for your NETLAB+ VE system (good for 5
activations).

The System Serial Number and License Key must be entered into your NETLAB+ VE
system in order to enable activation of its full functionality, including the scheduling of
lab reservations. See the Activate License (Initial Activation) subsection below.

_‘ﬂ\/ Please keep your license information in a secure place. You will need
— to enter it periodically, when major events/changes have taken place
— on your NETLAB+ VE system. See the Reactivate License subsection

below.

4.1 Activate License (Initial Activation)

Complete the following steps to activate your system license key. You will need the
System Serial Number and License Key provided to you from NDG.

The NETLAB+ virtual machine must have network connectivity for
license activation. Please make sure network setup is completed before

activating the license, refer to the Network Settings section for
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1. Select Settings from the Administrator Home page and then select Manage

License (or select Manage License on the alert message at the top of the page,
see the previous section).

Manage License

Activate and manage system license key.

Network Settings

Manage network settings and S5L certificates.

2. The Activate License page will be displayed. Enter the System Serial Number and
the License Key provided from NDG. Select Activate.

Your easiest option for entering the System Serial Number and License Key is
to simply copy and paste from the customer information letter.

If you enter the information into these fields, keep in mind the following:
System Serial Number:

Can be lowercase/uppercase

Must include dashes
License Key:

Must be uppercase
Must include dashes

Q, Activate License

System Serial Number = NDG-VE-*'##
License Key

s

K
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3. A message will display, indicating the license activation was successful. Select OK.

o License activation successful.

4. The License Information page will be displayed. Notice that the license status has
been changed to Active. Your system is now fully functional. Review the other

information on this page, including the Activations Remaining (see the next

section, Reactivate License, for further discussion).

5. To ensure the information displayed is updated, click Update Status.

6. Click Dismiss.

&, License Information

System Serial Number
Licensed To

License Status

Active Pod Limit
Expiration Date

Last Activation

Last Update
Activations Remaining
Registered IP Address

Registered MAC Address

NDG-VE- S # 8 S 4

L ACTIVE J

16

2016-10-1917:35
2016-10-1917:35

4
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4.2 Reactivate License

In some cases, modifications made to the NETLAB+ system will require software license
reactivation. Events that will trigger the requirement to reactivate include:

e Change of MAC address

e Change of IP address

e Change of virtual machine UUID

e Restoration of the NETLAB+ virtual appliance from a backup

When reactivation is required, the Administrator Home page will display the following
alert.

@ A change to the system 'equlref software license reactivation.
-

Mo new lab reservations can be made at this time.

Also, be aware that the following message will be displayed to users if a user attempts
to schedule a lab reservation while the software license is not active.

A New lab reservations cannot be made at this time.

* The system software license is not active.

) Understood

may be requested from NDG support (see www.netdevgroup.com).

c Your license key allows five (5) activations only. A "fresh" license key

Complete the following steps to reactivate your system license key.
You will need the System Serial Number and License Key provided to you from NDG.
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1. To reactivate the license, select Settings from the Administrator Home page and
then select Manage License (or select Manage License on the alert message at
the top of the Administrator Home page).

Q Manage License

Activate and manage system license key.

a Network Settings

Manage network settings and S5L certificates.

2. The License Information page will be displayed. Notice that the License Status is
Reactivate. Select the Reactivate button.

&, License Information

System Serial Number
Licensed To

License Status

Active Pod Limit
Expiration Date

Last Activation

Last Update
Activations Remaining
Registered IP Address

Registered MAC Address

NDG-VE #### -#8ine soron: -4

REACTIVATE

16

2016-10-19 17:35
2016-10-1917:54

4
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3. The Activate License page will be displayed. Refer to the information provided by
NDG and verify that the System Serial Number displayed matches the
information from NDG. Each NETLAB+ VE license key is valid for one system.
Enter the License Key provided by NDG. Select Activate.

Your easiest option for entering the System Serial Number and License Key is
to simply copy and paste from the customer information letter.

If you enter the information into these fields, keep in mind the following:

System Serial Number:
Can be lowercase/uppercase
Must include dashes

License Key:
Must be uppercase
Must include dashes

&, Activate License

System Serial Number NDG-VE

License Key

4. A message will display, indicating the license activation was successful. Select OK.

o License activation successful.
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5. The License Information page will be displayed. Notice that the license status has
been changed to Active, full system functionality is restored.

It may be necessary to click the Update Status button to update the
information displayed following a reactivation.

&, License Information
System Serial Number NDG-VE “i88 - 4

Iﬁ.cti\raﬁans Remaining 1 I

Registered IP Address

Registered MAC Address *

6. Review the license information on the License Information page, including the
Activations Remaining. If you have only one (1) activation remaining, an alert
message will display at the top of the License Information page. Click Dismiss
after reading.

1 activation remaining.

There is only one activation remaining on the current license. Once the |ast activation is used, it will be
necessary to contact NDG support to obtain a fresh license key to make subsequent license activations.

Your license key allows five (5) activations only. A "fresh" license key
may be requested from NDG support (see www.netdevgroup.com).

[_\ﬂ‘/ You do not have to wait until you have used up all 5 activations to
— request a new license key. We recommend that you request a new
license key when you have one activation remaining, doing so will
ensure your that you have always have a valid license key on hand.
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5 Appearance

Custom branding of your NETLAB+ system allows you to use your own logos and
graphics to make your system uniquely identifiable and can serve as an asset for your
marketing strategy. The administrator may customize the NETLAB+ user interface by
modifying the settings for displaying certain interface elements such as login and banner
logos.

First, we will look at the default images provided for the display elements. The default
Login Form and Login Logo are displayed on the default Login Background in the picture
below.

NETLAB.EXAMPLE.EDU

& Usemame

Login Form
& Password

A

!
’ { ! Login

!!

L

Al
| I N DG — J
| III A

The picture below shows the default Banner Logo on the MyNETLAB+ page of a student
account.

INDG&= ° +
il

MyNETLAB

£ Scheduled Lab Reservations
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To customize the appearance of your NETLAB+ system, select Settings > Appearance.

Q Manage License

Activate and manage system license key.

a Network Settings

Manage network settings and S5L certificates.

Appearance

Change the appearance of certain interface elements such as login and banner logos.

The Appearance page is displayed. The System Name, Login Logo, Login Logo Location,
Login Background, Login Form Location, and Banner Logo may be updated by selecting
their respective Edit button, located to the right of each element. The interface
elements are discussed in the subsections below.

@ Appearance

Syslem ame testhostame.example.com

Login Logo
-IlINDG

Login Logo Location

Login Background

Login Form Location

“ NDG o
il
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51 System Name
Assigning a custom system name can make it easier for users to identify which NETLAB+
they are logging into if they have access to more than one NETLAB+ system. The name

will be displayed on the login page instead of the hostname.

1. To enter a custom name, select the Edit button to the right of the System Name
on the Appearance page.

System Name testhostame.example.com [# Edit

2. Enter a name for your system and then select OK (if no system name is provided
orifitis cleared, the hostname will be displayed once again).

(¢ Edit System Name

Sysiem Name  Fictional University NETLAB+ 1

oo Joc Joner

5.2 Login Logo
You may replace the logo on the NETLAB+ login page by uploading an image file with
your own logo. Acceptable file formats include .gif, .jpg, and .png. Images with heights

greater than 100 pixels will be scaled down to 100 pixels.

3. Toreplace the default logo, select the Edit button to the right of the Login Logo
on the Appearance page.

N N DG
-III
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4. The Edit Login Logo page is displayed. Click the checkmark box next to Select a

Login Logo.
-IlINDG

Select a Login Loge ||w| ]| MNone

Edit Login Logo

oo Jooms Jona

5. A window will open, allowing you to select the image file you would like to use
for the NETLAB+ login page.

Acceptable file formats include .gif, .jpg and .png. Images with heights
greater than 100 pixels will be scaled down to 100 pixels.
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6. The image file you select will be displayed on the Edit Login Logo page. Click OK.

Edit Login Logo

Select aloginLoge |v| example_edu_login_logo.png

‘:\U} To restore the default Login Logo, simply click OK without selecting a
— file.

5.3 Login Logo Location
You may select the preferred position on the login page for the Login Logo.

1. Select the Edit button to the right of the Login Logo Location grid. Notice the
default location indicated on the grid below is in the center, at the bottom of the

page.

Login Logo Location
[# Edit
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2. The Edit Login Log Location page is displayed. Choose a cell from the grid below
that best resembles the preferred location of the logo on the NETLAB+ login
page. In the example below, the cell in the upper-left has been selected. Click OK.

@ Edit Login Logo Location

Pick a Login Form Location -

Please note that the Login Logo and Login Form cannot occupy the
same location.

5.4 Login Background

You may replace the background on the NETLAB+ login page by uploading an image file
with your own background. Acceptable file formats include .gif, .jpg and .png.

Background images may be scaled and/or cropped to accommodate the size of users'
browser windows.

1. To replace the default background, select the Edit button to the right of the
Login Background on the Appearance page.

Login Background
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2. The Edit Login Background page is displayed. Click the checkmark box next to
Select a Login Background.

Edit Login Background

Select a Login Background | « || None

3. A window will open, allowing you to select the image file you would like to use
for the NETLAB+ login background.

may be scaled and/or cropped to accommodate the size of users'

Q Acceptable file formats include .gif, .jpg and .png. Background images
browser windows.
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4. The image file you select will be displayed on the Edit Login Background page.
Click OK.

Edit Login Background

Select a Login Background |v| example_edu_login_background.jpg

8 Haln

[ \ﬂ‘/ To restore the default Login Background, simply click OK without

— selecting a file.
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5.5 Login Form Location

The login form contains the fields in which users enter their username and password.
You may select the preferred position on the page for the Login Form.

1. Select the Edit button to the right of the Login Form Location grid. Notice the
default location indicated on the grid below is in the center, at the top of the

page.

Login Form Location - m

2. The Edit Login Form Location page is displayed. Choose a cell from the grid below
that best resembles the preferred location of the form on the NETLAB+ login
page. In the example below, the cell in the upper-right has been selected. Click
OK.

@ Edit Login Form Location

Pick a Login Form Location -

(oo Jo o Jorar

Please note that the Login Logo and Login Form cannot occupy the
same location.
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The picture below shows the updated login screen, with the Login Logo and Login Form,
including the custom system name, placed in the selected preferred positions on the
updated background image.

. - Fictional University NETLAB+ 1
2 Login Logo
.- = & Username

@ Password
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5.6 Banner Logo

You may replace the banner by uploading an image file with your own banner logo.
Acceptable file formats include .gif, .jpg and .png. Images with heights greater than 40
pixels will be scaled down to 40 pixels.

1. Notice that the NDG logo is the default Banner Logo. To replace the default logo,
select the Edit button to the right of the Banner Logo on the Appearance page.

“ JNDG
il

2. The Edit Banner Logo page is displayed. Click the checkmark box next to Select a
Banner Logo.

Edit Banner Logo

4INDG

Select a Banner Logoe | |w | None

oo Joom Jorm

3. A window will open, allowing you to select the image file you would like to use
for the Banner Logo.

Acceptable file formats include .gif, .jpg and .png. Images with heights
greater than 40 pixels will be scaled down to 40 pixels.
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4. The image file you select will be displayed on the Edit Banner Logo page. Click OK.

Edit Banner Logo

SelectaBannerLege |+ example_edu_banner.png

‘:\U} To restore the default Banner Logo, simply click OK without selecting a
— file.

The updated banner will be displayed on all user accounts. The picture below shows the
banner displayed on the MyNETLAB+ page of a student account.

MyNETLAB

) Scheduled Lab Reservations

You have no scheduled lab reservations.

© New Lab Reservation
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6 News and Announcements
fﬂ System news and announcements are displayed at the top of the MyNETLAB

page. Using this feature provides a way to communicate with all users of your
NETLAB+ system.

_'\ﬂ‘/ System-wide settings will be displayed on the MyNETLAB page of all
— users, above any community Welcome Message or News and
‘ Announcements.

1. To manage the system-wide welcome message and news, select Settings from
the Administrator Home page and then select News and Announcements.

Q Manage License

Activate and manage system license key.

a Network Settings

Manage network settings and S5L certificates.

@ Appearance

Change the appearance of certain interface elements such as login and banner logos.

ﬁ News and Announcements

Manage system-wide welcome message and news.

2. Select the Edit button.

! News and Announcements

Welcome Message

Mews and Announcements
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3. Enter information into the Welcome Message and/or News and Announcements
fields. See the field descriptions below. Click Submit.

GitHub Flavored Markdown is supported, as shown in the example
below. Not familiar with GitHub Flavored Markdown? A quick Internet
search will lead you to information on syntax and examples.

! Edit News and Announcements

Welcome Message  ### Welcome to our NETLAB+ System!

Mews and Announcements  ### Please complete all assignments before Spring Break!
®* Hands-on practice is the key to learning technical skills -
* Contact your instructor with any questions P

Field Descriptions - News and Announcements

e Welcome Message: Define a welcome message for the system. The message is
displayed on the MyNETLAB page in its entirety, above any community welcome
message or community news. GitHub Flavored Markdown is supported. Links will
open in separate tabs or windows.

Welcome messages can also be set for specific communities. See the Manage
Communities section.

e News and Announcements: Define news and announcements for the system.
This is displayed on the MyNETLAB page, above any community welcome
messages or community news. Space for news and announcements is
constrained to a scrollable region, so it is suitable for longer text. GitHub
Flavored Markdown is supported. Links will open in separate tabs or windows.

News and Announcements can also be set for specific communities. See the
Manage Communities section.
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4. The News and Announcements page displays the information that has been
entered. Any markdown included will be rendered as it will appear on the
MyNETLAB page for all users.

! News and Announcements

Welcome Message

Welcome to our NETLAB+ System!
News and Announcements

Please complete all assignments before Spring Break!

« Hands-on practice is the key to learning technical skills
« Contact your instructor with any questions
« Refer to NETLAB+ VE Documentation: https://www.netdevgroup.com/support/documentation/netlabve/

5. Click Dismiss to return to the System Settings page. Select Home at the top-right
to return to the Administrator Home page.

Here, we show how the Welcome Message and the News and Announcements will be
displayed when a student logs into the system.

.lIINDG © Help & teststudent =

MyNETLAB

Welcome to our NETLAB+ System!

Please complete all assignments before Spring Break!

+ Hands-on practice is the key to learning technical skills
« Contact your instructor with any questions
« Referto NETLAB+ VE Documentation: https://www.netdevgroup.com/support/documentation/netlabve/

4 Scheduled Lab Reservations

You have no scheduled lab reservations.

© New Lab Reservation
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7 Manage API Settings

(Application Program Interface), allowing customers to create custom
automation scripts for many of NETLAB+'s administrative functions, such as
automatically adding accounts from a Learning Management System (LMS).

Og New to NETLAB+ is the ability to communicate with the system through APIs

To view and manage API settings, select Settings from the Administrator Home page,
and then select Manage API Settings.

Manage License

Activate and manage system license key.

Network Settings

Manage network settings and SSL certificates.

Appearance

Change the appearance of certain interface elements such as login and banner logos.

News and Announcements

A6 & 2

Manage system-wide welcome message and news.

ﬁ'ﬁ Manage API Settings
4+

Manage AP users, tokens and source IP addresses. Enable or disable APL

The API status and any existing API keys are displayed.

The Remote APl is enabled. Add an API key below or use an existing one.

&, API Keys Search
User “  Token Description Active
administrator 9YAD7ENC3I7ERETRTRXATXDTG33MNIHPBW2WE9ONH | Testing ]
administrator 975642MOLE6XBFGLMLCAZEZOKBYIDIRYIZATCGOSX Deve|oper ]
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7.1 Add an API Key

APl Keys are required in order to authorize other Linux machines to use automated
NETLAB+ functions.

— Development Kit (SDK), available from NDG.

[ \[T/ Details on the use of APl keys are provided in the NETLAB+ Software

1. Select the Add API Key button.

& API Status

The Remote APl is enabled. Add an API key below or use an existing one.

Q. API Keys Search
User “  Token Description Active
administrator SYAD7ENC3IFERETFRTREXATXDTGIIMNIHPBWZWESSNH | Testing ]
administrator 075642MOL6XBFGLMLCA2EZOKEYIDIRYIZATCGOSX  Developer ]
Show 10 v entries Showing 1to 2 of 2items

© Add API Key
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2. The New API Key page is displayed. Enter information into the fields. Refer to the
field descriptions below. Click Submit.

New API Key

Source IPs | 192.0.2.0,192.0.2.1

Description =~ Learning Management System

I e

Field Descriptions - New APl Key

e Source IPs: A list of comma-separated IP addresses. Only connections from one
of these IP addresses will be allowed for this API key.

e Description: Include a description to help identify your API key.

3. A message indicates the APl key has been added. Click OK.

O API key added.
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4. The API key Info page is displayed. Notice that a Token has been generated. This
token will be used to authorize the machine(s) at the Source IP address(es) to
use NETLAB+ functions.

Q; API Key Info

User administrator
Token WZTESNHIKAP7NRHRKTFGBWXL772W9IN8DWJJGLEGS
Source IPs  192.0.2.0,192.0.2.1
Description Learning Management Systems
Active @

Created At 25-Mov-2016 12:29 PM

5. Toreturn to the Manage API Settings page, click Dismiss or continue to the next
section to edit the API Key Info.
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7.2 Edit an API Key

1. To edit an API key, select the Edit button on the API key Info page (see the
previous section). The values for User (only the Administrator is currently
allowed) and Token cannot be modified. You may modify the source IPs and
select/deselect the checkbox for Active to enable/disable this API key. You may
modify the Description. After making any changes, click Submit.

[_'\U\/ In the example below, we have unchecked the Active box to disable this
- API.

&, Edit API Key

User administrator
Token WZTE6NH9KAP7NRHRKTFGBWXL772W9N8DWJJGLB6GS

Source lPs | 192.0.2.0,192.0.2.1

Active

Description =~ Learning Management Systems

2. A message indicates the APl key has been updated. Click OK.

o API key updated.
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3. You will return to the APl Key Info page. Notice the 0 symbol, indicating that the
key is not active. Notice that APl keys can also be enabled/disabled from this
page (by selecting the Enable button). Click Dismiss.

&, API Key Info

User

Token
Source IPs
Description
Active

Created At

administrator
WZTEGNHIKAP7NRHRKTFGBWXL772WONEDW.JJGLBGS
192.0.2.0,192.0.2.1

Learning Management Systems

0

25-Nov-2016 12:29 PM

You will return to the Manage API Settings page.

¥} API Status

The Remote APl is enabled. Add an API key below or use an existing one.

&, API Keys

User

administrator
administrator
administrator

administrator

Search

Token Description

L55CI5LXRIMEGYNNMBRGRANSTBAGI4HDIG5495H7 | Sample
WZTEGNHIKAP7NRHRKTFGBWXL772WINEDWIIGLEG8  Learning Management Systems
9YAD7BNC376RETRTRYATZXDTGI3MNIHPBW2WE9SNH | Testing

975642MILEXBFGLMLCA2EZIKBYIDIRYIZATCGOSX | Developer

Show 10 v entries Showing 1to 4 of 4items
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7.3 Disable API

In the previous section, we showed as part of the edit function how an individual API
key can be disabled. In this section, we show how to disable all remote API connections.

1. To terminate all existing remote APl connections, select the Disable API button,
located at the top-right of the Manage API settings page.

The Remote APl is enabled. Add an API key below or use an existing one.

2. You will be prompted to confirm this action; click Disable.

9 Are you sure you want to disable the Remote API?

+ All existing remote API connections will be terminated.

+ This requires a restart of the NETLAB+ server process which
may momentarily impact user activity.

Disabling API requires a restart of the NETLAB+ server process, which
may briefly affect user activity.

3. The API Status now indicates that the Remote API is disabled; no connections will
be allowed unless the Remote API is enabled.

o API Status

The Remote API is disabled. No connections will be allowed.

9/27/2021 Copyright © 2021 Network Development Group, Inc. www.netdevgroup.com Page 65


http://www.netdevgroup.com/

NETLAB+ Virtual Edition Administrator Guide .I I I N DG

7.4 Enable API
1. To enable the remote API and all users with valid APl keys to remotely access

your NETLAB+ data, select the Enable API button, located at the top-right of the
Manage API settings page.

o AP Status

The Remote API is disabled. No connections will be allowed.

2. You will be prompted to confirm this action. Click Enable.

9 Are you sure you want to enable the Remote API?

+ Users with valid APl keys will be able to remotely access your
METLABE+ data.

» This requires a restart of the NETLAB+ server process which
may momentarily impact user activity.

Enabling API requires a restart of the NETLAB+ server process, which
may briefly affect user activity.

The API status now indicates the Remote API is enabled. Any existing API keys
are displayed.

The Remote API is enabled. Add an API key below or use an existing one.

R APl Keys Search

User “  Token Description Active

LS5CI5LXRIMEGYNNMERGRANBTEAGO4HDIGS495H7 | Sample o
administrator  WZTEGNHOKAPTNRHRKTFGELXL7721ONEDI IGLEGS | Learning Management Systems, o

S¥4D7ONC 37 GREZRTRXA7XDTG3 SHNIHPBHZIGSSNH | Testing °

975642M9L6X8FGLMLCA2EZOKSYIDIRYIZATCGISX | Developer ©

Show 10 v entries Showing 1104 of 4items
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8 Manage Lab Reservations
User Logins The third panel on the right side of the
Enabled administrator Home page indicates if User Logins

are enabled, the number of Logged in Users

Logged In Usars currently using your system, the number of Pods in

25 Use, number of Active Reservations, and the
Pods in Use number of Future Lab Reservations on your system.
15

Active Lab Reservations
20

Future Lab Reservations
2

=

Manage Lab Reservations

— interrupting users when you are planning to do system maintenance

[_'\ﬂ‘/ Being aware of the active reservations can be helpful to avoid

such as software updates.

8.1 Display a List of Lab Reservations

Select Manage Lab Reservations to display details for all lab reservations on the system.

£ Lab Reservations

Show Active Only

ID Date/Time Description Pod
= 2016-06-13 17:55 Class: EMC ISM E::?.JSMVE_POD1
20 @ 0.6hours User: testuser - Academy
Exercise: Lab 01: Introduction to Storage _ ISM v2
B 2016-06-13 17:56 Class: EMC 1SM EMC._ISM‘.*E_F’ODE
27 @ 0.6 hours User: teststudent e Academy
Exercise: Lab 03: Overview of LUNs _ ISM v2
£ 2016-06-13 19:00 Class: EMCISM EFI':?_ISMVLPDW
21 E 1.0 hours ’ User: testuser - Academy
' Exercise: Lab 02: Overview of RAID waz  ISM v2

To filter the lab reservation list to display only reservations that are currently active,
select the Show Active Only box

+| Show Active Only
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8.2 See Details of a Lab Reservation

1. Selectthe
Cancel the lab.

y

L

|v‘

& View

—

@ Cancel

2. Select View to display lab reservation details.

4INDG

button at the end of a row to display the option to View or

_'\ﬂ‘/ The details of a lab reservation may also be displayed by clicking
— anywhere on the row of the lab reservation list.

£ Reservation 24

Reservation Type
Class Name
Class Name

Equipment Pod
Reserved For
Time Zone
Start Time

End Time

Initial Configuration

Individual Self Study for Class

EMC ISM

Lab 02: Overview of RAID
EMC_ISMv2_POD1

Test User

Coordinated Universal Time
2016-06-16 @ 17:00
2016-06-16 @ 18:00

no configs loaded (clean)

@ Cancel Reservation

3. Select Dismiss to return to the list of lab reservations or select Cancel
Reservation to cancel the lab reservation (described in the next section).
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8.3 Cancel a Lab Reservation

If you select the Cancel Reservation button on the reservation detail display (shown in

the section above), you will be prompted to confirm that you want to cancel the
reservation.

You may have noticed that the option to cancel a reservation was also
available from the Action dropdown on the reservation list (see the
picture in the previous section). This is one example of how the

NETLAB+ user interface is designed to be versatile and provides
multiple ways to access the options frequently used.

1. Select the Cancel Reservation button.

Q Are you sure you want to cancel reservation 24?

& Cancel Reservation m

2. The cancelation will be confirmed. Select OK to return to the Home screen.

o Reservation 24 has been cancelled.

) OK
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8.4 Enter a Lab Reservation

The Enter Lab button will be displayed in the lab reservation list for all active lab
reservations (labs that are currently in progress). Entering a lab can be helpful to the
administrator when troubleshooting issues with equipment pods.

) Lab Reservations Search

D

Show Active Only

Date/Time Description Pod Action

© 0.9 hours User: Test User -y Academy v

Enter Lab © Exercise: Lab 02: Overview of RAID .':_1" ISM v2

The Administrator may enter a lab session and perform the same actions as an
instructor. Please see the Enter a Lab Session section of the NETLAB+ VE Instructor
Guide for details.
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9 Shutdown/Reboot
System Uptime Statistics on System Uptime are displayed on the fourth
1 week, 6 days, 22 hours, 2 panel on the right side of the Administrator Home page.
minutes From here, you may select to Shutdown/Reboot the

NETLAB+ system.
M Shutdown/Reboot

Using the Shutdown/Reboot function, the administrator can perform a graceful
shutdown and reboot of the NETLAB+ system.

The reboot process will cause any users connected to the NETLAB+
server to be disconnected.
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10 Backup Your NETLAB+ Virtual Appliance

It is imperative that you establish a plan for making backups of your NETLAB+ virtual
appliance on a regular basis to protect against data loss and disaster recovery
preparedness. You are also strongly advised to perform a backup before any software
update and prior to adding additional content to your NETLAB+ system.

It is the responsibility of the customer to maintain backups of their
NETLAB+ VE system.

Consider the advantages of setting up an automated backup process; see further
discussion in the subsection below. Manual backups using tools available within the
vSphere Web Client are another option, also described below.

(depending on the size/volume of use of your system), in addition to

[_'\U/ Perform backups on a regular basis, a least once per week or more
— backing up before a software or content update.

10.1  Automated Backups

To ensure that backups are performed regularly, consider implementing an automated
method of creating backups. Taking the time to set up a robust, automated backup
process helps protect the investment your organization has made in your NETLAB+
system.

Please refer to the NETLAB+ VE Automated Backups Guide for details on performing
automated backups using VMware vSphere Data Protection (VDP).

10.2  Manual Backups

You may make a backup of your NETLAB+ virtual appliance by creating snapshots and
clones of your virtual machine.

VMware Infrastructure: The VMware infrastructure needs to be fully
configured, which includes the setup of the ESXi hosts, vCenter,
Networking and Storage. Please refer to the NETLAB+ VE Installation
Guide for details.
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e Snapshot: A snapshot preserves the state and data of a virtual machine,
including virtual machine settings, power state, and disk state. The Snapshot
Manager in the vSphere Web Client provides several operations for creating and
managing virtual machine snapshots. Refer to VMware documentation for
details: https://www.vmware.com/support/pubs/

Do not rely on snapshots alone as your backup strategy; you should
also create a clone periodically. Consider, for example, creating a daily

snapshot and a weekly clone.

e Clones: A clone is a virtual machine that is a copy of the original. The new virtual
machine is configured with the same virtual hardware, installed software, and
other properties that were configured for the original virtual machine. The
cloning task may be performed from the vSphere Web Client; refer to VMware
documentation for details: https://www.vmware.com/support/pubs/

10.3 NETLAB+ Restoration from Backup
Should you find it necessary to restore your NETLAB+ system from a backup, it will be

necessary to reactivate your NETLAB+ system by entering your license key. Please refer
to the Manage License section for details.
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11 Software Updates

Software Version The Software Version of your NETLAB+ system, along with
21.2.0 the date that maintenance expires, is displayed in the second
panel.

Maintenance Expires
2022-06-28

£ Software Updates

1. Select the Software Updates option may be to check for available software
updates.

2. The software version currently running on your NETLAB+ system is displayed.
Click Dismiss to return to the Home page, or select the option to Check for
Updates.

€ Current Software Version

NDG NETLAB+ Virtual Appliance
Version 16.1.5

@ Check for Updates

3. If your system has the latest available software, a message will indicate that the
System is Up to Date. Select OK.

o System is up to date.

s Current software version 16.1.5is the latest.

Otherwise, a message will indicate a later software version is available. Proceed to the
next section for instructions on updating your NETLAB+ software.
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11.1 Update NETLAB+ Software

If your NETLAB+ system does not have the latest available software (see the previous
section), checking for software updates will result in a message alerting you that a new
version is available.

o Software version 16.1.6 is available.

Before updating the software of your NETLAB+ system, it is strongly
recommended that you take a snapshot or backup the NETLAB+ virtual

appliance. Please see the Backup the NETLAB+ Virtual Appliance
section.

e Keep in mind that there is no built-in software downgrade or data restore
function. A snapshot or backup of the virtual appliance will be required to
recover from a failed software update, or if you decide to roll back to a previous
software version.

e NDG does not backup software or data in the virtual version of the NETLAB+
product.

To avoid disruption to users, update the system software at a time
when there are no active lab reservations.

1. Take a snapshot or backup the NETLAB+ virtual appliance (see the Backup Your
NETLAB+ Virtual Appliance section for instructions).

2. Select Update Software.

3. You will be prompted to verify that you have taken a snapshot or backup; if you
have, select Yes - Start the Update.

9 Have you taken a snapshot or backup of the NETLAB+ Virtual Appliance?

© No - Cancel ) Yes - Start the Update
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You may see messages indicating that a Reboot is in progress.

7 Reboot in Progress

Current Version 16.1.5
Target Version 16.1.6
Progress

Status  Rebooting - Please Wait

11.2 Maintenance Expiration Date

Software Version For your convenience, your NETLAB+ system displays
16.1.5 the status of your system maintenance agreement. The

_ maintenance fee covers the cost of technical support
Maintenance Expires and software updates. The last day of your current
2018-06-01 maintenance agreement is displayed.

£+ Software Updates

_'\[P/ You are strongly encouraged to arrange payment to continue your
— maintenance support prior to the Maintenance Expires date to avoid
any disruption of services.

To submit a price quote request, please see:
https://www.netdevgroup.com/price_quote

_'\ﬂ‘/ Software updates are made available only to systems that are current
— on their maintenance.
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12 Logs

The status of the system and NETLAB+ events are recorded in NETLAB+ and
— | available to view in logs that are generated by NETLAB+ automatically. Events

and errors are dated and time-stamped. You may select the time-period of
events to view. Options on the page allow you to construct a query to search the log
files (see field descriptions below). There are three types of logs available, the NETLAB+
Log, System Log, and Web Server Access Log are described in the subsections below.

Field Descriptions (NETLAB+/System/Web Server Access) Log

e Search: If specified, the search term is highlighted within the log. The search
term is case insensitive.

e only show matching log entries: Check this box to display only the log entries
that include the search term.

e Start Time: Displays log entries after the specified time.

e End Time: Display log entries before the specified time.

12.1 NETLAB+ Log

The NETLAB+ Log contains entries for each event occurring in the NETLAB+ system,
including changes to system configuration, user logins, user authentication issues,
automated processes, creation and deletion of accounts and classes. The events that are
tracked by NETLAB+ can be used by the administrator or central support team as
needed.

1. Select Logs on the Administrator Home page to display the Log page.

Keep the default selection for Log File, NETLAB Log.

3. Use the options on the page to construct a query to search the log files (optional,
see field descriptions above).

N
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4. In this example, we have entered "administrator" as a search term. Click Submit.

9/27/2021

B NETLAB Log

Log File NETLAB Log - Start Time | 2016-09-19 21:05 5|

Search | administrator End Time v/ 2016-10-1921:05 =]

only show matching log entries

See the results displayed.

Time Source Message
2016-89-28 13:39:24 userspd user 'administrator’ session replaced by new login
2016-89-26 13:39:24 task_user_session_login successtul login by "administrator’ from 172.38.1.18

using "Mozilla/5.2 (Windows NT 6.1; WOWG4)
AppleWebKit/527.36 (KHTML, like Gecko)
Chrome/53.8.2785.116 Safari/537.36"

2016-89-28 12:39:25 userspd User account ‘"administrator’ updated by administrator.
29l16-a@9-28 13:39:27 userspd User account "administrator’ updated by administrator.
2016-29-28 19:32:52 userspd user 'administrater’ session replaced by new login
2016-89-28 19:32:52 task_user_session_login successtul login by "administrator’ from 172.328.1.18

using "Mozilla/5.2 (Windows NT 6.1; WOW64)
AppleWebKit/527.36 (KHTML, like Gecko)
Chrome/53.8.2785.116 Safari/537.36°

2916-89-28 19:32:53 userspd User account "administrator’ updated by administrator.
2816-89-28 19:32:55 userspd User account ‘"administrator’ updated by administrator.
29l16-a@9-28 19:44:29 podadd.cgi malformed J1S0ON string, neither tag, array, object,

number, string or atom, at character offset @ (before
{end of string)”) at fopt/ndg/netlab-wve/web/podadd.cgi
line 299.
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The System Log contains entries for each system event for components associated with
the NETLAB+ system. Events and errors are dated and time-stamped. You may select the
time-period of events to view.

1. Select Logs on the Administrator Home page to display the Log page.

N

For Log File, select System Log.

3. Use the options on the page to construct a query to search the log files (optional,
see field descriptions above).

4. In this example, we have revised the start time so that the log will include entries
starting from the first day of November 2016. Click Submit.

B NETLAB Log

Log File

Search

System Log

Term

only show matching log entries

StartTime |« 2016-11-01 12:00 AM )

EndTime v 2016-11-02 2:20 PM &

See the results displayed.

Time

& 2016-11-082

2816-11-82

2816-11-82

2816-11-82

@ 2016-11-82

1a:

1a:

1a:

1a:

1a:

23:

23:

23:

23:

23:

22 AM

22 AM

22 AM

22 AM

23 AM

Source

rsyslogd

rsyslogd
rsyslogd

rsyslogd-20839

rsyslogd

Type

INFO

INFO
INFO

ERROR

INFO

Message

[origin software="rsyslogd" swVersion="7.4.4" x-
pid="25819" x-info="http://www.rsyslog.com"] start

rsyslogd’'s groupid changed to 184
rsyslogd’'s userid changed to 181

Could no open output pipe '/dev/xconsole': No such
file or directory [try http://www.rsyslog.com/e/2839 ]

[origin software="rsyslogd" swVWersion="7.4.4" x-
pid="25819" x-info="http://www.rsyslog.com"] rsyslogd
was HUPed
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12.3  Web Server Access Log

The NETLAB+ Web Server Access Log lists a dated and time-stamped entry for each web
server action. When troubleshooting, the log entries may be helpful to determine if a
user is making contact with the web server.

1. Select Logs on the Administrator Home page to display the Log page.

For Log File, select Web Server Access Log.

3. Use the options on the page to construct a query to search the log files (optional,
see field descriptions above).

4. In this example, we have revised the start time so that the log will include entries
starting from the first day of November 2016. Click Submit.

N

B3 Web Server Access Log

LogFile ~ Web Server Access Log - Start Time |+ 2016-11-01 12:00 AM B

Search = Term End Time v 2016-11-03 12:58 PM B

only show matching log entries

See the results displayed.

Time Requestor Status URL
'  2P16-11-82 6:24:36 AM 288 GET /my-netlab-z.cgl HTTP/1.1
v  2816-11-82 6:28:55 AM 200 GET /my-netlab-z.cgl HTTP/1.1
v  2916-11-82 6:28:55 AM 200 GET /fonts/font-awesome/css/font-awesome.min.css?

8.1.19-1 HTTP/1.1

v 20816-11-82 6:28:55 AM 280 GET /my-netlab-z.css?8.1.19-1 HTTR/1.1
v  20816-11-82 6:28:55 AM 208 GET /app_icon _menu.css?8.1.19-1 HTTR/1.1
v  2916-11-82 6:28:55 AM 200 GET /jquery/jquery.dropdown.css?@.1.19-1 HTTP/1.1
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13 Usage

Usage reporting provides valuable feedback on the use of your NETLAB+
M system, which allows your organization to easily assess how equipment

Usage resourcesare being used, along with examining user activity at a variety of
levels. The reporting information can be exported to a CSV file, allowing you
to add the data to your own spreadsheets or reporting system. The ability to review the
amount of use your NETLAB+ system is receiving provides helpful information to share
within your organization and can be an indicator of when to consider expanding your
system. Viewing usage information can help you answer questions such as:

e How can | see a summary of the usage of my NETLAB+ system? (Community
Usage)

e Does my NETLAB+ system have enough pods to serve our learners? (Pod Usage)

e Areour learners attending their lab reservations? (Account Usage)

From the administrator Home page, select Usage.

|+ Usage

- [P ]

m & & & 4
Communities Pods Classes Accounts Labs

There are several levels of reporting available, each with a selection of sorting options.
Usage information includes Reservations Made, Labs Attended, Hours Reserved, and
Hours Attended, summarized according to your selection of usage level.

Usage Levels (see subsections below for details):

e Communities: Usage is summarized at the community level.

e Pods: Usage is reported per equipment pod, for selected classes.
e Classes: Usage is reported for selected classes.

e Accounts: Usage is reported for individual users.

e Labs: Total number of labs and lab hours per user.
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13.1 Community Usage

il Usage information, grouped by community, is displayed when community
usage reporting is selected. The report may be customized by selecting
options (see field descriptions below).

1. To generate usage reporting at the community level, select Usage >
Communities from the Administrator home page.

2. Use the options on the page to construct a query to search the log entries
(optional, see field descriptions below).

3. Click Submit to view the results.

& Community Usage

Scope @ Include only active communities and classes
Include historical communities and classes

Communities | XYZ Example College, default -

Reservation Types |+ Student

Team
v| Instructor
v Class (ILT)
From Date None |
To Date None |

Field Descriptions - Community Usage

e Scope: Select the scope of communities and classes to be displayed on the
report.

o Include only active communities and classes: Choose to limit community
and class selections to those that currently exist or expand selections to
include deleted items that only reside in historical records. Typically,
instructors will be more interested in active communities and classes,
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which will provide a view of what students are doing in the classes they
are teaching.

o Include historical communities and classes: The inclusion of historical
data is useful for looking at how NETLAB+ is being utilized, in general,
over longer periods of time.

e Communities: If your NETLAB+ system contains multiple communities, you may
select the communities for which you want to generate usage reporting.

e Reservation Types: Select the type(s) of reservations to include in the usage
report.

e From Date and To Date: An optional From Date and/or To Date may be applied
by selecting the checkbox and then selecting a date on the calendar pop-up. The
information displayed will be limited by the selected date range. If left
unchecked, the report will contain lab usage information starting from the
earliest log entry available, through the present.

From Date |~ 2017-01-01 ]

Displa 4 M January- 2017~ p  heck
log en Sun Mon Tue Wed Thu Fri Sat

To Date B 2 s ¢+ 5 6 7 g

8 @ 1w 11 12 13 14

Displa chet
log en 15 16 17 18 19 20 21
2 023 24 2 2 27 28

31 I pl 3 4

20 30
& Submit h —
- ——n
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4. The Community Usage report is displayed. The information includes Reservations
Made, Labs Attended, Hours Reserved, and Hours Attended. You may sort the
data in ascending/descending order by clicking any of the header fields. Next, we
will export the data by selecting Export.

l## Community Usage Search
D> | Mame Reservations Labs Hours Hours
Made Attended Reserved Attended
1 default 30 19 27.23 10.97
2 XYZ Example College 7 7 5.60 1.82
Page Total: 37 26 32.83 12.79
Table Total: 37 26 32.83 12.79

show 25 v entries Showing 1102 of 2 items

=

5. The data has been exported to a file, community_usage.csv. Locate the file in
your computer's downloads folder (the folder name may vary depending on your
preferences and settings). The file can be viewed with a spreadsheet program or
text editor.

community_usage.csv |

A B c [n} E F G

1 com_full_name com_id com_uuid  labs_attended num_reserved time_attended mtime_reserved min
2 |default 1 e83b38a2-0¢ 19 30 658 1633.766667
2 XYZ Example Cc 2 ae24fib3-aa 7 [ 109 336.1666667
4
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6. When you are finished viewing the report in NETLAB+, click Dismiss.

|[## Community Usage

Search
- Reservations Labs Hours Hours
1D Name

Made | Afiended Reserved Attended
1 default 30 19 27.23 10.97
2  XYZ Example College 7 7 5.60 1.82
Page Total: 37 26 32.83 12.79
Table Total: 37 26 32.83 12.79

show 25 v entries Showing 1102 of 2 items

0 5mme [
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13.2 Pod Usage

Usage information, summarized at the pod level, is displayed when pod

usage reporting is selected. The report may be customized by selecting

options (see field descriptions below). The report will only contain statistics
for currently installed pods. Pods that have been deleted from the system will not be
included.

1. To generate usage reporting at the pod level, select Usage > Pods from the
Administrator home page.

2. Use the options on the page to construct a query to search the log entries
(optional, see field descriptions below). The report will include usage data for all

pods associated with the class(es) selected.
3. Click Submit to view the results.

% Pod Usage

Scope @ Include only active communities and classes
Include historical communities and classes

Communities = XYZ Example College, default -
classes  Ethical Hacking Fall 2017, Security Plus Fall 2017 ~

Reservation Types |+ Student

Team
v| Instructor
v Class (ILT)
From Date None ]
To Date None A
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Field Descriptions - Pod Usage

e Scope: Select the scope of communities and classes to be displayed on the
report.

o Include only active communities and classes: Choose to limit community
and class selections to those that currently exist or expand selections to
include deleted items that only reside in historical records. Typically,
instructors will be more interested in active communities and classes,
which will provide a view of what students are doing in the classes they
are teaching.

o Include historical communities and classes: The inclusion of historical
data is useful for looking at how NETLAB+ is being utilized, in general,
over longer periods of time.

e Communities: If your NETLAB+ system contains multiple communities, you may
select the communities for which you want to generate usage reporting.

e Classes: The reporting will include data for all pods associated with the classes
you select.

e Reservation Types: Select the type(s) of reservations to include in the usage
report.

e From Date and To Date: An optional From Date and/or To Date may be applied
by selecting the checkbox and then selecting a date on the calendar pop-up. The
information displayed will be limited by the selected date range. If left
unchecked, the report will contain usage information starting from the earliest
log entry available, through the present.
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4. The Pod Usage report is displayed. The information includes Pod Name,

Description, Category, Reservations Made, Labs Attended, Hours Reserved, and
Hours Attended. You may sort the data in ascending/descending order by
clicking any of the header fields. When you are finished reviewing the
information, click Dismiss.

The Pod Usage data may be exported to a pod_usage.csv file. Refer to
the previous section for an example of exporting usage data.

|~ Pod Usage Search

Pod Name

- L Reservations Labs Hours
Description Category

NDG Ethical
Ethical_Hacking_Pod_1 _ MNormal 4 3 3.44
Hacking
EMC_ISMv2_POD1 EMC ISM vZ2 Persistent 22 16 19.86
EMC_ISMvZ_POD2 EMC ISM vZ Persistent 4 0 3.93
Security Plus Pod 1 NISGT_C Normal 7 7 5.60
Security+
Page Total: 37 26 32.83
Table Total: 37 26 32.83

Show 25 v entries  ghowing 1to 4 of 4items

= e

9/27/2021
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13.3 Class Usage

- is selected. The report may be customized by selecting options (see field

®.® Usage information at the class level is displayed when class usage reporting
(]
- descriptions below).

1. To generate usage reporting at the class level, select Usage > Classes from the
Administrator home page.

2. Use the options on the page to construct a query to search the log entries
(optional, see field descriptions below).

3. Click Submit to view the results.

%% Class Usage

Scope @ Include only active communities and classes
Include historical communities and classes

Communities XYZ Example College, default =

Classes | Ethical Hacking Fall 2017, Security Plus Fall 2017 ~

Reservation Types |+ Student

Team
+ | Instructor
v Class (ILT)
From Date None A
To Date None B
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Field Descriptions - Class Usage

e Scope: Select the scope of communities and classes to be displayed on the
report.

o Include only active communities and classes: Choose to limit community
and class selections to those that currently exist or expand selections to
include deleted items that only reside in historical records. Typically,
instructors will be more interested in active communities and classes,
which will provide a view of what students are doing in the classes they
are teaching.

o Include historical communities and classes: The inclusion of historical
data is useful for looking at how NETLAB+ is being utilized, in general,
over longer periods of time.

e Communities: If your NETLAB+ system contains multiple communities, you may
select the communities for which you want to generate usage reporting.

e Classes: The reporting will include data for all classes you select.

e Reservation Types: Select the type(s) of reservations to include in the usage
report.

e From Date and To Date: An optional From Date and/or To Date may be applied
by selecting the checkbox and then selecting a date on the calendar pop-up. The
information displayed will be limited by the selected date range. If left
unchecked, the report will contain usage information starting from the earliest
log entry available, through the present.
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4. The Class Usage report is displayed. The information includes Class Name,
Community, Reservations Made, Labs Attended, Hours Reserved, and Hours
Attended. You may sort the data in ascending/descending order by clicking any
of the header fields. Next, we will export the data by selecting Export.

[+ Class Usage Search

Class Name “ | community Reservations Made Labs Attended Hours Reserved Hours Attended

Ethical Hacking Fall 2017 default 3 3 2.44 1.82

Security Plus Fall 2017 XYZ Example College 7 7 5.60 1.82
Page Total: 10 10 8.04 3.604
Table Total: 10 10 8.04 3.64

Show 25 v entries Showing 1to2of 2items n

o

5. The data has been exported to a file, class_usage.csv. Locate the file in your
computer's downloads folder (the folder name may vary depending on your
preferences and settings). The file can be viewed with a spreadsheet program or

text editor.
class_usage.csv |
i g
A E c D E F <] H
1 cls_id cls_name cls_uuid com_full_name labs_attended num_reserved time_attended_min  time_reserved_min
2 19 Ethical Hacking Fall 2017 be&e2fd3-e5ha default 3 3 109 146. 1666667
3 23 Security Plus Fall 2017 3bBb1470-4ecd XYZ Example College 7 7 201 336.1666667
4

6. When you are finished reviewing the information in NETLAB+, click Dismiss.

|+ Class Usage Search

Class Name “ | community Reservations Made Labs Attended Hours Reserved Hours Attended

Ethical Hacking Fall 2017  default 3 3 2.44 1.82

Security Plus Fall 2017 XYZ Example College 7 7 5.60 1.82
Page Total: 10 10 8.04 3.64
Table Total: 10 10 8.04 3.64

Show 25 v entries Showing 1to2of 2items n

o= e
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13.4  Account Usage

. Usage information at the individual account level is displayed when account
- usage reporting is selected. The report may be customized by selecting options
(see field descriptions below).

1. To generate usage reporting at the account level, select Usage > Accounts from
the Administrator home page.

2. Use the options on the page to construct a query to search the log entries
(optional, see field descriptions below). For this example, we have selected only
one of the communities on our system.

3. Click Submit to view the results.

& Account Usage

Scope '@ Include only active communities and classes
Include historical communities and classes

Communities = XYZ Example College -

Classes | Security Plus Fall 2017 -

Reservation Types |+ Student

Team
Instructor
Class (ILT)
From Date None =]
To Date None )
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Field Descriptions - Account Usage

e Scope: Select the scope of communities and classes to be displayed on the
report.

o Include only active communities and classes: Choose to limit community
and class selections to those that currently exist or expand selections to
include deleted items that only reside in historical records. Typically,
instructors will be more interested in active communities and classes,
which will provide a view of what students are doing in the classes they
are teaching.

o Include historical communities and classes: The inclusion of historical
data is useful for looking at how NETLAB+ is being utilized, in general,
over longer periods of time.

e Communities: If your NETLAB+ system contains multiple communities, you may
select the communities for which you want to generate usage reporting.

e Classes: The reporting will include data for all accounts associated with the
classes you select.

e Reservation Types: Select the type(s) of reservations to include in the usage
report.

e From Date and To Date: An optional From Date and/or To Date may be applied
by selecting the checkbox and then selecting a date on the calendar pop-up. The
information displayed will be limited by the selected date range. If left
unchecked, the report will contain usage information starting from the earliest
log entry available, through the present.
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4. The Account Usage report is displayed. The information includes User ID, Name,
Email, Community, Reservations Made, Labs Attended, Hours Reserved, and
Hours Attended. You may sort the data in ascending/descending order by

clicking any of the header fields. Notice in the example below, we are displaying
information for only one of the communities on the system. When you are
finished reviewing the information, click Dismiss.

The Account Usage data may be exported to an account_usage.csv file.
Refer to the previous section for an example of exporting usage data.

|»~* Account Usage

UserlD “ Name

msample

studentone

studenttwo

Show 25

Sample,
Monica

One,
Student

Twao,
Student

Email

Community

XYZ
Example
College

XYL
Example
College

A i
Example
College

Page Total:
Table Total:

Reservations
Made

Search

Labs
Attended

v entries  showing 1to 3 of 3 items

]
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Hours
Reserved

0.82

3.78

1.00

5.60
5.60

Hours
Attended
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13.5 Lab Usage

. Usage information at the lab level is displayed when Lab Usage reporting is
- selected. The report may be customized by selecting options (see field
descriptions below). Lab Usage data may be aggregated (grouped) by labs
and/or accounts.

1. To generate usage reporting at the lab level, select Usage > Labs from the
Administrator home page.

2. Use the options on the page to construct a query to search the log entries
(optional, see field descriptions below). In the example below, the option to
aggregate is not selected (we will show that in a second example, below).

3. Click Submit to view the results.

& Lab Usage
Scope @ Include only active communities and classes
Include historical communities and classes

Community =~ XYZ Example College -
Class Security Plus Fall 2017 -

Reservation Types |+ | Student
Team
v Instructor
+ Class (ILT)

Aggregate By Labs

Accounts
From Date None )
To Date None B
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Scope: Select the scope of communities and classes to be displayed on the
report.

o Include only active communities and classes: Choose to limit community
and class selections to those that currently exist or expand selections to
include deleted items that only reside in historical records. Typically,
instructors will be more interested in active communities and classes,
which will provide a view of what students are doing in the classes they
are teaching.

o Include historical communities and classes: The inclusion of historical
data is useful for looking at how NETLAB+ is being utilized, in general,
over longer periods of time.

Community: You may select the community for which you want to generate
usage reporting. Only one community may be selected.

Class: The reporting will include data for all labs associated with the class you
select. Only one class may be selected.

Reservation Types: Select the type(s) of reservations to include in the usage
report.

Aggregate By: Choose the Labs and/or Accounts option to aggregate (group) the
lab usage information

From Date and To Date: An optional From Date and/or To Date may be applied
by selecting the checkbox and then selecting a date on the calendar pop-up. The
information displayed will be limited by the selected date range. If left
unchecked, the report will contain usage information starting from the earliest
log entry available, through the present.
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1. The Lab Usage report is displayed. The information includes User ID, Name,
Email, Community, Reservations Made, Labs Attended, Hours Reserved, and
Hours Attended. You may sort the data in ascending/descending order by
clicking any of the header fields. In the example below, the data is sorted by User
ID. The report includes detail for every lab attended for each user. Click any of
the detail rows of the report to view the lab history, specific to the reservation.
We'll discuss lab history in the next section. Click Dismiss to return to the
previous page.

The Lab Usage data may be exported to a lab_usage.csv file. Refer to
the Class Usage section above for an example of exporting usage data.

|#~* Lab Usage: Security Plus Fall 2017

Search
: Start Hours
User ID Name Exercise .
Time  Attended
One, Lab 01: Network Devices and 2017- _
studentone _ . 0.15
Student Technologies- Capturing Metwork Traffic 08-02
studentone one, Lab 03: Protocols and Default Metwork 2017- 0.23
Student Ports - Connecting to a Remote System 08-02 '
Two, Lab 01: Network Devices and 2017- _
studenttwo _ . 0.18
Student Technologies- Capturing Network Traffic ~ 08-02
One 2017-
studentone ' Lab 02: Configuring the pfSense Firewall 0.35
Student guring fhep 08-02
studentone One, Lab 01: Network Devices and 2017- 0.28
Student Technologies- Capturing Network Traffic ~ 08-02 '
Sample, Lab 01: Network Devices and 2017-
msample ) _ . 0.30
Monica Technologies- Capturing Metwork Traffic 08-02
Page Total: 1.81
Table Total: 1.81
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In this example, we will generate the report again, but this time, we will aggregate our
results by labs.

1. From the Lab Usage page, select Labs and click Submit.

A Lab Usage

Scope @ Include only active communities and classes
Include historical communities and classes

Community