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Introduction
This is the NETLAB+ Automated Backups Guide, for the virtual edition of NETLAB+.

NETLAB+ is a remote access solution that allows academic institutions to deliver a
hands-on IT training experience with a wide variety of curriculum content options.
The training environment that NETLAB+ provides enables learners to schedule and
complete lab exercises for information technology courses. NETLAB+ is a versatile
solution for facilitating IT training in a variety of disciplines including networking,
virtualization, storage and cyber security.

It is imperative that you establish a plan for making backups of your NETLAB+ virtual
appliance on a regular basis to protect against data loss and disaster recovery
preparedness. You are also strongly advised to perform a backup before any software
update and prior to adding additional content to your NETLAB+ system.

It is the responsibility of the customer to maintain backups of their NETLAB+ VE
system.

To ensure that backups are performed regularly, consider implementing an automated
method of creating backups. Taking the time to set up a robust, automated backup
process helps protect the investment your organization has made in your NETLAB+ VE
system. The material in this guide provides guidance on implementing automated
backups of your NETLAB+ VE system, using VMware vSphere Data Protection (VDP).
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1 Prerequisites

This section will help outline what is required before configuring a backup job.

1.1 Pre-installation Configuration

Mechanisms that need to be in place, before the vSphere Data Protection (VDP)
installation:

e vCenter Licensing: The vCenter needs to be licensed prior to deploying the
vSphere Data Protection appliance.

e DNS Configuration: A DNS server must be in place to support both forward
and reverse lookup on the VDP and the vCenter.

e NTP Configuration: The VDP appliance receives the correct time through
vSphere, so NTP must be configured properly on all vSphere Hosts and
vCenter Servers.
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2 Implementing Automated Backups

This section assumes that a working infrastructure is already in place. The NETLAB+ VE
system should already be configured to match the infrastructure and vice versa.

The proposed automated backup solution requires the use of vSphere Data Protection.
This is a backup and recovery solution from VMware. It has been configured to be fully
integrated with existing VMware vCenter Server appliances and VMware vSphere Web
Client. This backup solution has the ability to provide disk-based backups of virtual
machines as well as applications.

More features of the VDP appliance can be found in the VMware vSphere Data
Protection Technical Overview guide.

2.1 Acquiring the vSphere Data Protection OVA

The vSphere Data Protection OVA is required to install the VDP application in a given
VMware Infrastructure. This section will describe how to download the VDP appliance
from VMware.

1. Using a web browser, preferably on an administrative machine, navigate to
http://my.vmware.com/en/web/vmware/downloads. This will bring you to the
All Downloads page supported by VMware. Login to My VMware.

2. Underneath Datacenter & Cloud Infrastructure, click on Download Product for
the VMware vSphere product.

Datacenter & Cloud Infrastructure

VMware vCloud Suite Downlead Product | Crivers & Tools
VMware vSphere with Operationz Management Download Product | Drivers & Tools | Get Training
VMware vSphere Drivers & Tools | Download Trial | Get Training
VMware vSAN Download Product | Drivers & Tocls | Download Trial | Get Training
VMware vSphere Data Protection Advanced Download Product | Drivers & Tools | Get Training
VMware vSphere Storage Appliance Download Product | Drivers & Tools
VMware vSphere Hypervizor (ESXi) Download Product | Crivers & Tools | Get Training
VMware vCloud Director Download Product | Drivers & Tools | Get Training

3. Onthe Download VMware vSphere page, scroll down and determine the type of
licensing used for your VMware vSphere. Once identified, click on the Go to
Downloads link for the VMware vSphere Data Protection 6.x.x product.
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4. On the Download VMware vSphere Data Protection 6.x.x page, click on the
Download Now button for VMware vSphere Data Protection.

Product/Details

VMware vSphere Data Protection - Upgrade ISO

File size: 5.048 GB Download Now
File type: iso

Download Manager
Read More

VMware vSphere Data Protection |
File size: 5.484 GB Download Now
File type: ova

Download Manager
Read Mare

If not logged in already, the webpage will prompt for a login. Continue with the
login.

5. The download should begin, if it does not, proceed to the next step.
6. If a message appears stating that you do not have permissions to download the
product, click on the Download Trial link exposed below the message.

Y l , You either are not entitled or do not havel!:.)ermissions to download this product.
{ & 3 Check with your My VMware Super User, Procurement Contact or Administrator.

If you recently purchased this product through VMware Store or through a third-party, try downloading later.

Download Trial

7. The page will redirect to a page called Product Evaluation Center for VMware
vSphere and vSphere with Operations Management. Scroll down towards the
Download Packages table and expand Download additional components
(optional).

Download Packages

[+ Download the hypervisor (vSphere ESXI Instaliable)

(==

Download VMware vCenter Saerver - Choose only one of the options based on which type of vCenter you want to run.

=

Download VM Realize Op i and vRealize Log Insight

Download additional components (optional)

(')Click for information about using MD5 checksums, SHA-1 checksums and SHA-256 checksums.
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8. Once the list is expanded, click on the Manually Download button for VMware
vSphere Data Protection.

(=] Download additional components (optional)
[= Optional packages

The following packages are all optional for the usage and deployment of wSphere.

VMware vSphere Replication 6111 Appliance - *.iso disk image

2016-110 16111 11144 GE | iso Manually Download

MDSSUM("): 51278738680 9dcbal264c4b5bbEcd
SHAISUM("): 48a0bb0ecc2?BleaBeB228665412064/5a20e6 828
SHA2565UM("): cO64785dfEE890c62 b526ac317clea?fact0ca347add5343f4bTh2 041

VMware vSphere Data Protection

2015-0910 16115233 GB | .ova Manually Download

OWVA file for WMware vSphere Data Protection.
Right-click the “ova' link to download and save the file locally with the .ova extension. Use the WVMware
vSphere Web Client to import this .ova file to your setup

MD5SUM("): 9cd6055b45428eccaf9e279ca5756a35
SHAISUM("): 382703710253c0a44 712 2f50f4 afBb2 2 bE6E25ab1

9. The download should now begin.

2.2 Deploying vSphere Data Protection

This section describes how to deploy the VDP appliance from an OVA file.

For additional guidance on deploying VDP, reference to pages 29-30, from the VMware
vSphere Data Protection Administration Guide.

1. Navigate to the VMware Web Client and login as administrator.

L — VMware"vCenter” Single Sign-On

| | ) ion authentication

Login
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Before proceeding any further, verify that VMware Client Integration Plug-in is
installed and running on the web browser being used for the Web Client. It can
be confirmed if the plugin is installed by seeing whether or not the “Download
Client Integration Plugin” message appears on the bottom of the Web Client
login screen. If present, the plugin is not installed.

2. Once logged in, on the Home tab, click on the Hosts and Clusters icon.

Home
Inventories
F I—“'
3 —F
wCenter Hosts and Wiis and
Inventory Lists Clusters Templates

3. In the Navigator pane, right-click on the desired ESXi host and select Deploy OVF

Template.
Havigator ) § @ esxi-1ymeduc.com Actions =
4 Home O Getting Started | Summary | Monitor 1
@ ‘[ﬂl E @ esxi-1.vmeduc.com
~ [ 1721611 ' Type: E
| i Model:
o - - Ir

E| Actions - esxi-1 vmeduc.com

4

Mew Virtual Machine ¥ 4

[l wA D LR
5 Mew Resource Poal...

WF Template...

Connection ¥

4. Once the Deploy OVF Template wizard appears, notice that a Client Integration
Access Control window may appear. Click Allow (or anything similar - browser
dependent) to initiate access for the plugin utility.

Client Integration Access Control |

This site is using YMware Client Integration Plug-In, Do you wank to allow it ko access
wour operating syskem?

Protocal: htkps
Hostname: 172.16.1.1
Port: 9443

Allavs Denvy [automatic in 290 seconds) I
S——

W Always ask befare allowing this site

The ¥Mware Client Inkegration Plug-In will give web applications and remaote WMs access
to your operating svstem, Only allow sites wou brust,
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5.

6.

8/3/2017

In the Deploy OVF Template window, in the Select source page, choose either
URL or Local file, depending on where the vSphereDataProtection-x.x.ova file is
stored. For this example, the OVA is stored locally on the client machine. Click
Next.

Deploy OVF Template (2) »
1 Source Select source
Select the source location
%l 1a Selectsource
1b Review details Enter a URL to download and install the OVF package from the Internet, or browse to a location accessible from your computer,

such as a local hard drive, a network share, or a CD/DVD drive.
2 Destination

O URL

) (= ALocal fil

3 Ready to complete ocattile
Browse FwSphereDataProtection-6.1.0va

QPR R o SR o Lo

Cance!

On the Review details page, verify the OVF template details and click Next.

Deploy OWF Template )

Review details
“erify the CVF template details

1 Source

~ 1a Selectsource

% 1b Review details Product wSphere Data Protection 6.1

AcceptLicense

Agreements Wersion 6.1.0.173
2 Destination Wendor Widware
2a Select name and foldel Fublisher Ay EMC Corporation  (Untrusted certificate)

Dowenload size 52GB

11.6 GB (thin provisioned)
200.0 GB (thick provisioned)

Cescription Whiware vSphere Data Protection Appliance 6.1

Size an disk

——d & ”"é..’ f,“,‘r\-ﬁ-—r‘ﬂ‘ NI"OJ&“‘_

Btk oancel
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On the Accept License Agreements page, read and Accept the license
agreements. When finished, click Next.

Deploy OVF Template

) M

1 Source
v 1a Selectsource

v  1b Review details

1c Accept License
Agreements

2 Destination

2a Selectname and folder

AcceptLicense Agreements
You must read and acceptthe license agreements associated with this template before continuing.

WVWARE EMD USER LICENSE AGREEMENT

PLEASE MOTE THAT THE TERMS OF THIS EMD USER LICEMSE AGREEMENT SHALL GOVERN YOUR LISE OF THE
SOFTWARE, REGARDLESS OF ANY TERMS THAT MAY APPEAR DURING THE INSTALLATION OF THE SOFTWARE.

IMPORTANT-READ CAREFULLY: BY DOWNLOADING, INSTALLIMG, OR USING THE SOFTWARE, ¥OU (THE INDIMIDUAL OR
LEGAL EMTITY) AGREE TO BE BOUMD BY THE TERMS OF THIS EMD USER LICENSE AGREEMENT ("EULA". IF ¥OU DO MNOT
AGREE TO THE TERMS OF THIS EULA, YOU MUST MOT DOWRLOAD, INSTALL, OR USE THE SOFTWARE, AMD YOL MUST
DELETE OR RETURMN THE UNUSED SOFTWARE TO THE VENDOR FROMWHICH YOU ACQUIRED ITWITHIN THIRTY (30)
DAYS AND REQUEST A REFUND OF THE LICEMSE FEE, IF ANY, THAT YOU PAID FOR THE SOFTWARE.

EWALUATION LICENSE. Ifvou are licensing the Software far evaluation purposes, Your use of the Saoftware is only permitted in a
nan-production environment and for the period limited by the License Key. Motwithstanding any other provision in this EULA, an
Evaluation License ofthe Software iz provided "AS-15" without indemnification, support arwarranty of any kind, expressed ar
implied.

1. DEFINITIONS.
1.1 "Affiliate" means, with respectto a party at a given time, an entity that then is directly or indirectly contralled by, is under

cammon control with, aor controls that pary, and here "cantrol* means an ownership, vating ar similar interest representing fifty
percent (50%) or more of the total interests then outstanding of that entity.

Back Cancel

On the Select name and folder page, type the name for the vSphere Data
Protection appliance in the Name text field. Select the appropriate datacenter
object and click Next.

[ Deploy OVF Template ?) W

1 Source Selectname and folder
Specifya name and location for the deployed template
v 1a Selectsource
L 1b Review details Nar“le:IVDP-1 ||

v g Accept License
Agreements

2 Destination

4 2a Selectname and folder

2b Select storage

Copyright © 2017 Network Development Group, Inc. www.netdevgroup.com

Select afolder or datacenter

| @ Search

The folderyou select is where the entity will be located, and
will be used to apply permissions to it.

The name of the entity must be unigue within each vCenter
Server M folder

Back Hext Cancel
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9. On the Select storage page, select Thin Provision in the drop-down menu for
Select virtual disk format. Then choose which datastore to store the appliance on,
ensuring that enough space is present. Click Next.

Deploy OVF Template

Back Cancel
10. On the Setup networks page, choose the management network for your
infrastructure and click Next.
Deploy OVF Template ?) M
1 Source Setup networks
Configure the netwarks the deployed template should use
' 1a Selectsource
~ b Review details Source Destination Configuration
v Accept License
iz Agreements [ |v] @
2 Destination
~/  2a Selectname and folder
v  2b Selectstorage
¥ 2c Setup networks IP protocol: [ IPwd | - | IP allocation:  Static - Manual @
2d Customize template
3 Read omplete
Source: Isolated Network - Description
The Isolated Network netwark
Desfination: VM Network - Protocol setiings
MNo configuration needed for this network
Back Cancel
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1 Source Select storage
Select location to store the files for the deployed template
v  1a Selectsource
W 1D R A Selectvirtual disk format: | Thin Provision | - |
W 4 Acceptlicense o —
Agreements I Storage Policy: | Datastore Default -] @
2 Destination The following datastores are accessible from the destination resource thatyou selected. Select the destination datastare for the
R e B am el andlolder wintual machine configuration files and all ofthe virtual disks.
4  2b Selectstorage Hame Capacity Frovizioned Free Type Storage DRS
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11. On the Customize template page, fill in the fields for Default Gateway, DNS,
Network 1 IP address, and Network 1 Netmask. Click Next.

The VDP appliance does not support DHCP. An assigned static IP address will be
required.

Deploy OVF Template 2 »

1 Source Customize template

Customize the deployment properties of this software solution
v  1a Selectsource

+  1b Review details © Al properties have valid values Show next..  Collapse all...
v 1c AcceptLicense
Agreements ~ Metwarking Froperties 4 settings
2 Destination Default Gateway The default gateway address for this Wi
~  2a Select name and folder I1?2.16.1.254 I
v 2b Selectstorage DNS The domain name servers for this W (comma separated).
v 2c Setup networks |1?2.16.1.99 I
QR ZUiC s DreEEnptas Network1 IP Address  The IP address for this interface.
+ 3 Readyto complete |1?2_15_1_20 I
Metwark 1 Metmask The netmask or prefix for this interface.
| 255.255.255.0 |

Back Finish Cancel

12. On the Ready to complete page, review the configurations, check the box for
Power on after deployment and click Finish.

Deploy OVF Template 2o

1 Source Ready to complete
Review your settings selections before finishing the wizard.

v  1a Selectsource
v 1b Review details OWF file F:wSphereDataProtection-6.1.0va
v ¢ Acceptlicense Daownload size 52GB
Agreements .
. Size an digk 1.6 0GB
2 Destination Name WDP-1
v 2a Select name and folder Datastore
~  2b Selectstorage Target esxi-1.ymeduc.com
v 2c Setup networks Folder METLAB
Disk storage Thin Provision
v 2d Customize t lat
IBEHESELEE Metwark mapping Isolated Metwark to
id 3 Readyio complete IP allocation Static - Manual, IPvd
Properties Default Gateway = 172161254

DMS=172.16.1.959
Metwork 1 1P Address = 172.16.1.20
Metwork 1 Metmask = 265.255.266.0

@:ower on after deployment
Back Cancel
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13. Monitor the deployment progress in the Recent Tasks pane. Once finished, right-
click on the vSphere Data Protection VM in the Navigator pane and select Open

Console.
Navigator X OGpvDP | Actions -
1 Home 10 Getting Started | Summary  Monitor
L] &) 8B
w 1721611 Whatis a Virual Machine?
~ [1a METLAR Avirtual machine is a software comp

like a physical computer, runs an ope
s5ystem and applications. An operatin

(&, Actions - VDP ¥
Power 14
Guest 03 ¥
Snapshots 3

|7 esxi-1 vmeduc.com

= Open Co

5 Miarate...

14. Verify that the vSphere Data Protection VM has finished its boot-up process
before proceeding to the next step. A blue welcome screen will signal that the
boot-up is complete.

3630330 336 3656 32 3EHE 36 B B 30 36 36 363 3636 36 336 36 320360 3636 3636 336 3606 I 36K 3006 9 36 390 3656 30 3630 36 M
elcome to the v3phere Data Protection 6.1 appliance. Version: 6.1.0.173
Quickstart Guide: (How to get VUDP running guickly)l

Open a brouwser to: hitps:i -172.16.1.20:8543-vdp-configure

Review the Netuwork 3Settings

Enter the Time Zone
Enter the UDP credentials

Enter the vCenter Registration information
Click Test Connection
Click Finish

ot = A S

336 3o E - BE E S B -PEE-SE-BE B E B BE B SE BE-BE 3 -SE2E S-S RE B NE B E I -BE S-S E E S B SE B BE-SE 2EE D SE-E3E B BE BB BE-BE N -SE B -BENE-ESEME
[S3L thumbprint for UDP server:
BHAZ56 Fingerprint=EZ2:AA:DE:CO:6A:C6:50:7B:8B:5B:21:35:5B:64:78:8F:CB:CB:AZ:FB:4
:C5:68:E3:96:AF:D3:80:9F:DE:BC:99
[BHAL1 Fingerprint=FD:14:71:27:21:E6:9D:45:A0:AB:A3:A1:C3:65:0D:68:0C:E4:96:C3

plogin | Use Arrow Keys to navigate
Set Timezone (Current:PDT) and <ENTER> to select your choice.
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2.3 Configuring vSphere Data Protection

This section will provide guidance on how to configure the VDP appliance so that it can
be added to vCenter.

For additional guidance on deploying VDP, reference to pages 30-32, from the VMware
vSphere Data Protection Administration Guide.

1. Using the client machine, open a new tab in the web browser and enter
https://YOUR_VDP_IP:8543/vdp-configure into the address field and press
the Enter key.

IP addresses will vary, depending on the infrastructure.

2. Once the web page redirects, notice an SSL certificate warning may appear.
Depending on the web browser, proceed to the destination, ignoring the
warnings.

3. On the vSphere Protection Configuration Utility login page, login using the
default credentials; root as the username and changeme as the default password.

vSphere Data Protection Configuration Ufility

Appliance credentials

Login
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4. Once redirected, notice the welcome page for the VDP configuration wizard.
Click Next to continue.

= Welcome Welcome

" - Welcome to the vSphere Data Protection (VDP) configuration wizard. This
bl sl wizard enables you to configure the WYDF Appliance.

Time Zone

VDOP Credentials
vCenter Registration
Create Storage

YDP Migration
Device Allocation
CPU and Memory

Product Improvement

Readyto Complete

Complete

v3phere Data Protection is powered by EMC

prevous | nox |
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5. On the Network Settings page, enter the information pertinent to your VMware
infrastructure. Click Next.

Network Settings

Enter the network and semver information for your WDF Appliance.
» Network Settings

Time Zone

WOP Credentials

|Pwd Static Add...  §17216.1.20

Metmask: §255.255.255.0

IPwd Gateway: 17216.1.254

Primary DMS: §172.16.1.94

Secondary DMS:

Hostname: fvdp-1

Complete

Dormain:  Jvmeduc.com)|

Frevious

It is important to have DNS configured prior to initial VDP setup. A reverse DNS
lookup (PTR record) needs to be configured on the local DNS, otherwise an error
message will appear (see below):

Errar

|' | IP/DNS could not be resolved. Checkthe IP, DNS
values for fonward and reverse lookup validation.

y e

For more information on DNS configuration, see page 23, DNS Configuration, in
the following VMware guide: vSphere Data Protection Administration Guide.
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6. On the Time Zone page, choose your local time zone and click Next.

Time Zone
Choose the time zone for the YDP Appliance.

Americalindiana/arengo
Americalindianapalis
Americalinuvik

Americailgaluit

YOP Wigration

Americailamaica

D ication Americaiujuy

CPU and Memuory Americatluneau
AmericaikentuckyiLodisville
Product Improverment ) )
Americaikentucky/Maonticello
Ready ta Complete Americalla_Paz

Complete Americailima

[»

Americallos_Angelas

Previous

7. On the VDP Credentials page, enter a new password for the vSphere Data
Protection appliance. Click Next.

VDOP Credentials
Enter a passwaord for the WDP Appliance.

Four character classes:
pper caze lefters A-£

N Lowwer case lefters a-z

=" YDP Credentials Numbers 0-4
Special characters (Examples: ~l@s, )

Passwords criteria:

() All four character classes, atleast 6 characters long
Three character classes, atleast ¥ characters long

Time Zone

YOP Migration Cine ar two character classes, atleast 8 characters long
[HOTE: Initial character in uppercase and
Devy acation Final character as numeral are not included in the character class count.)

L and Mermary

Praduct Improvement

Mew password, T

Wertify passward: [ T @)
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8. On the vCenter Registration page, enter the vCenter information in the
appropriate fields. Once the fields are populated, click Test Connection.

vCenter Registration

|[dentify the hostname or IP address of vour wCenter server. Also provide a
Uzername and password for & user that has rights to register abjects with the
YZenter server.

yCenter username:  Jadministratorighsphe

wenter passwaord: S

wCenter FQDM ar [P: 1721611

wenter HTTF port: an

wizenter HTTRS port: 443

[ ] werify vCenter certificate.
[+] Use wenter for S50 authentication

The default port for HTTP is 80. The default port for HTTPS is 443. If different
ports are used, the ports must be opened in /etc/firewall.base followed by a
restart of the avfirewall service.

9. Once the connection is confirmed, click OK, followed by clicking Next.

@ Connection test completed successiully.

N

ok |
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10. On the Create Storage page, select the bubble for Create new storage and
create a capacity for 0.5TB. Click Next.

For additional guidance on VDP best practices for storage capacity, reference to pages
27-28, from the VMware vSphere Data Protection Administration Guide.

Create Storage
Create new storage ar attach existing YOP storage.

Create new starage

Capacity |05 = TiB
() Aftach existing VDP storage

Mote: Itis highly recommended that vou back up all the YDP
starage which you intend on attaching to this appliance.

() WDP Migration

Mote: This will migrate WDP storage data fram
previous WDP release to latest VDF release.

Source YDP FQDM or IP:

Warify authenticatian

Complete

Previous

11. On the Device Allocation page, select Thin for the Provision type and check the
box for Store With Appliance. Click Next.

Device Allocation
Allocate the VDP storage disks.

Esmre Wiith Appliance Pravision: | Thin |~ ||
Datastores Capacity Provisioned | Free Disks
| ; -
0 =
0=
0=

Allocated D of 3 disks of size 0 .,

Prewious
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12. On the CPU Allocation page, leave the defaults and click Next.

-
CPU and Memory
Please review the minimum CPU and memaory requirements for this capacity.
Vittual GPUs: | 4 =
Memor: | 4095 | B
YDP WMigration
D cation
» CPU and Memory
Product Improvement
Complete
Previous
L u

13. On the Product Improvement page, if desired, check the box for Enable
Customer Experience Improvement Program. Click Next.

Product Improvement
Zhoose to paricipate in the Customer Experience Improverment Prograrm.

Tire Zone [ Enahle Customer Experience Improvement Program
WOP T3 ; By selecting to paticipate in this program, vou agree to enakle the YDF
appliance semverta send technical data about your VDF environment to

nter B ation Whiware every week. Yilware evaluates this data to understand your WDP
server usage and huild the hest possible product for you, Yhtware receives
ananymous information which does notinclude IP addresses, hostnames,
email addresses, or other personally identifiahle information. You can change

WYOP b ion this selection [ater.
Cievice A ion To learn what data Vhware receives and how you use it, read about the
Customer Experience Improvement Program in the YOF appliance product
CPU and Merman: documentation.
+ Product Improvement wSphere Data Protection Product Documentation

Previous
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14. On the Ready to Complete page, if desired, check the box for Run performance
analysis on storage configuration and Restart the appliance if successful to test
storage performance compatibility. Click Next to continue.

The test performs write, read, and seek performance tests on the disks.

Ready to Complete
Click Mext to apply the changes.

@?un petfarmance analysis on starage caonfiguration

Hote: Depending on your storage configuration, performance analysis
can take from 30 minutes to several hours.

@?estarﬂhe appliance if successiul

Credentials

ration

YOP Migration

D cation r_l ﬁ

CPU and Memary

Product Improvement

=% Readyto Complete

Complete

s

Previous

15. Once the storage check finalizes without any errors, the appliance will restart.
Wait until the appliance fully reboots to access it again.

For additional guidance on minimum storage performance benchmarks, reference to
page 71, from the VMware vSphere Data Protection Administration Guide.

2.4 Configuring Backup Window on vSphere Data Protection

This section will cover how to change the amount of time available for processing
backup requests.

For additional guidance on editing the backup window, reference to pages 54-55, from
the VMware vSphere Data Protection Administration Guide.
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1. To access the VDP appliance, log into the vCenter using the Web Client. On the
Home tab, notice a VDP icon is present. Click on the icon to access the VDP

Nawigator X (i} Home
D [ home |
invertories
[Fh vCenter Inventory Lists >
[ Hosts and Clusters > L—‘
[&] ¥Ms and Templates > JCenter
H storage > Inventary Lists
@ Metworking >
Monitoring
i Policies and Profiles >
| L vRealize Orchestrator > e

I~
@ vSphere Data Protection

Task Console
Administration

=) Tasks P =
2 Administration
|2 Lo Browser

[T Events 89‘

7 Tags

Roles
©, New Search >
[H 5aved Searches >

[ED

Hosts and
Clusters

3

Ewent Consgole

7

System
Configuration

ul]

Whis and
Templates

(]

yCenter
Operations
Manager

Licensing

| Q

Storage Metwarking

- g

Host Profiles Whi Starage

Falicies

B O

Content
Libraries

vRealize
Orchestrator

L
Custormization
Specification
Manager

There is also a new entry in the Navigator pane, vSphere Data Protection.
Clicking this will also access the same VDP controls.

On the Welcome to vSphere Data Protection screen, select the newly deployed
VDP appliance from the drop-down menu and click Connect.

Welcome to vSphere Data Protection

To manade a vaphere Data Frotection Appliance, select an
appliance fram the drop-down list and click Connect

YDP Appliance:l[ YDP-1 E I

Status:

Mot connected

Connect I

To deploy a new instance of the wSphere Data Protection
Appliance, selectwCenter » Hosts and Clusters. Right-click the
serer to which you want to deploy the Appliance and select

Deploy OWF Template.
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3. Once the VDP appliance control interface appears, click on the Configuration tab.

vSphere Data Protection 6.1 (powered by EMC)

VDP-1

JGettingStartedl Backup  Restore  Replication Reports | Configuration

vSphere Data Protection

vEphere Data Protection backs up Microsoft

SCIL, Microsoft Exchange, and SharePoint

Servers in addition to virtual machines. If data

loss ar corruption occurs, the previous state of I

these servers ar virtual machines, can be
restored.

L
Users determine when wSphere Data Protection "l'
tasks are run and how [ong restore points are
saved. Forexample, users might schedule
backups for early morning hours and the '
resulting restore points might be retained for -/
weeks, months, oryears.

Basic Tasks

Q Download Application Backup Client
@ Create Backup Job

@ Yerify a Backup

@y Restore Backup

0 See an Overview

4. On the Configuration tab, scroll down to the Backup window configuration pane.
Notice that the backup window by default is set to begin at 8 P.M. local time and
is set to end at 8 A.M. local time. This leaves a 12-hour backup window by
default. Click on the Edit button.

[vopa Eweh Appliance | VOP-1 S - AiAdons @)
Getting Started  Dackup Restore Reports | Ci
| Backup Aggliance | Log | Eral | & Refrecn @-
Produst name: v Spade free: 4363 GBI
¥ Addrass’ 17716190 Dieduphe ated &ome 0l ttes
Major Virsion 10173 O00%  bon Deduplivated sz 0 byes
Mingr Version: 720075 610173
Sistus: MNosrnal
Host esa-1 ymaduc.com
1721611
il @esphien local
VOP apoliance ime: 1010412016 0321 AM
Tirme zone: CiMT -7:00
Mlcrozon Shanse Server id bit Microson SQL Server 32 bil Microson S04 Gerver G4 it
Microsot SharaFaint Server G4 bi

| Backup windaw configuration

= " Backup & walnienance 1 Bakup
an
: 1 ] ] 1
3

VoFP 12a 1 s 3 4
local 12a 1 2 3
urc T B ]

- e
=5
o
mn
£

1 1]
8 q
3 4

EE
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5. Notice the Backup start time and Backup duration configuration options appear.

Configure the backup window times that work best for your policies. For this

example, a backup window from 4 A.M. to 8 A.M local time is configured. Once

finished, click Save.

Backup window configuration

o & Maintenance €1 Backup < Waintenance
an

VDP 12a 1 2 3
local 12a 1 2 3
uTG 7 8 El 10

I ey
R,
-1

4 a ] 7 8 9
4 5 & 7 8 9
11 12p 1 2 3 4

e

Backup starttime: | 4:00 AM | -

Backup duration Hour(s)

6. A pop-up window appears, signaling a successful configuration. Click OK.

(o ]

Server window settings were saved successiully.

2.5 Creating a Backup Job

This section will cover on how to create a full image backup job for the NETLAB+ VE

system.

R

wmam

For additional guidance on creating full image backup jobs, reference to pages 114-115,

from the VMware vSphere Data Protection Administration Guide.

1. Click on the Backup tab to start the creation of a backup job.

YDP-1

Getting Started | Backup Restore  Replication  Reports | Configuration

| Backup Appliance | Log | Email | i« Refresh

Backup appliance details

Display name: YOP-1
Froduct name: WOP

2. While viewing the Backup tab, click on Backup job actions and select New.

YDP-1 Switch Appliance: | VDP-1 v @ Alstions (@)

Getting Started | Backup | Restore  Replication Reports  Configuration

| Backup | Backup Yetification

& Refresh Backup job actions Backup now
Filter:  Show All %

Mame A State Type Last Start Mext Run Time =1

Ewad
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3. Notice that the Create a new backup job wizard appears. On the Job Type page,
select Guest Images and click Next.

Create a new hackup joh

1 Jobh Type Job Type

2 Data Type Backup jobs can be one of several types. Select the type of backup job you wish o create

3 Backup Sources

4 Schedule
5 Retention Policy B?”Eﬂ Images
& Job Mame Selectthis option ifyou want to back up vitual machines.

7 Ready to Complete () Applications

Selectthis option ifvou want to back up application servers.

Cancel

4. On the Data Type page, select Full Image and leave the box checked for Fall back

to the non-quiesced backup if quiescence fails. Click Next.

Create a new backup job

" 1 Joh Type Data Type

2 Data Type Selectthe type of the backup vou wish to perform.

3 Backup Sources
4 Schedule

5 Retention Policy EFuII Image

GRiobHame Selectthis option to backup full virtual machine images.

7 Readyto Complete —
o g () Individual Disks
Selectthis option to backup individual vitual machine disks.

@al\ hackto the non-guiesced hackup if guiescence fails

Back Next

Cancel
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5. On the Backup Sources page, expand the list for Virtual Machines until the
NETLAB+ VE virtual machine appears. Check the box for it. Click Next.

Create a new backup job

+~ 1 Job Type Backup Sources
+ 2 Data Type Selectthe backup sources from the list helow.
¥4 3 Backup Sources
4 Schedul
chedule il Clear All Selections

5 Retention Policy
w | Vittual Machines

- [ 1721611
7 Readyto C let
A G ED + [ [ NETLAB
+ [V [ esxi-1vmeduccom

i Joh Name

Wi & NETLAB_VE

6. On the Schedule page, determine the frequency of how often you’d like to make
full backups of the NETLAB+ VE virtual machine. For this example, a backup
schedule of Weekly performed every Sunday at 4 A.M. local time is configured.

Create a new backup job

~ 1 Joh Type Schedule

" 2 Data Type The schedule determines how often your selections will be backed up. Backups will occur as close to the start of the backup

window as possible.
+" 3 Backup Sources

i 4 Schedule

5 Retention Policy Backup Schedule: () Daily
6 Job Name Weekly performed every -
7 Ready to Complete ) The | first | v | | Sunday | v | of every month

Start Time on Server: | 400 AW =

Back Cancel
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7. On the Retention Policy page, determine the policy for which you wish to retain
the number of backups made for the NETLAB+ VE virtual machine. For this
example, the retention policy is set so that each full backup created is retained
for 30 days from the moment it was created by the backup job. Click Next to

continue.

Create a new backup job

+ 1 Job Type Retention Policy

+ 3 Backup Sources

+ 4 Schedule
vy Keep: () Forever
6 Job Name or|3n %"dav(S) [~ ]
7 Reatyto Complete ) until 120362016 |5

() this Schedule:

Dailyfor: G0 % |m|
weeklyor 0 5[ weekis) | v |
Morthly for: o % [ monthis) ‘ v |

Yearlyfor: g % | year(s) ‘ v |

+/ 2 Data Type The retention policy determines how lony backups are retained. After this time period expires, they are deleted from the system

Back cancel
8. On the Job Name page, enter NETLAB+_Backup into the Name field. Click Next.
Create a new backup job (x)
~ 1 Joh Type Joh Name
+ 2 Data Type Specify the backup job name
' 3 Backup Sources
+ 4 Schedule
' 5 Retention Policy Name:l NETLAEI_Backup| I The backup job hatne is
required and must be unique.
v (T
7 Readyto Complete
Back Next Cancel
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9. On the Ready to Complete page, review the configurations and click Finish.

Create a new hackup joh

~ 1 Job Type Ready to Complete
~ 2 Data Type Review the settings for this backup job. Click Finish to acceptthese settings, or click Back to make changes.
" 3 Backup Sources
v &) S /v, This operation can take several minutes.
~/ 5 Retention Policy © Independent disks, physical RDM disks and virtual machines with enabled SCS1 bus sharing are unsupported, al
+~ 6 Job Name
4 7 Ready to Complete Name: METLAB_Backup
Selected Sources: METLAB
Backup Destination: WDP Appliance storage

Fall back to the non-quiesced backup if quiescence fails: Yes
Backup Schedule: Weekly performed every Sunday at 04:00 Ahd

Retention Policy: for 30 day(s)

Back Cancel

10. Notice the backup job now appears in the table on the Backup tab.

Getting Started Backup | Restore Replication Reports Configuration

| Backup | Backup Yerification |

@ Refresh
Filter:  Shaw All w

Mame A State Type Last Start Time Curation MHext Run Time Suceesz Failure  Destination

METLAB_Backup Enabled Image Hewer Mever 10/0952016 04:00 O ] WOP Appliance

11. Run a test backup by clicking on Backup now followed by selecting Backup all
sources.

| Backup | Backup Verification

@ Refresh @7 Backup job actions [ Backup now

Backup all s

Filter:  Show All =

Backup anly out of date sources E

MHame A State Type Last Start Time Cruration

METLAB_Backup Enabled Image Mever Mever 1050952016 04:01 O
4 3
1 itarm

8/3/2017 Copyright © 2017 Network Development Group, Inc. www.netdevgroup.com Page 27



http://www.netdevgroup.com/

NETLAB+ Virtual Edition Automated Backups Guide III NDG
||

12. Click OK in the dialog window to continue.

Info

Backup request ar requests have been issued

successiully.
I (]S

13. Monitor the progress of the backup in the Recent Tasks pane. Once completed,
refresh the screen and notice a successful backup job.

Getting Started Backup Restore Replication Reports Configuration

Backup | Backup Verification
) Refrash
Filter:  Show All =

Hame A State Type Last Start Time Cruration Mext Run Time Succes: Failure Destination

MNETLAB_Backup Enahbled Image 10042016 12:30 Ohiami2ds 10092016 04:01 1 1} WDP Appliance

2.6 Restoring a Backup

This section will help guide through the steps on how to restore a NETLAB+ VE backup
created from a backup job.

After restoring a backup of NETLAB+ VE, it will be necessary to reactivate your NETLAB+
VE system by entering your license key. After completing the steps below, see the
Manage License section of the NETLAB+ VE Administrator Guide for details.

For additional guidance on restoring a backup, reference to pages 130-135, from
theVMware vSphere Data Protection Administration Guide.

1. To restore a virtual machine from a backup job, navigate to Hosts and Clusters
from the Navigator pane.

Navigator  §
r O

(i} Home

B vwCenter Inventory Lists >
I [ Hosts and Clusters )I

[&] ¥Ms and Ternplates

[ Storage

€3 Metwarking

[z Policies and Profiles

) vRealize Orchestrator

Sphere Data Protection...

&% Administration >
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JGeﬂingStarted Summary  Monitar  Manage
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2. Expand the list in the Navigator pane and right-click on the NETLAB+ VE virtual
machine, selecting All VDP Actions > Restore Rehearsal.

Related Ohjects

Mavigator

4 Home (o)
| 9 | 8 &
w 1721611

~ [ NETLAB

w [I] eswi-1.wmeduc.com

& NETLA,

.

b
Recent Tasks

What is a Virtual Machine?

Avirtual machine is a software computer that,
like a physical computer, runs an aperating
systern and applications. An operating

J B (TN}
[ Actions - NETLAB_VE
Fawer L
nisolated
Buest 05 ¥ sevirtual
Shapshots p N
ents, arto
[® Open Console
& Migrate... i on
Clane » anrun
Template 3
Fault Talerance ]
Wil Policies »
Compatibility »
Export System Logs... |
Hg Edit Resource Settings... 3
[ Edit Settings... achine
Move Ta... chine
Rename... ttings
Edit Motes...
Tags & Custom Aftributes 3
Add Permission...
Alarms 4

Task Name

AllVDP 6.1 5
AllwRealize Orchestrator plugin Actions »

Res

Target ati

Backup Mow

Cluster

vCent

vSphere Client

Explore Furl
Learn ho
operatin
Learn me¢
Learn ab

re Rehearsa

3. Notice a Restore image backup using VDP wizard appears. On the Select Backup
page, choose any desired backup that you wish to restore from and click Next.

Restore image hackup using VDI

P-1

2 Set Restore Options
3 Readyto Complete

¥ 1 Select Backup Select Backup

Yerify that the list of backups to restore is correct and remove any that vou wish to exclude from the restore operation

~ Selected ltems
v (31 METLAB_WE

VO o S W SO S RGeS o Y NP

Cancel
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4. On the Set Restore Options page, check the boxes for Restore to original
location and Restore virtual machine along with configuration. Expand the
Advanced options, placing a check for Power On and Reconnect NIC. Click Next.

Restore image backup using YDP-1 (%)
+ 1 Select Backup Set Restore Options
4 2 Set Restore Options Setthe restore options for each backup that you want to restore.

3 Ready to Complete
® Client.  METLAB_YE
Backup:  10/04/2016 12:38 PM

@?ESIDFE to original location ERESIDT’E yirtual machine along with configuration

w Advanced options

Datastare: PAMTDS (26.2 GiB free)

[ oweer on [lRecannect nic
_pptadiad’ gttt i el U o . P e gttt I il

Back Cancel

Choosing these settings will restore and replace the current NETLAB+ VE virtual
machine that is in production. Because of this, click Cancel and make sure to
power off the NETLAB+ VE virtual machine. If it is not powered off, the restore
request will result in an error stating that it cannot be fulfilled due to the VM
being powered on.

5. Onthe Ready to Complete page, review the restore request and click Finish.

Restore image hackup using VDP-1 ()
+ 1 Select Backup Reaty to Complete
+/ 2 SetRestore Options Review the following restore requests and click either Finish to accept the requests, or Back to go to the appropriate page to
make changes.
¥4 3 Readyto Complete

I The restore pararmeters entered will result in the following vitual machines being overwrittan:
- METLAB_VEXirtual machine canfiguration will be replaced.)

& Virtual Machines: 1 virtual machine will be restored

- O nenw virtual machines will be created.
- 1 wirtual machine will he replaced.

Juﬂ*““"‘""-r;—/m‘J J‘Jm-er——"‘hr-“*'_.

Back I Finish I Cancel

6. Once the restore request initiates, notice the progress in the Recent Tasks pane
to completion.

7. It will be necessary to reactivate your NETLAB+ VE system by entering your
license key. Please refer to the Manage License section of the NETLAB+ VE
Administrator Guide for details.
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3 Additional Configuration Best Practices

This section will provide links to the vSphere Data Protection Administration Guide for
best practices on optional configurations for the VDP appliance. These are not required
to run backups but may prove useful to the administrator.

3.1 Configuring the Email Notifications and Reports

For guidance on configuring email notifications and reporting, reference to pages 55-56,
from the VMware vSphere Data Protection Administration Guide.
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4 Common Alarms

This section will provide tips on fixing common alarms that may surface when initially
deploying the VDP appliance.

For identifying alarm definitions pertinent to the VDP appliance, reference to page 59,
from the VMware vSphere Data Protection Administration Guide.

4.1 Maintenance Services are not Running

If a “VDP: Maintenance services are not working” alarm appears, the steps outlined
below will help manually start the maintenance services on the VDP appliance.

1. Either SSH or directly console into the vSphere Data Protection system.

2. Once direct access is initiated, log into the system using root as the username
and the password in which was configured on the system.

3. Using the shell, enter the command below to view the status of the maintenance
windows scheduler.

dpnctl status

4. Start the maintenance windows by entering the command below.

dpnctl start maint

5. Confirm the status of the maintenance windows scheduler to make sure it is now
enabled. Enter the command below.

dpnctl status
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