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Introduction
This is theNETLABAdminstrator Guide forthe virtual edition of NETLAB+.

NETLAB+ is a remote access solution that allows academic institutidebver a
handson IT training experience withiwide variety of curriculm content options.
The training environment that NETLAB+ provides enables learnschénluleand
complete lab exercises for informatioadhnology courseNETLAB+ isversatile

solution for facilitating IT training in a vaty of disciplinesincluding networking,

virtualization, storageand cybersecurity.

The material in this guidecludes instructions on accessing the NETLAB+ system as an

administrator through the welbased interface and aldocuses on the¢asks performed
by the NETLAB-ministratorto monitor and maintain a NETLABystem.
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1 Initial Login

The webbased interfae allows the administrator to monit@and maintain the NETLAB+
systemand devices.

In order to use the Welbased Interface, several basic installation ta:
must be completed, details are provided in tRETLABInstallation
Guide

1. To access the login page, direavab browser to the address of thdETLAB+
system Using the most recent available version of the browser you select is
recommended. Supported browsers are listed in the table below.

Cookiesand JavaScripmust be enabled in your browserhe latest
information on supported web browsers is available frei@p >
Supported Web Browserahen signed in to a NETLAB+ account.

Browser Minimum Version Support/Experience

'. Google Chrome 98 * Kk ok

0 Mozilla Firefox 97 * %k ok
° Apple Safari (MAC only) 15 * kK
e Microsoft Edge 98 * ok ok ok
e Microsoft Internet Explorer No longer supported

2. If SSL is not yet configured, you will receive a warning that your connection is not
private. Your options to continue will vary, depending on your browser selection.
Chrome users should selegtivanced as shown below.
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TheSSIConfiguration- Manage Certificatesection provides
instructionson replacing theseltsigned certificate included for
configuration purposedHTMI5 viewers will not work withthis
certificate. Itmust be replaced with a certificate signed by a trusted
certificate authority.

A

Your connection is not private

Attackers might be trying to steal your information from
(for example, passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

Q T get Chrome's highest level of security, turn on enhanced protection

‘ Advanced ‘ Back to safety

3. Select the option td’roceedto the page (the options displayed vary, depending

9/5/2023

on your browser selection

A

Your connection is not private

Attackers might be trying to steal your information from
(for example, passwords, messages, or creait cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

Q To get Chrome's highest level of security, turn on enhanced protection

This server could not prove that it is ; 1ts security
certificate is not trusted by your computer's operating system. This may be caused by a
misconfiguration or an attacker intercepting your connection.

Proceed to (unsafe)

Le
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4. Enterthe Usernamd=] and passworcﬂ, as noted in the table below. Click the
Loginbutton. The graphics on the page may be different from the example

shown below.

Username Password

If you changed the password as directed while configuring the NETLAB+
console (see the previous section), use your new password.

administrator
If you have not yet changed the administrator password, enter the

factory default, netlab (lowercase).

configuration, as per th&lETLAB+ Installation Gujdese your new
o password.

[ 0 If you changed the factory default password while completing initial

example.edu

& Usemame

& Password

ta
!
|
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1.1 Change Password During Initial Login

If you have already changed the factory default password, skip to ti
next section.

If you did not yet change the factory default password, @earge Password screen will
be displayed during the initial logimto the administrator account, requiring you to
change the passwordNETLABenforces strong passwords.

[ _'\[T/ Pleaserecord your new password in a safe place.

Passwords must meet the following requirements:

The cefault requirements shown belowan be revised by the NETLAd8Hinistratorby
editing thePassword Policsettings.

f Must contain 8 or more characters.

f Must not contain more tha®4 characters.

T Must not contain any common English dictionary words that are more than 3
characters long.

f Must notcontain the user ID for this account.

Must not contain the email address for this account.

T Must not contain any names associated with this account.

==

& Change Password

Hew Password ~ sesssssn

Retype New Password | sessseses

% Notice theHelpbutton. You can click thieelp button on this and

other NETLAB+ pages to display information to assist you in enter
information and making selections. To hide the help information, c
the button again.
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@ Change Password

Hew Password  sesssssnn

Retype New Password = ss=sesse:

Enter your new password again for confirmation.

1. Enter your selection into thBlew Passwordield.

2. Enter the password once again in tRetype New Passworfield and then click
Submit

— meet the requirementsThe message will indicate why the password

[ \U/ An error message will be displayed if the password exttetoes not
— was unacceptable.

Examples of typical password errors:

1 The error message shown below indicates ttiet new password entered is a
simple word found in the common dictionary anitlerefore, not eligible tobe a
password on the system.

HE‘W pasﬁward RS

Password cannot be a common dictionary
word.

9 If the values in the two password fields do not match, an error message will be
displayed, similar to the one shown below.

Retype New Password

The provided passwords do not match.
Please try again.
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If you receive an error, correct the information in the fields as need:
and clickSubmitagain.

0 Make note of your new password, you will need it each time you log
into the NETLAB+ system.
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After a successful login, thadministrator home page will be displayed.he
administrative functionsn the main paneinclude displaying variousy/stemlogs and
alerts,user management, podsd infrastructure and content managementelect any
function by clicking orthe icon or the function nameOn the right, system information

is displayed.

System

&

Settings

Users

E}

Communities

Accounts

Pods & Infrastructure

Content

=~

Course
Manager

9/5/2023

it

Virtual
Machine
Infrastructure

N4

Pod
Designer

Copyright® 2023 Network Development Group, Ineww.netdevgroup.com

A |~

Alarms Usage
G
'I.I' U
Classes User
Logins

v <

Control Lab
Devices Device
Images

A B

Lab File
Designer Manager

Hostname
hostname.example.edu

IP Address

192.0.214

SSL Certificate Expiration
®= 2022-06-28 (274 days)
£+ Network Settings
Software Version

21.2.0

Maintenance Expires

2022-06-28

& Software Updates
User Logins

Enabled

Logged In Users

25

Pods in Use

15

Active Lab Reservations
20

Future Lab Reservations
42

£ Manage Lab Reservations

System Uptime
1 hour, 9 minutes

(» Shutdown/Reboot
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2.1 Modify Settings

The settings you made during your initial logimay be modifiedat any time, as needed.

1 To access the 8mgs page, cliclkdministratorin the top-right corner and select
Settings

# Home @ Help & administrator ~

£ Settings

= Logout

TheSettingspage will displayour current settings.

Username  administrator & Change Password

Full Hame MNETLAB Administrator

Display Name  NETLAB Administrator

Email Change Email

Date and Time (GMT-05:00) Eastern Time (US & Canada) © Settings
YYYY-MM-DD (2016-09-15)
12 Hour (3:37 PM)

TheChange Passwor@€hange Emaibnd Settingsbuttons may be selected to update
the information displayed.

2.1.1 Change Password

f _'\U/ Using thePassword Policsettings the NETLABadministrator can

choose to setlie number of days an account password can exist
‘ before it must be changefibr the administrator, instructors, and
students Once the number of days has been reached, users will be
prompted to set a new password.
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1. Click the Change Password button on the Settings page to displ&htrege
Passwordpage.

@ Change Password

Mew Password = ssssssass

Retype New Password = ====sess-

o

_'@/ Changing the administrator account password also changesysiem
— console password. The same password is used for both functions.

Passwords musineet the following requirements:

The default requirements shown below can be revised by the NETLAB+
administrator by editing thd?assword Policsettings.

f Must contain 8 or more characters.

f Must not contain more tha®4 characters.

1 Must not contain any common English dictionary words that are more
than 3 characters long.

f Must not contain the user ID for this account.

f Must not contain the emagddress for this account.

T Must not contain any names associated with this account.

Enter your selection into thilew Passwordield.

Enter the password once again in tRetype New Passworfield.

To proceed with updating your password, select 8wdomitbutton. You will
return to the Homepage

hown

If you receive an error, correct the information as needed and click
Submitagain.
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2.1.2 Change E-mail

1. Click the Changegail button on the Settings page to display fBhange Email
Addresspage. Entering an-mail address is optional.

% Change E-mail Address

E-mail Address  admin@example.edu

2. Update theEmail Addresdield as desired. Clickubmitto save chnges and
return to the Homepage.

E-mail Address | sooooowwwwwzzzz

Invalid email address

If you receive an error, correct the information as needed and click
Submitagain.

2.1.3 Change Date and Time Settings
1. Click the Settings button on the Settings page to displaybiie and Time

Settingspage. These settings are especiatiportant to ensure that information
isaccuratelydisplayedwhen using the scheduler.

M When traveling, you can change your time zone to match the local
time.
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Recall that you can display help information for guidance on updat
the values on a page by clicking tHelpbutton. The Date and Time

Settings page is shown below, with help displayed.

® Date and Time Settings

Time Zone  (GMT-05:00) Eastern Time (US & Canada) =
The time zone where you are located. NETLAB+ will adjust for Daylight Savings
Time.
Date Display Format =~ YYYY-MM-DD -

The style in which dates will be displayed.

Time Display Format = 24 Hour -

Display times in 12 hour (AM/PM) format, or 24 hour format.

First Day of Week = Sunday =

Sets the first day of the week to be shown in a calendar.

2. Select theTime Zonewhere you are locatedNETLAB+ will @kt for Daylight
Savings Time.

3. Choose thdate Display Formayou prefer. This is thstylein that dateswill be
displayed for example,YYYXIM-DD.

4. Select theTime Display FormatTime may be displayed in-thdur (AM/PM)

format or 24hour format.

Setthe FHrst Day of the Weekto be shown in the schedulingalendar.

6. When you are finished making modifications, cikekbmit The MNETLAB page
will be displayed(Or, to return to the MyNETLAB page without saving changes,
clickCancel)

o
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2.2 Logout
ThelLogoutlink is usedor loggirg out of the NETLABs$ystem.

1. dickadministrator in the top-right cornerof the Homepage and seledtogout

#A Home @ Help & administrator =

£* Settings

= Logout

shared computer, to prevent bers fromgaining access to your

Q Logging out of the system is particularly important when using a
Administrator account.

2. A onfirmation message will displagelect the button if you want thogin Again
and return to the login screen

o You have logged out -- goodbye!

=% Login Again
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2.3 Administrator Account In Use Warning

sessions to run concurrently. If the administrator account is current

e The NETLABagministrator account does not allow multiple login
in use, a subsequent login will terminate the existing session.

A warning will display if thedministrator account is currgly in use, allowing the user

to choose to continue logging in (which will terminate the existing session) or cancel and
return to the login page. This can help prevent interruptions when working with others
or when interacting with NDG Support.

A Administrator Account In Use

The administrator account is currently in use; logging in will terminate the existing session.
Please reenter and Submit the administrator password to continue or click Caneel to return
the the login page.

Password
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3 Time Synchronization

@ NETLAB+ includes an option to manage NTP servers cb&sesd time

synchronization? A 1 K G KS RST¥lLdzZ G YSGK2RX Dbe¢t 3 boc
on access tohe NTPhostsdesignatedor time sewrice. Time synchronizatiosettings
can be configured as needed.

1. To see the current settings for Time Synchronization, s@ldotin > System
Settings >Time Synchronization

Q Manage License

Activate and manage system license key.

a Network Settings

Manage network settings and SSL certificates.

@ Time Synchronization

Manage NTP servers or host-based time synchronization.

2. TheTime Synchronizatiopage will be displayedghowing the current settings.
Additional settings can be displayed by selectingDe¢ail Statusbutton.

@ Time Synchronization

Mode NTP
Current System Time ~ 2023-08-17 17:54:05 (UTC)
Administrator's Local Time ~ 2023-08-17 13:54:05 (Eastern Time (US & Canada))
NTP Service
NTP synchronized YES
NTP Primary Hosts  0.debian.pool.ntp.org, 1.debian.pool.ntp.org

NTP Fallback Hosts  2.debian.pool.ntp.org, 3.debian.pool.ntp.org

m (&1 510N | = Detail Status Bilogs
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3. The Time Synchronizatiddetail Status page will be displayed, showing
additional details that may be helpful for troubleshootiipview the details
shown and then leck Dismiss

® Time Synchronization Detail Status

Mode

Current System Time
Administrator's Local Time
NTP Service

NTP synchronized
NTP Primary Hosts
NTP Fallback Hosts
Server

Poll interval

Leap

Version

Stratum

Reference

Precision

Root distance

Offset

Delay

Jitter

Packet count

Frequency

NTP

2023-08-17 18:49:59 (UTC)

2023-08-17 14:49:59 (Eastern Time (US & Canada))
YES

0.debian.pool.ntp.org, 1.debian.pool.ntp.org

2.debian.pool.ntp.org, 3.debian.pool.ntp.org

162.159.200.123 (0.debian.pool.ntp.org)

34min 8s (min: 32s; max 34min 8s)

normal

A920805

1us (-25)

8.987ms (max: 5s)
+69us

28.660ms
6.423ms

13

+27.982ppm
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4. Next,backon the Time Synchronization page, you mayie® system log entries
filtered to display entries related tdime SynchronizatiorSelect thd.ogs

button.

® Time Synchronization

Current System Time

Administrator's Local Time

Mode NTP

2023-08-17 17:54:05 (UTC)

NTP Service
NTP synchronized YES
NTP Primary Hosts  0.debian.pool.ntp.org, 1.debian.pool.ntp.org
NTP Fallback Hosts  2.debian.pool.ntp.org, 3.debian.pool.ntp.org

m (&350 = Detail Status

Bilogs

2023-08-17 13:54:05 (Eastern Time (US & Canada))

5. The Time Synchronization Logs page wiltllsplayed. ClicRismiss

9/5/2023
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@A Home

Admin > System Settings > Time Synchronization > Logs

By Time Syncronization Logs

© 2023-08-17 | 13:37
Timed out waiting for

€ 2023-88-17 | 13:39:

Timed out waiting for

6 2023-08-17 | 13:39:

Timed out waiting for

© 2023-08-17 | 13:39:

Timed out waiting for

© 2023-08-17 | 13:41:

Timed out waiting for

© 2023-08-17 | 13:42
Timed out waiting for

€ 2023-88-17 | 13:42:

Timed out waiting for

6@ 2023-88-17 | 13:46:

Timed out waiting for

© 2023-08-17 | 13:46
Timed out waiting for

Copyright® 2023 Network Development Group, Ineww.netdevgroup.com

:58.162 | INFO

:01.912 | INFO

:48.912 | INFO

reply from 54.189.114.135:123 (www.netdevgroup.com).

12.662 | INFO
reply from 52.48.221.53:123 (www.netdevgroup.com).

22.912 | INFO | netlab.syslog.systemd-timesyncd
reply from 54.189.114.135:123 (www.netdevgroup.com).

33.162 | INFO
reply from 10.21.88.11:123 (www.netdevgroup.com).

| netlab.syslog.systemd-timesyncd |

51.662 | INFO | netlab.syslog.systemd-timesyncd
reply from 54.189.114.135:123 (www.netdevgroup.com).

| netlab.syslog.systemd-timesyncd |
reply from 52.40.221.53:123 (www.netdevgroup.com).

12.162 | INFO
reply from 100.21.88.11:123 (www.netdevgroup.com).

| netlab.syslog.systemd-timesyncd |

38.662 | INFO
reply from 54.189.114.135:123 (www.netdevgroup.com).

| netlab.syslog.systemd-timesyncd |

| netlab.syslog.systemd-timesyncd |
reply from 52.48.221.53:123 (www.netdevgroup.com).

£ New Search

& administrator +

O Complete Records-54 A Errors-0 @ Warnings-0 %

| netlab.syslog.systemd-timesyncd | systemd-timesyncd
| netlab.syslog.systemd-timesyncd | systemd-timesyncd
systemd-timesyncd
systemd-timesyncd
systemd-timesyncd
systemd-timesyncd
systemd-timesyncd
systemd-timesyncd

systemd-timesyncd

»
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6. Next,on the Time Synchronization page, notibat the Mode being used is the
default, NTRand that the NTP Primary Hosts and NTP Fallback Hosts are listed
To edit the settings, select thedit button.

NTP mode is recommendedather than HOSReliance on time from
VMwareToolsis not reliable because the hosts are not being
configured with NTP, or the host site does not provide/allow NTP.

@ Time Synchronization

Mode NTP
Current System Time ~ 2023-08-17 17:54:05 (UTC)

Administrator's Local Time  2023-08-17 13:54:05 (Eastern Time (US & Canada))

NTP Service
NTP synchronized @[

NTP Primary Hosts  0.debian.pool.ntp.org, 1.debian.pool.ntp.org

NTP Fallback Hosts  2.debian.pool.ntp.org, 3.debian.pool.ntp.org

m (&GN = Detail Status | By Logs

7. TheEdit Settingpage will be displayed, showing the current settifgsthe
mode. Refer to the field descriptions below and make changes as neé&le#.
Submit

£ Edit Settings

Mode NTP -
NTP Primary Hosts  0.debian.pool.ntp.org, 1.debian.pool.ntp.org

NTP Fallback Hosts  2.debian.pool.ntp.org, 3.debian.pool.ntp.org
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Field Descriptiong Time Synchronization
1 Mode: Time syntironization modeselect from the following:

0 NTP:An NTP configuration with usspecified NTP hosts

0 HOSTDisable NTP and allow the VM host to manage time synchronization
(not recommended)If you do choose this option, you mustcess the time
synchronization settings tbugh theVMwareinterface toconfigure your
VMware settings td&Synchronize Tim®eriodicallywith the host

Edit Settings X
> Encryption Expand for encryption settings

> Power management Expand for power management settings

v VMware Tools

Power Operations Power On / Resume VM
Shut Down Guest (Default) v
Suspend (Default) «

> Restart Guest (Default) +

Tools Upgrades O check and upgrade VMware Tools before each power on

Synchronize Time with Host @ Synchronize at startup and resume (recommended
Synchronize time periodically
Run VMware Tools Scripts After powering on
After resuming
Before suspending
Before shutting down guest

1 NTP Primary HostA commaseparated list of primary NTP service hosts.
Values may include IP addresses or fully qualified domeamnes.The default
value may be resed if firewall and/or security policies at your organization do
not allow access to the host(s) listed. The defaaltieis: 0.debian.pool.ntp.org,
1.debian.pool.ntp.orgTo return to the default settings, use the Res@sts
option to st all of the NTP host fields to their origirg@fault values. Note that
the changes must be submitted for them to take effect.

1 NTP Fallback Host& commaseparated list of fallback NTP service hosts.
Values may include Bridresses or fully qualified domain nameBhe default
value may be revised if firewall and/or security policies at your organization do
not allow access to the host(s) listed. The default valu2.@ebian.pool.ntp.org,
3.debian.pool.ntp.orgTo return b the default settings, use the Reset Hosts
option to set all of the NTP host fields to their original default values. Note that
the changes must be submitted for them to take effect.
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4 Network Settings

Hostname
hostname.example.edu

IP Address
192.0.2.14

SSL Certificate Expiration
=) 2022-06-28 (274 days)

£# Network Settings

4INDG

The first sectiorof the panel on theight side of the
administratorHome page provides convenient viewing
of the Hostname, IP Addresand SSL Certificate
Expirationdate of your NETLAB+ system.

Further details aravailable by selectinyetwork
Settings.

You mayalso access the settings by selecting the Settings icon oadinéistrator
Home page and then selectidNgtwork Settings

Q Manage License

Activate and manage system license key.

ﬁ Network Settings

Manage network settings and SSL certificates.

The web interface allows you to view, but not modify these setting

c Network interface settings are modified from the system console

Use caution when changingtwork configuration settingdJnder
some circumstances, if you enter an incorrect value, the erroneou
setting may result in your system no longer being asdde usg the
configuration utility.It would then be necessary to makerrections
throtiah the virtlial machineonsnle

To see an example of the Network Settings page, continue to the subsection below.
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4.1 SSL Configuration - Manage Certificates

You mustonfigure connectivityor your NETLAB+ system through $81the Network
Settings page, sele@onfigure SSL

£+ Network Settings

Hostname hostname.example.edu

IPv4 Address

IPv4 Subnet Mask

IPv4 Default Gateway

IPv4 DNS Servers 8.8.8.8,8.8.4.4

IPv6 Enabled No

& Configure SSL

You will noticgseethe picture in the section beloythat aself-signedSSL certificate is
displayed in the list of certificates.

HTMLS5 viewers will not work witlis certificate. ltmust be replaced
with a certificate signed by a trusted certificaaathority. The
subsections below provide details on your options for replacing the
certificate.

Q This selsigned certificate is included for configuration purposes.
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4.1.1 View Certificate Information

Frst, we will take a look at thensigned certificate as an example of how to view
certificate information on thesystem.

& Manage SSL Certificates

Name Host/Domain Expiration Status

default www.example.org = 2026-05-27 (1575 days) @ Active, Self-Signed

To view more information about the sedfgned certificate, click the certificate name.

& Active SSL Certificate

Name default
Status @& Active, Self-Signed
Host(s) www.example.org

Issuer  None (certificate is self-signed)
Valid From  2016-05-29 19:25
Expiration ~@® 2026-05-27 (1575 days)

Signature Algorithm  sha256WithRSAEncryption
Private Key Type = RSA

Private Key Length 2048

Select theDetailsbutton to view additional information.
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@ Certificate Details - default

Certificate:
Data:
Version: 3 (8x2)
Serial Number: 14367659375119
Signature Algorithm: sha25eWithRSA
Issuar:
CH=wwn . example . org
Validity
Mot Before: May 29 19:25:
Mot After : May 27 19:25:

Subject:
CH=www.example.org

Subject Public Key Info:
orit

ClickDismissto return to the previous page.

4.1.2 Adding New Certificates

Please be aware th&SL Configuration will not allow a certificate
change when HSTS is enabl8de theWWeb Server Securitgection
for information on eabling/disabling HSTS.

A You cannot activate a different certificate when HSTS is enabled.

© Understood @ HSTS Settings

To add a signed certificate to your NETLAB+ system, proceed with one of the following
methods, depending on if you need to obtain a certificate or already have a certificate.

o How would you like to add the certificate?
Generate a certificate signing request, temporary certificate, and new private key.

| have an existing certificate and private key.
® Get a certificate from Let's Encrypt™.
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1 Generate a certificate signing requestou will generate a certificate request,
temporarycertificate,and new private key through NETLAB+. You will send the
request to the Certificate Authority (CA) of your choice. Once you receive a
signed version from the CA, you will update thetifieate in NETLAB+. See
4.1.2.1for details.

1 If you already have a signed certificate and private Key your organization
(This can be a domaievel certificate). Yowill proceed by adding the
certificate and private key to your NETIHA®/stemas described id4.1.2.2

1 Get a certificate from Let's Encrypf: Initiate an automated process where your

NETLAB+ system will requestd obtain a signed certificate from Let's Encrypt, a
free certificate authority. Seé.1.2.3

4.1.2.1 Generate a Certificate Request and Replace an Unsigned Certificate with a
Signed Certificate

First, you will generate a certificate request and submit it to the CA of your choice.
1. Navigate toNetwork Settings> Configure SSUf this is your first time adding a

certificate, you will see that theelf-signed certificateghat is included with
NETLAB-+ is initially the active certificate.

& Manage SSL Certificates

Name Host/Domain Expiration Status Actions

default www.example.org = 2026-05-27 (1575 days) @ Active, Self-Signed -

© Add Certificate

2. ClickAdd Certificate
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3. Select the option to generate a certificate signing request, temporary certificate
and new private keyand presNext.

NETLAB+ Administrator Guide

O How would you like to add the certificate?
@ Generate a certificate signing request, temporary certificate, and new private key.

| have an existing certificate and private key.
Get a certificate from Let's Encrypt™.

4. Fill inthe fields on the form with the information approiate for your site. For
guidance on completing the form, see the field descriptions below or sklielgt

5. ClickSubmit NETLAB+ will generate a new private key, certificate signing
request, and seiignedcertificate.

Generate New SSL Certificate and Signing Request

Entry Name

Server Name

Organization

Organizational Unit

City

State/Region

Country

Email Address

Private Key Length (bits)

Signature Algorithm

example.edu

netlab.example.edu

Example University

IT Department

Anytown

NC

United States

testadmin@example.edu

2048 -

SHA-256 -
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Field Descriptions GenerateNew SSICertificate

T

9/5/2023

Entry NameThe name used to manage this certificate. The hostname is
recommended. Letters must be lowercase. No spaces are permitted.
Example: netlab.myschool.edu

Server NameThe fuly qualified domain name (FQDN) of your server. mame
must match exactly what you type in your web browseryou will receive a

name mismatch error. Wildcard certificates cannot be generated by NETLAB+.
Example: netlab.example.edu

Organization:The legal name of your organization. This should not be
abbreviated and should include suffixes such as Inc, Corp, or LLC.
Example: Digitech College of Southern California

Organizational UnitThe division of your organization handling trestficate.
Example: Computer Science Department

City: The city where your organization is located. Example: Los Angeles

State/Region:The state or region where your organization is located. This should
not be abbreviated. Example: California

Country: The country where your organization is located. Example: United States

Email AddressAn email address used to contact your organization. Example:
support@example.edu

Private Key Length (bitshe length of the private key to generate in bits.
2048 is recommended andnow required by most certificate authorities.
4096-bit certificates are currently not supported for performance reasons.

Signature AlgorithmThe algorithm used to sign the request. SE&S is now

used by most certificate authiaires. SHAL is an older algorithm and is no longer
recommended.
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6. Select the button tdownload Certificate Signing Request

O Certificate generated.

» NETLAB+ has generated a new private key, certificate signing request, and self-signed
certificate.

» To make this the active certificate, active it from the certificate management page.

» Usage of self-signed certificates is limited to administrative maintenance only. To use this
certificate in production, download the certificate signing request, have it signed by trusted
certificate authority (CA), and replace the self-signed certificate with the certificate provided by

the CA.

 Understood & Download Certificate Signing Request

7. The certificate signing request (a file of encrypted text nafaatty Name.csr)
will be downloaded to your local machinail#nit this file to the Certificate
Authority (CA) of your choic@ypically, a small annual fee is charged by the CA
for this service

After you receive a signed version of your certificate from the CA, you will use it to
replace the unsigned version.

1. Navigate toNetwork Settings> Configure SSL

2. You will be replacing the sedignedcertificate that you created\Notice that the
default certificate is indicated to be the active certificathis is necessary since
you cannotreplace an active certificate. (If the defaidtnot currently the active
certificate, select it and the optioto activate it on the Action dragown).

3. Select he selfsigned certificate you created.

& Manage Certificates

Name Host/Domain Expiration Status  Actions
default www.example.org = 2022-05-03 (89 days) @ Active, Self-Signed -
lexample.edu netlab.example.edu w0 2026-05-27 (1574 days)  Self-Signed -
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4. Click theReplacebutton to replace the certificate.

& View Certificate

Name example.edu
Status  Self-Signed
Host(s) netlab.example.edu
Issuer  MNone (certificate is self-signed)
Valid From  2018-12-04 4:42 PM
Expiration  2023-12-04 4:42 PM
Private Key Length 2048 bit

Signature Algorithm SHA-256

@ Activate | © Details §ENGREER: W Delete

5. Paste the signed certificate you received from the CA intoNlegv Certificate
text box, including the headeand footer linesand selectSubmit

a. Paste the contents of the new certificate file (.crt.pem) above.

b. The certificate must be in PEM format. The PEM certificate format uses
the following header and footer lines, which should be included:
----BEGIN CERTIFICATE
----END CERTIFICATE

0 When using a chain of certificates, just append the certificates
— together, one after the other; the server certificate needs to go first,
* otherwise you will get a mismatch between private and public keys.

If the new certificate iwalid, it will overwrite the old certificatethe
old certificate is not retrievable.
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Replace Certificate - example.edu

Name example.edu

New Certificate = ----- BEGIN CERTIFICATE REQUEST-----

6. Return tothe certificate page.

7. Verify that your certificate now indicatesis signed (as shown below).

_'\0/ If the status of the certificate does not indicate signed, it may be
— necessary to log off the systeamd close your browser windowhe
— status will be updated when you enter the system again.
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8. ClickActivate.

& SSL Certificate

Name example.edu

Status Signed

Hosi(s) netlab.example.edu
Issuer
Valid From 2017-04-13 3:41 PM
Expiration 2020-06-28 11:44 AM
Private Key Length 2048 bit

Signature Algorithm SHA-256

9. You will be prompted to confirm that yowant to activate the certificate.
SelectProceed

e Do you want to activate certificate ‘example.edu'?
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10. A message will indicate that the certificate has been activated and that the
webserver will restart shortly to clear its SSL cache. Okck

A example.edu activated.

The webserver will restart shortly to clear its SSL
cache.

You may need to close and restart your browser to see
that the certificate has changed.

11.Verify that he sgned certificate is now active (see the Status in the picture
below). If the signed certifate is not active timay be necessary to log off the
system, close your browser windpand then reenter the system.

& Manage Certificates

Name Host/Domain Expiration Status | Actions
default www.example.org = 2022-05-03 (89 days) Self-Signed -
example.edu netlab.example.edu = 2026-05-27 (1574 days) @ Active Signed -

12.Verify that your browseaddress now indicates HTTRSnay be necessary to
log off the system, close your browser windamd thenre-enter the system.

€« > C ff B8 httpsy/
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4.1.2.2 Add a Certificate and Private Key to NETLAB+

1. Navigate toNetwork Settings> Configure SSI this is your first time adding a
certificate,you will see that theself-signed certificag that is included with
NETLAB+ igitially the active certificate.

& Manage SSL Certificates

Name Host/Domain Expiration Status Actions

default www.example.org = 2026-05-27 (1575 days) @ Active, Self-Signed -

© Add Certificate

ClickAdd Certificate

3. If you have a signed certificate and private key for your organization (it may be a
domainlevel certificate), you will add the certificate and private key to your
NETLAB+ system. Select the chditeve an existing certificate and private

key.

no

o How would you like to add the certificate?

Generate @certiﬂcate signing request, temporary certificate, and new private key.
@ | have an existing certificate and private key.
Get a certificate from Let's Encrypt™.

ClickNext. The Add Certificate page will be displayed (see picture on next page).
For theEntryName using the hostname (which is populated in this field as the
default value) is recommended.

6. Paste your certificate, including the header and footer lines, intoGbkdificate
textbox.

a. Paste the contents of the certificate file (.crt or .pem) above.

b. The certificate must be in PEM format. The PEM certificate format uses
the following header and footer lines, which should be included:
----BEGIN CERTIFICATE
-----END CERTIFICATE

a s

_"U’/ When using a chain of certificates, just append the ceatiéis
— together, one after the other; the server certificate needs to go first,
— otherwise you will get a mismatch between private and public keys.
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7. Paste your private key, including the header and footer lines, intd°tieate
Keytextbox.

a. Paste the contents of the new certificate file (.crt or .pem) above.

b. The private key must be in PEM format. The PEM certificate format uses
the following header ad footer lines, which should be included:
----BEGIN PRIVATE KEY
----END PRIVATE KEY

download it later. Therefore, you should keep a copy of the private

[ _'\U/ To protect the private key, there is no user interface to view or
— in a safe place.

8. PressSubmit

© Add Certificate

Entry Name  example.edu

Certificate = ----- BEGIN CERTIFICATE -----

Private Key | ----- BEGIN PRIVATE KEY -----

9. Return tothe certificate page.

10. Verify that your certificate now indicatesis signed (as shown below).
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necessary to log off the systeamd close your browser windowhe

[ _'\U/ If the status of the certificate does not indicate signed, it may be
* status will be updated when you enter the system again.

11. ClickActivate.

@ SSL Certificate

Name example.edu

Status | Signed

Hosi(s)  netlab.example.edu
Issuer
Valid From  2017-04-13 3:41 PM
Expiration 2020-06-28 11:44 AM
Private Key Length 2048 bit

Signature Algorithm SHA-256

12.You will be prompted to confirm that yowant to activate the certificate.
SelectProceed

Q Do you want to activate certificate ‘'example.edu'?
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13. A message will indicate that the certificate has been activated and that the
webserver will restart shortly to clear its SSL cache. Okck

A example.edu activated.

The webserver will restart shortly to clear its SSL
cache.

You may need to close and restart your browser to see
that the certificate has changed.

14.Verify that he sgned certificate is now active (see the Status in the picture
below). If the signedertificate is not activef may be necessary to log off the
system, close your browser windpand then reenter the system.

& Manage Certificates

Name Host/Domain Expiration Status | Actions
default www.example.org = 2022-05-03 (89 days) Self-Signed -
example.edu netlab.example.edu = 2026-05-27 (1574 days) @ Active Signed -

15. Verify that your browseaddress now indicates HTTRSnay be necessary to
log off the system, close your browser windamd then reenter the system.

€« > C ff B8 httpsy/
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4.1.2.3 Get a Certificate from Let's Encrypt

Initiate an automated process where your NETLAB+ system will request and obtain a
signed certificate frontet's Encrypt’, a free certificate authority. Your NETLAB+ system
will interact with Let's Encrypt to request the signed certificate and respond to a
challenge issued by Let's Encrypt to verify control of the domain.

Requirements to use Let's Encrypt with NETLAB+:
1 Your system must have an Internetccessible public DNS entry.
1 Ports 80 and 443 must be accessible and open through the firewall.

In this automated process, NETLAB+ will respond to a challenge tc

: perform cryptographic math and provide signed, calculated results
prove control of the domain. For modetails,seelLet's Encrypt, How |
Works

1. Navigate toNetwork Settings> Configure SSI this is your first time adding a
certificate,you will see that theselfsigned certificaé that is included with
NETLAB-+ is initially the active certificate.

& Manage SSL Certificates

Name Host/Domain Expiration Status Actions

default www.example.org = 2026-05-27 (1575 days) @ Active, Self-Signed -

© Add Certificate

ClickAdd Certificate
3. Select the choiceGet a certificate from Let's EncrypY. ClickNext.

N

o How would you like to add the certificate?

Generate a certificate signing request, temporary certificate, and new private key.
| have an existing certificate and private key.
® Get a certificate from Let's Encrypt™.
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4. TheGet a Certificate from Let's Encryptge idisplayed. Enter the appropriate
information into the fields (see field descriptions below) and then @igkmit

Get a Certificate from Let's Encrypt

Domain Name netlab.example.edu

Contact Email admin@example.edu

Field Descriptions Get a Certificate from Let's icrypt

1 Domain NameThe fully qualified domain name (FQDN) of your server. This
namemust match exactly what you type in your web browsmryou will receive
a name mismatch error. Wildcard certificates cannot be issued by Let's Encrypt.

1 Contact EmailLet's Encrypt will send email to this address to warn of expiring
certificates and tanotify about changes to their privacy policy.

Be sure to enter the address of an email account that is checked on a regular

basis to ensure that your organization is kept aware of any issues with the
certificate.
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5. As the configuration proceedgou wil see a log showing the progress of each
step. As shown beloyyou may click any line to view expanded details. Click
Nextto proceed.

& Configuring Let's Encrypt

Progress - COMPLETE ¥¥ Showing-30/30

Y lets encrypt -> Connecting to https://acme-v02.api.letsencrypt.org/acme/authz-v3/71868660550 2

lets encrypt -> Received challenges for netlab-test-20.netdevgroup.com.

=

ji lets encrypt -> Requested challenges for 1 domain(s).

hdr group: SKG-7785 =

hdr id: "61FB1884-REGX4-82H2"

hdr time: "2022-02-02 23:49:24.964"
module: "task_system_lets encrypt_enable"
msg: "lets encrypt -> Requested challenges for 1 domain(s)."
msg_src: "HDR"

severity: 7

severity t: "DEBUG"

task id: RNHW-RPMY-YIVG &

time: "2022-02-02 23:49:24"

ts: 1643845764.964

.
Tota o — Tiemactr et Al e et AN et Aerrer i e o e e a1 e o wra 1 4 A e

Ak Lels encryptl ~ Llssuer's Celllllcale llas beell alleady rLecelved.

o lets encrypt -> certficate request succeeded, enjoy your certificate -

If an error occurs indicating too many ceiddte requests, be aware
that Let's Encrypt enforces rate limit¥his should not present a
problem for typical use. If you have made an excessive amount of
certificate renewal requests (perhapsealto testing or development

A z A

6. 2 KSY LINRPYLIISR G2 | OQUAQDIGSPiodkesl [ SGQa 9y ONE

9 Do you want to activate the Lets Encrypt certificate?

¢ Your firewall must continue to allow http on port 80 inbound for
Let's Encrypt verfication to succeed.

¢ The certificate will renew every 60 days.
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6. The letsencryptertificate is activated. As noted, you may needdstart your
browser to see that the certificate has changed. Ghék

NETLAB+ Administrator Guide

0 Certificate 'letsencrypt’ was activated.

¢ The web server will restart shortly to clear its SSL cache.

¢ You may need to close and restart your browser to see that the
certificate has changed.

&3 0K

7. The Active SSL Certificate window will be displaiedice the expiration date.
The certificate will expire iB9days ClickDismiss

& Active SSL Certificate

Name letsencrypt
Status @ Active, Signed
Host(s)  netlab.example.edu

Contact Email

admin@example.edu

Issuer R3
Valid From  2022-02-02 22:49
Expiration | @2 2022-05-03 (89 days)
Signature Algorithm  sha256WithRSAEncryption
Private Key Type ECC
Private Key Length 384
Private Key NIST Curve P-384
Private Key ASN1 0ID  secp384r1
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NETLAB+ will automatically request a renewal of the certificate frc
Let's Encrypt ever§0 days This provides a 3@ay window for the
automated renewal to successfully take place (allowing for any
connectivity issues, power outages, etc. at your siteg fenewal will
be attempted twice a day until it succeeds.

_'\@/ No intervention will be required, except for situations where systernr
— outages for an extensive period prevent the renewal from executini

“ a timely mannerSee the highlighted box at the end of this section fi
discussion on initiating a renewal.

8. Verify that he letsencrypt certificate is now active (see the status in the picture
below). If the letsencrypt certificate is not activemay be necessary to log off
the system, close your browser windpand then reenter the systemClick

Dismiss
Name Host/Domain Expiration Status Actions
letsencrypt netlab-test-20.netdevgroup.com == 2022-05-03 (89 days) @ Active, Signed -
default www.example.org == 2026-05-27 (1574 days) Self-Signed -

© Add Certificate

9. Verify that your browseaddress now indicates HTTRSnay be necessary to
log off the system, close your browser windamd then reenter the system.

€« > C ff B8 httpsy/
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Under normal operating conditions, no administrator action is required to renew the
certificate. If system outages for an extensive period have prevented the automatic
renewal from executing, the certificate will expire at the end of thedd§ period.

The administrator may initiate a request to renew the certificate by clickindréreew

button on the View Certificate page. However, before proceeding, we recommend
contacting our support tearfor assistance in troubleshooting/resolving any probge

with the automated process.

© Details B EN:EED Ti] Delete

As noted, cliclProceedif you have been instructed to perform this step by our support
team.

9 Do you want to renew your Let's Encrypt certificate now?

« NETLAB+ will automatically do this 30 days before expiration.

A message will confirm the certificate is renewed. Gl&kYou may need to close and
restart your browser to see thepdates to the certificate.

Q letsencrypt renewed.

The web server will reload its configuration to load the
new certificate.

You may need to close and restart your browser to see
that the certificate has changed.
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4.1.3 Reset SSL Certificate to Default

NETLAB+ includes a console option to reset the SSL certificate to default should an error
condition with the certificate prevent access to the web interface.

regain administrator acceds the web interfaceThisdefault selt
signed certificate is included for configuration purposes. HTML5
viewers will not work with this certificate. It must beplaced wih a
certificate signed by a trusted certificate authority.

Q Resetting the SSlertificate to default will allow the administrator to

1. Log in to the virtual machine system console (requires VMware vCenter access).
2. Presd]l] for IP Settings from the Console Main Menu.

NDG MNETLAB+ VE 22.5.0
-—— Console Main Menu —--—-

(P]
[M]
[I]
(D]
[H]
[S]
[R]
(L]

IP Settings Menu ---

Hostname

1 Network Settings (recommended)
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4. Review the information shown and then pre¥%for Yes.

--- Reset Active SSL Certificate to Default --—-

This o

ned and therefore ;
admin web intertface.

(Yies/(Quit: _

- ; er restarted
SSL certificate reset to default

replace the certificate with a valid
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5 Manage License

Notice the message at the top of tleeministrator Home page, indicating that system
registration and software license activatisrequired.

@ System registration and software license activation required.

Mo new lab reservations can be made at this time.

You willneedthe customerinformation email sent to your
organization from Network Development Group (NDGi) order to
complete the steps in this section.

The email from Network Develop Group (NDG) includes the following items needed to
activate the license:

1 System Serial NumbeiThe serial number of your NETLAB+ system.
1 License KeyThe license kefpr your NETLAB+ system (good for 5 activations).

TheSystem Serial INnber andLicens Key must be entered into yoUdETLABsystem
in order to enable activation of its full functionaljincluding he scheduling of lab
reservationsSee theActivateLicensdlnitial Activation)subsection below.

— to enter it periodically, whemajor events/changes have taken place

[ \U} Please keep your license information in a secure plageu will need
— on your NETLAB+ system. SeeR®activate Licensaibsection below.

5.1 Activate License (Initial Activation)

Complete the following step® activateyour system license key.ou will need the
System Seridllumber, and License &y provided to you from NDG.

The NETLAB+ virtual machine must have network connectivity for
license activation. Please make sure network setup is conglete
before activating the license, refer to tidetwork Settingsection for
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1. Slect Settings from thadministrator Home page and then selédanage
License

Q Manage License

Activate and manage system license key.

ﬁ Network Settings

Manage network settings and S5L certificates.

2. The Activate License pagall be displayedEnter theSystem Serial Numbeand
the License Keyprovidedby NDG SelectActivate.

Your easiest option for entering the System Serial Number and License Key is

to simply copy and paste from the customer information letter.
If you enter the information into these fields, keep in mind the following:
System Serial Number:
Can be lowercse/uppercase
Mustinclude dashes
License Key:

Mustbe uppercase
Mustinclude dashes

Q, Activate License

System Serial Number NDG-VE-##s S8 & ”
License Key

s

K
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3. A message W display, indicating thedense activation was successful. Select
OK.

o License activation successful.

4. The License Information page via# displayed. Notice that the license status has
been changed td\ctive.Your system is now fulfyunctional Review theother
information on this pageincluding the Activations Remaining (see the next
section,Reactivate lcense for further discussion).

To ensure the information displayed is updated, digidate Statts.

ClickDismiss

2

&, License Information

System Serial Number NDG-VE-Fs S8 o *+
Licensed To
License Status @
Active Pod Limit 16
Expiration Date ®
Last Activation 2016-10-19 17:35
Last Update 2016-10-19 17:35
Activations Remaining 4
Registered IP Address

Registered MAC Address W b i &
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5.2 Reactivate License

In some cases, mdiiations made to the NETLABystem will require software license
reactivation.Events that will trigger the requirement to reactivate include:

Change of MAC address

Change of IP address

Change otirtual machineJUID

Restoration othe NETLABY¥irtual appliancérom a backup

E N

When reactivation is requiredhe administrator Home page will displaie following
alert.

A change to the system requires software license reactivation. "
@ g - 9 - Manage License
1k

Mo new lab reservations can be made at this time.

Also,be awarethat the following message will be display&mlusers ifa user attempts
to schedule a lab reservatiomhile the software license is not active.

A New lab reservations cannot be made at this time.

* The system software license is not active.

) Understood

may be requested from NDG support (s@ew.netdevgroup.com

Q You license key allows five (5ctivations only.A "fresh” license key

Complete the following steps teactivateyour system liense key.
You will need th&ystem SeriaNumber, and License & provided to youy NDG.
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1. To reactivate the license, select Settings from adeninistrator Home page and
then selectManage Licenséor selectManage Licensen the alert message at
the top o the administrator Home page

Manage License

Activate and manage system license key.

Network Settings

Manage network settings and S5L certificates.

2. The License Information pagell bedisplayed. Notice that the Licenset&usis
ReactivateSelect theReactivatebutton.

&, License Information

System Serial Number
Licensed To

License Status

Active Pod Limit
Expiration Date

Last Activation

Last Update
Activations Remaining
Registered IP Address

Registered MAC Address

NDG-VE #### -#8ine soron: -4

REACTIVATE

16

2016-10-19 17:35
2016-10-1917:54

4
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3. The Activate License page will be displayeeffer to the information provided by
NDG and verify that th8ystem Serial Numbatisplayed matches the
information from NDG. Each NETLAB+ license key is valid for one system. Enter
the License Keyprovided byNDG. SelecActivate.

Your easiest option for entering the System Serial Number and License Key is
to simply copy and paste from the customer information letter.

If you enter the information into these fields, keep in mind the following:

SystemSerial Number:
Can be lowercase/uppercase
Mustinclude dashes

License Key:
Must be uppercase
Mustinclude dashes

&, Activate License

System Serial Number NDG-VE

License Key

4. A message W display, indicating thedense activation was successful. Select
OK.

o License activation successful.
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5. The License Information page via# displayed. Notice that the license status has
been changed to &ive, full systenfunctionality is retored.

It may be necessary to click the Update Status button to update th
information displayed following a reactivation.
&, License Information
System Serial Number NDG-VE “i88

Iﬁ.cti\ralians Remaining 1 I

Registered IP Address

Registered MAC Address

6. Review the license informatioon the License Informatiopage, including the
Activations Remainindf you have only one (Hctivationremaining, an alert
message will display at the top of the License Information p&gekDismiss
after reading.

1 activation remaining.

There is only one activation remaining on the current license. Once the |ast activation is used, it will be
necessary to contact NDG support to obtain a fresh license key to make subsequent license activations.

You license key allows five (5ctivations only.A "fresh” license key
may be requested from NDG support (se&w.netdevgroup.com

‘; \@/ You do not have to wait until you have used up all 5 activations to

— request a new license key. We recommend that you request a new

‘ license key when you have one activation remaining, doing so will
ensure your that you have always have a valid licensekéyand.
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6 Appearance

Custom branding of your NETLAB+ system allows you to use your own logos and
graphics to make your system uniquely identifiable and can serve as an asset for your
marketing strategyThe administrator may customize tiNETLABtser interface by
modifying the settings fodisplaying certain interface elementuch as login and

banner logos

First, we will look at the default images provided for the display elements. The default
Logh Form and Login Logo are displayed on the default Login Background in the picture
below.

)

NETLAB.EXAMPLE.EDU

& Usemame

Login Form

& Password

| l I

\
| :’ii“:'
{1
il e

b
de

W (4 | _ |
" .INDG &=
Il ' IIII N

The picture below shows the default Banner Logo on the MyNETLAB+ page of a student
account.

INDG &= o 2
ul

MyNETLAB

£ Scheduled Lab Reservations
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To customize the appearance of your NETLAB+ system, Sekticigs > Appearance

Q Manage License

Activate and manage system license key.

a Network Settings

Manage network settings and S5L certificates.

Appearance

Change the appearance of certain interface elements such as login and banner logos.

The Appearance page is displayed. $lgstem Name,ogin Logo, Login Logo Location,
Login Background, Login Form Locataomd Banner Logo may be updated by selecting
their respective Edit button, located to the right of each elemeiie interface

elements are discussed in the subsections below.

@ Appearance

Syslem ame testhostame.example.com

Login Logo
-IlINDG

Login Logo Location

Login Background

Login Form Location

“ NDG o
il
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6.1 System Name

Assigning a custom system nacean make it easier for users to idégtwhich NETLAB+
they are loggingnto if they have access to more than one NETLAB+ systenmaiine
will be displayed on the login page instead of the hostname.

1. To enter a custom nameselect theEditbutton to theright of the System Name
on the Appearance page.

System Name testhostame.example.com [# Edit

2. Enter a name for your system and then sel®&t(if no system name is provided
or if it is cleared, the hostname will be displayed once ggain

(¢ Edit System Name

Sysiem Name  Fictional University NETLAB+ 1

oo Joc Joner

6.2 Login Logo

You may replace thiego on the NETLAB+ login pdmyeuploading an image file with
your own logo Acceptable file formats include .gif, .jand .png. Images with heights
greater than 100 pixels will be scaled down to 100 pixels.

3. To replace the defaulbgo, select theedit button to theright of the Login &go
on the Appearance page.

N N DG
-III
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4. The Edit Login Logo page is displayed. Click the checkmark box Sekttba

Login Logo.
-IlINDG

Select a Login Loge ||w| ]| MNone

Edit Login Logo

oo Jooms Jona

5. A window will open, allowing you to select the image file you would like to use
for the NETAB+ login page.

Acceptable file formats include .gif, .jpg and .pnignages with heights
greater than 100 pixels will be scaled down to 100 pixels.
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6. The image file you select will be displayed on the Edit Login Logo pag®IClick

Edit Login Logo

Select aloginLoge |v| example_edu_login_logo.png X

“_\U\/ To restore the default Login Logo, simply click OK without selecting
— file.

6.3 Login Logo Location
You may select the preferred position on the login pémehe Login Logo.

1. Select theEditbutton to the right of the Login Logo Location giithtice the
default location indicated on the grid below is in the center, at the bottom of the

page.

Login Logo Location
[# Edit
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2. The Edit Login Log Location page is displa@bdose a cell from the grid below
that best resembles the preferred location of the logo on MEETLAB+ login
page. In the example below, the cell in the upedt has been selectedlick
OK

@ Edit Login Logo Location

Pick a Login Form Location -

Please note that the Login Logo and Logimfcannot occupy the
same location.

6.4 Login Background

You may replace the backgrouond the NETLAB+ login paggeuploading an image file
with your own backgroundAcceptable file formats include .gif, .jpnd .png.

Background images may be scaled and/or cropped to accommodate the size of users'
browser windows.

1. To replace thalefault backgroungdselect theEditbutton to theright of the
Login Backgroundn the Appearance page.

Login Background
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2. The Edit Login Backgroupdge is displayed. Click the checkmark box next to
Select a Login Background

Edit Login Background

Select a Login Background | « || None

3. A window will open, allowing you to sekethe image file you would like tose
for the NETLAB+ login background.

may be scaled and/or cropped to accommodate the size of users'

Q Acceptable file formats include .gif, .jpg and .prgackground images
browser windows.
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4. The image file you select will be displayed on the Edit Login Background page.
ClickOK

Edit Login Background

Select a Login Background |v| example_edu_login_background.jpg

© Helo

, =1 I1L)
b boid 1 l

oo Joom ]

_\U} To restore the default Login Background, simply click OK without
— selecting a file.
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6.5 Login Form Location

The login form contains the fieldswhich users enter their username and password.
You may select the preferred position on the page for the Login Form.

1. Select theEditbutton to the right of the Login Forinocation gridNotice the
default location indicated on the grid below is in the tamat the top of the

page.

Login Form Location - m

2. The Edit Login Forimocation page is displaye@hoose a cell from the grid below
that best resembles th preferred location of the fornran the NETLAB+ login
page. In the example below, the cell in the uppght has been selectedClick
OK

@ Edit Login Form Location

Pick a Login Form Location -

(oo Jo o Jorar

Please note that the Login Logo and Logimicannot occupy the
same location.
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The picture below shows thegpdated login screen, with theobin Logo and Login Form
including the custom system nam@aced in the selected preferred positions on the
updated background image.

Fictional University NETLAB+ 1

Legir:l Logo

& Username

@ Password
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6.6 Banner Logo

You may replace the banner by uploadingraage file with your own banner logo
Acceptable file formats include .gif, .jand .png. Images with heights greater than 40
pixels will be scaled down to 40 pixels.

1. Notice that theNDG logo is the default Bannexdo. To replace the defaulobgo,
sekect theEditbutton to theright of the Banner @go on the Appearance page.

“ JNDG
il

2. The Edit Banndrogo page is displayed. Click the checkmark box neSglect a
BannerLogo.

Edit Banner Logo

4INDG

Select a Banner Logoe | |w | None

oo Joom Jorm

3. A window will open, allowing you to select the image file you wakkdtb use
for the Banner Logo

Acceptable file formats include .gif, .jpg and .png. Images with heig
greater than 40 pixels will be scaled down to 40 pixels.
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4. The image file you select will be displayed on the Edit Banner Logo page. Click
OK

Edit Banner Logo

SelectaBannerLege |+ example_edu_banner.png

‘:\U; To resore the default Banner Logsimply click OK without selecting
— file.

The updated banner will be displayed on all user accounts. The picture below shows the
banner displayed on the MyNETLAB+ page of a student account.

MyNETLAB

) Scheduled Lab Reservations

You have no scheduled lab reservations.

© New Lab Reservation
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7 News and Announcements

fﬂ, Sysem news and announcements are displayed atttpeof the MyNETLAB
page. Using this feature provides a way to communicate with all users of your
NETLAB+ system.

users, above any community Welcome Message or News and

“_\U/ Systemwide settings will be displayed on the MyNETLAB page of a
— Announcements.

1. Tomanage the systerwide welcome message and news, select Settings from
the administrator Home page and then selddéws and Announcements.

Manage License

Activate and manage system license key.

Network Settings

Manage network settings and S5L certificates.

Appearance

Change the appearance of certain interface elements such as login and banner logos.

News and Announcements

A6 & P

Manage system-wide welcome message and news.

2. Select theEditbutton.

! News and Announcements

Welcome Message

Mews and Announcements
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3. Enter information into the Welcome Message and/or Newsl Announcemerst
fields. @ethe field descriptions below. Cli&ubmit

GitHub Flavored Markdown is supported, as shown in the example
below. Not familiar with GitHub Flavored Markdown? A guitternet
search will lead you to infmation on syntax and examples.

! Edit News and Announcements

Welcome Message  ### Welcome to our NETLAB+ System!

Mews and Announcements  ### Please complete all assignments before Spring Break!
®* Hands-on practice is the key to learning technical skills -
* Contact your instructor with any questions P

Field Descriptions News and Announcements

1 Welcome MessageDefinea welcome messader the system. The message is
displayed on the MyNETLABge in its entirety, above any community welcome
messager community news. GitHub Flavored Markdown iparted. Links will
open in sepeate tabs or windows.

Welcome messages can alsods for specific communitieSee theMlanage
Communitiesection

1 News and Announcement®efine news and announcementsr the system.
This is displayedn the MyNETLAB page above anynmunitywelcome
messagesr community newsSpace for news and announcements is
constrained to a scrollable region, so it is suitable for longer text. GitHub
Flavored Markdown is supped. Links will open in sepate tabs or windows.

News and Announcements can alsodat for speific communitiesSee the
Manage Communitiesection.
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4. The News and Announcements page displays the information that has been
entered. Any markdown included will be rendered as it will appear on the
MyNETLAB page for all users.

! News and Announcements

Welcome Message

Welcome to our NETLAB+ System!

News and Announcements

Please complete all assignments before Spring Break!

« Hands-on practice is the key to learning technical skills
« Contact your instructor with any questions
« Refer to NETLAB+ VE Documentation: https://www.netdevgroup.com/support/documentation/netlabve/

e

5. ClickDismissto return to the System Settings page. Select Home at theitgig
to return to theadministrator Home page.

Here, we show how the Welcome Message and the News and Announcements will be
displayed when a student logs into the system.

.lIINDG © Help & teststudent =

MyNETLAB

Welcome to our NETLAB+ System!

Please complete all assignments before Spring Break!

+ Hands-on practice is the key to learning technical skills
« Contact your instructor with any questions
« Referto NETLAB+ VE Documentation: https://www.netdevgroup.com/support/documentation/netlabve/

4 Scheduled Lab Reservations

You have no scheduled lab reservations.

© New Lab Reservation
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8 Manage API Settings

New to NETLAB+ is the ability to communicate with the system through APIs

(Application Program Interface), allowing customers to create custom

automation scripts for many of NETLAB+'s administrative functions, such as
automatically ading accounts from a Learning Management System (LMS).

To view and manage API settings, select Settings froradhenistrator Homepage,
and then selecManage API Settings.

A6 & 2

Manage License

Activate and manage system license key.

Network Settings

Manage network settings and SSL certificates.

Appearance

Change the appearance of certain interface elements such as login and banner logos.

News and Announcements

Manage system-wide welcome message and news.

o

Manage API| Settings

Manage AP users, tokens and source IP addresses. Enable or disable APL

The API status and any existing APl keys are displayed.

&8 API Status

& Disable API

The Remote APl is enabled. Add an API key below or use an existing one.

&, API Keys

User

administrator

administrator

9/5/2023

Search
“  Token Description Active
9YAD7ENC3I7ERETRTRXATXDTG33MNIHPBW2WE9ONH | Testing V]
975642MOLE6XBFGLMLCAZEZOKBYIDIRYIZATCGOSX Deve|oper ]
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8.1 Add an API Key

API Keys are required in order to authorize other Linux machines to use automated
NETLAB+ functions.

— Development Kit (SDK), available from NDG.

[ 0 Details on the use of API keys are provided in the NETLAB+ Softw:

1. Select theAdd API Keyputton.

& API Status

The Remote APl is enabled. Add an API key below or use an existing one.

Q. API Keys Search
User “  Token Description Active
administrator SYAD7ENC3IFERETFRTREXATXDTGIIMNIHPBWZWESSNH | Testing o
administrator 075642MOL6XBFGLMLCA2EZOKEYIDIRYIZATCGOSX  Developer ]
Show 10 v entries Showing 1to 2 of 2items

© Add API Key
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2. The New API Key page is displayed. Enter information into the fields. Refer to the
field descriptiondelow. ClickSubmit

New API Key

Source IPs | 192.0.2.0,192.0.2.1

Description =~ Learning Management System

I e

Field Descriptions New API Key

1 Source IPsA list of commaseparated IP addresses. Only connections from one
of these IP addresses will be allowed for this API key.

91 Description:Include a description to help identify your API key.

3. A message indicates the API key has been added.(HKick

O API key added.
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4. The API key Info page is displayed. Notice that a Token has been generated. This
token will be used to authorize the machine(s) at thei$e IP address(es) to
use NETLAB+ functions.

Q; API Key Info

User administrator
Token WZTESNHIKAP7NRHRKTFGBWXL772W9IN8DWJJGLEGS
Source IPs  192.0.2.0,192.0.2.1
Description Learning Management Systems
Active @

Created At 25-Mov-2016 12:29 PM

5. To return to the Manage API Settings page, click Dismiss or continue to the next
section to edit the APl Key Info.
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8.2 Edit an API Key

1. To edit an API key, select the Edit button on the API key Info pagéhés
previous section). The values for User (onlyateinistrator is currently
allowed) and Token cannot be modified. You may modify the source IPs and
select/deselect the checkbox for Active to enable/disable this API key. You may
modify the Descriptin. After making any changes, cl8kbmit

‘: 0 In the example below, we have unchecked the Active box to disable
— this API.

&, Edit API Key

User administrator
Token WZTE6NH9KAP7NRHRKTFGBWXL772W9N8DWJJGLB6GS

Source lPs | 192.0.2.0,192.0.2.1

Active

Description =~ Learning Management Systems

2. A message indicates the API key has been updated.@Hick

o API key updated.
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&, API Key Info

User

Token
Source IPs
Description
Active

Created At

administrator

4INDG

3. You will return to the API Key Info page. Notice I?-':?'Esymbol indicating that the
key is not active. Notice that API keys can also be enabled/disabled from this
page (by selecting the Enable button). Click Dismiss.

WZTEGNHIKAP7NRHRKTFGBWXL772WINEDWJJGLESS

192.0.2.0,192.0.2.1

Learning Management Systems

o

25-Nov-2016 12:29 PM

You will return to the Manage API Settings page.

¥} API Status

The Remote APl is enabled. Add an API key below or use an existing one.

&, API Keys

User

administrator
administrator
administrator
administrator

Show 10

9/5/2023

¥ entries

Token

L55CISLXRIMEGYNNMERGRANBTBAGSG4HDIG5495H7

WZTEGBNHOKAP7NRHRKTFGBWXL772WINSDWIIGLBGS

9YAD76NC376RE7RTRXAZXDTG33MNIHPBW2WES9NH

975642MOL6X8FGLMLCAZEZOKBYIDIRYIZATCGOSX

Showing 1to 4 of 4items

Description

Sample

Learning Management Systems

Testing

Developer
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8.3 Disable API

In the previoussection, we showeds part of the edit functiorhow an individual API
key can be disabled. In this section, we show how to disable all remote API connections.

1. To termhate all existing remote API connections, selecti&able APbutton
located at the topright of the Manage API settings page.

The Remote APl is enabled. Add an API key below or use an existing one.

2. You will be prompted to confirm this actipadlickDisable

9 Are you sure you want to disable the Remote API?

+ All existing remote API connections will be terminated.

+ This requires a restart of the NETLAB+ server process which
may momentarily impact user activity.

Disabling API requires a restart of tNETLAB+ server process, whictk
may briefly affect user activity.

3. The API Status now indicates that the Remote API is disatdarbnnections will
be allowed unless the Remote API is enabled.

o API Status

The Remote API is disabled. No connections will be allowed.
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8.4 Enable API
1. To enable the remote API and all users with valid API keys to remotely access

your NETLAB+ data, select taeable APbutton, located at the togright of the
Manage API settings page.

o AP Status

The Remote API is disabled. No connections will be allowed.

2. You will be prompted to confirm this action. Cliekable

9 Are you sure you want to enable the Remote API?

+ Users with valid APl keys will be able to remotely access your
METLABE+ data.

» This requires a restart of the NETLAB+ server process which
may momentarily impact user activity.

Enabling API requires a restart of the NETLAB+ server process, wt
may briefly affect user activity.

The API status now indicates the Remote API is enabled. Any existing API keys
are displayed.

The Remote API is enabled. Add an API key below or use an existing one.

R APl Keys Search

User “  Token Description Active

administrator L55CI5LXRIMEGYNNMBRGRANSTBAGOAHDIG5405H7 | Sample

Q 0 0 o

Show 10 v entries Showing 1104 of 4items
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9 Log Exports
Your NETLAB+ system carcbafigured to export log files to the semvef your choice.
The Log Exports option enables you to direct the storage of log file(s) to the host(s) you

select, filtered according ttags used to categorize each log recdftbm the
administrator Home pageselectSystem Settings > Log Exparts

QQ Manage License

Activate and manage system license key.

_’-Ao——f- M‘\""’“"r.—\"‘t'f'lf—” A A r—“‘ L

\ Log Exports
o\

Export logs to remote log servers.

n Security

Manage system-wide security settings.

Continue on to the subsection below for instructions on adding a log export.

9.1 Add Log Export

Specify theserver and theconfiguration detailéo enable NETLAB+ to maintain log files
on the servefs)of your choice.

1. From the Log Exports pageleact theAdd Log Exporbutton.

Admin > Pystem Settings > Log Exports

There are no log exports defined.

+ D GLANGGES 8 & CA Certificate =~ Restart / Clear Counters
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2. TheAdd Log Exporpage will be displayedee the field descriptiasbelow. For
this example, we will use theluentdexport type Qick Submit

'\[T/ Fluentd is the recommended choice as the export type, since it
— provides structured, more detailed log entries.

N Add Log Export

Export Type @ Fluentd
Syslog

@ Submit © Help

3. The Add Log Export page widw display additional fields to configur&ee the
field descriptions belowor guidance on making selections, then cltkomit

N Edit Fluentd_1

Export Type

Name  Fluentd_1

Enabled (v

Host  logserver.sample.edu
Port 24224
Transport TLS -
Severity  INFO (6) -

Select v Admin (netlab.log)
Syslog (netlab.syslog.*)
Web Server (netlab.web.*)
CGl (netlab.cgi.*)
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Field Descriptiong Add Log Export

1 Export TypeChoose the type of file to be exported.
o Fluentd:Export structured log records to a remote Fluentd or Fluentbit
(open source data collectorsgrver. Choosing this format provides
detailed, structured datand is therefore,the recommended choice.
o SyslogExport unstructured log records to a remdgdog serve in
RF5424 formafThis option gzes a more limited amount of data, with
records incluéhg just the basicsdate/time plus the log message.

1 Name:The dentifier name of the exponnust be uniqueandmust start with an
ASCII letterThe name an contain ASCII letters, numbeend underscores.

1 Enabled:Use to temporarily enable or disable this log export target.
1 Host:The IP address or fully qualified hostname or the remote log server.
1 Port: The TCP or UDP port number that the remote log geB/kstening on.

1 Transport The desired transport protocoChoose either TCRIDPpr the TLS
option, whichenables TCP with TLS encryption.

1 Severity:The logging verbosity level. Values are cumulative, & sgtting of
WARNING(4) also includes ERROR(3), FAT&ABLERT(1).

For security reasonsecords with a severity level DEBUG(7), TRACE(8), and
TRACE(9) are for debugging only and cannot be exported.

1 Select:Check the appropriate box(es) to indiedhe types of records to be
exported.Each log entry has a tagelect one or more tags to filter theecords
written to the file.

Srvice logs (with tag netlab.service.*) are for debugging only and cannot be
exported for security reasons.
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9.2 View and Edit Log Exports
All log exporsthat have been configuredre listed on the Log Exports page.

1. To view the settings of a log exppselect theAction dropdown * button on
the row andselectView.

M Log Exports Search

Name Enabled Type Host Port Transport Severity Select Action

Fluentd_1 Yes Fluentd logserver.sample.edu 24224 TLS INFO (6) Admin -

Fluentd_2 Yes Fluentd logserver.sample.edu 24224 TCP INFO (6) | @ View |
(& Edit

Show 25 ~ eniries Showing 1to 2 of 2 items W Delete

© Add Log Export [ [e/ N OTEE = Restart / Clear Counters

2. Details of the log export configuration will be displayed. To modify any of the
values, selecEdit

N Fluentd_1

Records Transmit Transmit Failed Records Records
Transmitted Errors Retries Retries Dropped Retried
0 0 0 0 0 0

Name  Fluentd_1
Enabled Yes
Type  Fluentd
Host  logserver.sample.edu
Port 24224
Transport TLS
Severity  INFO (6)

Select  Admin

@en 8 el
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3. Hdit the fields as desire(kee field descriptions in the previous sectiamnd then
clickSubmit

AN Edit Fluentd_1

Export Type

Name  Fluentd_1

Enabled v

Host  logserver.sample.edu

Port 24224
Transport  TLS -
Severity  INFO (6) -

Select v Admin (netlab.log)
Syslog (netlab.syslog.*)
Web Server (netlab.web.*)
CGlI (netlab.cgi.*)

9.3 Certificate for TLS Encryption
REVISIONS PENDIN& discussed adding examples to this section.

If you have chosen the TLS option as the desired transport proteeelthe first record
in the image belowjor your exported log(s), yomayneed a CA Certificate to complete
the configuation process on your server. Follow the steps below to view the certificate.

1. On the Log Exports page, select ha Certificatébutton.

M Log Exports Search
Name Enabled Type Host Port Transport Severity Select Action
Fluentd_1 Yes Fluentd logserver.sample.edu 24224 TLS INFO (6) Admin -
Fluentd_2 Yes Fluentd logserver sample.edu 24224 TCP INFO (6) @ View

# Edit
Show 25 ~ entries Showing 1to 2 of 2 items W Delete

[+ GGRNLEST 8 |& CA Certificate < Restart / Clear Counters
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2. The CA Certificate is display&tbe this CA certificate to configure your Fluentd
or Rsyslog log servers withS.ClickDismiss

@ CA Certificate
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9.4 Restart / Clear Counters

The counters maintained by the log exports can be reset to zero.

_'\U’/ Resetting the counters to zero can be helpful following
— troubleshooting/problem resolution.

1. On the Log Export page, select the optiorRiestart/Clear Counters

N Log Exports Search
Name Enabled Type Host Port Transport Severity Select Action
Fluentd_1 Yes Fluentd logserver.sample.edu | 24224 TLS INFO (6) Admin -
Fluentd_2 Yes Fluentd logserver.sample.edu 24224 TCP INFO (6) @ View

(& Edit

Show 25 ~ entries Showing 1to2of 2items W Delete

[+ FGLIGLESGR M @ CA Certificate % Restart / Clear Counters

2. You will be prompted to confirpselectRestart/ Clear Counters

9 Restart logging and clear counters ?

2 Restart / Clear Counters
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3. View any of thdogexports to see the counters have been reset to zarud click
Dismiss.

N Fluentd_1

Records Transmit Transmit Failed Records Records
Transmitted Errors Retries Retries Dropped Retried
0 0 0 0 0 0

Name  Fluentd_1
Enabled Yes
Type  Fluentd
Host  logserver.sample.edu
Port 24224
Transport TLS
Severity  INFO (6)

Select  Admin

9.5 Delete Log Export

1. To delete a log exporecord, select théActiondropdown ~ button on the row
and selecDelete.

M Log Exports Search
Name Enabled Type Host Port Transport Severity Select Action
Fluentd_1 Yes Fluentd logserver.sample.edu 24224 TLS INFO (6) Admin -
Fluentd_2 Yes Fluentd logserver.sample.edu 24224 TCP INFO (6) @ View

(& Edit

Show 25 ~ entries Showing 1to2of 2items
- VGERELEST 8 & CA Certificate Z Restart / Clear Counters
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2. SelectDeleteto confirm.

9 Delete log export 'Fluentd_1'?
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10 Security

To manage systeswide security settings, sele@ystem Settings Security

% Manage License

Activate and manage system license key.

TR o S ST ST Y NPTy S N

Security

Manage system-wide security settings.

Security options shown includ@assword Poli¢\Multifactor Authenticationand Web
Server SecurityWe will explore these in the subsections below.

QQ Password Policy

Configure system security settings for user passwords.

E Multifactor Authentication

Configure system security settings for multifactor authentication.

Web Server Security

Configure system security settings for the web server.
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10.1 Password Policy

You may customize the password policy settings to meet the requirements of your
organization. Follow the steps below to view and edit the settings.

1. From the Security page, seldeassword Policy.

O\g Password Policy

Configure system security settings for user passwords.

E Multifactor Authentication

Configure system security settings for multifactor authentication.

' Web Server Security

Configure system security settings for the web server.

2. The Password Policy page will be displayed. To edit the settings, Edlect

&, Password Policy

Force Change on Reset Yes
Minimum Length 8
Maximum Length 64
Minimum Number of Special Characters 0
Minimum Number of Numeric Characters 0

Minimum Number of Upper-case Characters 0

Minimum Number of Lower-case Characters 0

Minimum Number of Unique Characters 0
Prohibit Use of Dictionary Words Yes
Maximum Dictionary Word Size 3
Prohibit Use of User ID Yes
Prohibit Use of Email Address Yes
Prohibit Use of User Names Yes
Administrator Password Expiration (days) 0
Instructor Password Expiration (days) 90
Student Password Expiration (days) 90
Maximum Password Attempts 5
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3. The Edit Password settings page is shdsee the field descriptions below for
guidance on making your selections for these settirggl then clickSubmit

&, Edit Password Settings

Force Change on Reset v

Minimum Length 8

Minimum Number of Special Characters 0
Minimum Number of Numeric Characters 0
Minimum Number of Upper-case Characters 0
Minimum Number of Lower-case Characters 0
Minimum Number of Unique Characters 0

Prohibit Use of Dictionary Words v

Maximum Dictionary Word Size 3

Prohibit Use of UserID v
Prohibit Use of Email Address v
Prohibit Use of User Names Vv

Administrator Password Expiration (days) O
Instructor Password Expiration (days) 90
Student Password Expiration (days) 90

Maximum Password Attempts 5
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Field Descripons ¢ Edit Password Settings

1 Force Change on Resét true (checked), users will be required to CHANGE their
password upon their next login, after it has been set/reset by another user (such
as the administrator or lead instructor). This value is toyedefault, and
changing it should be avoided if at all possible.

1 Minimum Length The minimum number of characters required in a valid
password.

1 Minimum Number of Special Characterghe minimum number of special
characters required in a valghssword.

T Minimum Number of Numeric Character3he minimum number of numeric
characters required in a valid password.

1 Minimum Number of Uppercase Characterd’he minimum number of upper
case characters required in a valid password.

T Minimum Number of Lowercase Character$he minimum number of lower
case characters required in a valid password.

T  Minimum Number of Unique Character§ he minimum number of unique
characters required in a valid password.

1 Prohibit Use of Dictionary WordH true (checked), valid user passwords may
not contain any common English dictionary words with a number of characters
more than or equal to the value specified for Maximum Dictionary Word Size.

1 Maximum Dictionary Word Sizél'he maximum size, in characters, ofrimon
English dictionary words that a valid password may contain.

1 Prohibit Use of User I00f true (checked), valid user passwords may not contain
the user's ID.

1 Prohibit Use of Email Addres# true (checked), valid user passwords may not
contain the er's email address.

1 Prohibit Use of User Namedf true (checked), valid user passwords may not
contain any of the user's names.

1 Administrator Password Expiration (daysYhe number of days an

administrator account password can exist before it mustbanged. A value of
0 disables the expiration of administrator passwords.
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T

9/5/2023

Instructor Password Expiration (dayshhe number of days an instructor
account password can exist before it must be changed. A value of 0 disables the
expiration of instructor passgords.

Student Password Expiration (days)he number of days astudent account
password can exist before it must be changed. A value of O disables the
expiration of student passwords.

Maximum Password AttemptsThe maximum number of failed password
attempts allowed before a user is locked out of their account.
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10.2  Multifactor Authentication

NETLAB+ supports multifactor authentication (MFA). MFA requirenagatet through
the NETLAB+ administrator interface for the administrator, instructors, and studants
this section, we will show how tamaofigure systemescurity settings for multifactor
authentication.

1. From the Security page, selédultifactor Authentication.

q& Password Policy

Configure system security settings for user passwords.

E Multifactor Authentication

Configure system security settings for multifactor authentication

' Web Server Security

Configure system security settings for the web server.

2. The Multifactor Settings page will be displaysdlectEditto modify the
settings.

B Multifactor Settings

Required for Administrator  Disabled
Required for Instructors Disabled

Required for Student Disabled
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3. On the EdiMultifactor Settings pageselect the checkbox(es) for which MFA
requirements will be applied and then preSabmit In the example below, MFA
will be required for students and instructors but not for ta@ministrator.

B3 Edit Multifactor Settings

Required for Administrator

Required for Instructors (v

Required for Student (v

4. The Multifactor Settings page now shows tinadlltifactor authentication
requirements are enabled for instructors and studer@ickDismiss

B Multifactor Settings

Required for Administrator  Disabled

Required for Instructors Enabled

Required for Student Enabled
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10.3  Web Server Security

To configurghe web servesecurity settingsselectSecurity>Web Server Security.

Q Password Policy

Configure system security settings for user passwords.

@ Multi-factor Authentication

Configure system security settings for multi-factor authentication.

‘ Web Server Security

Configure system security settings for the web server.

The web server security options include Strict Transport Security (HSTS) and Cross Site
Request Forgery (CSRF) Protectitfe. willdescribe these optionm the subsections
below.

a Strict Transport Security (HSTS)

Configure the HTTP Strict-Transport-Security response header (HSTS). If enabled, HSTS
informs browsers that the webserver should only be accessed using HTTPS, and that any
future attempts to access it using HTTP should automatically be converted to HTTPS.

sy Cross Site Request Forgery (CSRF) Protection
]

Configure Cross Site Request Forgery (CSRF) Protection. If enabled, every client request will
include an additional token parameter that must be verified by NETLAB+ for the request to
be considered valid.
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10.3.1 Strict Transport Security (HSTS)

Follow the steps below toonfigure Cross Site Request Forgery (CSRF) Protection. If
enabled, every client request will include an additional token parameter that must be
verified by NETLAB+ for the request to be considered valid.

1. Go toSecurity > Web Server Security
2. SelectStrict Transport Security (HST&) configure the HTTP Stridiransport
Security response header (HSTS).

n Strict Transport Security (HSTS)

Configure the HTTP Strict-Transport-Security response header (HSTS). If enabled, HSTS
informs browsers that the webserver should only be accessed using HTTPS, and that any
future attempts to access it using HTTP should automatically be converted to HTTPS.

— Cross Site Request Forgery (CSRF) Protection
h

Configure Cross Site Request Forgery (CSRF) Protection. If enabled, every client request will
include an additional token parameter that must be verified by NETLAB+ for the request to
be considered valid.

3. TheStrict-TransportSecurity (HST$age will be displayk allowing you to
enable/disable HSTS.

/” _'\U; If enabled HTTP StrieTransportSecurity response header (HSTS)

— informs browsers that the site should only be accessed using HTTI

‘ and that any future attempts to access it using HTTP should
automatically be converted to HTTH3ease refer to the subsection

belowfor a detailed descrintion of HSTS

If your SSL certificate becomes invalid (including Let's Encrypt),
HSTS can lock users out of the web interface, including the
administrator.
1 If HSTS is enabled, the administrator must be vigilant in
maintaining a valid SSL certificate at all times.
1 A menu option in the virtual machine system console is
provided to disable HSTS if the administrator becomes loc
out of the web interfac€seeRecovefrom HSTS Lockqut
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@ Strict-Transport-Security (HSTS)

HSTS Setting @ Disable HSTS
Enable HSTS for 30 minutes (recommended for testing)
Enable HSTS for 1 year (use caution)

10.3.1.1 Overview of HSTS

HTTP Strict Transport Security (HSTS) is a policy mechanism that helps to protect
websites against mam-the-middle attacks such as protocol downgrade attacks and
cookie hijacking. It allows web servers to declare that web browsers (or other complying
user agents) should automatically interact with it using only HTTPS connections, which
provide Transport Layer Security (TLS/SSL), unlike the insecure HTTP used alone.

The HSTS Policy is communicated by the server to the user agent via an HTTP response
header field named "StrieTransportSecurity". HSTS Policy specifies a period of time
during which the user agent should only access the server in a secure fashioriteéd/ebs
using HSTS often do not accept clear text HTTP, either by rejecting connections over
HTTP or systematically redirecting users to HTTPS (though this is not required by the
specification).

The protection only applies after a user has visited the giteast once, relying on the
principle of Trust on first use. The way this protection works is that a user entering or
selecting a URL to the site that specifies HTTP, will automatically upgrade to HTTPS,
without making an HTTP request, which preventski@ P maiin-the-middle attack

from occurring.

NETLAB+ automatically forwards HTTP requests on port 80 to HTTPS on port 443 (except

for Let'sEncrypt verification requests), so it is not technically necessary to enable HSTS.
However, many security reporting tools will complain if HSTS is not enabled.
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10.3.1.2 Enable HSTS

If enabled, HSTS informs browsers that the wekver should only be accessesing
HTTPS, and that any future attempts to access it using HTTP should automatically be
converted to HTTPS.

1. Onthe StrictTransportSecurity (HSTS) pagelect the option tdEnable HSTS
for 30 minutes

allow you time to test access to your NETLAB+ syatahensure the
setting yielded desirable resulta/hile alleviating concerns of getting
locked out of the system

e Choosing te 30minute option initially is recommended, as\ill

@ Strict-Transport-Security (HSTS)

HSTS Setting Disable HSTS
@ Enable HSTS for 30 minutes (recommended for testing)
Enable HSTS for 1 year (use caution)

2. Click the button taconfirm that you want tdehable HSTS

valid, as this would surely lead to lockout from the web interface. T
includes the default seigned SSL certificate or amypired SSL
certificate.

Q NETLAB+ will refuse to enable HSTS if the active SSL certificate is

9 Do you want to enable HSTS?

» A valid SSL certificate must be maintained at all times!

& Enable HSTS
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3. ClickUnderstood

A HSTS was enabled.

¢ A valid SSL certificate must be maintained at all times!

¢ |f you become locked out of the web interface due to an SSL
certificate issue, please refer to the NETLAB+ adimnistrator
guide for the recovery procedure.

) Understood

4. After testing, you may, at your discretidiollow these steps once agaithis
time choosngthe option toEnable HSTS for one year

10.3.1.3 HSTS Lockout

If your SSL certificate becomes invalid wHIETS is enabled, users may become locked
out of the NETLAB+ web interface witherror message from the browsesimilar to
the image belowThis includes the administrator!

[ 0 See the next section fanstructions orrecovering from HSTS lockout.

To prevent this situation, the administrator must be vigilant in maintaining a valid SSL
certificate at all times, even if using Let's Encrypt. The expiration date of your active SSL
certificate is displayed on the admstrator home page. Always renew your certificates
well in advance of the expiration date. If using Let's Encrypt, the certificate should auto
renew about 60 days prior to expiration.
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Your connection is not private

Attackers might be trying to steal your information from || (for

example, passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

Q T get Chrome’s highest level of security, turn on enhanced protection

Hide advanced

I s < cryption to protect your information. When
Chrome tried to connect to | N s time, the website sent back

unusual and incorrect credentials. This may happen when an attacker is trying to pretend

to be |GG -1 2 \Vi-Fi sign-in screen has interrupted the connection.

Your infarmation is still secure because Chrome stopped the connection before any data
was exchanged.

You cannot visit ||| rioht now because the website uses HSTS.

Network errors and attacks are usually temporary, so this page will probably work later.

10.3.1.4 Recover from HSTS Lockout

The following steps can be taken to resoN8TS lockouT he stepsn the example

below were performed usinGoogle Chromethe appearance on your system may vary
depending on your choice of web browser.

1. Login to the virtual machine system console (ré@s VMware vCenter access).
2. Choose menu optiofH] Disable HSTS
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NETLAB+ VE 22.0.7

Console Main Menu ——-

Change Administrator Password
IP Settings
Disk Maintenance

Disable HSTS
Shutdown
Reboot
Logout

3. Respond to the prompt by enteringto disable HSTS.

——— Disable HSTS ——

HSTS is normally configured using the administrator web interface.
This utility disables Strict Transport Security (HSTS) on the

web server in the event you become locked out of the administrator
web interface due to SSL certificate or HSTS 1issue.

Disable HSTS? (Y)es/(Q)uit: []

4. Open a Private Browsing window or tab (a.k.a. Incognito Mode)

9/5/2023
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5. Attempt to accessyour NETLAB+ systerioushouldsee theYour connection is
not privatedialog.Click theAdvancedbutton.

A

Your connection is not private

Attackers might be trying to steal your information from ||| GGG o

example, passwords, messages, or credit cards). Learn more

| NET:ERR_CERT_AUTHORITY_INVALID

Q To get Chrome's highest level of security, turn on enhanced protection

6. Click theProceed to <website> (unsafdipk.

because HSTS is enablbd sure you are using a Private Browsing
session (per ste@d). You can also try a different browser provided it
has not received an HSTS header from the affected NETLAB+ sys

Q If you do not see the option tBroceedand instead se€annot visit

This server could not prove that it is || GGG s sccurity certificate is

not trusted by your computer's operating system. This may be caused by a
misconfiguration or an attacker intercepting your connection.

Proceed to I (1r<afc)

7. Login to the NETLAB+ administrator account using the inedsface.

8. Update your SSL certificate to a valid one and activage@$SIConfiguration
Manage Certificates

9. Verify that tsersarenow able to I@in.

10.Reenable HSTS if desired
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10.3.2 Cross Site Request Forgery (CSRF) Protection

Follow the steps below toomfigure Cross Site Request Forgery (CSRF) Protextiaip
prevent attackers from highjackingsers' sessions and submitting service requests on
their behalf.

If enabled, every client request will include an additional token parameter that must be
verified by NETLAB+ for the request to be considered valid.

1. Go toSecurity > Web Server Security
2. SelectCross Site Request Forgery (CSRF) Protection.

a Strict Transport Security (HSTS)

Configure the HTTP Strict-Transport-Security response header (HSTS). If enabled, HSTS
informs browsers that the webserver should only be accessed using HTTPS, and that any
future attempts to access it using HTTP should automatically be converted to HTTPS.

el Cross Site Request Forgery (CSRF) Protection
h

Configure Cross Site Request Forgery (CSRF) Protection. If enabled, every client request will
include an additional token parameter that must be verified by NETLAB+ for the request to
be considered valid.

3. The CSRF page will be displayedEfable CSRFotection, check the checkbox
and then clickSubmit

some LMS users. These problems tend to present themselves mc
commonly when the LTI external tool is configured to open within
inline frame.Similarly it is often possible to eliminatdése problems
by configuring the LTI external tool to open in a new tab or windov
Please note that enabling CSRF protection from a disabled state |
invalidate active sessions.

c Enabling CSRF protection has the potential to cause problems for

= Cross Site Request Forgery (CSRF) Protection

Enahle CSRF Protection +
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4. A message will display, confirming that CSRF was enabledU@idieksood.

A CSRF Protection was enabled.

¢ Understood
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11 Prometheus Metrics

Prometheusds an opeprsource application that collects and stores metrics as time series
data. This data can be visualized with applications such as Grafana. Both Prometheus
and Grafana are applications that are deployed separately from NETLAB+.

NETLAB+ providesveralPrometheus exporters; node exportddETLAB+ exporter

and nginxNode exporter provides access to system level metrics. The NETLAB+
exporter provides metrics specific the NETLAB+ application. Prometheus collects and
stores its metrics as time seridata. Prometheus data can then be visualized with
Grafana. Prometheus and Grafana are applications that are deployed separately from
NETLAB+. This feature satisfies HECVAHr&n OFIE5 for remote monitoring.

In the subsectionbelow, we will configureexporting of system metrics to Prometheus
and Grafana.

11.1  Configure Exporter

_'\U; An exporter exposes one or more URLSs fuehich Prometheus can
— scan for metricsOne or more metric exporters can be bound to a
— listener port.The exporter types are:

node_exporter Collects metrics for the operating system and kern
netlab: Gollects metrics pertaining to NETLAB+.

nginx: Gollect metrics for the web server

Perform the following steps to configure an exporter.

1. Go toSecurity >Admin > Prometheus Metrics
2. To view the settings ofreexporter, select theAction dropdown = button on
the row of the Exporters tabland selecEdit

@ Exporters
Name Enabled Type Listener Ports Metrics URL Path Action
netlab netlab 9100 /prometheus/netlab -
nginx 9100 /prometheus/nginx @ View

node_exporter 9100 /prometheus/node_exporter -

nginx

e 00

node_exporter
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3. TheExporter Editpage will be displayed. Edit the values on the page as
appropriate (refer to the field descriptions belovand then clickSubmit.

@ Exporter netlab

Type netlab
Name netlab

Enabled |v

Listener Ports 443
¥ 9100

Enabled Collectors v license - system license status
+ maintenance - system maintenance status
pods - active pod metrics
reservations - active reservation metrics
v users - active user metrics
version - system software version

Field Descriptiong ExporterEdit
1 Type Specify the type of exporter (hode_exporter, netlab, nginx).

1 Name Exporter name can contain lowercase ASCII letter éand numbers (0
9), and must start with a lowercase ASCII letter)a

1 Enabled Check to enable this exporter.
1 Listener PortsThe TCP port numbers that this exporter will be enabled on.

1 Enabled Gllectors: A collector is part of an exporter that represents a set of
metrics
0 LicenseSystemlicensestatus
0 Maintenance:Systenmaintenancestatus
o Pods Active pod metrics
0 ReservationsActivereservationmetrics
0 Users:Active user metrics
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11.2  Configure Listener Ports

— Prometheus. One or more metric exporters (that have been enak
‘ and configured as per the previous section) can be bound to a
listener port.

[_'\U‘/ A listener port is a TCP port that can accept a connection from

Port 9100is recommended if your Prometheus servs located
inside your site firewall.

Port 443(the standard HTTPS port) can be used for a PromethetL
server residing outside the site firewall, without opening an
additional dedicated port through the firewall.

1. Go toSecurity > Admi > PrometheusMetrics.
2. To view the settings of a listener posglect theAction dropdown = button on
the rowon the Listener Ports tablend selecEdit

. Listener Ports

TCP Port Enabled Encryption Authentication Exporters
443 ['NO ] TLS BASIC 0
9100 TLS BASIC 3

Action

| @ Edit

3. The Listener PoiEditpage will be displayed. Edit the values on the page as
appropriate (refer to thdield descriptions beloyvand then clickSubmit. Select
and configure any additional exporters desired

. Listener Port 9100

TCPPort 9100

Enabled v

Encryption TLS v
Authentication ~ BASIC -

Username scraper

Password

® Submit © Help
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Field Descriptiong Edit Listener Port

1 Enabled Check to enable this listener pof@ne or more exporters must be
assigned to the port.

1 Encryption Selectthe encryption type for this port.

1 Authentication: Type of authentication to use.
0 BASICRequire username and password (recommended).
0 NONE Disable authentication (not recommended).

1 Username The username that must be sent by Prometheaa authenticate.

1 Passwod: The password that must be sent by Prometheus to authenticate.
Password strength must comply with the system password policy.
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12 Manage Lab Reservations

User Logins
Enabled
Logged In Users
25

Pods in Use
15

Active Lab Reservations
20

Future Lab Reservations
42

Manage Lab Reservations

4INDG

Thethird panelon the right side of the

administrator Home pagéedicates if UseLogins

are enabled, the number of Logged in Users
currently using your system, the number of Pods in
Use, number of Active Reservatioasd the

number of Future Lab Reservations on your system.

interrupting users when you are planning to do system maintenanc:

[ _'\@/ Being aware of the activeeservations can be helpful to avoid

* such as software updates.

12.1  Display a List of Lab Reservations

SelectManage Lab Reservations display details for all lab reservations on the system.

£ Lab Reservations

1D Date/Time
= 2016-06-13 17:55
20 @ 0.6 hours

B 2016-06-13 17:56
99 @ 0.6 hours

£3 2016-06-13 19:00

21
@ 1.0 hours

Description

Class: EMC ISM
User: testuser
Exercise: Lab 01: Introduction to Storage

Class: EMC ISM
User: teststudent

Exercise: Lab 03: Overview of LUNs

Class: EMC ISM
User: testuser
Exercise: Lab 02: Overview of RAID

Show Active Only

Pod
EMC_ISMvZ_POD1

E'g Academy

wmoce 1SV v2

EMC_ISMv2_POD2

EMC'

Academy
o SV v2

EMC_ISMvZ_POD1

E'g Academy

woy  ISM v2

To filter the lab reservation list to display only resetfeas that are curently active,
select theShow Active Onlypox

+| Show Active Only

9/5/2023 Copyright® 2023 Network Development Group, Ineww.netdevgroup.com

Pagel08


http://www.netdevgroup.com/

NETLAB+ Administrator Guide

12.2 See Details of a Lab Reservation

1. Selecthe ~
Cancel the lab.

y

L

|v‘

& View

—

@ Cancel

2. Selectviewto display lab reservation details.

=

£ Reservation 24

Reservation Type
Class Name
Class Name

Equipment Pod
Reserved For
Time Zone
Start Time

End Time

Initial Configuration

Individual Self Study for Class

EMC ISM

Lab 02: Overview of RAID
EMC_ISMv2_POD1

Test User

Coordinated Universal Time
2016-06-16 @ 17:00
2016-06-16 @ 18:00

no configs loaded (clean)

4INDG

button at the end of a rowo display the option to View or

The details of a lab reservation may also be displayed by clicking
anywhere on the row of the lab reservation list.

@ Cancel Reservation

3. SelectDismisgo return to the list of lab resevations or selec€Cancel
Reservationto cancel the lab reservatiofaescribed irthe next section)
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12.3 Cancel a Lab Reservation

If you selecthe Cancel Reservatidsutton on the reservation detail display (shown in
the section above), you will be prompted to confirm that you want to cancel the
reservation.

available from the Action dropdowon the reservation list (see the
picture in the previous section). This is one example of how the
NETLAB+ user interface is designed to be versatile and provides
multiple ways to access the options frequently used.

% You may have noticed that the option to cancel a reservation was

1. Select theCanceReservationbutton.

Q Are you sure you want to cancel reservation 24?

& Cancel Reservation m

2. The cancelationvill be confirmedSelectOKto return to the Home screen.

o Reservation 24 has been cancelled.

) OK
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12.4 Enter a Lab Reservation

TheEnter Lalbutton will be displayed in the lab reservation list for aitiee lab
reservations (labs that are currently in progsg&ntering a lab can be helpful to the
administrator when troubleshooting issues with equipment pods.

) Lab Reservations Search

D

30

Show Active Only

Date/Time Description Pod Action
© 0.9 hours User: Test User .y Academy -

Enter Lab © Exercise: Lab 02: Overview of RAID _1" ISM v2

Theadministratormay enter a lab session and penfothe same actions as an
instructor. Pleasesee theEnta a Lab Session section of the NETLAB+ Instructor Guide
for details.
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13 Shutdown/Reboot

System Uptime Statistics orSystem Uptime ardisplayed on thdourth
1 week, 6 days, 22 hours, 2 panelon the right side of th@dministrator Home page
minutes From here, you may select 8hutdown/Rebootthe

NETLAB+ system.
M Shutdown/Reboot

Using the ShutdowiRRebootfunction, the administrator can perform a graceful
shutdownand rebootof the NETLABsystem

The reboot process will cause any users connected tNIEEAB+
server to be disconnected.

9/5/2023 Copyright® 2023 Network Development Group, Ineww.netdevgroup.com Pagell2


http://www.netdevgroup.com/

NETLAB+ Administrator Guide .lIINDG

14 Backup Your NETLAB+ Virtual Appliance

It is imperative that you establish a plan for making backups of your NETLAB+ virtual
appliance on a regular basis to proteceatst data loss andisaster recovery
preparednessYou are also strongly advised to perform a backup before any software
update and prior to adding additional content to your NETLAB+ system.

It is the responsibility of the customer to maintain backups of their
NETLAB+ system.

Corsider the advantages of setting up an automated backup process; see further
discussion in the subsection below. Manual backups using tools available within the
vSphere Web Clieate another option, also described below.

_'\U; Perform backups on egular basis, a least once per week or more
— (depending on the size/volume of use of your system), in addition t
— backing up before a software or content update.

14.1  Automated Backups

To ensure that backups are performed regularbnsider implementingan automated
method of creatig backupsTaking the time to set up a robust, automatiedckup
processhelps protect the investment your organtian has made in your NETLAB+
system.

Please refer to thél\ETLAB+ VE Automated Backups CGfoidéetails on performing
automated backups using VMware vSphere Data Protection (VDP).

14.2  Manual Backups

You may make a backubyour NETLAB+ virtual appliance by creating snapshots and
clones of your virtual machine.

configured, which includes the setup of tBE&SXhosts,vCenter
Networking and Storage. Plearefer to theNETLAB+ Installation
Guidefor details.

Q VMware Infrastructure:TheVMwareinfrastructure needs to be fully
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1 SnapshotA snapshot preserves the state and data of a virtual machine,
including virtual machine settings, power stasad disk stateThe Snapshot
Manager in thevSphere Web Clieptovides several operations for creating and
managing virtual machine snapshoiefer to VMware documentation for
details:https://www.vmware.com/support/pubs/

also create a clone periodically. Consider, for example, creating a ¢

c Do not rel on snapshots alone as your backup strategy; you shoulc
snapshot and a weekly clone.

1 ClonesA clone is airtual machine that is a copy of the original. The new virtual
machine is configured with the same viaglthardware, installed softwar@nd
other properties that were configured for the original virtual machifhke
cloning task may be performed from tv&phere Web Clienefer to VMware
documentation for detailshttps://www.vmware.com/support/pubs/

14.3 NETLAB+ Restoration from Backup

Should you find it necessary to restore your NETLAB+ system from a backup, it will be
necessary to reactivate your NETLAB+ system by entering your licensddese refer
to the ManageLicensesection for details.
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15 Software Updates

Software Version The Software Version of ypBlETLB+ system, along with
21.2.0 the date that naintenance &pires isdisplayed in thesecond
panel.

Maintenance Expires
2022-06-28

£ Software Updates

=

Select he Software Updatesption to check for available software updates.
2. Thesoftware versiorcurrently running on your NETLAB+ systsmisplayed.
Click Dismiss to return to the Home page, or select the optiddhteck for
Updates

© Current Software Version

NDG NETLAB+ Virtual Appliance
Version 16.1.5

@ Check for Updates

3. If your system has the latest available software, a message will indicate that the
System is Up to DateSelectOK

o System is up to date.

s Current software version 16.1.5is the latest.

Otherwise, a message will indicate a later software version is available. Proceed to the
next section for instructions on updating your NETLAB+ software.
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15.1 Update NETLAB+ Software

If your NETLAB+ system does not have the latest availableaseftaeethe previous
section), checking for software updates will result in a messalgeting you that a new
version is available.

o Software version 16.1.6 is available.

Before updating the software of your NETLAB+ system, it is strong
recommended that you take a snapshot or backup the NETLAB+ v

appliance. Please see tiBackup theNETLAB+ Virtual Appliance
section.

1 Keep in mind that there is no built software downgrade or data restore
function. A snapshot or backup of the virtual appliance will be required to
recover from a failed software update, or if you decidedth backto a previous
software version.

1 NDGdoes not backip software or data in the virtual version of the NETLAB+
product.

To avoid disruption to users, update the system software at a time
when there are no active lab reservations.

1. Take a snapshot or backup the NETLAB+ virtual appliance (sBadkep Your

NETLAB+ Virtual Appliansection for instructions).

SelectUpdate Softwae.

3. If there are actie resewations, the number of pods in use will be displayaad
you will be prompted to confirm to continue. You may pr¥esto continue, but
keep in mind that any current reservations will be disrupted

N

9 5 pods in use. Continue anyway?

+ A software upgrade at this time will disrupt active reservations.

+ Users may lose work!
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4. You will bgprompted to verify that you have taken a snapshot or bagkiupou
have, selecles- Start the Update

9 Have you taken a snapshot or backup of the NETLAB+ Virtual Appliance?

@ No-Cancel ) Yes - Start the Update

You may see messages indicating that a Reboot is in progress.

% Reboot in Progress

Current Version 16.1.5
Target Version 16.1.6
Progress

Status  Rebooting - Please Wait

15.2  Maintenance Expiration Date

Software Version For your convenience, yollNETLAB+ system displays
16.1.5 the status of yousystem maintenance agreementhe

_ maintenance fee covers the cost of technical support
Maintenance Expires and software updatesThe last day of your current
2018-06-01 maintenance agreement is displayed

£+ Software Updates

_'\U/ You are stronly encouraged to arrange paymetat continueyour
— maintenancesupport prior to the Maintenance Expires dadteavoid

any disruption of services.

To submi a price quote requestplease see:
https://www.netdevgroup.com/price quote
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_'\U\/ Software updates are madevailable only to systems thate current
— on their maintenance.
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16 Logs

The status ofhe system and NETLAB+ events are recordedeMETLAB+
= | databaseand available towviewandexportas logsEvents and eors are dated
and timestamped.Each record is categorized with a tag.

Thelogscontain entries for each event occurring in tNETLABsystem, including
changes to system configuration, user logins, user authetiicéssues, automated
processes, creation and @ion of accounts and classes, and webserver acdéss.
events that are tracked bMETLABean be used by the administrator support team
as needed.

ThelLog Searclpageis accessed bselecing Logson the administrator Home pagesee
the field descriptions below for details and the subsections below for examples.

Bl Log Search

Mode @ Fetch - get matching historical records only
Tail - get matching historical records, then wait for new matching records
Live - wait for new matching records only

StartTime (O None i
End Time i

Time Zone @ UTC - use Universal Coordinated Time and native time format.
Localtime - use account settings for time zone (UTC) and time format.

Severity Level  INFO (6) -

Standard Tags Admin (netlab.log)
Service (netlab.service.*)
Syslog (netlab.syslog.*)
Audit Records (netlab.audit)
Web Server (netlab.web.*)
CGI (netlab.cgi.*)

Additional Tags

Record Limit 20000

HIICE @ Add Condition
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FieldDescriptionsg Log Search

T

9/5/2023

Mode: The mode determines if the search will include log records from the past,
as they occur, oboth.

Selecting the Tail or Live modanbe particuairly helpful when
troubleshooting, as they allow you to view entries for events as the

OocCcur.

o Fetch:Get matching historical records only
o Tail:Get matching historical records, then wait for new matching records.
o Live:Wait for new matching records only.

Sart time: Displays log entriegccurring after the specified time.

End time Display log entriesccurringbefore the specified timeThis option is
not applicable when Tail or Live mode has been selected.

Time ZoneSelect the time zone and display format for date and time. UTC is the
native time zone and format (ISO 8601) in which time is stored and is not subject
to Daylight Savings Time (DST) anomolies. Localtime will display date and time in
time zone and formatedected in the administrator settings. Localtime may show
gaps and duplicate times on the day that DST starts and ends respectively.

Severity LevelThe severity level of log records to include in the search, up to
and including the selected lev&aluesare cumulative, e.ga setting of
WARNING(4) also includes ERROR(3), FAT&IAALERT(1).

Standard TagsStandard tag filters to applgach log entry has a tatf none are
checkedthen no filters are applied.

Additional TagsAdditional tagsseparated by commas. Wildcards (*) are
allowed.

Record Limit Maximum number of records to process before stopping. Specify
0 or no value to remove this limit, but @evare that the browser could become
unresponsive.

Filters: ClickAdd Conditionto view the popup screen that will Bow you to

specify filter conditions t@earch structured data within log records. Rules within
a group are AND conditions. Groups are treate@&sonditions.
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© Add Condition

Join Type '@ AND
OR (New Group)

Property

Match Type @ Exact Match
Contains (Case Sensitive)
Contains (Case Insensitive)

Value

Field Descriptiong, Add Condition

1 Join ype: When more than one condition is specified, the Join Type is used to
specifyhow conditions are joined. Each condition belongs to a group. Rules
within the same group are joined with AND; the log record must match all
conditions within the group to beelected. Each group is joined with OR; log
records that match any group are selected. The AND option adds a new
condition to the current group. The OR option starts a new group.

91 Property: The property key within structured data to match. Taldown list
shows common properties.

1 Match Type:Determines how the value is matcheaptions includeExact Match,
Contains Case Sensitive), and Contains (Case Insensitive)

1 Value:The value to be matched.

16.1 Log Search Example A

Ly G(GKA& SEFYLX ST 6SQft aSINOK F2N SgSyia 20
February 1, 2022.

1. SelectLogson theadministrator Home page to display thieog page.

2. For Start Time selectthe date ofFebruary 1, 2022.

3. From the Standard@ags checkboxesglect theAdmin (netlab.log)checkbox
4. Leave all other values at their defaults and théoke<Submit
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B Log Search

Mode

Start Time
End Time
Time Zone

Severity Level

Standard Tags

Additional Tags
Record Limit

Filters

4INDG

@ Fetch - get matching historical records only
Tail - get matching historical records, then wait for new matching records
Live - wait for new matching records only

v 2022-02-0111:00 s

i

® UTC - use Universal Coordinated Time and native time format.
Localtime - use account settings for time zone (UTC) and time format.

INFO (6) .

I + Admin (netlab.log) I
Service (netlab.service.*)
Syslog (netlab.syslog.*)
Audit Records (netlab.audit)
Web Server (netlab.web.*)
CGI (netlab.cgi.*)

20000

© Add Condition
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5.

9/5/2023

The results of the log search are displayed. Additional details are available by
clicking any line in the lo@s shown in th@ext example)ClickNew Searcho
return to the Log Search page.

B Log Search O Complete Records-117 A Errors-3 © Warnings-0 %

© 2022-02-04 | ©8:04:13.485 | INFO | netlab.log | nss-alerts | sent 1
alerts, status=0K

© 2022-02-04 | 12:02:13.731 | INFO | netlab.log | nss-alerts | sent 1
alerts, status=0K

€ 2022-02-04 | 13:00:03.497 | INFO | netlab.log |
task_system_sdn_update | software upgrade check found @ updates

€ 2022-02-04 | 14:00:03.268 | INFO | netlab.log |
task_system_lets_encrypt _renew | lets encrypt -> certificate renewal is not
required at this time

@ 2022-062-84 | 14:25:50.427 | SUCCESS | netlab.log |
task_user_session_login | successful login by user 'administrator' from
174.109.1%0.93

“\.—r-—h. e -‘, P r"# “r.____‘___h_‘__ _’.r“ L_m_._a..--».._f“‘“w -\_'lh"._.“‘
S T T A ELL ey
€ 2022-02-04 | 16:04:03.564 | INFO | netlab.log | nss-alerts | sent 1

alerts, status=0K

¥ New Search
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16.2 Log Search Example B

Ly GKA& Sdelecyredbréstartinig$r@nt Februarg, 2022 and use the Talil
mode to continue viewing records as they occur.

SelectLogson theadministrator Home page to display the L8garclpage.
SelecftTailfor mode

ForStart Time selectthe date ofFebruary4, 2022.

Leave all other values at their defaults and then cBakbmit

PonhpE

Bl Log Search

Mode Fetch - get matching historical records only

@ Tail - get matching historical records, then wait for new matching records

Live - walt Tor new matching records only

Start Time |+  2022-02-0411:00 )

Time Zone @ UTC - use Universal Coordinated Time and native time format.
Localtime - use account settings for time zone (UTC) and time format.

Severity Level ~ INFO (6) -

Standard Tags Admin (netlab.log)
Service (netlab.service.*)
Syslog (netlab.syslog.*)
Audit Records (netlab.audit)
Web Server (netlab.web.*)
CGl (netlab.cgi.*)

Additional Tags

Record Limit 20000

Filters H+¥-XalsHofelslshile]y
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5.
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The results of the log search are displayEdere are several items of interdst
observebefore clickingNew Searcho return to the Log Search page.

1 Theheading at the top of the page indicatégaiting; since we used Tall
mode, we may remain on this @ge andwait to see new records as they
occur. IfStopis selected, no more new records will be added.

1 The ® button in the upperfright cornertoggesenable/disable auto scroll.
When enabled, new records will be visible at the bottom of the page, as they
occur.

1 Additional details are available by clicking any line in theltothis example,
we have expanded a record showing details stiacessful login by the
administrator.

B Log | o Records - A Errors - © Warnings -
Search Stop  Waiting 4384 42 0 %
@ 2022-62-04 | 19:31:02.327 | INFO | netlab.syslog.authpriv | 5

pam_unix(cron:session): session closed for user root

@ 2022-02-84 | 19:31:30.478 | SUCCESS | netlab.web.access | 174.109.190.93
| 2ee | POST /home.cgi HTTP/2.9

@ 20622-02-84 | 19:31:33.279 | SUCCESS | netlab.log |
task_user_session_login | successful login by user 'administrator' from

174.109.190.93

{

_pid_: 7982
_severity_: 5
_severity_t_: "SUCCESS"
_source_: "task_user_session_login"
_tag_: "netlab.log"
_time_: "2022-02-84T19:31:33.279Z"

Pl T Ny SUPUSHINY eV

4 4 4w
method: "user.session.login.task"
msg_src: "HDR"

B . B [ B N T N S Y ]

£ New Search
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16.3 Log Search Example C
In this example, wavill build a query by specifyirfgter conditions.

1. SelectLogson theadministrator Home page to display the L8garclpage.
2. ForStart Time selectthe dateof February 4, 2022.
3. Select theAdd Conditionbutton.

B Log Search

Mode @ Fetch - get matching historical records only
Tail - get matching historical records, then wait for new matching records
Live - wait for new matching records only

Start Time v  2022-02-01 00:00 st
s PO T T AP P, B oV YW S
L PP | 1Y L.

HIC I © Add Condition

4. The Add Conditiopop-up pageis displayed. Seleeicc_user_id (account name)
from the Property dropdown menu.

Select the Match Type radio button fexact Match

Enteradministrator as he Value.

ClickSubmit

No o

© Add Condition

Property | acc_user_id

Match Type | @ Exact Match
Contains (Case Sensitive)

Contains (Case Insensitive)

Value | administrator

9/5/2023 Copyright® 2023 Network Development Group, Ineww.netdevgroup.com Pagel26



http://www.netdevgroup.com/

NETLAB+ Administrator Guide .IIINDG

8. The filter condition has been added to theg Search pag@nce again, click
Add Condition

B Log Search

Mode @ Fetch - get matching historical records only

Tail - get matching historical records, then wait for new matching records
Live - wait for new matching records only

StartTime «  2022-02-01 00:00 5]

e ’—nu,‘_ F g, PP _/_ ...-‘.__._‘__,— ol Y __,"

Filters Property Match Type  Value Remove

acc_user_id exact match "administrator” ()

© Add Condition

9. The Add Condition pepp page is displayed. Sele@dDas the Join Type.
10. Selectmessagdrom the Property dropdown menu.

11.Select the Match Type radio button f@ontains (Case Insensitive)
12.Enterlogin as the Value.

13.ClickSubmit
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© Add Condition

Join Type | @ AND
OR (New Group)

Property |message

Match Type Exact Match
Contains (Case Sensitive)

@ Contains (Case Insensitive)

Value | login

14. Thesecondfilter condition has been added to the Log Search p&gece the
conditions are joined with th&NDjoin type, records must meet both coritions
in order to be selected. CliG&ubmit

B Log Search

Mode @ Fetch - get matching historical records only
Tail - get matching historical records, then wait for new matching records
Live - wait for new matching records only

StartTime v 2022-02-01 00:00 52

r"‘“‘**—m.__r"""“‘"-"r"’—_r—_‘_r*"“.q_}'*“““v-l‘““-;.#u)-

Filters Property Match Type Value Remove
acc_user_id exact match “administrator” (%)
AND message contains (case insensitive) "login" Q

© Add Condition
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15.The results of the search are displayed. To return toadh@inistrator Home

9/5/2023

page, clickDismiss

B Log Search O Complete Records-20 A Errors-0 @ Warnings-0 %

successful login by user 'administrator' from 174.169.196.93

@ 2022-02-03 | 16:45:02.915 | SUCCESS | netlab.log | task_user_session_login |
successful login by user 'administrator' from 174.169.196.93

€ 2022-02-03 | 17:28:35.419 | INFO | netlab.log | userspd | user
'administrator' session replaced by new login

@ 2022-02-03 | 17:28:35.425 | SUCCESS | netlab.log | task_user_session_login |
successful login by user 'administrator' from 174.169.196.93

€ 2022-02-03 | 17:30:30.679 | INFO | netlab.log | userspd | user
'administrator' session replaced by new login

@ 2022-02-03 | 17:30:30.686 | SUCCESS | netlab.log | task_user_session_login |
successful login by user 'administrator' from 174.169.196.93

€ 2022-02-03 | 17:41:58.693 | INFO | netlab.log | userspd | user
'administrator' session replaced by new login

- """‘-!22.."'."’.“ J’-Hc""'-‘"‘)‘—-'ml._'l) -~ T S S :)‘f"“‘
-uCo&_3TUL lOgwu y -3er  a. .lniati uw nom L/4..9d. ool

@ 2022-02-04 | 19:31:33.279 | SUCCESS | netlab.log | task_user_session_login |
successful login by user 'administrator' from 174.169.196.93

£# New Search
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17 Alarms

Thestatus of theoperation and interaction of thearious components of
‘ the NETLAB+ system may be examinedidying system alarms

Alarms 1 the steps belowwe will viewthe alarms and demonstratiae use ofthe
filter settings to match specified criteria.

— indicates there are alarms that may require your attention.

[ \[T/ You may see aumber displayed next to the Alarms icon, this

«4INDG

System
Settings Logs Alarms Usage
Users
i [ 0a®
«O U
AL = )

Communities Accounts Classes User
Logins

SelectAlarmson the administrator Home page to display tA&armspage.

2. Select the option t&show All Alarmgy pressing the button as shown below, or
by clicking the link near the center of the pagee the field descriptions below
for guidance on filter settings.

=

A Alarms
Category Active Severity Acknowledged Suppressed Search
sk ANY v %k ANY O Info - %k ANY ~ sk ANY v Search

No alarms match the specified criteria.

Adjust filter settings above or Show All Alarms.

Showing 0 items

% Show All Alarms
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Field Descriptiong Alarms Filter Settings

T

Category The default setting,*, matches alategories or you may filter
according to the following categorieSoftware Updates, Virtual Data Centers, or
Virtual Hosts.

Active: The default setting,*, matches alttive alarms, or you may filter
according to whdter the alarm is etive by selecting Yes or No.

Severity Select the severity level of alarms to view. Selections available are:
Clear, Info, Warn, Majognd C Critical.

Acknowledged The default setting,*, matches atknowledgedilarms, or you
may filter according to whether the alarm iskamwledgedoy selecting Yes or
No.

SuppressedThe default setting,*, matches alppressedlarms, or you may
filter according to whether the alarm dnsuppressed, Paus@d@hen an adive
alarm is paused, it raains pausedntil it becomes inetive), or Stoppedwhen
analarm is stopped it will be suppssedin the list viewuntil it is marually
resumed.

Search Select alarms basezh the search criteria you enter in this field.

You will likely see several alarms displayed, similar to the example below,
reflecting the status ofarious componentthat make up your NETLAB+ system.

Field Descriptiong AlarmsTable

T

T

9/5/2023

Alarm Name:A descriptve nameidentifying thealarm.

Target:The IP address and/or FQDN related to the alarm.
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