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Introduction
This is theNETLAB#nstructor Guidefor the virtual edition of NETLAB+.

NETLAB+ is a remote access solution that allows academic institutidebver a
handson IT training experience withwaide variety of curriculm content options.
The training environment that NETLAB+ provides enablesdestoscheduleand
complete lab exercises for informatioadhnology courseNETLAB+ isversatile

solution for facilitating IT training in a variety of disciplinesluding networking,

virtualization, storageand cybersecurity

The material in thigiuide focuses on the activities typically performed by instructors
who have been issued an instructor account on a NETLAB+ system to set up class
information, manage student accounind schedul&enter lab reserationsfor
instructor-led training and pesonal use
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1 Initial Login

Your NETLAB+ administrateill provide you with the URL or IP address of RiEETLAB+
system you will use, along with a username and password.

1. To access the login page, open a web browser and type in the URL or IP address
of the NETLABsystem. Using the most recent available version of the browser
you select is recommende&upported browsers are listed in the table below.

Cookiesand Javacriptmust be enabled in your browserhe latest
information on supported web browsers is available frbielp >
Supported Web Browserahen signed in to a NETLAB+ account.
Browser Minimum Version Support/Experience

‘. Google Chrome 98 *EEEE
Mozilla Firefox 97 *okok

° Apple Safari (MAC only) 15 FRE

e Microsoft Edge 98 *ok kK

E Microsoft Internet Explorer No longer supported

2. Enter your Usernamf and Password into the fields in the login box and
then click theLoginbutton. The graphics on the page may be different from the
example shown below. You will be prompted to change your initial password
see the next section for details.

'\U; Be aware that usernames are now case insensitive (example:
— TestUser213 is consited the same as testuser2lL3
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1.1

example.edu

& Usemame

| testteacher

& Password

Change Password During Initial Login

During your first login, you will be required to change your password after you
successfully provide your username and initial passwidEIT LABenforces strong
passwords.

Passwords must meet the following requirements:

Default requirements areshown below The requirements on your system may differ, if
your NETLABadministratorhasedited the Password Policy settings.

f
f
f

=

Must contain 8 or more characters.

Must not contain more tham®4 characters.

Must not contain any common English dictionary words that are more than 3
characters long.

Must not contain the user ID for this account.

Must not contain the email address for this account.

Must not contain any naes associated with this account.

& Change Password

Mew Password  sesssaaas

Retype New Password = sssssssas
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Notice theHelpbutton. You can click thidelpbutton on this and other
NETLAB+ pages to display information to assist you in entering
information and making selections. To hide the help information, clit

the button again.

& Change Password

"E"H' Pasﬁward TIII I L]

Enter your new password here.

Retype New Password ~ =sseeesss

Enter your new password again for confirmation.

1. Enter your selection into thBlew Passwordield.
2. Enter the password once again in tRetype New Passworfield and then click

Submit

meet the requirementsThe message will indicate why the password

[ \[T/ An error message will be displayed if the password exdetoes not
‘ was unacceptable.
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Examples of typical password errors:

1 The error message shown below indicates that the password entered is a
simple word found in the common dictionary aritlerefore, not eligible to be a
password on the system.

HE'IH' Password RS
Password cannot be a common dictionary

word.

1 If the values in the two password fields do not match, an error message will be
displayed, similar to the one shown below.

Retype New Password

The provided passwords do not match.
Please try again.

If you receive an error, correct the information in the fields as neede
and clickSubmitagain.

_'\[T/ Make note of your new password, you will need it each time you loc
— into the NETLAB+ system.
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1.2 Change E-mail Address During Initial Login
The next field you will be prompted to enter is ydamail Address This field may
already contain &alueif an email address was entered at the time your account was

created. You may edit the-mail address if needed. Entering amail address is
optional.

2% Change E-mail Address

E-mail Address  testteacher@example.edu

1 Update theEmail Addresdield as desired and cliubmit The email address
must be in a valid format (examplesername@domain.xxx)therwise, an error
messge will be displayed.

E-mail Address | sooooowwwwwzzzz

Invalid email address

If you receive an error, correct the information as needed and click
Submitagain.

1.3 Change Date and Time Settings During Initial Login

Next, you will select your local time zone and your preferences for dates,,tands
calendars. These settings are especially important to ensure that information is
displayedaccuratelywhen using the scheduler.

M When traveling, you can change your time zone to match the local
time.
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@ Date and Time Settings

Time Zone  (GMT-05:00) Eastern Time (US & Canada) =

Date Display Format ~ YYYY-MM-DD -
Time Display Format = 24 Hour -
First Day of Week = Sunday =

1. Select theTime Zonewnhere you are located. NETLAB+ will adjust for Daylight
Savings Time.

2. Choose théate Display Formayou prefer. This is the style that dates will be
displayedfor example,YYYYIM-DD).

3. Select tle Time Display FormatTime may be displayed in-tdur (AM/PM)
format or 24-hour format.

4. Select theFirst Day of the Weeko be shown in the scheduling calendar. Sunday
is the default.

5. When you are finished making any necessary modifications,ilibknit

o + You can change your settings again later by choosing settings from the user
menu option.

6. As noted in the message displayed, these settings may be changed as needed.
ClickUnderstood
7. The MyNETLAB page will be displayed.
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1.4 Multifactor Authentication Setup If Required

NETLAB+ supports multifactor authentication (MFA). Mge@iirementsare set through
the NETLABadministrator interface for theadministrator, instructors, and students, as
described by theNETLAB+ Administrat@uide.

As an instructor, you may be prompted during your initial login to set up Multifactor
Authentication if your NETLAB@ministrator has configured the system to require MFA.

NETLAB+ curregtsupports a timed onéime password (TOTP) pided by a third
party authenticator. The following smartphone applicationsdaeen tested:

Google Authenticator
Cisco Duo

LastPass Authenticator
Microsoft Authenticator
Synology Secure Login

= =4 =4 4 A

If you are unfamiliar with authenticator applications, you may need f
select and install an application on yamariphone (follow the
process you typically use to add new apps your phohieg.
authenticator applications\ailable to you mayary, dependag on the
type and model of smartphone you are using.

I‘
L=

I

1. On the Add Credential page view the list of authenticator applications
supported Selectan applicationandinstallit (if necessary on yoursmarfphone.

2. On the Add Credential page, enteCaedential Namga uniqgue name chosen to
identify this multifactor credential.

B Add Credential

Authentication Type TOTP Authenticator Application

Credential Name |Phone/Google Authenticator
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3. The Authenticator pagevill displaythe information needed to create an
authenticator entry. Proceed by either scanning the QR Code shown on the page
or by entering the Secret shown on the page into the authenticator.

_'\U‘/ Scanning the QR Code shown on the page with §o¥rl NIi LIK 2 y
— camea (or using the QR code scanning app of your choice), is the r
‘ convenient method.

4. Your authenticator application will generate a etime 6-digit passwordwhich
isvalid for a limited timeEnter thisvalue into the field orthe Authenticator
page, and then presSubmit

not be displayed again. Please do not refresh you browser vgate

Q Once your ondime password iserified, the QR code and secret will
away from the page during this step.

Keep in mind that the authenticator app generates a rewe-time
passwordevery few minutes, be sure to usewithout delay.

B2 Phone/Google Authenticator

Authentication Type TOTP Authenticator Application

QR Code E S

Secret

One Time Password ‘ ‘

® Submit @ Help
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0 For all subsequent loginafter entering your username and systen
[ passwordyou will be prompted to enter a orgme passwords

— shown in the image belowBe sure to hae your smartphone
available; youwwill need to use the ondime password currently
being displayed by the authenticator, which will be different each
time you log in.

Multifactor Authentication (Two-Step Verification)

Please enter the timed one-time password from your authenticator application.

B2 Phone/Google Authenticator

Authentication Type TOTP Authenticator Application

One Time Password ‘ b-digit code

® Logout | @ Help
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2 MyNETLAB Interface

After asuccessfulogin, the MyNETLARage will be displayed. Any scheduled lab
reservations will be displayed here. If this is ybrst time logging into the system, it is
likely that there are no scheduled lab reservations to display

.IIND # Home Schedule + Manage + @) Help & testteacher ~
n

£ Scheduled Lab Reservations

You have no scheduled lab reservations.

Select from the Schedule menu above to add reservations.

@ New Lab Reservation «

2.1 Modify User Settings

The settings you made dugnyour initial login may be modifieat any time, as needed.

1 To access the Settings page, click your username in thegbpcorner and
selectSettings

Manage ~ ﬂ testteacher «

£+ Settings

= Logout
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The Settingpage will dis@y the current settings for your instructor account.

Community default

Username testteacher & Change S

First Mame  Testteacher

Last Name Sample

Display Name  Test Teacher

Email testteacher@example.edu Change Email

Privileges « Normal Instructor

Date and Time (GMT-05:00) Eastern Time (US & Canada)
YYYY-MM-DD
24 Hour (Digital)

® Settings

2.1.1 Instructor Community and Privileges

Each instructor account is a member af@ammunity Acommunityis a distincigroup of
instructors, studentsandclasses. dur community membershifs listedon the
instructor Settings page (see example abow&)ur NELAB+ system may include
multiple communites or a single community (trdefaultcommunity).

— " ) o .
NETLAB&dministrator if your responsibilities require that your

[ 0 Instructor privileges are described in the summary below. Contact y
* privilege level be maified.
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Summary of Instructor Privileges
Normal Instructor Privileges (no additional privileges selected)

Can create and manage student accounts in their community.
Can create and manage classes for which they éead

Can cancel lab reservations made by students in their classes.
Cannot manage other instructor accounts.

=A =4 =4 =4

Community Administrator

Can create and manage student accounts in their community.

Can create and manage instructor accounts in their community.

Can create and manage classes in their community.

Can attend all lab reservations in their community (exqeptonal instructor
reservations).

1 Can cancel lab reservations made by instructors and students in their community.

=A =4 =4 =9

SystemWide AccountManager

Can create and manage student accounts in any community.

Can create and manage instructor accounts in any community.

Can create and manage classes in any community.

Can attend all lab reservations in any community (expepsonal instructor
resenvations).

1 Can cancel any lab reservation.

=A =4 =4 =9

Pod Designer
1 Can access the Pod Designer tool. Pbd Designeis used to create a custom pod
layout. A pod design is a template used to create one or racneal pods on a
NETLB+ system.
LabDesigner
9 Can access the Lab Designer tool. T&e Designeprovides a means of creating a series
of custom laboratory exercises that may im@de available for class usklab design is
a set of labs and related reference material that may include docusygnagesand
preset configuratin files for each lab exercise.

Pod Access Control List (ACL) Manager

1 Instructors maybe appointed as Pod ACL managers.

0 Pod ACL manager access is granted by the NEBOA®3#strator on a per
- pod bass see thdManage Pod AClsgction.
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21.2

1.

HwnN

Change Password

0 If the NETLAB+ administrator has det humber of days amstructor

account password can exist before it must be changed will be
prompted to set a new passworhce the number of days has been
reached.

Click the Change Password button on the Settings page to displ&htrege
Passwordpage.

& Change Password

New Password  sesssssm

Retype New Password = sssssssns

Passwords must meet the followingequirements:

Default requirements are shown below. The requirements on your system may
differ, if your NETLABagministrator has edited the Password Policy settings.

f Must contain 8 or more characters.

f Must not contain more tha®4 characters.

1 Must not contain any common English dictionary words that are more
than 3 characters long.

f Must not contain the user ID for this account.

f Must not contain the email address for this account.

T Must not contain any n@aes associated with this account.

Enter your selection into thBlew Passwordield.

Enter the password once again in tRetype New Passwortield.

To proceed with updating your password, select womitbutton. You will

return to the MyNETLAB page. (Or, if you decide that you do not want to change
your password, you may select t@&ancebutton to return to the MyNETLAB

page with your password remaining unchanged.

and clickSubmitagain.

c If you receive an error, correché information in the fields as needed
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2.1.3 Change E-mail

1. Click the Changegail button on the Settings page to display fBhange Email
Addresspage. Entering an-mail address is optional.

2 Change E-mail Address

E-mail Address  testteacher@example.edu

2. Update theE-mail Addresdield as desired. Clickubmitto savechanges and
return to the MyNETLAB page. (Or, selgahcelo return with no changes
made). The anail address must be in a valid format (example,
username@domain.xxx)therwise, an error message will be displayed.

E-mail Address | sxxxxwwwwwzzzz

Invalid email address

If you receive an error, correct the information in the fields as neede
and clickSubmitagain.

2.1.4 Change Date and Time Settings

1. Click the Settings button on the Settings page to displaybiie and Time
Settingspage. These settings are especially important to ensure that information
is displayedccuratelywhen using the scheduler.

M When traveling, you can change your time zone to match the local
time.
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Recall that you can display help information for guidance on updatir
the values on a page by clicking tHelpbutton. The Date and Time

Settings page is shown below, with help displayed.

@ Date and Time Settings

Time Zone  (GMT-05:00) Eastern Time (US & Canada) -
The time zone where you are located. NETLAB+ will adjust for Daylight Savings
Time.
Date Display Format = YYYY-MM-DD -

The style in which dates will be displayed.

Time Display Format = 24 Hour -

Display times in 12 hour (AM/PM) format, or 24 hour format.

First Day of Week = Sunday -

Sets the first day of the week to be shown in a calendar.

2. Select theTime Zonewhere you are located. NETLAB+ will adjust for Daylight
Savings Time.

3. Choose thédate Display Formayou prefer. This is the style that dates will be
displayed(for example,YYY¥IM-DD).

4. Select he Time Display FormatTime may be displayed in-thdur (AM/PM)

format or 24-hour format.

Set theFirst Day of the Weeko be shown in the scheduling calendar.

6. When you are finished making modifications, cikekbmit The MNETLAB page
will be displayed(Or, to return to the MyNETLAB page without saving changes,
clickCancel)

o
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2.2 Logout
ThelLogoutlink is usedor loggirg out of the NETLAB+ system.

1. Click your username in the teqght corner of the MyNETLAB page and select
Logout

Manage - & testteacher

£+ Settings

(= Logout

Logging out of the system is particularly important when using a sh:
computer, to prevent others from gaining access to your account.

2. A confirmation message will display, select the buatif you want toLoginAgain
and return to the login screen.

o You have logged out -- goodbye!

=% Login Again
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3 Manage Classes
=.= Informationfor each class using the NETLAB+ system must be enfesed.

manageclasses and rosters, clitkanagein the upperright corner of the
Home page and select tidanage Classedropdownoption.

.IINDG A Home Schedule ¥ Manage v @ Help g testteacher =
| |

& Manage Classes

& Manage User Accounts

@ Manage Pod ACLs

MyMETLAB

Alist of the classes that have been created in your commuwitiybe displayed. Classes
are listed withthe nameof the class,dad instructor the numberenrolled and end date

(if specified)
I community: default - Search

ID Name “ | Leads Enrolled End Date Action
25 CCMA Routing and Switching Fall 2019 Tester Jones, Test Teacher 3 Mane -

2 EMC ISM Summer 2018 Test Instructor 3 Mone -
20 Ethical Hacking 2018 MNone 2 Mone -
19 Ethical Hacking Fall 2017 Test Teacher 3 Mane -
35 Ethical Hacking Fall 2019 Mane 0 Mane -

© Add class
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3.1 Add Classes

1. To add a class to the system, select Addl Clas$utton at the bottom of the
Classspage

2. Enter the class informatiomto the New Clasgorm. TheNamefield is required,;
other fields may be filled out noyrefer to the field descriptions below), or later
through the Edifunction. ClickSubmit

_'\U; It is best practice to use a class name that defines the-traime that
— the class is offered, such as including "Spring 2019" as part of the r

Having a descriptive class name and using the class for that semes
only (as opposed to editing and reng the class record for another

semester) will help to ensure that usage statistics provide an accure
representation of system use.

%% New Class

Community = default -
Mame  Ethical Hacking Fall 2019

Start Date None 3
End Date None 3

Self Study Access |+ | Students
v Teams

Lab Time Limits @ Enforce lab author's time limits
Ignare lab author's time limits

Maximum Length of Reservation = 1.0 hours -
Reservation Extensions Allowed = up to 2 extensions -
Minimum Time Between Reservations = unrestricted -
Maximum Screenshots Per Lab = 20 -

Multiple Labs in Same Reservation |+| Enabled

& Submit © Help
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Field Descriptions Aass Add/Edit)

1 Community:The NETLAB+ system may contain multiple communities. Each
community reflects a separate autonomous group that is usingNB& LABsystem.
An instructor with normal privileges may add classes within their assigned community
only.

1 ID: Each class sssigned a unique numeric identification numbgnis number
will be displayed once the class has been added.

1 Name:The name of the class must be uniquethe NETLABsystem.It is best
practice to use a class name that defines the timzeme that the chss is offezd,
such as includingFall 2019 as part of the name.

Having a descriptive clasame and using the class for the specifs&inester

only (as opposed to editing and reusing the class record for another semester)
will help toensure thatusag statistics provide an accurate representation of
system use.

1 Start Date:An optional starting date for the class. New pod reservations for this
class may not be made before this date.

If the starting date is changedtéa, existingreservations are noaffected.

1 End Date:An optional ending date for the class. New pod reservations for this class
(student or instructor) may not be made after this date.

If the ending datas changed later, existimgservations are not affected.

1 Self Study AccessStudents Teams If selected, individual users in the roster can
schedule lab reservation#.Students is selected, individual studemtghe roster can
schedule lab reservation§eam reservations may be made if Teams is selgtéaan
assignments must be made by the ingttor.

f Lab Time Limits

o Enforce lab author's time limits (if any)hen a lab author specifies a
time limit for a lab exercisé\ETLABwill always use this limit to
determine the length of an individual reservation. When a lab time limit
is enforced, theMaximum Length of Reservation setting (described
below) will have neffect on the reservation length. The time limit is only
imposed upon learners making tin@wn individual reservations.
Individual or team reservations created by the lead instructobehalf
of individual learners or teams in the class are not restricted by the lab
I dzi K2NR&a GAYS ftAYAGO
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o Do not enforce lab author's time limitsNETLABwill disregard any time
limits set by lakauthors. Individualsnay determine how much time is
allocated for any lab, up to the Maximum Length of Reservation setting
(see below).

1 Maximum Length of ReservatiorBets the maximum length (hours) of an individual
lab reservation. Lab exercises can also have a time limit. The lower of the two times is
used. The maximum time lengths of lab reservations for all classes within a community
are subject to communitypnaximumsf a community maximum has been set. You may
not establish a higher (less restrictive) maximum for the class; it will not override the
community maximumA lower (more restrictive) maximum time length for the class
may be enforced by setting a value that is lower than the community maximum.

Lead instructors and instructded reservations are not bound by this restriction.

1 Reservation Extensions Allowedhe maximum number of times a reservation
can be extended by a student or team, provided the next time slot for the
reserved pod is available. An extension adds 30 minutes to the reservation. An
extension can be requestedoim the lab interface when there are 15 minutes or
less available on the Time Remaining clock. This setting does not limit
instructors; they may always request an extension in the final 15 minutes if the
next time slot is available

As an instructor wittmormal privileges, you may set the number of reservation
extensions for classes for which you are the lead instrudtoe.number of
extensions that a student or team can request in a single reservation will be the
more restrictive of the community and @$ssettings.Be sure to revievthe class
settings for Reservation Extensions Allowetiich will indicate the current
settings.

Exampleif the class setting allows 2 extensions and the community setting
allows 3 extensionghe more restrictive setting aiip to 2 reservation
extensions will be allowedl

Reservation Extensions Allowed This Class: up to 2 extensions
Community: up to 3 extensions
(current settings will allow up to 2 extensionsi

0 Restrictionsfor All Users:

A Anextension cannot be made beforedD:15 on the displayed
TimeRemaining This is about 26 minutes from the blocked end
time and 16 minutes of the usable time remaining.

A The next 3@minute time slot must not be already scheduled by
another reservation.
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A The extension cannot excedite maximum pods in use limit
and/or proactive resource awareness settings selected by the
NETLAB+ administrator.

0 Restrictions for Students and Teams:
A The number of extensions thatstudent or team can requess
limited by community and class settings.
For backward setting compatibility, eonunities and classes do
not allow extensions to be made by students or teams by default.
A The administrator must specifically allow extensions for students
and teams per community.
A The instructor must specifically allow extensions for students and
teams pe class.
A A learner may not extend an ILT reservationlyCa lead
instructor can extend an ILT reservation.

>\

1 Minimum Time Between Reservation§ets the minimum amount of time between
successive reservations made by an individual or team. This setting can be used to
prevent excessive scheduling of labs. For example, a settdi) lobursprevents the
same individual or team from scheduling lab ex®es less than 48 hours aparhe
default value no limit will allow a studento make unlimited reservation3he
minimum time between reservations for all classes within a community is subject to
communityminimumsif a @mmunity minimum has been sefou may not establish a
lower (less restrictive) minimum for the class; it will not override the community
minimum. A higher (more restrictive) minimum time between lab reservations for the
class may be enforced by setting a value that is higher than the community minimum.

Lead instuctors and instructofled reservations are not bound by this restriction

1 Maximum Sreenshots Per Lallhe maximum number of screenshots a student
may take in a single lab. A value of 0 effectively disables the screenshot feature
for the class.The screenshots feature is available only if it has been enabled for
the community by theadministrator.

1 Multiple Labs in Same Reservatiotf. enabled, a student or team may change
lab exercises within the same reservation. The Exercise tab will be displayed
during lab access. Only labs compatible with the reserved pod type will be
available forselection. This option only affects Student or Team reservations.
Instructor-led training reservations always allow the lead instructor to change
exercises.
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3.2 Edit Class Information

AINDG

Follow the steps below to edit information for a class.

1. Edit the infomation for an existing class by clicking the class namtbe class
list displyyed on the class manager padtere, wewill select the record for the
recently createctthical Hacking Fall 201$ass.

1D Name “
25 CCNA Routing and Switching Fall 2019
2 EMC ISM Summer 2018
35 Ethical Hacking Fall 2019
33 Routing and Switching Spring 2019
31 Security Summer 2018

Leads Enrolled End Date Action
Tester Jones, Test Teacher 3 None -
Test Instructor 3 None -
None 0 None -
Jane Doe 2 None -
Nane 0 None -

2. A page showinthe current settings for the class will be display8dlect the
Editbutton to make the information for the displayed class available for editing.

38 Ethical Hacking Spring 2019

Settings Leads @@ Roster € Content
D
Name
Start Date
End Date
Self Study Access

Lab Time Limits
Maximum Length of Reservation

Reservation Extensions Allowed

Minimum Time Between Reservations
Maximum Screenshots Per Lab

Multiple Labs in Same Reservation

30

Ethical Hacking Spring 2019
None

None

Students
Teams

Enforce lab author's time limits

1.0 hours

This Class: up to 2 extensions

Community: up to 3 extensions

(current settings will allow up to 2 extensions)
unrestricted

20

Enabled

m f View Reservations | |+ View Class Lab Usage = & Export LTI Cartridge I Delete Class

5/17/2023

Copyright® 2023 Network Development Group, Ineww.netdevgroup.com

Page25


http://www.netdevgroup.com/

NETLAB+ Instructor Guide

page allows easy access to cles®l information:

AINDG

Noticethe options available from the Settings tab of the class details
pagethat provide additimal data about the clas3 hese options are
also avaable from the MyNETLAtage, but selecting them from this

1 TheView Reservation®ption will display a lisbf scheduled lab
resewvations for this clas (see th&/iew or Cancel Reservations
section for details).

1 Select the option td/iew Class Lab Usage view lab usge statistics

for this clasgsee theLab Usagesection for details).

3. The fields on the class edit page @entical tothose on thenew class page=dit
the information as neededPlease sethe Add Classesectionfor a detailed
descrigion of each field on the pag&/hen you have finished editing, click

Submit

‘& Ethical Hacking Fall 2019

Community

D

Name

Start Date

End Date

Self Study Access

Lab Time Limits

Maximum Length of Reservation

Reservation Extensions Allowed

Minimum Time Between Reservations

Maximum Screenshots Per Lab

Multiple Labs in Same Reservation

default

35

Ethical Hacking Fall 2019

None i
None i
v Students
v | Teams

@ Enforce lab author's time limits
Ignore lab author's time limits

1.0 hours -
up to 2 extensions -
unrestricted -
20 -
v | Enabled
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0 The NETLAB+ user interface is designed to be versatile and
— provides multiple ways to access the options frequently used.

As you gain experience with the NETLAB+ system, you will not
that there is often more than one way to access an option. For
example, in addition to the method described above in this
section, the option td=dita class record is also available from th
Action dropdown on the class list.

Admin > cClasses

i community: default Search
Name “ | Leads Enrolled End Date Action
CCMA Routing and Switching Fall 2017 Test Teacher 2 None -
Cyber Security Fall 2017 None 1 None -
@& View
EMC ISM Fall 2017 Test Instructor 2 —
L& Edit |
@ Delete
Ethical Hacking Fall 2017 Test Teacher 2
& Leads
Show 25 v entries & Roster

4 Content

© Add Class MNone

3.3 Export LTI Cartridge

[ _'\U/ Learning Tools Interoperability (LTI) is a standard protocol develope

— the IMS Global Learning Consortium ifmegrating any Learning

— Management System (LMS) with any learning applicafibe. option to
export an LTI cartridge for a class is available if LTI Integration has
enabled for your community by your NETLAB+ administrator.

boc¢[!.b &dzLIIR NI A AYGSANIGA2Y GAGK @2dzNJ 4a0K?2 2
the common cartridge needed for LTI integration for the class.

1. If the option to enable LTI Integratiorak been enabled at the community level,

you may select the option tBxport an LTI Cartridgihat you can import into
@2dzNJ a0OK22ftQa [a{ Ay 2NRSNI (2 O2yFAIdzNB |
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& Ethical Hacking Spring 2019

Settings Leads @@ Roster @) Content

ID 30
Name Ethical Hacking Spring 2019
StartDate  None
End Date  None

Self Study Access  Students
Teams

Lab Time Limits ~ Enforce lab author's time limits
Maximum Length of Reservation 1.0 hours
Reservation Extensions Allowed  This Class: up to 2 extensions
Community: up to 3 extensions
(current settings will allow up to 2 extensions)
Minimum Time Between Reservations  unrestricted

Maximum Screenshots Per Lab 20

Multiple Labs in Same Reservation Enabled

m B9 View Reservations |+ View Class Lab Usage | Export LTI Cartridge W Delete Class

2. TheExport Class Common Cartridgage will be displayedlicking theExport
button will prompt you to download arimscdfile that is conformant with the
IMS Common Cartridge v1.0 standard. If you have the necessary permissions,
you may import the cartridge into your LMS class to add the associated content.

& Export Class Common Cartridge

Clicking the export button below will prompt you to download an .imscc file that is conformant with the IMS Common Cartridge v1.0
standard. If you have the necessary permissions, you may import the cartridge into your LMS class to add the associated content. Please
refer to your LMS's documentation regarding the importation of Common Cartridge files as well as the configuration and use of LTI external
tools.After the file is uploaded 1o the LMS, you will need the Consumer Key and the Shared Secret to configure the NETLAB+ VE external
tool for your class.

Consumer Key:

Shared Secret:
_'\0/ Please refer to your LMS's documentation regarding the importatior
— Common Cartridge files as well as the configuration and use of LTI

‘ external tools After the file is uploaded to the LMS, you will need the
Consumer Kewnd theShared Secretio configue the NETLAB+
external tool for your class.
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3.4

Add Lead Instructors

When a class record is created by an instructor, the instructor is automatically assigned
as a lead instructor. Additional lead instructors may be added to the digpgal
actions performed by lead instructors:

1
il

= =4

Lead instructors maypdate class settings.

Lead instructors magnake reservations for instructded training sessions for
the dass.

Lead instructors may alloimdividual studentso make reservations themselves
depending on the settings selected for the class.

Alead irstructor has the option to participate in any lab reservation associated
with the class.

A lead instructor may manage the class roster.

A lead instructor may select the content to be enabled for the class.

To add lead instructors to a class, sekbet Leadstab of the class recorénd
then clickthe button to Add Lead Instructors

% Ethical Hacking Spring 2018

Settings Leads o Rostero Content

Username Display Name “  Email Type Action

testteacher Test Teacher testteacher@example.edu instructor -

& Add Lead Instructors

[_ \@/ In the example above, notice thtstteacher, the instructor who

created the class, has already been automatically added as a lead
- instructor.
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Add Selectedutton.

Username

janedoe
testerjones
testinstructor
testteacher

Showing 1to 4 of 4iten

The selected instructortesterjones is nowadded to theLeads list.

Settings Leadsa

Sorted Name

Doe, Jane

Jones, Tester

Ndg, Testinstructor

Teacher, Test

Roster 0 Content

AINDG

2. A list of the instructors in the communitydisplayed. Selecdditionallead
instructor(s) for the class by checking tBelectcheckbox and then pressing the

Email ;
{

&

testerjones;

testtea c?

¥
7

d

Type Select
instructor

instructor IEI
instructor Lead
instructor

@ Add Selected

Username Sorted Name Email r Type Action
o
testerjones Jones, Tester testerjf instructor -
testinstructor Mdg, Testinstructor ) instructor -
Showing 1to 2 of 2 items '
© Add Lead Instructors f’
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3.5 Remove Lead Instructors

A lead instructor ray be droppedrom aclass. A lead instructor may remove
him/herself or another lead instructor from thest of lkeads.

Instructors may only remove a lead instructor if there is at least one
other lead instructor assigned to manage the class. rEsiiction
ensures that the class information remains accessible and manage:
by at least one lead instructor.

1. Toremove a lead instructor fromclass, select theeadstab of the classecord

to display the list of lead instructors.
2. Select theDrop from Lead®ption on the Actiordropdownof the recordfor the

lead instructor to be removed.

Settings Leads €) Roster () Content (
4
Username Sorted Name “ | Eni Last Login = | Action
testerjones Jones, Tester te$ Mever E]
testinstructor Ndg, Testinstructor ! @ View User Account
'i | @ Drop From Leads |
Showing 1102 of 2 items i
3
m © Add Lead Instructors -
0

3. You will be prompted to confirm that the lead instructor should be removed
from theclass.

° Remove 'testerjones’ from leads?

» This will not delete the instructor's account.

4. ClickRemoveto confirm.

Removing an instructor as class lead will not remove the instructor'
user account from the NETLAB+ system.
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3.6 Manage a Class Roster

A classosteris a list of members, which may include student accounts, instructor
accountsor both. All members must belong to the same community. A class may
contain one or mordead instructos (trainers). All other users in the roster (who are not
leads) ardearners

As students join and withdraw from a class, you will need to make perabdinges to
the class rosterDetails are povided in the subections below.

3.6.1 Add Learners to the Class Roster

One method of adding learners to a class is to select learners fronstlod liser

accountsn the community. This is a good approaghen accounts have already been
created for the learars that you want to add to the classster.

Learners can also be assigned to a class during the process of cree
user account. See thidanageUserAccountssection for details.

1. Select theRostertab on the class page to add learners. A list of learners assigned
to the class will be displayedr the page will indicate that learners have not yet
been added to the class rostetlick theAdd Learnersbutton.

& Ethical Hacking Spring 2018

Settings  Leads @) | Roster ) Content

Class roster contains no learners.

© Add Learners
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2. A list of the user accounts in the community will be displayée. [i6t includes
both instructors and studentdd karnersto the class rosteby clicking the
approprige Select checkbox(es) and thelick theAdd Selectedutton.

click to toggle between sorting the list in ascending/descending ordt
Notice that the user list below is ordered by Username.

% To customize the order of the list, select any of the column headers

Username Sorted Name Email Type Select

bbradley66 Bradley, Betty Jo student v

adevanet3 Devane, Anna student v

sdrucker6s Drucker, Sam student

cfaisonél Faison, Cesar Xavier student W

®
-+
janedoe Doe, Jane ’ instructor v
-
-»
P
4

testinstructor Ndg, Testinstructor instructor Lead
teststudent Ndg, Teststudent te ststui student v
testteacher Teacher, Test te sttearf instructor

'

4
imatester Tester, Ima imatestej student v

3 o rddselce

In the example above, six learners have been selected, five students and one instructor
(instructors may be added to classes as learners or lead instrudiwtge also that the
list shows thattestinstructor has already beegselected as a class leatstructor.
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The learners are now listed the class rosterNotice that the date othe LastLogin into
NETLAB+ is listed for each class member.

3 Ethical Hacking Spring 2018 ¢

¢

Settings Leads ) Roster ) Contyf®

Username Sorted Name A Team Last Login Action
: o
bbradley&é Bradley, Betty Jo ! Mane Mever | w
adevane63 Devane, Anna j Mone MNever -
&
janedoe Doe, Jane ’ MNone 201712-07 -
cfaison61 Faison, Cesar Xavier = Mone Mever -
teststudent Mdg, Teststudent é Mone 2018-03-15 -
imatester Tester, Ima b Maone Mever -
»

3.6.2 View User Account Details from the Class Roster

There are severalptions available from the class roster that allow you to view
additional information pertinent to individual class members, including viewing user
account details.

1. Click theAction dropdown on any of the detail rows and sel&tew User
Account
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Settings Leads ) Roster () Content

e

-

Username Sorted Name ; Team Last Login Action
bbradley66 Bradley, Betty Jo J B Mone MNever | =
adevane63 Devane, Anna ‘ MNone Mever |«
janedoe Doe, Jane ' \ MNone 2017-12-07 -
cfaison61 Faison, Cesar Xavier j MNone MNever -

f
teststudent Mdg, Teststudent ’ None 2018-03-15 B
imatester Tester, Ima Mone I @ View User Account I
@ Drop From Roster
show 25 v entries Showing 1to & of 6items 4 View User Labs I
m © Add Learners {

2. TheUser detail page will be displayed. Please refer toMlamageUserAccounts
section for more information on the options availalae this page. ClicRismiss
to return to the class roster.

User
Community  default
Username  teststudent
Full Mame  Test Student
Display Name Test Student
Sorted Name  Ndg, Teststudent
Email teststudent@example.edu
Type student
Logins  enabled

Last Login  2018-03-15 19:29:25

m & Edit & Reset Password il Delete
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3.6.3 Drop Learners from the Class Roster

1. Alearnemay be removed from the class roster by selecting@nep From
Rosteroption on the Actiordropdown

Settings  Leads @@ Roster @€  Content

Username Sorted Name “  Email Last Login Action
janedoe Doe, Jane 2017-12-07 -
teststudent Ndg, Teststudent teststudent@example.edu 20180213 |
imatester Tester, Ima imatester@example.com Never D

& View User Account
@ Drop From Roster I
L View User Labs

2. You will be prompted t@onfirm the removal of the learndrom the class roster.
ClickRemoveto confirm the action.

° Remove 'imatester’ from roster?

* This action will not delete user account(s).

_'\U/ Dropping a learner from the roster does not delete ithgser account.
— The account remains on the system and may be added to other cla
— rosters.
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to drop multiple learners at once:

AINDG

‘“_'\[T/ Need to drop multiple users¥ou may use the following method

1.
2.

S

% Ethical Hacking Spring 2018

Settings Leads (@

Username
bbradley66
adevane63
janedoe
cfaison61
teststudent
imatester

Show 25 v entries

Roster ) Content

Sorted Name

Bradley, Betty Jo

Devane, Anna

Doe, Jane

Faison, Cesar Xavier

Ndg, Teststudent

Tester, Ima

Showing 1to 6 of 6 items

O

ROPPIREN E N FUPR Y TR W

Team

None

None

None

None

None

None

Check the Select boxes for each respective user.
Click the Selected Items button andesa|Drop from
Roster
You will be prompted to confirm the action.

Last Login Action
MNever |
Never |~

20171207~ | [
MNever -
2018-03-15 | =

Never | =

Selected ltems v
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3.6.4 View User Labs from the Class Roster

There are several options available from the class roster that allow you to view
additional information pertinent to individual class members, including viewing lab
usagedetails.

1. Click theActiondropdown on any of the detail rows and sel&ew User_abs

& Ethical Hacking Fall 2017

Settings Leads (@) Roster §) Content

Username Sorted Name Email Last Login Action
janedoe Doe, Jane 2017-12-07 -
teststudent Ndg, Teststudent  teststudent@example.edu 2018-02-13 -
testuser Ndg, Testuser testuser@example.edu 2018-02-13 B

@ View User Account
& Drop From Roster I
| & ViewUserLabs |

2. The lab usage details will be displayed, showing the labs completed by the
learner for this class. For more discussion on lab usage reporting, please see the
Lab Usagsection.ClickDismissto return to the roster.

l#* Lab Usage: Ethical Hacking Fall 2017

Search
User Start = Hours
Name Reservation Exercise :
D Time Attended
Ndg, Lab 01: Reconnaissance with Nmap ~ 2018-
testuser 86 0.40
Testuser and Amap 02-12
Ndg, Lab 02: Social Engineering Attacks 2017-
testuser 59 0.73
Testuser with Social Engineering Toolkit 08-02
Ndg, Lab 01: Reconnaissance with Nmap = 2017-
testuser 5 0.63
Testuser and Amap 05-15
Page Tofal: 1.76
Table Total: 1.76

show 25 v entries Showing 1103 of 3 items n
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3.6.5 Group the Class Roster Into Teams

Classes can be configured to allow students tcetsmlf-study lab @cess both as
individuals and asat of an assigned team. The use of teams is optional.

The class setting for sedfudy lab access must be enabled for teams,
order for team members to be able to schedule lab reservations
themseles. See thé\dd Classesection for details on class settings.

You may place class members into teams labeled ATeains allow students to work

in groups for selstudyreservations and share accdssequipment at the same time.
Students may not change their own team assignment; however, the lead instructor(s)
can adjust team assignments as needed.

_'\[T/ Lead instructors are not assigned to a team and may participate in 1
— lab reservations for any team.

Here, we wilgroup the 6 learners on th&thical Hacking Spring 20k8assrosterinto 3
teams.We will select the learners to add to each team.

1. Using the checkboxes, select the members of the class roster to be placed

together on a team. We will assign the first 2 learners on the roster to a team.
2. Click the Selected Items box and seldwt bption toAdd to Team

Settings Leads () Roster ) Con‘[(

Username Sorted Name ;r Team Last Login Action
4
bbradley66 Bradley, Betty Jo - None Never - v
adevane63 Devane, Anna ; None Mever | = v
o
janedoe Doe, Jane - None 2017-12-07 | =
cfaison61 Faison, Cesar Xavier { None Newver -
|
teststudent Ndg, Teststudent ; None 2018-03-15 -
. -
imatester Tester, Ima : None MNever | ~
© Add Learners * Selected ltems =
( | & AddToTeam |
j & Reset Passwords
@ Drop From Roster
-
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3. The Add Learner to Team page will be displayed and will indicate that 2 users will
be assigned. On thEeamdropdown, seleci.

% Add Learners To Team - 2 users

4. Click theSubmitbutton.

%% Add Learners To Team - 2 users

Team ‘A - ‘
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5. The team assignment @fis now shown on the class roster for the 2 selected
roster members.

Settings Leads @ Roster ) Contef

Username Sorted Name * Team Last Login Action

*
bbradley66 Bradley, Betty Jo # A Never - v

.
adevane63 Devane, Anna P A Never - v
janedoe Doe, Jane , Mone 20171207 -
cfaison61 Faison, Cesar Xavier ’, None Never -
teststudent Ndg, Teststudent ) None 2018-03-15 -

&

imatester Tester, Ima None Never -

Show 25 v entries Showing 1to6of 6items

© Add Learners Selected Items ~

6. Repeat the process of selecting members of the class roster and making
assignments for each team. In the example below, teBrasd Chave been
assigned; all members of the class aydtave been added to a team.

s W

LT

Settings Leads @) Roster () Cont.
-
r Search
Username Sorted Name *» Team Last Login Action
-
bbradley66 Bradley, Betty Jo , A Never | =
adevane63 Devane, Anna p A Never | -
-
janedoe Doe, Jane B 200171207 -
cfaison61 Faison, Cesar Xavier L B Never -
teststudent Ndg, Teststudent ; C 2018-03-15 | =
imatester Tester, Ima r C Never | -
Show 25 v entries Showing 1to60of 6 itEIf -
m © Add Learners j
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3.6.6 Reset Account Passwords for One or More Learners

It may be necessary to reset an account password if a user has lost or forgotten their
current passwordlf you need to reset the password for multiple users in a class, yo

may do so by performing the following steps.

_'\U/ Users will be required to reset their password during their next login
— (unless the default password policy settings been changed by the

NETLABadministrator). The option taReset Account Passworidsalso

available through the account management options.

1. Check the Select boxes for each respective asdhe class rostr (the checkbox

at the top of the column may be used to select all users).
2. Click the Selected Items button and selBetset Passwords

‘& Ethical Hacking Fall 2017

Settings Leads @) Roster €) Content

Username Sorted Name Email Action
janedoe Doe, Jane -
teststude Ndg, Teststudent teststudent@example.edu -
testuser Mdg, Testuser testuser@example.edu -

Show 25 v g 1to3of 3items

@ Add Leamners

Selected ltems

@ Drop From Roster

& Reset Passwords
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3. The Reset Password page will be displajsder the new, temporary password
for the accoungs)and then reenterit to confirm. ClickSubmit

Passwords must meet the following requirements:

Default requirements are shown below. The requirements on your system may
differ, if your NETLABagiministrator has edited the Password Policy settings.

f Must contain 8 or more characters.

Must not contain more tha®4 characters.

T Must not contain angommon English dictionary words that are more
than 3 characters long.

f Must not contain the user ID for daccount.

Must not contain the email address fordfaccount.

T Must not contain any names associated witke siccount.

=

]

& Reset Password - 2 users

MNew Password  sssssaaas

Confirm Password = ssssssess

4. You will see system log erds indicating the progress of the password reset for
each user. When complete, clibksmiss

£+ Resetting Passwords

Progress - COMPLETE 1] Showing - 3/3

© user 'NETLAB Administrator’ (administrator) resetting password of 2 accounts
" password for 'Test Student’ (teststudent) reset

" password for 'Test User' (testuser) reset
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3.7 Add Content to a Class

Selecting the conterfior a claswill make available the appropriatastructional
material ¢ypically, lab exercises foscheduled lab reservatiohs

1. Select the Content tab on the class record ahdkthe Add Contentbutton.

% Ethical Hacking Fall 2017

Settings Leadso Roster a Content Usage

Class has no registered content. Please add content so members in the roster have some activities to work on

2. Alist ofAvailable Lab Contens displayedin the example below, the content
for NDG Ethical Hacking is selected for the class.

— courses that have been added to your NETLAB+ system and the ve
* programs in which your organization participates.

[ \U/ The Avdable Lab Content on your system will vary, depending on tt
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4 Available Lab Content

Mame

Cisco ITE v6 - English
EMC CIS 1

EMC ISMv2

NDG Ethical Hacking

NISGTC A+ v2

“ | Author ID

AECITEGEN

EMCCISON

EMCISMVZ

NDGEH

DOLAPYZ

GID

..BDED

...0635D

..D2EQ

..BCTD

..CDC4

AINDG

Search
Scope Select
Global
Global
Global
Global v

Global

© Add Selected Content

3. Click theAdd Selected Conterttutton. A message will confirm that the content

has been added.

O 1 selected content item(s) were added.

4. ClickOKto return to the class details.

) OK

NDG Ethical Hacking is now included in the content list. Thertotaber ofLabs
performed and number ofloursof lab reservation time currently indicate zesince
the content has just been added.
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‘& Ethical Hacking Fall 2017
Settings Leads @) Roster (E) Content Usage
Search

-

Name Labs Hours Action

MDG Ethical Hacking 0 0.0 -

Showing 1to 1 of 1items

3.8 Remove Content from a Class

The option toRemove Contents available on the Actiotdropdownof the Content tab
for a class.

‘& Ethical Hacking Fall 2017
Settings Leads @) Roster (E) Content Usage
Search

-

Name Labs Hours Action

MDG Ethical Hacking 0 0.0 -

@ Remove Content

Showing 1to 1 of 1items
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1. SlectRemove Contenbn the Actiondropdown You will be prompted to verify
that you want the content removed. As noted, removing the content will not
affect lab reservations already matta this class

° Remove 'NDG Ethical Hacking' from class?

+ Existing reservations using this content will remain.

2. SelectRemoveto confirm that you want to remove the content. A message will
verify that thecontent has been removed from the class.

o Content 'NDG Ethical Hacking' removed from class.

3. SelectOK

3.9 Delete Classes

Class records may be removed from the NETLAB+ system. All information associated
with the class, including the class roster, will be removed from the system. The option to
delete the accounts for students exclusively enrolled in the class may be selected.

In the steps below, we will delete the Cyber Seclf@yl 201 «lass, but before we
proceed, let us examine the class roster. There are four learners enrolled. Assume the
following for the example below:

I Twoof thelearners in the class rostgeststudentandtestuser are enrolled in
an Ethical Hacking class,addition to beingenrolled in the Cyber Securibal
2017class.

1 The other twostudent accountghighlighted below}tudentland student2 are
enrolled in the Cyber SecuriBall 201 tlassexclusivelyithese learners are not
enrolled in any other classegou may choose to delete these accounts when
deleting the class.
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‘% Cyber Security Fall 2017

Settings Leads o Roster o Content

Username Sorted Name
teststudent Ndg, Teststudent
testuser MNdg, Testuser
student1@example.edu One, Student
student2@example.edu Twao, Student

1. To delete a class recorskelect a class on the class bsid click theDeleteoption
on the Action drogown.

Name “  Leads Enrolled End Date Action
Cyber Security Fall 2017 Test Teacher 4 Mone D
@& View
EMC ISM Fall 2017 Test Instructor 2 Mone . )
(£ Edit
) _ M Delete
Ethical Hacking Fall 2017 Test Teacher 2 Mone
& Leads
Show 25 » entries o4 of 4items 2% Roster
& Content

© Add Class

2. When deleting a class, you melyoose to eitheretain or delete the student
accounts on the class rostekccounts will not be deleted if the student is
enrolled in other classe&elow, the checkbox is selecteddelete student
accounts exclusively in this class rost&lickDelete.
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9 Delete class 'Cyber Security Fall 2017'?

+| delete student accounts exclusively in this class roster

If checked, student accounts that are listed in this class roster will also be deleted provided
that they do not appear in other class rosters.

3. The class has been deleted from the NETLAB+ system. Q&kecteturn to the
list of classes.

o Class 'Cyber Security Fall 2017 deleted.

Because the optioto delete student accounts exclusively in this class roster
was checked, two student accounsfudentlandstudent2 have been deleted.
Theteststudentandtestuseraccounts are still present on the system (see the
Accounts list below, see also tManageUserAccountssection).

I Community: default =

Username Sorted Name

janedoe Doe, Jane
testinstructor Mdg, Testinstructor
tesistudent Mdg, Teststudent
testteacher Teacher, Test
testuser Ndg, Testuser

Show 10 v entries Showing 1to5of 5items
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4 Manage User Accounts

@ This fundion is used to addjelete,and modifyuseraccount informationA
student account should be created for each student tova them toparticipate
in labreservations.

‘; \[T/ As an instructor with normal privileges, you have access to manage
— student accountsinstructor accounts may be managed by instructor
with community administrator privileges or systemde privileges, or
the administator. Contact your NETLAB+ Administrator if your
responsibilities require that your privilege level be modified.

To manageiser accountsclickManagein the upperright corner of the Home page and
select theManage User Accountdropdownoption.

IIINDG # Home Schedule ¥ Manage v @@ Help & testteacher ~
[ |

& Manage Classes

| & Manage User Accounts |
& Manage Pod ACLs

MyMNETLAB

A list of all users in the community will be displayed.

Username *  Sorted Name Email Type Action
janedoe Doe, Jane instructor -
testinstructor Ndg, Testinstructor instructor hd
teststudent Mdg, Teststudent student -
testuser Mdg, Testuser testuser@example.edu student -
ol 0 A lion@example.edu student -

© Add Accounts | & Import Accounts

_'@/ Notice thatthe last account shown in the example above contains
— Japanese characters. The WBEharacter set is supported.
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4.1 Add Accounts

Anaccount should be created for each user to allow them tdipgate in lab
reservations. There are two methods of adding user accounts to NETWABk are
explained in detail in the subsections below.

1 Importing data from a file If you have the information needed to create the
user accounts in a file (see raggmentsbelow),you may import this
information into NETLAB+. This is a good choice when you have a file available
from a class roster or LM#hd many accounts to add.

1 Entering data:Create user accousindividually by entering the data into a form.
This is a good option when yaust needto add a few accounts quickly

4.1.1 Importing Data from a File

User account information cabe imported into NETLAB+ frontamma or tab

delimited file (*.csv or *.txt)An account should be created for each user to allow them
to participate in lab reservation#ccount information may be imported into NETLAB+
from a file with these characteristics:

=

The file must be in a comma or talkelimited file format (*.csv or *.txt).

2. The first row of the file may contain column headers that identify each field to
import.

3. The file may contain additiohgextraneous columns of dat&ou will select
which columns are used by NETLAB+.

4. The file must include the data fieldss described Hew.

your input data by using the specified field names (bolded below) a:

% You will achieve the best possible results with NETLAB+ recognizin
column headers, although some variation is acceptable.

Field Descriptons- Account Information File
Required Fieldgthese fields must be included in the input file)

1 Username A user identifier that is unique to each usREQUIRED
The username credential used to log in to the accoliheUsername can
contain letters, numbers, and the following punctuation characters: period (.), at
sign (@), hash (#), underscore (_), and hypReiilie UTE character set is
supported.

Be aware hat usernames are now case insensitive (exampéstUser218
considered the same dsestuser213.
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1 Name Information for each useREQUIRED (choose Option 1 or 2).
You have twaptions as to how this infornteon may be imported, depending
on the data available in your input fil€he UTF character set is supported.

Option 1: Your filencludesname data in ondield:

o FullName The name given to a user at birffhe user's complete name
including anynherited names, given namgar initials. Note that certain
titles, prefixes, and suffixes can interfere with name processing and
automation.

Option 2 Your file includes name data in tvields:

o Given/First Name The name given to a user at birth.
o Fanmily/Last Name The name shared by the user's family.

— Fullname (name information in a single field), there is no need to

I’ 0 Select either Option 1 or Option 2. If your input file includes the
— specify the Given/Firstname, Family Last Name fields.

_\U/ When using Option 2, be aware that the import process will functior
— even if you have users that only have a Given/Firstname or only ha

— Family/Last Name. The import process has the flexibility to accept
usernames with just one word (see usé@rince" in Example 1, below).

Optional Fieldgyou have the option tamport this information into NETLAB+)

1 Display NameUsers(instructors and studentsyill see this name in
collaborativeapplicationssuch as instructeted training.If this field is not
included in the input file, it will be automatically populated during the input
process. You may edit the Display Name as needed.

Thisname may be vible to studentaccounts. Do not use personally identifiable

information in this field when privacy must be maintained.

1 Sorted NameThis name will be seen by instructors and administrators in sorted
lists. If this field is not included in the input file, it will be automatically populated

during the input process. You may edit the Sorted Name as needed.

Using the Sorted Name field@als the option of displaying lists, such as class
rosters, in order byast name, first name

7 Emait An email address for the user.
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T

Initial Password The account users will be required to change this password
during their initial login(unless the defalt password policy setting has been
changed by the NETLARBdministrator)

Passwords must meet the following requirements:

Default requirements are shown below. The requirements on your system may
differ, if your NETLABagiministrator has edited the Password Policy settings.

1 Must contain 8 or more characters.

1 Must not contain more tha®4 characters.

1 Must not contain any comntmEnglish dictionary words that are more
than 3 characters long.

9 Must not contain the user ID for the account.

1 Must not contain the email address for the account.

1 Must not contain any names associated with the account.

To import a file:

1.

2.

3.

Select a comma dab-delimited file from the local file system that containgeth
account data to be importediles used for importing accounts must contain
lines with an equal number @ommasor tab-separated values and carry a ".csv"
or ".txt" file extension.

Identify the required information in the input file (see information abovetba
required fields).

After the account information has been imported from the file, you will
complete the process of adding accounts on the Enter New Account Information
page where you vill have the option to change the community setting and
modify the account type (student vs. instructor) as needed, depending on your
instructor privileges.

4.1.1.1 Importing Data Example A

In this example, we will import account dafrom a commadelimited file.Let's
look at the file using a spreadsheet program, so we can view the data and make the
appropriate choices for importing account information.

5/17/2023
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user_accounts_impaort_test a.csv
A | ] | C | D | E

1 _UEEFHEH"IE Given/First Name FamilW’LEEt Mame Housing
2 |croberts2l Carly Roberts dorm
3 tgarmin22 Todd Garmin dorm
4 jsmith23 John Smith off campus
5 |tharnes24 Ted Barnes dorm
& |princelf Prince fraternity
]I' N

Notice a few important things about this file:

1 The file namaiser acounts import_test_a.csv is a comrnelimited file, which
is an acceptable format for importing.

1 The file includes the recommended column headers in the first row.

1 The file includes the requirddsemamefield.

1 The file includes name information in a format meetione of he two
acceptable options (see abovei. this case, the field§iven/First Nameand
Family/Last Namare present, which meets the requirements for Name
Information Option 2.

1 Inthe6th row, therecord displayed ("Prince") does not have a vaiuthe
Family/Last Name field. This user's name is a single wordamdyhat is OK.

1 An additional field, Hasing, is present in the fil&his data has no relevance to
this processhowever, it is not necessary to remove this data from the filevill
simply be ignored.

To Import the data:
1. On the accounts page, select the optioniteport Accounts
Username “  Sorted Name Email Type Action

imatester Tester, Ima student -

Cadl

testuser Mdg, Testuser student -

© Add Accounts J| & Import Accounts
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2. Select thdmport File < putton.
3. Navigate your file system and select the file that includes the data that you want
to import. Here, we will importiser_accouns_import_test_a.csv

&+ Import Accounts

b+

Import File  user_accounts_import_test_a.csv

4. Select theSubmitbutton.

5. The data that NETLAB+ was able to extract filwenfile is shown in a table.
Notice that the last column, which contains the unneeded housirig,ds.
grayed outand the checkox at the top is not selectedhis idine since we do
not want to import this data.

The import process is designeal hehave in an intuitive manner. It will
examine your file to draw logical conclusions regarding the data yot

will be importing. If necessary, you may make adjustments by
selecting/deselecting the check boxes indicating each column of da
be impotted and resetting the dropdowngdicating the field that the
column contains.
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B File Data: user_accounts_import_test_a.csv

Username

croberts21
tgarmin22
jsmith23

tharnes24

princeld

- First/Given Name ~ Last/Family/Surname -~ MNone -
Carly Roberts dorm
Todd Garmin dorm
John Smith off campus
Ted Barnes dorm
Prince fraternity

6. Select theSubmitbutton.
7. The imported information will be included on tHeport Accountspage.The
process of addinthe newaccounts will be completed here.

5/17/2023

a. An initial password must be specifiedinitial passwords were not

included with the imported account daas in this examp)e a Default
Initial Password must be entered, which v used for all new accounts
being created on this page.

Recall that the import data in thesxample included name information
separated in two fields (first name, last name). The input process h
combined this data to create the values for Full Name, Display Narr
and Sort Name.

. The import process has generated Full Names based on the input data

provided and populated the Full Name for each recdride values may
be edited as needed.

The import process has generated Display Natvesed on the input data
providedand populated theDisplay Mme field for each reord. The
values may be edited as needed.

. The import process has generated SmitNamesbased on the input data

providedand populated theSoried Name field for each record’he
values may be edited as needed.

. We did not import email addressasor have we entered them here.

Assume for this example that students will enter their email addresses
themselves when they initially access their accounts.
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&+ Import Accounts

Community ~ default -
Type  student -

Addto Classes ~ Select Here -

AINDG

Default Initial Password | «sesasnee

Logins |v enabled

Email

Status  Username Initial Password Full Name Display Name Sorted Name
e croberts21 Carly Roberts Carly Roberts Roberts, Carly
2] tgarmin22 Todd Garmin Todd Garmin Garmin, Todd
2] jsmith23 John Smith John Smith Smith, John
[2] tbarnes24 Ted Barnes Ted Barnes Barnes, Ted
(2] prince16 Prince Prince Prince

8. Once again, select theubmitbutton. This will complete th@rocess of adding
the newaccounts to your system.

4.1.1.2 Importing Data Example B

In this example, we will again import account @dtom a commadelimited file.Let's
look at the file using a spreadsheet program, so we can view the data and make the
appropriate choices for importing account information.

user_accounts_import_test_b.csv

A B C D E F
|cfaison6l Cesar Xavier Faison bus History
|rscorpio62 Robert A. Scorpio train Technology

_adevaneEE Anna Devane
|sunshineé4  Sebastian Sunshine
|sdruckerg5 Sam Drucker
bbradleysd  Betty Jo Bradley
-bbradleyﬁﬁ Betty Jo Bradley

0O =] Ch oL s L R

onsite Literature
bicycle  Technology

car
train
train

Notice a few important things about this file:

Accounting
Veterinary
Veterinary

1 The file namaiser_aounts import_test b.csv is a commaelimited file, which
is an acceptable format for importing.

1 The file does not include éhrecommended column headingss you will see, we
can still use the file "as ishowever, the import process may require user
intervention to determine the appropriate data to import.

1 The file includes a column with a unique identifier to be usedldsername.
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The file includes name information in a format meeting one of the three
acceptable options (see abovei. thiscase, asingle name field containing both
Given/First Name and Family/Last Name is present, which can be uSesidesy
Name Name Inbrmation Option 3.

Two additional columns angresent in the fileThis data has no relevance to this
processhowever, it is not necessary to remove this data from the fileill
simply be ignored.

The file includes an error, a duplicate record (seedi6 & 7). We will see how
this error will be identified in the import process below.

As in Example 1, seldobhport Accounts > Import Filed
Navigate your file system and select the file that includesddia that you want
to import. Here, we will imporuser_accounts_import_test_b.csv

&+ Import Accounts

Import File  user_accounts_import_test_b.csv .

Select theSubmitbutton.

The data that NETLAB+ was able to extract from the file is shown in a table.
All of the table data is grayealt since the import process did not have sufficient
information to determine what fields contain input data.
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Bi File Data: user_accounts_import_test_b.csv

Mone v Mone v MNone - Mone -
cfaison6l Cesar Xavier Faison  bus History
rscorpio62 Robert A. Scorpio train Technology
adevane63 Anna Devane onsite Literature
sunshine64 Sebastian Sunshine  bicycle Technology
sdrucker65 Sam Drucker car Accounting
bbradleyt6 Betty Jo Bradley train Veterinary
bbradleyti6 Betty Jo Bradley train Veterinary

5. Select the first column and set the dropdownUsername

B File Data: user_accounts_import_test_b.csv

Username None - MNone -

cfaison6l Cesar Xavier Faison bus
rscorpiob2 Robert A. Scorpio train
adevanet3 Anna Devane onsite
sunshinet4 Sebastian Sunshine bicycle
sdruckergs Sam Drucker car
bbradley66 Betty Jo Bradley train
bbradley66 Betty .Jo Bradley train
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Select the semnd column and set the dropdowo FullName

B File Data: user_accounts_import_test_b.csv

Username - Full Name - Mone
cfaison61 Cesar Xavier Faison bus
rscorpio62 Robert A. Scorpio train
adevane63 Anna Devane onsite
sunshinet4 Sebastian Sunshine bicycle
sdruckerés Sam Drucker car
bbradley66 Betty Jo Bradley train
bbradley66 Betty Jo Bradley train

@ Submit © Help

The otherdata columns that are still grayed out are noteged and will not be

imported. Click theSubmitbutton.
The imported information will be included on theport Accounspage The
process of addinthe newaccounts will be completed here.

a. An initial password must be specified. If initial passwords were not

included with the imported account data (as in this example), a Default
Initial Password must be entered, which vl used for all new accounts

being created on this page.

b. The import process has generated Display Narbased on the input data

providedand populated the Displayadhe field for each recotd’he
values may be edited as needed.

c. The import process has generated Sorted Narased on the input data

providedand populated the &ted Name field for each record:he
values may be edited as needed.
d. We did not import email addressasor have we entered them here.

Assume for this example that students will enter their email addresses

themselves when they initially access their aous.
e. Notice the list of accounts to be imported includes a duplicate for
usernamebbradley66(last record in the list).
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9. Clickthe Submitbutton.

&+ Import Accounts

Community = default
Type  student

Add to Classes = Select Here

Status  Username Initial Password

@ cfaison61
2] rscorpio62
@ adevane63
e sunshine64

2] sdrucker65

AINDG

Default Initial Password

Logins

v | enabled

Full Name

Cesar Xavier Fais

Robert A. Scorpic

Anna Devane

Sebastian Sunshi

Sam Drucker

Display Name

Cesar Xavier Fais

Robert A. Scorpic

Anna Devane

Sebastian Sunshi

Sam Drucker

Sorted Name

Faison, Cesar Xa\

Scorpio, Robert A

Devane, Anna

Sunshine, Sebast

Drucker, Sam

Email

2] bbradley66

e bbradley66

Betty Jo Bradley

Betty Jo Bradley

Betty Jo Bradley

Betty Jo Bradley

oo Jo s Jorin

Bradley, Betty Jo

Bradley, Betty Jo

10. An alert message will indicate that 6 accounts were imported successfully, but
the duplicate record was not imported. Usernames must be unique in NETLAB+.
ClickUnderstood This will complete the process of adding accounts to your

system.

A

= bbradley66

due to the following errors:

* the requested name was not unique

Of 7 accounts, 6 were imported successfully, but the
following 1 could not be imported:

Please check the account information for these users
and attempt to add or import them again.
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4.1.2 Entering Account Data

An account should be created for each user to allow them to participate iraladbs
have access to content.

1. Select theAdd Accountdbutton at the bottom of the user account list

Username “  Sorted Name Email Type Action
janedoe Doe, Jane instructor -
testinstructor Mdg, Testinstructor instructor -
teststudent Mdg, Teststudent student -
testuser Mdg, Testuser student -

Show 10 v entrig 1to4of 4items n

© Add Accounts

2. The New Account page will be displayed. Complete the form with the
appropriate details for the new user. Reterthe field descriptions at the end of
this sectionln the example below, a student account is being created for user
techjones
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& New Account

Community = default - Username  techjones
Initial Password ~ seseseses Full Name Tech Jones
Add to Classes Select Here -  Display Name Tech Jones
Logins '+ | enabled Sorted Name = Jones, Tech

Type = student - Email  techjones@example.edu

3. SelectSulmit at the bottom of the page to adche new account to the system.

4. A confirmation messageill indicate that the accont has beeradded.Select
Add More Usergo add more accounts or seleboneto return to the Accounts
list.

o Account 'techjones’ added.

© Add More Users
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FieldDescriptions- Account (New/Edit)

1 Community:All users belong to a community. If only one community is present
on the system, all users will be members of tefault community.

1 Initial Password The account users will be required to change this password
during their initial login (unless the defaylissword policy setting has been
changed by the NETLABdministrator).

Passwords must meet the following requirements:

Default requirements are shown below. The requirements on your system may
differ, if your NETLABagministrator has edited the Password Policy settings.

1 Must contain 8 or more characters.

1 Must not contain more tha®4 characters.

1 Must not contain any comnmEnglish dictionary words that are more
than 3 characters long.

9 Must not contain the user ID for the account.

1 Must not contain the email address for the account.

1 Must not contain any names associated with the account.

1 Add to ClassesAdd the user to thelass roster for one or more classes available
in the community. Thelropdownwill display a list of available classes, which
may be checked to select.

Add to Classes | Select Here

EMC CIS
Logins

EMC ISM

Ethical Hacking
Type  student

roster at the same time that you create the student accoufdu may
also add users to a class roster after the user accounts have been
created. See théddd Learners to the Clfostesection.

M In many cases, you may find it convenient to add a student to a clas

1 Logins enabledCheck to enable logins for this user. If unchecked, logins will be
disabled for this user.

1 Account TypeThe account typestudent or instructor, mustbe selected for
each accountOnce an instructor record is created, the instructor may be
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assigned as a lead instructor for a class or may join a cladsa®er.A class
may contain one or morkead instructorgtrainers).All other users in the roste
(who are not leads) arkearners

An instructor with normal privileges may add student accounts only.

1 Username:The username credential used to log in to the accoUsernane
can contain lettersnumbers,and the followng punctuation characters: ped
(), at sign (@), hash (#), underscore (_), and hyphenhe UTE character set
IS supported.

Be aware that usernames are now case insensitive (exampstUser218
considered the same destuser213.

1 FullName:This name will be used laystructors and administrators for
managing the user account. Users with student accounts will see their own full
name in their user settings. Users with student accounts will nettke full
names of other users during collaborative activities such stsuator-led
training. The UTB character set is supported.

1 Display NameUsers(instructors and studentsyill see this name in
collaborativeapplicationssuch as instructeted training.This field will be
automatically populated based on the valueuyenter into the Full Name field.
You may edit the Display Name as needed.

Thisname may be visible to studeatcounts. Do not use personally identifiable
information in this field when privacy must be maintained.

1 Sorted NameThis name will be seen by instructors and administrators in sorted
lists. This field will be automatically populated based on the vabuegnter into
the Full Name field. You may edit the Sorted Name as needed.

1 Email:The user's email addredsntering an email address is optioyatcount

users will be prompted to add/update their email address and time zone
information when they initidy log in to their account.

5/17/2023 Copyright® 2023 Network Development Group, Ineww.netdevgroup.com Page65


http://www.netdevgroup.com/

AINDG

NETLAB+ Instructor Guide
4.2 Edit Accounts

1. Locate the record(s) you wish to eday enteringa full or partial User Id or name
in the search boxThis may allow you to avoid scrolling through a long list if
there are a large number of accounts in your communitye results of your

search query will be displayed in a list.

Admin » Accounis

I Community: | default - jones
ALL COMMUNITIES
Username default Email Type Action
techjone XYZ Example College techjones(@example.edu student -
testerjones Jones, Tester testerjones@example.edu student -

Show 10 v entries
© Add Accounts
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2. Select an aount by clicking on Blsername TheUser tab of theaccount detail
page will be displayed.

User Classes

Community default
Username techjones
Full Name Tech Jones
Display Name Tech Jones
Sorted Name  Jones, Tech
Email techjones@example.edu
Type Student
Enable Logins enabled

Last Login  2019-05-31 20:43:34

m m & Reset Password i Delete

3. Click on theClassesab to see a list of the classes in which the user is enrolled as
a learner or lead instructor.

User Classes
ID Name “ | Membership End Date Action
25 CCNA Routing and Switching Fall 2019 Learner Mone -

Showing 11to1of 1items

m & Reset Password T Delete
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4. To proceed to the edit page for this account, selectHukt button. The account
edit page may be used to modify the account name, email address and téeenab
and disable account loging/hen account logins are disabled, the user will not
be able to logirio the NETLABsystem.

& techjones

Username techjones
Full Name  Tech Jones
Display Name  Tech Jones
Sorted Name  Jones, Tech
Email  techjones@example.edu

Logins v enabled

Type student «

) )

5. SelectSubmitto save changes to the account record.

Please refer to th&nteringAccaunt Datasection for a detailed description of the fields
on this page or select the Help button to display the field descriptions.
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4.3 Delete Accounts

As an instructor with normadrivileges, you may delete student accounts in your
community.

Considerations before you delete an account:

Keep in mind that accounts may be assigned to multiple classes.

If the accounts are for students who will continue to use your NETEyd?em in
other classes, you can keep the accounts and add them to the class roster of
other classes as needed.

To delete an account, perform the following steps:

1
il

1. As described in th&dit Accountsection, select the account detail page of the
account you want to deleteand then cliciDelete.

User
Community default
Usemame testera
Full Name Tester A
Display Name  Tester A
Sorted Name A, Tester
Email
Type student
Logins  enabled

Last Login  never logged in

2. ClickDeleteto confirm that you want to delete the account.

9 Delete account 'testera'?

= =)
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3. A message will indicate the account has bdeteted, clickOK

o Account 'testera’ deleted.

4.4 Reset Account Passwords
It may be necessary to reset an account password if a user has losgottém their
current passwordYou may us the reset password functiotdpon initial logirfollowing
the reset the user will beequired to change the password.
1. As described in #hEdit Accountsection, select the account detail page of the
account for which you want to resethé password.
User
Community default
Username testuser
Full Name Test User
Display Name Test User
Sorted Name Ndg, Testuser
Email testuser@example.edu
Type student

Logins  enabled

Last Login  2016-07-04 13:55:52
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2. Select theReset Passworbutton to display the password reset screen.

Passwords must meet the following requirements:

Default requirements are shown below. The requirements on your system may
differ, if your NETLABagministrator has edited the Password Policy settings.

f
f
f

=

Must contain 8 or more characters.

Must not contain more tha®4 characters.

Must not contain angommon English dictionary words that are more
than 3 characters long.

Must not contain the user ID for daccount.

Must not contain the email address fordlaccount.

Must not contain any names associated witle ticcount.

& Reset Password - teststudent

Hew Password = sesessnss

Enter a temporary password for this user so they
may login to reset their password.

Confirm Password = sesesssse

Re-enter the password for confirmation.

3. Enter the new, temporary pag®rd for the account and then renter it to
confirm.
4. ClickSubmit

5/17/2023
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5 Manage Pod ACLs

If the NETLABadministrator has appointed yoto be aPod Access Contrhist (ACL)
Manager for a pod, you will have access to manage the ACL rules of thieqrémtm
the following steps to manage Pod ACLs:

1. dickManagein the upperright corner of the Home page and select tdanage
Pod ACLdropdownoption.

JAINDG

MyNETLAB

# Home Schedule *+ Manage * ) Help & testteacher ~

& Manage Classes
& Manage User Accounts
& Manage Pod ACLs

2. A list of the pods for which you have permission to marthgeACLs displayed.
On the Action dropdown for a pod, selédinage Pod ACLs

&% Pod List Search
Pod ID “ | Type Pod Name Type Activity State Action
ENC Academy
3301 _1 1M 2 EMC_ISMv2_POD1 Normal  IDLE © ONLINE -
ENC Academy
3302 1 EMC_ISMv2_POD2 Normal IDLE © OFFLINE -
=t ISM v2
4INDG
3303 Security Ethical_Hacking_Pod_1 ~ Normal IDLE © OFFLINE -

Ethical Hacking

I & Manage Pod ACLs I
Show 10 v entries Showing:ms n

3. The Pod Access Control List Rules page will be displayedAd@li&ule

Q. Pod Access Control List Rules (Allow)

No ACL rules have been applied to this ped.

© Add Rule

5/17/2023 Copyright® 2023 Network Development Group, Ineww.netdevgroup.com Page72



http://www.netdevgroup.com/

NETLAB+ Instructor Guide IIII NDG

4.

TheAdd Rulepage will be displayedror details on completing this page, see the
field descriptions below for guidance or select Help. In the example below, we
will add a pod rule that will allowall learners in théethical Hackinglassto

access the pod by sekarg the classhame in theClasdield and then clicking
Submit

Q. Add Rule
Community = default -
Class ||Ethical Hacking -
Team  None .
Account  None .

Field Descriptions Add Rule page

T

Community:Asaninstructor with normal privileges, you may assign pod rules
within your community only.

ClassSelect the class that will be allowed to schedulis fhod.
Team:Select the team that will be allowed to schedule this podeani(a
subset of a class) may only be selected ife<has been selected. Please note

that Team and Account selections are mutually exclusive.

Account:Select theaccount that will be allowed to schedule this pod. Please
note that Account and Team selections are mutually exclusive.
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5. A message will indicate that the ACL rule has been att#te pod. CliclOK

o ACL rule successfully added to pod
"Ethical_Hacking_Pod_1".

6. The pod rule that specifies all membdmnotice the "*" wildcard indicator in the
Team and User fields) of thi&hical Hackinglasshaveaccess to the pod is now
displayed in thé?od Access Control List RulEs.review the details of a pod
rule, selectiew on the Action dropdown.

@; Pod Access Control List Rules (Allow)

Community “ Class Team User Action

default Ethical Hacking * E ‘ - |

& View

I Remove

7. Detalsof the rule are displayedht option to delete the rule is also available.
ClickDismiss

Q. Rule

Community default
Class  Ethical Hacking
Team %
User %

Access Granted By testteacher

Teacher, Test
testteacher@example.edu
Instructor

Access Granted On  2017-02-02 @ 11:37
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6 Usage

Usage reporting provides valuable feedback on the use of M&ITLAB
|M system allowing you to examineser activity at a variety of level3he
uUsage reportinginformation can be exported to a CSV file, allowing you to add the
data to your own spreadsheets or reporting system.

To see usage informatioilickManagein the upperright corner of the Home page and
select theUsagedropdownoption.

IIIND #A Home Schedule +~ Manage ~ @) Help & testieacher ~
n

& Manage Classes
Manage User Accounts
MyMNETLAB & g
& Manage Pod ACLs

»”* Usage

4 Pod Designer
A Lab Designer

The Usage page will be display@&tere are several levels of reporting available, each
with aselection of sorting options. Usage information includes Reservations Made, Labs
Attended, Hours Reservednd Hours Attended, summarized according to your

seledion of usage level.

|~ Usage

% & A

Classes Accounis Labs
Usage Levels (see subsections below for details):
1 ClassesUsage is reported for selected classes.

1 Accounts Usage is reported for individual users.
9 Labs Total number of labs and lab hours per user
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6.1 Class Usage

I.l Usage informabn at the class level is displayed when classge reporting
.-' is selected. The report may be customized by selecting options (see field
descriptions below).

=

To generate usage reporting at the class level, s&lIsBETLAB> Classes

2. Use theoptions on the page to construetquery to search the log entries
(optional, see field descriptions belgw

3. ClickSubmitto view the results.

& Class Usage

Scope @ Include only active communities and classes
Include historical communities and classes

Communities =~ XYZ Example College -
Classes  Security Plus Fall 2017 -

Reservation Types |+ Student

Team
v Instructor
v Class (ILT)
From Date None ]
To Date None ]
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Field Descriptions Class Usage

T

5/17/2023

Scope:Select the scope of communities and classes tdibplayed on the
report.

0 Include only active communities and classé&3hoose to limit community
and class selections to those that currently exist or expand selections to
include deleted items that only reside in historical records. Typically,
instructorswill be more interested in active communities and classes,
which will provide a view of what students are doing in the classes they
are teaching.

0 Include historical communities and classeBhe inclusion of historical
data is useful for looking at honEN'LAB+ is being utilized, in general,
over longer periods of time.

Communities Your community will be shown here. As an instructor with normal
privileges, you may view usage information within your own community for
classes you lead.

ClassesClassesdr which you arealeadinstructor are listed. The reporting will
include data for althe classegou select.

Reservation TypesSelect the type(s) of reservations to include in the usage
report.

FromDateand ToDate: An optional From Date and/or Ta2 may be applied
by selecting the checkbox and then selecting a date on the calendanpdphe
information displayed will be limited by the selected date rarlf&eft
uncheckedthe report will contairusageinformation starting fromhe earliest
log entry available through the present.

From Date |+| 2017-01-01

Displa 4 January- 2017- b heck
log en
To Date n 2 3 4 5 6 7 g=
8 9 1w 1 12 13 14
Displa 1chec

logen 15 16 17 18 19 20 21
24 25 26 27 28
k1 1 2 3 4

22 23

20 30
© Submit h i
| suomit | —
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4. The Class Usage report is diggged. The information includeSlass Name,
Community, Reservations Made, Labs Attended, Hours ResemvedHours
Attended. You may sort the data in ascending/descending order by clicking any
of the header fieldsNext, we will export the data by selectiBgport

|#* Class Usage

Search
Class Nama = Communit Reservations Labs Hours Hours
y Made Attended Reserved Attended
Security Plus Fall | XYZ Example
2017 College / / 260 182
Page Total: 7 7 5.60 1.82
Table Total: 7 7 5.60 1.82

Showing 1101 of 1items

=

5. The data has been exported to a fitdass usage.csvLocate the file in your
computer'sdownloads folder (the folder name may vary depending on your
preferences and settings). The file can be viewed with a spreadsheet program or

text editor.
class_usage.csv |
- g
A 5 c D £ 3 =] H ]
1 cls_id  cls_name cls_uuid com_ful_name com_id com_uuid labs_afttended num_reserved time_attended_n time_reserved_min
2 23 Security Plus Fall 2017 3b6b1470-decd- XYZ Example College 2 ae24f6B3-aa31-4 7 T 109 336.1666667

3

6. When you are finished reviewing the information in NETLAB+,[istkiss

|#* Class Usage

Search
Class Name » | communit Reservations Labs Hours Hours
y Made Attended Reserved Attended
Security Plus Fall XYZ Example 7 7 5.60 1.82
2017 College
Page Total: 7 7 5.60 1.82
Table Total: 7 7 5.60 1.82

Showing 1101 of 1items
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6.2 Account Usage

@ Usage information at the individual account level is displayed when account
- usage reporting is selected. The report may be customized by selecting options
(see field descriptions below).

1. To generate usage reporting at the account level, stMg@IETLAB> Accounts
Use the options on the page to construct a query to search the log entries
(optional, see field descriptions below).

3. ClickSubmitto view the results.

A

& Account Usage

Scope @ Include only active communities and classes
Include historical communities and classes

Communities |KYZExampIeCollege - ‘

Classes |Security Plus Fall 2017 - ‘

Reservation Types |+ Student

Team
v Instructor
+ Class (ILT)
From Date None B
To Date None B3
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Field Descriptions AccountUsage

T

5/17/2023

Scope:Select the scope of communities adkdsses to be displayed on the
report.

0 Include only active communities and classé&3hoose to limit community
and class selections to those that currently exist or expand selections to
include deleted items that only reside in historical records. Typically,
instructors will be more interested in active communities and classes,
which willprovide a view of what students are doing in the classes they
are teaching.

0 Include historical communities and classekhe inclusion of historical
data is useful for looking at how NETLAB+ is being utilized, in general,
over longer periods of time.

Conmmunities: Your community will be shown here. As an instructor with normal
privileges, you may view usage information within your own community for
classes you lead.

ClassesClasses for which you asdeadinstructor are listed. The reporting will
include data for althe classegou select.

Reservation TypesSelect the type(s) of reservations to include in the usage
report.

FromDateand ToDate: An optional From Date and/or Ta2 may be applied
by selecting the checkbox and then selecting a dat¢he calendar pojup. The
information displayed will be limited by the selected date rarlf&eft
uncheckedthe report will contairusageinformation starting fromhe earliest
log entryavailable through the present.
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clicking any of the header fields. Notice in the example beleevare displaying

AINDG

4. The Account Usage reportdssplayed. The information includes User ID, Name,
Email, Community, Reservations Made, Labs Attended, Hours Resanded
Hours Attended. You may sort the data in ascending/descending order by

information for only one of the communities on the system. When you are
finished reviewing the information, clidkismiss

The Account Usage data may be exported t@arount usage.csvile.
Refer to the previous section for an example of exporting usage dat

|»~* Account Usage

UseriD =

msample

studentone

studenttwo

Show 25

Name

Sample,
Monica

One,
Student

Twao,
Student

Email

Community

XYZ
Example
College

XYL
Example
College

A i
Example
College

Page Total:
Table Total:

Reservations
Made

Search

Labs
Attended

v entries  showing 1to 3 of 3 items

]
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6.3 Lab Usage

@ Usage information at the lab level is displayed when Lab Usgupeting is
- selected. The report may be customized by selecting options (see field
descriptions below)Lab Usage data may be aggregated (grouped) by labs
and/or accounts.

1. To generate usage reporting at the lab level, seMgNETLAB Labs

2. Use theoptions on the page to construetquery to search the log entries
(optional, see field descriptions belgwn the example below, the option to
aggregate is not selected (we will show that in a second example, below).

3. ClickSubmitto view the results.

A Lab Usage
Scope @ Include only active communities and classes
Include historical communities and classes

Community ~ XYZ Example College -
class Security Plus Fall 2017 -

Reservation Types |+ Student
Team
+ | Instructor
+| Class (ILT)

Aggregate By Labs

Accounts
From Date None A
To Date None =]

O 0
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Field Descriptions LabUsage

1 Scope:Select the scope of communities and classes to be displayed on the
report.

0 Include only active communities and classé&3hoose to limit community
and class selections to those that currently exist or expand sefectd
include deleted items that only reside in historical records. Typically,
instructors will be more interested in active communities and classes,
which will provide a view of what students are doing in the classes they
are teaching.

0 Include histori@ communities and classe3he inclusion of historical
data is useful for looking at how NETLAB+ is being utilized, in general,
over longer periods of time.

1 Communities Your community will be shown here. As an instructor with normal
privileges, you mayiew usage information within your own community for
classes you lead.

1 ClassesClasses for which you asdeadinstructor are listed. The reporting will
include data for althe classegou select.

1 Reservation TypesSelect the type(s) akservations to include in the usage
report.

1 AggregateBy. Choose the Labs and/or Accounts option to aggregate (group) the
lab usage information

1 FromDateandToDate:An optional From Date and/or Taal2 may be applied
by selecting the checkbox and thealecting a date on the calendar pop. The
information displayed will be limited by the selected date rarféeft
uncheckedthe report will contairusageinformation starting fromhe earliest
log entryavailable through the present.
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4. The Lab Usagreport is displayed. The information includes User ID, Name,
Email, Community, Reservations Made, Labs Attended, Hours Resanded
Hours Attended. You may sort the data in ascending/descending order by
clicking any of the header fields. In the examipédow, the data is sorted by User
ID. The report includes detail for every lab attended for each W&erk any of
the detail rows of the report to view the lab hisigrspecific to the reservation.
285Q0ftf RA&aOdzaa 1 0 ElickDigmissidretuknyfotieKS ySEG a S C
previous page.

The Lab Usage data may be exported tala usage.csvile. Refer to
the Class Usagsection above for an example of exporting usage dai

|#~* Lab Usage: Security Plus Fall 2017

Search
: Start Hours
User ID Name Exercise :
Time Attended
studentone One, Lab 01: Network Devices and 2017- 0.15
Student Technologies- Capturing Metwork Traffic 08-02 :
studentone one, Lab 03: Protocols and Default Metwork 2017- 0.23
Student Ports - Connecting to a Remote System 08-02 '
studenttwo Two, Lab 01: Network Devices and 2017- 018
Student Technologies- Capturing Network Traffic ~ 08-02 '
One 2017-
studentone ' Lab 02: Configuring the pfSense Firewall 0.35
Student guring fhep 08-02
studentone One, Lab 01: Network Devices and 2017- 0.28
Student Technologies- Capturing Network Traffic ~ 08-02 '
Sample, Lab 01: Network Devices and 2017-
msample ) _ . 0.30
Monica Technologies- Capturing Metwork Traffic 08-02
Page Total: 1.81
Table Total: 1.81
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In this example, wevill generate the report again, but this time, we will aggregate our
results by labs.

1. From the Lab Usage page, seleabsand clickSubmit

A Lab Usage

Scope @ Include only active communities and classes
Include historical communities and classes

Community  XYZ Example College ~
Class  Security Plus Fall 2017 -
A s Pl e g Praiatt @

Y Ve = | J

)

Aggregate By v Labs
Accounts

™™ E“"‘..J\‘-ﬂ o |’“‘~'-.“

I =

2. Now, our report shows one detail line per lab, with summary informatioritfer
numberof Attendees, Total Attempignd Hours Attended for all learners in the
class. Clickismiss

|»* Lab Usage: Security Plus Fall 2017 Search
Last Total Hours
Exercise - Attendees
Attempt Attempts | Attended
Lab 01: Network Devices and Technologies- 2017-08- 3 4 0.52
Capturing Network Traffic 02 )
2017-08-
Lab 02: Configuring the pfSense Firewall 02 1 1 0.35
Lab 03: Protocols and Default Network Ports - 2017-08- ] 2 0.55
Connecting to a Remote System 02 )
Page Total: 7 1.82
Table Total: 7 1.82

Show 25 v entries  ghowing 11to 3 of 3 items n
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For this example, we will generate the report again, aggregating @utteeby bothLabs

and Accounts

1. Select the options as shown and clg@kbmit

& Lab Usage

Scope @ Include only active communities and classes
Include historical communities and classes

community =~ XYZ Example College

-

class  Security Plus Fall 2017

A ol Pt g Pt @

L]

Aggregate By |+ Labs
v | Accounts

e aaerey L SN o PRI i

& Submit © Help
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2. Here is an excerpt of the results; notice the report is now grouped by account.
When you are finished viewing the results, cliikmiss

l#* Lab Usage: Security Plus Fall 2017

& Sample, Monica

Name Initial Attempt Times Attended Hours Attended
Lab 01: Network Devices and Technologies- Capturing Network Traffic 2017-08-02 1 0.30
Page Total: 1 0.30
Table Total: 1 0.30

& One, Student

Name Initial Attempt Times Attended Hours Atiended
Lab 01: Network Devices and Technologies- Capturing Network Traffic 2017-08-02 2 0.43
Lab 02: Configuring the pfSense Firewall 2017-08-02 1 0.35
Lab 03: Protocols and Default Network Ports - Connecting to a Remote System 2017-08-02 2 0.55
Page Total: 5 1.33
Table Total: 5 1.33

& Two, Student

Name Initial Attempt Times Attended Hours Attended
Lab 01: Network Devices and Technologies- Capturing Network Traffic 2017-08-02 1 0.18
Page Total: 1 0.18
Table Total: 1 0.18

o [+
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6.3.1 Lab History and Screenshots

In the previous section, we discussed how to generate a lab usage report. Wewvill no
take a look at lab history details for a reservatimted on the report

1. To see the lab history for a reservatilisted ona Lab Usage repartlick ona
reservation detail rowon the report.

l#* Lab Usage: Cybersecurity Spring 2019

User ID Name Reservation Exercise Date = rours
Attended
. Instructor, 8.1.2.4 Lab - Configuring Basic 2019-
testinstructor 76 0.18
Test DHCPv4 on a Router 03-25
Page Total: 0.18
T=hbla Total: 0.18

2. Thelab History Summarytab will be displayed, showing details specific to the
reservation.

"D Lab History: 8.1.2.4 Lab - Configuring Basic DHCPv4 on a Router

Summary Devices PCs

Community default
Class Cybersecurity Spring 2019
ReservationID 76
PodID 1
Pod Name MAP-ASA-01
Exercise  8.1.2.4 Lab - Configuring Basic DHCPv4 on a Router

Attendees  Test Instructor

Date/Time 2019-03-25 15:28

Duration (Hrs.) 0.18
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3. If the lab topology includes lab devices (physical devices, such as routers and
switches), yowvill find details of your interaction with those devices on the
Devicedab. The dsplayoptionsare listed belowClickDismissto return to the
lab list (it may be necessary to scrbtiwn if you are on the Devices tab).

Display Options on the Devices Tab

1 Command Index:A listing of the commands entered during the lab

1 Session Log# log of the activity ocauwing on theselecteddevice.

1 Final ConfigsThe onfiguration file saved by NETLA&-the end of the lab
sessiorfor the selected device.

1 User ConfigsConfiguration files saved by the user during the lab sedsion
the selected device.

Here, theCommand Indexas been selected.

"D Lab History: 8.1.2.4 Lab - Configuring Basic DHCPv4 on a Router

Summary Devices PCs

Display | Command Index =
Time Command Index Device Command
00:05:37 Session Logs R3 show version

Final Configs

User Configs

Parfial Log: R3

Router»show version

Cisco I0S Software, C2988 Software (C2988-UNIVERSALKE9-M), Version 15.4(3)M2, RELEASE SOFTW
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1985-2815 by Cisco Systems, Inc.

Compiled Fri 86-Feb-15 17:2% by prod_rel team

ROM: System Bootstrap, Version 15.8(1r)M15, RELEASE SOFTWARE (fcl)
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In the example below, th&inal Config$or deviceR3are displayed.
‘D Lab History: 8.1.2.4 Lab - Configuring Basic DHCPv4 on a Router

Summary Devices PCs

Display | Final Configs - Device | R3 -

I'l METLAB+ saved configuration: time="2819-83-25 19:48:37 UTC" device="R3" hardware
1
! Last configuration change at 19:39:25 UTC Mon Mar 25 2819
1
version 15.5
service timestamps debug datetime msec
service timestamps log datetime msec
no platform punt-keepalive disable-kernel-core
1
hostname Router
!
boot-start-marksr
boot-end-marker
!
!
vrf definition Mgmt-intf
!
address-family ipv4
exit-address-family
!
address-family ipvé
exit-address-family
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4. If the lab topology includes PCéick on thePCdab to view any screenshots of
remote PCs that were captured during the lab session. If more than one PC is
included in the topology, select a device on the dropdown (for exanfjileAs
selected below). Thumbnail images are displayetti@tottom of the page.

Click on any thumbnail to display the screenshot. You may also scroll through the
screenshots using the button controls below the thumbnails.

These indicat¢he point at which the image was taken as hours,

“_'\U; In the picture below, notic¢ghe timestamgs under the thumbnails
* minutes, and seconds from the beginning of lab.

Summary Devices PCs

PC |PCA -
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7 Pod Designer

Pod Designeis usedn orderto createa custom pod layoutA pod
designis a template used to create one or more actual pods on a
= \j NETLABsystem.

The Pod Designer tool is used to gather tbguired information aboutemote PCs and
images.This data is stored inRod Design Filé>od design files are portabl€hey can
be shared, exported, and installed on oti¢ETLABsystemsA set of options and
passwords control dw the pod design canebused.

_'[P As an instructor, you will have access to the Pod Designer if the
— NETLAB+ Administrator has enabled your instructor account to use
- tool.

See the subsections below for details on penfing basic tasks in Pod Designer,
including viewing a list of installed pod designs and pod design details.

Please refer to th&lETLABPod Design Guider details on implementing custom pod
designs.

NETLAB+ Pod Design

General Settings Remote PCs

Ny | el

Fods

3 NETLAB+* n 3

Virtisal Ediion - = | |

NETLAB+ "‘ "}

NFD File
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7.1 Accessing Pod Designer

1. To accesthe Pod DesignerclickManagein the upperright corner of the Home
page and select thPod Designedropdownoption.

# Home Schedule ~ Manage ~ @) Help & testteacher

% Manage Classes
& Manage User Accounts
& Manage Pod ACLs

l#* Usage

%P Pod Designer
LA
.

Lab Designer

0 As aninstructor, you will have access to the Pod Designer if the

— NETLAB+ Administrator has enabled your instructor account with
— access to the tool. Contact your NETLAB+ Administrator if an error

message indicates that you do not have access.

2. If this is your first time accessitige Pod Designer, you will be required to accept
the terms and conditions. Review the notice and then d\ckept

{2 Terms and Conditions

NOTICE OF TERMS REGARDING POD AND LAB DESIGN COMPONENTS

This Notice contains binding terms regarding use of features included in the Pod Designer and Lab Designer components of the NETLAB+
software provided to you (Customer) by Network Development Group, Inc. ("NDG"). By using these tools, you agree that you are authorized to bind
and do hereby bind your employer to the terms of this Notice. This Notice supplements the existing agreement terms (Agreement) between NDG
and Customer regarding use of NDG software. The Agreement is hereby modified and supplemented by mutual consent with the terms of this
Natice.

The pod and lab tools components of Network Development Group's (NDG's) Software allows you to import network designs, lab exercises,
curriculum, and other content (Content). All such Content shall remain the intellectual property of Customer or of its suppliers. However, if such
Content is made available to NDG as part of the service(s) provided by NDG, then Customer grants to NDG the royalty-free, perpetual, non-
exclusive, and transferable right to use the Content and to publish the Content to Authorized Users, in connection with NDG's delivery of the
Software and related services under this Agreement, along with internal operational and product development activities.

Customer represents and warrants that: (a) the Content is owned by Customer, or to the extent owned by a third-party Customer has obtained the
written agreement of such third party to provide the Content to NDG for access, use and copying under the license in this Agreement; (b) the
Content does not violate any third-party copyright, trademark, trade secret or other intellectual property right; and (c) the Content does not include
and will not transmit any information, software, or other materials constituting a virus, trojan horse, worm or other harmful computer
programming routine that might damage the Software or any NDG service. Customer further acknowledges and agrees that NDG shall have no
responsibility for any access or use by Autherized Users of the Content, including but not limited to any reverse engineering by Authorized Users
of the Content.

Customer agrees to indemnify and hold harmless NDG and its employees, agents, affiliates, officers and directors against suits, claims, loss,
damage, expense, penalty or liability arising from any breach of the above warranties or otherwise relating to the Content, unless due to the gross
negligence or intentional misconduct of NDG.
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3. A welcome message will be displayed, diicklerstood

EE Welcome to Pod Designer!

Click on the Help link above at any time to view the documentation for this tool.

7.2 Viewing Pod Designs
To see a list of the pod designs available on your NETLAB+ system:

1. ThePod Design Ligs displayed when the Pod Designer optisiselected on the
Managedropdown (sedhe previoussection for info on firstime access).

2. To see thgod designs have been installed in the local NETLABtype
database on this system, cli&kow Installed Pod Designs.

€7 Pod Designer Search

Name “  Build Commit Author 1D GID Author Size Modified
NISGTC Network+ 12 Yes DOLNETP ..15D6 NDGTH 124K 2014-02-10
NISGTC Security+ 9 Yes DOLSECPV2 ...5A23 NDGJJ 35K 2015-08-21
RHSA7 3 Yes RHSA7Y .WAZZE NDGJJ 37K 2016-01-13
VMware VCADCV 6 4 Yes VMVCADCVG6 ..F6DE NDGJJ 32K 2016-01-15
VMware vSphere ICM 6 Yes VCPICMGF1 ..78BE NDGTK 72K 2016-01-14

© Create New Pod Design |® Show Installed Pod Designs | & Import Pod Design

3. Thecurrently installedpod designs will be displag. TheUsedcolumn indicates
the number of instantiated pods of each type. Click on a pod for additional
details and management optionSelect theView option on the Action
dropdown to see additional details for any of the pods displayed.
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€7 Manage Installed Pod Designs

Name

NISGTC Network+
NISGTC Security+
RHSAT

VMware VCADCV 6

VMware vSphere ICM &

“ Build Author/Org

NDGTH
NISGTC

NDGJJ
NISGTC

NDGJJ
NDG

NDG.JJ
NDG

NDGTK
NDG

4

Search

Icon/Type Action
n/a -
@ Uninstall
n/a -
n/a -
nfa -

4. Details ofthe pod design are displaye@lickDismissto return to the list of
installed pod designs.

&7 NISGTC Network+

Name

Build

Author 1D
Global 1D
Description
Author
Organization
Copyright
Support URL
Note / Comment
Origin

Used

Can Uninstall

5/17/2023

NISGTC Metwork+

12

DOLMETP
0025_9015_B226_519E_13D6
NISGTC Network+ Pod
NDGTH

NISGTC

2014

http://netdevgroup.com/content/networkplus/

Academy Edition
0

Yes, by administrator

Copyright® 2023 Network Development Group, Ineww.netdevgroup.com
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8 Lab Designer

ThelLab Designeprovides a means of creating a series of custom laboratory
exercises that may be made available for class use.

A lab design is a set of labs and related reference material that may include documents,
imagesand preset configuratio files for each lalexerciseThis data is stored inlaab

Design FileLab design files are portable. They can be shared, exported, and installed on
other NETLABsystemsA set of options and passwords control how the lab design can
be used.

NETLAB+ Administrator has enabled your instructor account to use

[_'@ As an instructor, you will have access to the Lab Designer if the
— tool.

See the subsections below for details on penfing basic tasks in Lab Designer,
includingviewing,and managing access to lab designs.

Please refer to th&lETLAB+ Lab Design Gdatedetails on implementing custom lab
designs.

METLAB+ Lab Design

Documents Images Preset Configs

oy

:G.p-:w-rnr—‘.vr.—ﬁ

®
> NETLAB+ H

. Virtual Edition

MNETLAB+
NLX File
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8.1 Accessing Lab Designer

1. To access theabDesignerclickManagein the upperright corner of the Home
page and select theabDesignerdropdownoption.

# Home Schedule ~ Manage ~ @ Help & testteacher -

& Manage Classes
& Manage User Accounts
& Manage Pod ACLs

" Usage

%7 Pod Designer
T
-

Lab Designer

_'\[T/ As an instructor, you will haweccess to the Lab Designer if the
— NETLAB+ Administrator has enabled your instructor account with
* access to the tool. Contact your NETLAB+ Administrator if an error
messaae indicates that vou do not have access.

2. If thisis your first time accessing the LBlsigner, you will be required to accept
the terms and conditions. Review the notice and then d\ckept

£l Terms and Conditions

NOTICE OF TERMS REGARDING POD AND LAB DESIGN COMPONENTS

This Notice contains binding terms regarding use of features included in the Pod Designer and Lab Designer componenis of the NETLAB+
software provided to you (Customer) by Metwork Development Group, Inc. ("NDG"). By using these tools, you agree that you are authorized to bind
and do hereby bind your employer to the terms of this Notice. This Notice supplements the existing agreement terms (Agreement) between NDG
and Customer regarding use of NDG software. The Agreement is hereby modified and supplemented by mutual consent with the terms of this
Notice.

The pod and lab tools components of Network Development Group's (NDG's) Software allows you to import network designs, lab exercises,
curriculum, and other content (Content). All such Content shall remain the intellectual property of Customer or of its suppliers. However, if such
Content is made available to NDG as part of the service(s) provided by NDG, then Customer grants to NDG the royalty-free, perpetual, non-
exclusive, and transferable right to use the Content and to publish the Content to Authorized Users, in connection with NDG's delivery of the
Software and related services under this Agreement, along with internal operational and product development activities

Customer represents and warrants that: (a) the Content is owned by Customer, or to the extent owned by a third-party Customer has obtained the
written agreement of such third party to provide the Content to NDG for access, use and copying under the license in this Agreement; (b) the
Content does not viclate any third-party copyright, trademark, trade secret or other intellectual property right; and (c) the Content does not include
and will not transmit any information, software, or other materials constituting a virus, trojan horse, worm or other harmful computer
programming routine that might damage the Software or any NDG service. Customer further acknowledges and agrees that NDG shall have no
responsibility for any access or use by Authorized Users of the Content, including but not limited to any reverse engineering by Authorized Users
of the Content.

Customer agrees to indemnify and hold harmless NDG and its employees, agents, affiliates, officers and directors against suits, claims, loss,
damage, expense, penalty or liability arising from any breach of the above warranties or otherwise relating to the Content, unless due to the gross
negligence or intentional misconduct of NDG.
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3. A welcome message will be displdyelickUnderstood

aE Welcome to Lab Designer!

Click on the Help link above at any time to view the documentation for this tool.

Always keep backup copies of your lab designs. If your account is deleted, your
personal lab design folder is also deleted.

8.2 Viewing Lab Designs
To see a list of the lab designs available on your NETLAB+ system:

1. ThelLab Design Liss displayed when the Lab Designer option is selected on the
administrator interface. This lishows the lab design files thate tied to your
account.These lab dsigns may be viewed and modified by yiuhere are no
lab designgied to your accountas showrhere), this list will be empty.

2. Alab asign must be installed before it can be dd®y the system. Cliddanage
Installed Lab Design® install lab @signs and make them available to users.

There are no NETLAB+ lab design files tied to this account.

[+ N CHCY EEVDET N OB VEGEGERLEEEVIEVDEETLEE | X Import Lab Designs

3. Thecurrently installedab designs will be disgpyed The scope of a lab design
can be public or privatésee theAccessolumn) Private lab designs can be used
only by onenstructor (the trustee). Th€lasses column indicates the number of
classes that use theedign. Select th&iew option on the Ation dropdownfor
additional details and manageent options for any of the labs displayed.
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A Installed Lab Designs

Name “* | Build Author ID
NISGTC Network+ 7 DOLNETP
NISGTC Security+ 8 DOLSECPVZ
VMware VCADCY 6 3 YMVCADCVE
ViMware vSphere ICM 6 6 VMWICMBE

GID

..1590

..F227

.F7C8

..A430

Access

Public

Public

Public

Public

AINDG

Search
Trustee Classes Action
n/a 0 D
I ® View I
n/a @ Uninstall
n/a 0 -
n/a 0 -

4. Details of the lab design are display€&lickDismissto return to the listof

installed lab é@signs.

A NISGTC Network+

Name

Build

Author ID
Global ID
Description
Author
Organization
Copyright
Support URL
Note / Comment
Access

Trustee
Authorized Communities

Can Uninstall

5/17/2023

NISGTC Metwork+

DOLNETP
0025_9015_B226_519E_1590
NISGTC Network+

NDGTH

NISGTC

2014

http://netdevgroup.com/content/networkplus/

Public (at time build was installed)
n/a
1: default

Yes, administrator only
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9 Manage Configuration Files

The File Manager is usedvew, add, change, or delete egiguration files
. and foldersNETLAB+ can upload and downlcadfiguration filego
consolebased devicesuch as routersswitches,and firewall devices in the
lab. These files are stored in ti¢éETLABftle system The NETLAB+ file manager
provides access to files and folders.

1 Filescontain the actual device configurations.

1 Folderamay contain other folderand configuration filed-olders may be either
class (shared) folders or account (sifiedo the user) folders.

o The files in the classhared folder may be accessed by the students
enrolled in the class. Students may view files, copy files, and load devices
with configuration files and folders. Students do not have access to add,
edit, or delete items in the classhared folder.

o0 Account folders may be accessed by the user or by the NETLAB+
administrator.

9.1 Configuration File Management Outside of a Lab Reservation

Using the File Manager, you can createl edit configuration files and foldergou may
find it useful to create @onfiguration file outside of a lab reservatiarhen you want to
practice your router commands or create fikesuse in later sessionhese files can be
creatededited whetheror not you have access to a router pothese configuration

files can be saved and later applied to one or more routers in the topology during a lab
session.

1. From the MyNETLARBMe page, click the Manage option and select
Configuration Files

# Home Schedule ~ Manage -

% Manage Classes
& Manage User Accounts
@ Manage Pod ACLs

»”* Usage

€7 Pod Designer
A Lab Designer

] Configuration Files

3 Configuration History
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2. Alist of folders will be displayed. Notice the list includes both account folders
and class folderdn the subsections below, we will show examples of editing a
configuration file ad creating configuration files and folders.

The default list display is All Files. You may change the display opt
to filter the list to show User Files or Class Files only.

Il All Files

All Files v

User Files
Class Files

MyNETLAB > File Manager

m All Files
All Files v Search
Name Type -
& Test Teacher (testteacher) Account Folder
4% CCNA Routing and Switching Fall 2017 Class Folder
& Cyber Security Class Folder
& Ethical Hacking Class Folder
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9.1.1 Viewing and Editing Configuration Files

Configuration files may be@ewed andedited outside 6 a lab reservation. Yodile can
be saved and lateapplied to one or more lab devicesthe topology during a lab
sessionFor the purpose of this example, we assume that the configuration files and
folders referenced have been created during a recent lab sessiorS¢seeg
Configuration Files During a Lab Reservation

1. Selectthe &b 2.5.1.2 Device Confifyidder and then click th&®1file to open it.

I All Files > Im| > B Lab 2.6.1.2 Device Configs
Search
Name Type “ Updated Action
=IR1 File 2017-10-30 15:32 -

© Create File | | © Create Folder

2. TheRd1file is displayedFor this example, we will not only view the file o
edit it. Click theEditbutton.

MyNETLAB > File Manager

I All Files > Im > B Lab 2.6.1.2 Device Configs >

[mgl

R1

'! METLAB+ saved configuration: time="2817-18-3@ 19:32:25 UTC" device="R1" hard

1

! Last configuration change at 14:88:26 UTC Wed Feb 3 2816
1

version 15.4

service timestamps debug datetime msec

service timestamps log datetime msec

no service password-encryption
1

[T=J= I TRV, [ S T R

18 hostname Router

11 !

12 becot-start-marker

13 becot-end-marker

14 !

15 !

18 !

17 noc @aa new-model

12 memory-size iomem 15
1

28 !
21 !
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3. Click inside the window and edit the file as desired. S8awtto save the
modified version.

MyNETLAB > File Manager

'! MNETLAB+ saved configuration: time="2817-18-3@ 19:32:25 UTC" device="R1" hart

1

! Last configuration change at 14:88:26 UTC Wed Feb 3 2216
1

version 15.4

service timestamps debug datetime msec

service timestamps log datetime msec

no service password-encryption
1

[L=l=- RN = VRN, [ R T X Ry o)

18  hostname Router
11 !

12 boot-start-marker
13 boot-end-marker
14 !

15 !

16 !

17 no zaa new-model
18 memory-size iomem 15
19 !

28 !

21 !

9.1.2 Creating Folders and Files

Configuration files and folders may be created outside of adabrvation. Your files
can be saved and lat@pplied to one or more lab devicesthe topology during a lab
session.

1. In this example, we will be creating a folder and configurationrilise CCNA

Fall 2017 Routing and Switchifaider. To create aubfolder for your file select
Create Folderenter a foldemame and then selecCreate

New Folder Name

lLab1

w
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2. ThelLab Ifolder will be displayed in the folder iClick the folder name to
selectit asthe current folder.

Im All Files > @8 CCNA Routing and Switching Fall 2017 System Files

Search

Name Type - Updated Actior

mlab1 Folder 2017-11-01 1118 -

© Create File | © Create Folder

3. Select theCreate Fildoutton, enter a file namgand then clickCreate

NDr=

New File Name

f

. || Sample Commands

" ——

© Create File| & Create Folder

4. After entering CLI commands, sel&aveto store the configuration file.

MyNETLAB »> File Manager

1 show version
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9.1.3 Deleting Folders and Files

To delete a file or folden the arrent directory, click the Action dropdown and select
Delete.

s All Files > W@ CCNA Routing and Switching Fall 2017 System Files

Search

Name Type “ Updated Action

mLab1 Folder 2017-11-01 1118 -

LGRS @ Create File @ Create Folder

9.1.4 Configuration History

© Delete

Configuration files for all lab devices in a topology are saved automatically by NETLAB+
at the end of a lab reservatigrreating a saved "histotyThe files aretered in a folder

named for the lab exercis&.ou may view these configuration files outside of a lab
reservation.

1. From the MyNETLAB home page, click the Manage option and select
ConfigurationHistory.

# Home  Schedule ~ Manage -

& Manage Classes
& Manage User Accounts
& Manage Pod ACLs

v Usage

%P Pod Designer

A Lab Designer

Configuration Files

gl [l

Configuration History
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2. The History Manager will bdisplayed Select the account folder.

= All Files

MName

= NDG

Search

Type

Account Folder

AINDG

3. You will see Config Group folders that contain configuration files that were
automatically aved by NETLAB+ at the end of each lab reservafielect a
folder by clicking on the name. In this example,seéect the folder from a
reservation completed on 20186-14, lab exercise 2.6.1.2 (CCNA Security).

other classes and accounts.

Name
B 2.2.4.5 Lab - Configuring IPv6 Static and Default Routes

B 3.2.1.9 Lab - Configuring Basic RIPv2

B 2.6.1.2 Lab - Securing the Router for Administrative Access

81

[ER2

[EIR3

[£183

[F1s2

5/17/2023

Type
Config Group
Config Group
Config Group
Final Lab Config
Final Lab Config
Final Lab Config
Final Lab Config

Final Lab Config

Updated

2018-06-1511:50

2018-06-1412:20

2018-06-1410:44

2018-06-1511:50

2018-06-1511:50

2018-06-1511:50

2018-06-1511:50

2018-06-1511:50

Copyright® 2023 Network Development Group, Ineww.netdevgroup.com
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were saved for individual deviceBhe listmayalso includdolders for
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[ER1

[£1s3

[ZIR3

[E51

[E1s2

[Z1R2

Name Type

Final Lab Config

Final Lab Config

Final Lab Config

Final Lab Config

Final Lab Config

Final Lab Config

5. The configuration file is displayed/hen you are finished viewing the file, click

Dismiss

LS T - W, I S O P

version 15.4

seryice timestamps debug datetime msec
seryice timestamps log datetime msec
no service password-encryption

1

hostname Router

!

boot-start-marker

boot -end-marker

1

1

!

no aaa new-model

memory-size iomem 15
1

Copyright® 2023 Network Development Group, Ineww.netdevgroup.com
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4. The configuration files saved at the end of the lab reservation for each device in
the lab topology are listed (file type is Final Lab Config). YoWwieayany file by
selecting the option on the Action dropdown.

Updated

2018-06-1410:44

2018-06-1410:44

2018-06-1410:44

2018-06-1410:44

2018-06-1410:44

2018-06-1410:44

Action

| @& View |

! NETLAB+ saved configuration: time="2815-96-14 14:44:51 UTC" device="R1"

Last configuration change &t 28:21:35 UTC Mon Jumn 12 2817
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9.2 Configuration File Usage During Lab Reservations

In the subsections below, we will show howsave, loagdand erase configuration files
during a lab reservatiorT.o illustrate these processes, we have created a lab reservation
on a Multipurpose Academy Pod (MAP). The MAP includes 3 routers and 3 switches.

£ Lab Reservations Search
D Date/Time Description Pod
1399 £ 2017-10-26 11:30 Individual Instructor Pod Reservation (private) CCNA_MAP_4
&2 2017-10-26 12:30 Class: 2.6.1.2 Lab - Securing the Router for Administrative Access ~ MULTI-PURPOSE

:A: ACADEMY POD

@ 50 mins. )
M 3 Routers, 3 Switches

Enter Lab ©

'\U/ This section assumes some basiowledge of how td&Schedule Lab
— ReservationandEnter a Lab Session
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9.2.1 Saving Configuration Files During a Lab Reservation

When saving a configuration, NETLAB+ captures the output from the 'show running' or
equivalent commands

1. To save a configuration file during a lab reservatiofeceahe device (R1 in this
example). Click the R1 button again to display the dropdown menu and select
the optionto Save Configuration

CCNA_MAP_4 > Reservation 1399 > 2.6.1.2 Lab - Securing the Router for Administrative Access Time Remaining

Eal Topology & Content ~ |+ Status n _R2 ~ | >_R3 ~ >_81 v >.82 ~ > 83~ \E ‘ﬂ?

1 Undock

&= Send Break Key

*%% NETLAB: CONNECTIN
*%%¥ NETLAB: CONNECTED of® Password Recovery

2 Erase Configuration
Router> L. Load Configuration

& save Configuration |

> Power On
B Power Off

2. You have the option to create a subfolder for your file(s), which can be helpful in
keeping your files organized. Heree will create a folder for device
configuration files for this lab by selecti@yeate Folderentering a foldename,
and then selectig Create

New Folder Name

Lab 2.6.1.2 Device Configs

Name

© Create File |0 Create Folder|
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3. Click the name of the new folder to select it as the current folder. Select the
option to Save HereThe popup box will show the default file name Bd.since
we are saving the configuration of the R1 device. @idate The file will be
saved in the_ab 2.6.1.2 Device Configdder.

File to Save

| R1|

9.2.2 Loading Configuration Files During a Lab Reservation

When loading a configuration into a device, NETLAB-entél configuration mode and
send each line of the configuration file as if you had typed it manually.

1. To load a configuration file during a lab reservation, select the device (R1 in this
example). Click the R1 button again to display the dropdown meduwsealect
the option toLoad Configuration.

CCNA_MAP_4 > Reservation 1399 > 2.6.1.2 Lab - Securing the Router for Administrative Access Time Remaining

0 48

hrs. min.

*¥% NETLAB: CONNECTIN
**% NETLAB: CONNECTED

Router>
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2. The Load Device pegp window will be displayed. You may choose to replace
the existing configuration or merge commands with the existing configuration on
the device. For this example, we vwalooseto Redace the existing
configuration with a new configuratiorand click theSelectbutton.

& Load Device

How would you like to load the configuration for device R2?

* Replace the existing configuration with a new configuration.
Merge commands with the existing configurations

3. Confirm your choice to replace the existing configuration on the device by
selectingYes

=& Load Device?

Are you sure you want to replace the existing configuration on device R2?

» CAUTION: the current configuration will be lost.
» This operation will restart the device with the selected configuration file.
» This may take several minutes to complete.
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4. Select the source location of the configuration fi@r this example, we will
select History, which will allow us to uaeonfiguration file saved from a

previous lab session.

[ _'\[T/ Configuration files for all lab devices in a topology are saved

— automatically by NETLAB+ at the end of each lab reservation. The !

* are stored in a folder named for the lab exercise. These folders may
accessed bgelecting to load configurations from History, as shown

below.
= Source Location

Where would you like to load the configuration from?

File System

*® History

5. Select the account folder by clicking the folder name.

il All Files

Search

Name Type

I NDG Account Folder
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6. The Select File page will be displayed. You will see Config Group folders that
contain configuratiorfiles that were automatically saved by NETLAB+ during
previous lab reservations. Select a folder by clicking on the name. In this example,
we select the ftder from a reservation completed on 20:08-14, lab exercise
2.6.1.2 (CCNA Security).

NETLAB+ Instructor Guide

0 The contents of the Select File page will vary. You may see
— configuration files that were saved for individual devicHse listmay
— also includdolders for otherclasses and accounts.

a

B 2.2.4.5 Lab - Configuring IPv6 Static and Default Routes

Name

m 3.2.1.9 Lab - Configuring Basic RIPv2

Type

Config Group

Config Group

i 2.6.1.2 Lab - Securing the Router for Administrative Access

Config Group

Updated Action

2018-06-1511:50

2018-06-1412:20

2018-06-14 10:44

[Es1 Final Lab Config 2018-06-1511:50 -
FR2 Final Lab Config 2018-06-1511:50 -
[E1R3 Final Lab Config 2018-06-1511:50 -
[Z1s3 Final Lab Config 2018-06-1511:50 -
Es2 Final Lab Config 2018-06-1511:50 -

7. The configuration files saved at the end of the lab reservation for each device in
the lab topology are listed (file type is Final Lab Config). Yowieayany file by
selecting the option on the Action dropdown.

Name Type - Updated Action

[ER1 Final Lab Confi 2018-06-1410:44

g
2183 Final Lab Config 2018-06-14 10:44 | @ View |

& Select

2R3 Final Lab Confi 2018-06-14 10:44 -

g
Bk Final Lab Config 2018-06-14 1044 -
[£152 Final Lab Config 2018-06-14 10:44 -
E R2 Final Lab Config 2018-06-1410:44 -
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8. The configuration file is displayed. You may choose to load this file on the device
by clicking theSelectbutton.

1 !! METLAB+ saved configuration: time="2813-85-14 14:44:51 UTC"
2 !

3 ! Last configuration change at 28:21:35 UTC Mon Jun 12 2817
4 !

%  wversion 15.4

& =zervice timestamps debug datetime msec

7 service timestamps log datetime msec

8 no service password-encryption

9 !
1& hostname Router
11 !
12 boot-start-marker
13  boot-end-marker
14 !
15 !

[ !
17 no saa new-model
1% memory-size iomem 15
19 !

=

9. Youwill see the configuration loading. Keyboard input will be disabled while the
automation is in progress.

CISC02901/K9 platform with 524288 Kbytes of main memory
Main memory is configured to 72/-1(On-board/DIMM@) bit mode with ECC enabled

Readonly ROMMON initialized
<BREAK><BREAK><BREAK>rommon 1 >
>
> # NETLAB SYNC 1 #
> # NETLAB SYNC 2 #
> # NETLAB SYNC 3 #
> dir flash:
program load complete, entry point: ex8ese3eee, size: oxlb34e
Directory of flash:

104134844 -rw- c2900-universalk9-mz .5PA.154-3.M2.bin
%] drw- n
1793 -r'w- exit

1609 -rw- R1-running-config-backup
2] drw- ipsdir
1805 -rw- running-config

rommon 5 > confreg ©x2142

KEYBOARD INPUT DISABLED (AUTOMATION IN PROGRESS) R1 | 80X 24 & | &F
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10.Next, we will load a corguration file into device R2. To load a configuration file
during a lab reservation, select the device (R2 in this example). Click the R2

button again to display the dropdown menu and selé option toLoad
Configuration.

CCNA_MAP_5 > Reservation 7241 > 2.6.1.2 Lab - Securing the Router for Administrative Access

fal Topology & Content v  |#” Status >_R1 ~ >)R3 v || >_81 ~ Time Remaining
O = Send Break K U 22
>».S2 v >.S3 v LPCA ~ = Send break Key hrs. | min.
[C] Copy Selected Text

“*¥%* NETLAB: CONNECTING

1 Undock
##% NETLAB: CONNECTED

o' Password Recovery

2 Erase Configuration
| & Load Configuration |

£ Save Configuration

& Power On
& Power Off

11.To load a configuration file without erasing the current configuration on a device,
select the option taVierge commands with the existing configurations

< Load Device

How would you like to load the configuration for device R2?

) Replace the existing configuration with a new configuration.
'® Merge commands with the existing configurations
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12.Confirm your intention to modify the existing configuration by clickingXkes
button.

< Load Device?

Are you sure you want to modify the existing configuration on device R2?

» CAUTION: This may alter the current configuration.
» This operation will merge the current configuration with the selected configuration file.

13. Forthis example, we will use a file that was sawgtthe useruring a previous
lab reservationSelect the option to load a configuration fraime File System

& Source Location

Where would you like to load the configuration from?

* File System
History

) =
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14.The Select File page will be display€kelist of files/foldersincludes class and
accoun folders. Select &lder by clicking on the foldemame.

— configuration files that were saved for individual devicHse listmay

[ [T/ The contents of the Select File page will vary. You may see
— also includdolders for other classes and accounts.

Select File
Im All Files
All Files v Search
Name Type
mNDG Account Folder
4% CCNA Summer Routing and Switching 2018 Class Folder
% Ethical Hacking Class Folder

15.The class folden this examplecontains a file that was previously saved by the
instructor. To view the file, click the file name.

Select File

e All Files > @ CCNA Summer Routing and Switching 2018 System Files

Search

Name Type - Updated Action

[2) Lab 2.6.1.2 Config for R2 | File 2018-06-18 15:35 -

© Create File | €@ Create Folder
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16. The coniguration file will be displayed. CliSelectto load the file.

W All Files > B CCNA Summer Routing and Switching 2018 System Files > [SLab 2.6.1.2

1! METLAB+ saved configuration: time="2818-86-18 19:35:24 UTC" device="R2" hardy
1

! Last configuration change &t 14:29:55 UTC Mon Jun 18 2818
1

version 15.4

service timestamps debug datetime msec

service timestamps log datetime msec

no service password-encryption
1

[rE = R Y, R TR e

1@ hostname Router

11 !

12  boot-start-marker
13 boot-end-marker

14 !

15 !

16 !

17 no @aa new-model

18 memory-size iomem 15
19 !

1
1
1
1
1
1
b1
1
1
1
1
1

32 !
33 ip cef
34 no ipvé cef

17.Youwill see the configuration loading. Keyboard input will be disabled while the
automation is in progress.

Router(config-red)#!

Router(config-red)#!

Router(config-red)#!

Router(config-red)#!

Router(config-red)#!

Router(config-red)#!
Router(config-red)#interface Embedded-Service-Engined/e
Router(config-if)# no ip address
Router(config-if)# shutdown
Router(config-if)#!
Router(config-if)#interface GigabitEthernete/e
Router(config-if)# no ip address
Router(config-if)# shutdown

Router(config-if)# duplex auto
Router(config-if)# speed auto
Router(config-if)#!
Router(config-if)#interface GigabitEthernete/1
Router(config-if)# no ip address
Router(config-if)# shutdown

Router(config-if)# duplex auto
Router(config-if)# speed auto
Router(config-if)#!
Router(config-if)#interface Seriale/e/e
Router(config—if)#l

KEYBOARD INPUT DISABLED (AUTOMATION IN PROGRESS) R2 80X24 RX & &

5/17/2023 Copyright® 2023 Network Development Group, Ineww.netdevgroup.com Pagell8


http://www.netdevgroup.com/

NETLAB+ Instructor Guide -lII NDG

9.2.3 Erasing the Configuration on a Device During a Lab Reservation

1. To erase the configuration on a device during a lab reservation, select the device
(R1 in this exampleLlick the R1 button again to display the dropdown menu
and selecthe option toErase Configuration.

zal Topology & Content ~

Router(config-1lin
Router(config-1lin
Router (config-1ina ey
Router(config-1lin ¥ Erase Configuration

= Send Break Key

. . } Load Configuratior
Router‘(conflg—lln <. Load Configuration

Router(config-1lin
% Login disabled ' il 'password' is
% Login disabled " il 'password' is
% Login disabled on line 390, until 'password' is

& Save Configuration

2. A warning message will be displayed. Se¥edto confirm that you want to
erase the configuration.

A Erase Device Configuration

Do you want to erase configuration on device R17?

= This operation will restart the device with no configuration.
= CAUTION: current configuration will be last.
= This may take a while.
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10 Schedule Lab Reservations

NETLAB+ includeseaheduling feature to facilitate selduled lab access. Reservations
can be scheduledf instructorled training,personal usefor use bya student or for

use by a teamThe scheduling options are displayed by clicHolgeduleon the top
menu baras shown belowor by selecting the New Lab Reservation button.

# Home Schedule -
.|I|NDG

@ View or Cancel Lab Reservations

E Scheduled Lab Reservations & schedule Instructor-Led Training
& Schedule Lab for Myself

& Schedule Lab for a Student

You have no scheduled lab reservations.
- N 22 schedule Lab for a Team

Select from the Schedule menu above to add reservations.

© New Lab Reservation «

The following options are explained in detail in the subsections below.

1 ®View or Cancel Lab Reservatior&ee a list of the lab reservations currently
scheduled.

q & Scheduldnstructor-Led Training: Use this optiorfor lecturing or guiding a
class of learnerdVith this option, you and a designated class will share the same
lab reservation time.

§ & Schedule Lab for MyseltJselab eqiipment for your own practice.

§ & Schedule Lab for a StuderiDesignate a student to work on a specific exercise
or free time to gain practice.

i & Schedule Lab foa Team With this typeof reservation, you can allow your
students to share lab time as team
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10.1  Schedule Instructor-led Training

You may make resenians for instructorled trainingfor any class that you are a lead
instructor. With this option, you and a designated class will share the same lab
reservation. Use this option for lecturing guiding an entire class of students.

1. SelectScheduldnstructor-Led Trainingas the schedulingption.

#& Home Schedule =

a View or Cancel Lab Reservations

& schedule Instructor-Led Training
& Schedule Lab for Myself

& Schedule Lab for a Student
&85 Schedule Lab for a Team

2. Alist of all classes for which you have been designated lead instructor will be
displayedSelect the class that wibe using the lab reservation by cliog

anywhere on the row. In the examptelow, theEthical Hacking Spring 2018
classs selected.

%% Classes You Lead

Name *  Leads Enrolled Start Dal End Date

EMC ISM Fall 2017 Test Instructor 3 Mone Mone

|Eth|'|:al Hacking Spring 2018 Test Instructor 7 Mone Mone

_'\U/ If you are a lead instructor of one class only, the Classes You Lead
— will not be displayed. Instead, the list of lab exercises (as shown be

— will be displayed immediately.
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3. Alist of lab exercises associated with the class will be displ&adct a lab
exercise by clicking the lab name.

You may search for a lab by entering a value in the search box in tr
upper-right corner.

A NDG Ethical Hacking Search
Lab Name Action
Lab 01: Reconnaissance with Nmap and Amap -
Lab 02: Social Engineering Attacks with Social Engineering Toolkit -
Lab 03: Metasploit Framework Fundamentals -
Lab 04: Web Pentesting with Nikto and OWASP Zap -
Lab 05: Password Cracking with John the Ripper and Hashcat -
Lab 06: Creating and Installing SSL Certificates -

4. To see a preview of the instructial materialassociated with a lab, select
Preview Lalon the Actiondropdownat the end of the lab list ropreviewing
the lab is optional)

Action

N

&2 Schedule Lab
@& Preview Lab
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5. The content will be displayed. The opt®available to zoonvjew, download
and print the content will vary, deperidg on your browser settings. Select
Dismisgo return to the list of labs.

| & Content: Lab 01: Reconnaissance with Nmap and Amap
|

. 4INDG fiLa
NETLAEB+
ﬂ ETHILAL HAL mites
LE8 1 Rorwibiis S wih S b A
=T
Lal = === ]
La
La

.

Lab 04: Web Pentesting with Nikto and OWASP Zap

Lab 05: Password Cracking with John the Ripper and Hashcat

6. To schedule a lab sessito perform Lab OlselectSchedule Lalon the Action
dropdownat the end of the lab list row.

Action

-

22 Schedule Lab
4 Preview Lab
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The Pod Scheduler will be displayed, allowing you to schedule a lab reservation for the
selected lab.

Pod Scheduler

A me= 2018= b Selected Day Current Time

- June T
27 28 29 30 3 12 \/ )
3 4 5 6 7 8 9 i, :
0 11 12 13 14 15 16 Hontnn®

17 18 19 20 21 2 23 10:03
24 25 26 27 zam 30 2018 Eastern Time (US & Canada)
Ethical_Hacking_Pod_1 Ethical_Hacking_Pod_2
4NDG 4ANDG
Security Security
Ethical Hacking Ethical Hacking
09:00
10:00
11:00 Reservation 101
12:00

Pod Scheduler Features:

1 CalendarUse the calendar in the uppéeft corner to select the date for the
reservation by clicking on the date of yathroice. You may scroll from month to
month by selecting the! and P buttons. Select thef button to reset the

A X L oA X

St SOGSR RIe (2 G2RlIé&Qa RIGSO

1 Selected DayThe day selectedn the calendar is shown herk.isinitially set to
0 2 R Idate®@it can be modified by making a new selection on the calendar.

1 Current TimeDisplays the current time according to your time zone settings.
The time may belisplayed using 2Rour or 24hour time, depending on your
settings.

1 Schedule TabteThe columns of the table show the pods available to you for
scheduling the selected lab. The number of pods available will depend upon the
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number and type of pods that va been installed on your NETLAB+ system.
Consult your instructor or NETLAB+ administrator if you have questions about
the pods available to yohe rows of the table show reservation tim@se

solid red line indicates the current time.

7. To select a labeservation time, scroll the table as needed to display available
time-slots. The timeslots below the red line (current time) may be selected if
available Select a lab reservation time on a pod by clicking the appropbiate

If you want to startyour lab reservation now, select the tinstot
immediately below the red line.

Ethical_Hacking_Pod_1 Ethical_Hacking_Pod_2
ANDG ANDG
Security Security

Ethical Hacking Ethical Hacking

09:00

10:00 Select Here to Start a Lab Now on Pod 1

11:00 Reservation 101

12:00

13:00

1400

In theexample abovgenotice that the 13100 timeslot for Pod 2 is naavailable
since a reservation for that time has already been made.
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8. Details of the lab reservation aresplayed. In this example raservation foran
instructor-led trainingreservation has been selectezth Pod 1Reviewthe
details chargethe End Time if needed (see picture belamd then clicksubmit

£ Add Reservation

Pod Ethical_Hacking_Pod_1
Reservation Type Instructor-Led Training
Class Name Ethical Hacking Spring 2018
Lab Exercise Lab 01: Reconnaissance with Nmap and Amap
Time Zone Eastern Time (US & Canada)
Start Time  2018-06-29 10:30

End Time  2018-06-29 11:30 =]

Length of Reservation 50 mins.

Keep in mind that the last 10 minutes of a lab reservation is used fo
system cleanup and reset. As shown in the example above, the Ler
of Reservation for a-hour timeslot is 50 minutes.

— selecting a new time on the peyp calendar (subject to pod
— availability). Time limits are not enforced for instructtad training
reservations.

[ 0 The End Time may be modified by clicking the End Time field and
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End Time | [FIENSLREED =
4 M June- 2018~ p
‘eservation

2728 29 30 A 1 2
3 4 5 6 7 B 0
m 1 12 13 14 15 16
7 18 19 20 21 22 23

24 25 26 27 zam 30

il

Sun Mon Tue Wed Thu Fri Sat m

12:00
1230
13:00
13:30
14:00

w

AINDG

9. A confirmation message will displé§electOKto return to the MyNETLAB page.

o Reservation 102 scheduled.

O OK

The lab reservation for instructded training is now displayed on tidyNETLABage.
This information will also display on the MyNETLAB page for all learner accounts in the
class roster, allowing them to enter apdrticipae in the lab reservation.

£ Lab Reservations

ID Date/Time Description Pod
102 =% 2018-06-29 10:30 ILT: Ethical Hacking Spring 2018 Ethical_Hacking_Pod_1
=2 2018-06-29 11:30 Class: Lab 01: Reconnaissance with Nmap and Amap JNDG
50 mins. Security

Ethical Hacking
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At the scheduld time, the Enter lab button will display Notice that the description
shows tlat this is an ILTr(structor-led training) reservation.

£ Lab Reservations Search
ID Date/Time Description Pod
102 &% 2018-06-29 10:30 ILT: Ethical Hacking Spring 2018 Ethical_Hacking_Pod_1
= 2018-06-29 11:30 Class: Lab 01: Reconnaissance with Nmap and Amap 4NDG
50 mins. Security

Ethical Hacking

For details on entering and performing a lab reservation, please serttex a Lab
Sessiorsection

10.2  Schedule Lab for Myself

NETLAB+ includes a scheduling option to allow instructors to schetduleservations
for their ownprivateuse.You may schedule a private lab reservation associated with
any class that you are a lead instructor.

1. SelectSchedule Lab for Myse#s the scheduling optiom list of all classes for
which you have been designated lead instructor will be displayed.

# Home  Schedule -

@ View or Cancel Lab Reservations

& Schedule Instructor-Led Training
& Schedule Lab for Myself

& Schedule Lab for a Student
i schedule Lab for a Team
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2. Select a cladsy clicking anywhere on the rown the example below, th&thical
Hacking Spring 2018lass is selected.

%% Classes You Lead

il

Name Leads Enrolled Start Dal End Date

EMC ISM Fall 2017 Test Instructor 3 Mone Mone

|Ethica| Hacking Spring 2018 Test Instructor 7 Mone Mone

- will not be displayed. Instead, the list of labeesises (as shown below
* will be displayed immediately.

[ 0 If you are a lead instructor of one class only, the Classes You Lead

3. After selecting the name of the clasa list of lab exercises associated with the
class will be displaye&elect a lab by clicking on theb name.

You may search for a lab by entering a value insdgerch box in the
upper-right corner.

A NDG Ethical Hacking Search
Lab Name Action
Lab 01: Reconnaissance with Nmap and Amap -
Lab 02: Social Engineering Attacks with Social Engineering Toolkit -
ILab 03: Metasploit Framework Fundamentals -
Lab 04: Web Pentesting with Nikto and OWASP Zap -
Lab 05: Password Cracking with John the Ripper and Hashcat -
Lab 06: Creating and Installing SSL Certificates -
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For this example, we will not preview the lab material. For an example of previeleng t
lab, please see th8chedule Instructded Trainingsection.

The Pod Scheduler will be displayed, allowing you to schedule a lab reservation for the
selected lab.

) Pod Scheduler

4 June- 2018~ ) Selected Day Current Time
sun Mon Tue Wed Thu Fri Sat June

27 2 29 30 AN 1 2 _-"\ g

o0

1 )

3 4 5 6 7 8 9 i, J
0 11 12 13 14 15 16
17 18 19 20 21 22 23 10:54
24 25 26 27 zam 30 2018 Eastern Time (US & Canada)
Ethical_Hacking_Pod_1 Ethical_Hacking_Pod_2
.|||NDG .|||NDG
Security Security
Ethical Hacking Ethical Hacking
10:00
Reservation 102
11:00 Reservation 101
12:00
13:00
14:00

Pod Scheduler Features:

i CalendarUse the calendar in the uppéeft corner to select the date for the
reservation by clicking on the date of your choice. You may scroll from month to
month by selecting thed and P buttons. Select thefs button to reset the

A % 4 oA

aSt SOGSR Rdate. (12 G2RI&Qa
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1 Selected DayThe day selectedn the calendar is shown herk.isinitially setto
0 2 R Idate®@it can be modified by making a new selection on the calendar.

91 Current TimeDisplays the current time according to your time zone settings.
Thetime may be displayed using -tdur or 24hour time, depending on your
settings.

1 Schedule TableThe columns of the table show the pods available to you for
scheduling the selected lab. The number of pods available will depend upon the
number and type opods that have been installed on your NETLAB+ system.
Consult your NETLAB+ administrator if you have questions about the pods
available to youThe rows of the table show reservation timd@#$e solid red line
indicates the current time.

3. To select a lab =ervation time, scroll the table as needed to display available
time-slots. The timeslots below the red line (current time) may be selected if
available Slect a lab reservation time on a pod by clicking the approptate

If you want to start yar lab reservation now, select the tirrsdot
immediately below the red line.

Ethical_Hacking_Pod_1 Ethical_Hacking_Pod_2
.|||NDG .|||NDB
Security Security
Ethical Hacking Ethical Hacking
10:00
Reservation 102

11:00 Reservation 107

12:00

13:00

In the exanple above, notice thee aretime-slots already reserveandnot
available for selection.
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4. Details of the lab reservation are displayed. In this example, a resenvatian
instructor privatereservation has been selected on PoRéview the details,
including changing the End Time if needed (see picture bedoaddhen click
Submit

A Add Reservation

Pod Ethical_Hacking_Pod_1
Reservation Type Instructor Private Reservation
Reserve For Test Instructor
Lab Exercise Lab 03: Metasploit Framework Fundamentals
Time Zone Eastern Time (US & Canada)
Start Time  2018-06-29 11:30

End Time = 2018-06-29 12:30 ]

Length of Reservation 50 mins.

system cleanup anceset. As shown in the example above, the Leng

M Keep in mind that the last 10 minutes of a lab reservation is used fo
of Reservation for a-lhour timeslot is 50 minutes.

“_'\U\/ The End Time may be modified by clicking the End Time field and

— selecting a new timen the popup calendar (subjedo pod

* availability) Time limits are not enforced for instructor's private
reservations.
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End Time 018-06-29 11:30 B3
4 M June- 2018~ p “~

eservation | Sun Mon Tue Wed Thu Fri Sat m

27 28 29 30 31 1 2 | 1200

3 4 5 6 7 8 0 1230
0 1 12 13 14 15 16 1300
17 18 19 20 21 2 23 1330
24 25 26 27 28 m 30 | 14:00

6. A confirmation message will display. Sel@&tto return to the MyNETLAB page.

o Reservation 103 scheduled.

y OK

The lab reservi#on for the instructor'spersonal uses now displayed on thelyNETLAB

page.
£ Lab Reservations Search
ID Date/Time Description Pod
103 £ 2018-06-29 11:30 Individual Instructor Pod Reservation (private) Ethical_Hacking_Pod_1
&2 2018-06-29 12:30 Class: Lab 03: Metasploit Framework Fundamentals 4NDG
50 mins. Security

Ethical Hacking
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At the scheduld time, the Enter Labbutton will displayallowing the instructoto enter
and participate in the lab session.

£ Lab Reservations Search
ID Date/Time Description Pod
103 £ 2018-06-29 11:30 Individual Instructor Pod Reservation (private) Ethical_Hacking_Pod_1
= 2018-06-29 12:30 Class: Lab 03: Metasploit Framework Fundamental 4ANDG
50 mins. Security

Ethical Hacking
Enter Lab ©

For details on entering and performindadb reservation, please see tliter a Lab
Sessiorsection
10.3  Schedule Lab for a Student

You may makéab resewations for use by individual studen$ any class that you are a
lead instructor.

_'\[T/ As the lead instructor of the class, ybave the option of participating
— in the lab reservation along with the student you assign. This can b
‘ helpful way of providing individual assistance to a student.

1. SelectSchedule Lab for a Studeas the scheduling option.

#& Home Schedule =

@ \iew or Cancel Lab Reservations

& Schedule Instructor-Led Training
& Schedule Lab for Myself

& Schedule Lab for a Student
& Schedule Lab for a Team
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2. Alist of all classes for which you have been designated lead instructor will be
displayedSelect aclassby clicking anywhere on the row. In the examp&dow,
the Ethical Hacking Spring 20X8ass is selected.

& Classes You Lead Search

Name “  Leads Enrolled Start Date End Date

EMC ISM Fall 2017 Test Instructor 2 None MNone

Ethical Hacking Spring 2018 Test Instructor 6 Mone Mone
_'\U/ If you are a leatdhstructor of one class only, the Classes You Lead p
— will not be displayed. Inead, the class rostgias shown below) will be

— displayed immediately.

3. The class roster will be displaye@lett a student by clicking on a Username.

& Ethical Hacking Spring 2018 Roster ‘; Search
Username Sorted Name f Team Last Login
bbradley66 Bradley, Betty Jo 3 A MNever
adevane63 Devane, Anna - A Never
a4
janedoe Doe, Jane , B 20171207
cfaison61 Faison, Cesar Xavier ; B Mever
teststudent Mdg, Teststudent ( C 2018-03-15
imatester Tester, Ima { C MNever
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4. After selesting the studentwho will be using this lab reservation, a list of lab
exercises associated with the class will be displagetect a lab exercise by
clicking the lab name.

You maysearch for a lalby entering a value in the search box in the
upper-right corner.

A NDG Ethical Hacking Search
Lab Name Action
Lab 01: Reconnaissance with Nmap and Amap -
Lab 02: Social Engineering Attacks with Social Engineering Toolkit -
ILab 03: Metasploit Framework Fundamentals -
Lab 04: Web Pentesting with Nikto and OWASP Zap -
Lab 05: Password Cracking with John the Ripper and Hashcat -
Lab 06: Creating and Installing SSL Certificates -

The Pod Scheduler will be displayed, allowing you to schedule a lab reservation
for the selected lab.
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£ Pod Scheduler

4 June- 2018~ ) Selected Day Current Time
June N
27 28 29 30 31 1 2 3 2,
3 4 5 6 7 8 09 3 r
10 11 12 13 14 15 16
17 18 19 220 21 2 23 15:28
24 zsm 27 28 29 30 2018 Eastern Time (US & Canada)
Ethical_Hacking_Pod_1
.|||NDG
Security
Ethical Hacking
15:00
16:00
17:00
18:00

Pod Scheduler Features:

i CalendarUse the calendar in the uppéeft corner to select the date for the
reservation by clicking on the date of your choice. You may scroll from month to
month by selecting thed and ¥ buttons. Select thefs button to reset the

A 4 oA

aSt SOGSR RlIeg G2 G2RIFIe2Qa RIGSO

1 Sdected Day:The day selectedn the calendar is shown herk.is initiallyset to
0 2 R daie®udt can be modified by making a new selection on the calendar.

1 Current TimeDisplays the current time according to your time zone settings.
The time may be dplayed using Rour or 24hour time, depending on your
settings.

1 Schedule TabteThe columns of the table show the pods available to you for
scheduling the selected lab. The number of pods available will depend upon the
number and type of pods that hayeen installed on your NETLAB+ system.
Consult your instructor or NETLAB+ administrator if you have questions about
the pods available to yohe rows of the table show reservation tim@se
solid red line indicates the current time.
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5. <eroll the table as needed to display available tistets. The timeslots below
the red line (current time) may be selected if availaldelect a lab reservation
time on a pod by clicking the appropridbex.

If you want to start your lab reservation now, select the tisiet
immediately below the red line.

Ethical_Hacking_Pod_1

.|||NDG
Security
Ethical Hacking
15:00
Click Here for a reservation
starting now.
16:00
17:00

5. Details of the lab reservation are display&@rify the details and then click
Submt. Review the details, including changing the End Time if needetithen
clickSubmit

2 Add Reservation

Pod Ethical_Hacking_Pod_1
Reservation Type Individual Self Study
Class Name Ethical Hacking Spring 2018
Lab Exercise Lab 03: Metasploit Framework Fundamentals
Time Zone Eastern Time (US & Canada)
Start Time  2018-06-26 15:41

End Time = 2018-06-26 16:30 i

Length of Reservation 38 mins.
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Keep in mind that the last 1finutes of a lab reservation is used for
system cleanup and reset. As shown in the example above, the Ler
of Reservation for a-hour timeslot is 50 minutes.

— selecting a new time on the peyp calendar (subjedo pod
— availability) Time limits are not enforced for reservations made by th
instructor for sudents.

[ 0 The End Time may be modified by clicking the End Time field and

5. A confirmation message will displé§electOKto return to the MyNETLAB page.

o Reservation 91 scheduled.

The lab reservation will be listed on the student's MyNETLAB page. Once the lab
reservation is active, theeservation for the individallab session will be displayed on
the MyNETLAB page for both the instructor and the designated student.

;\@/ Instructors may view both active and inactive student reservations f
— specific class by selecting the option to vieservations from the clas:
- settings page, seldd Classes

-IllNDG @ we edule = View = § tesistudent +

£ Lab Reservations

] Date/Time Description Pod

n £ 2018-06-26:15:48 Class

Ethical_Hacking_Pod_1

[ 2018-06-2616:30 5 LNDG
O 25 Class tasplos Framework Fundamentals e curity
mins. @ G GaL andamentals Ethical Hill:kilﬂ]
Eniler Lab
’ Ttodof 10
# Home Schedule ~ Manage ~ @@ Help § testinstructor =
+INDG '
£3 Lab Reservations
1] Dale/Time Description Pod
91 = 2018-06-26 15:48 Class: Ethical Hacking Spring 2018 Ethical_Hacking_Pod_1
£ 2018-06-26 16:30 User: Test Student LNDG
© 27 mins. Class: Lab 03: Metasploit Framework Fundamentals Security
Ethical Hacking

For details on entering and performing a lab reservation, please seertez a Lab
Sessiorsection
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10.4 Schedule Lab for a Team

You may maké&ab reservations for use by student teams of afgss that you are a lead
instructor.

you must assign the learners in the class roster to teaesGroup the

c To allow students to work together and share team lab reservations
Class Roster Into Teams

0 As the lead instructor of the class, you have the option of participati
— in the lab reservation along with the team you assign. This can be a
- helpful way of assisting a group of students.

1. SelectSchedule Lab for a Studeas the scheduling option.

#& Home Schedule =

@& View or Cancel Lab Reservations

& Schedule Instructor-Led Training
& Schedule Lab for Myself

& Schedule Lab for a Student
&% Schedule Lab for a Team

2. Alist of all classes for which you have been designated lead instructor will be
displayedSelect alassby clicking anywhere on the row. In the examp&dow,
the Ethical Hacking Spring 20X8ass is selected.

%8 Classes You Lead Search
Name “*  Leads Enrolled Start Date End Date
EMC ISM Fall 2017 Test Instructor 2 Mone None
Ethical Hacking Spring 2018 Test Instructor b Mone Mone
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[ _'U If you are a lead instructor of one class only, the Classes You Lead

— will not be displayed. Inisad, the class rostglas shown below) will be
‘ displayed immediately.

3. TheTeams pagwill be diplayed showing the team assignments that have been
made by the instructor to learners on tladass rosterNoticethe list is sorted by
team. Select a team by clicking on the list (you will see that all members of the

team will be highlighted, as you select Fpr this example, we have selected
teamA.

& Ethical Hacking Spring 2018 Teams

"X A A

Team “ Username Sorted Name Last Login
A bbradley66 Bradley, Betty Jo * MNever
A adevane63 Devane, Anna &» MNever
-
B janedoe Doe, Jane j 20171207
B cfaison61 Faison, Cesar )-:aﬁ.r?" MNever
b
i
C teststudent Mdg, Teststudent { 2018-06-26
C imatester Tester, Ima - Mever
-
. . o L |
Show 25 v entries Showing 1106 of 6 items - n

4. After selesting the teamwho will be using thdab reservation, a list of lab
exercises associated with the class will be displagetect a lab exercise by
clicking the lab name.

% You may search for a lddy entering a value in the search box in the

upper-right corner.
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& NDG Ethical Hacking Search
Lab Name Action
Lab 01: Reconnaissance with Nmap and Amap -
Lab 02: Social Engineering Attacks with Social Engineering Toolkit -
ILab 03: Metasploit Framework Fundamentals -
Lab 04: Web Pentesting with Nikto and OWASP Zap -
Lab 05: Password Cracking with John the Ripper and Hashcat -
Lab 06: Creating and Installing SSL Certificates -

The Pod Scheduler will be displayed, allowing you to schedule a lab reservation
for the selected lab.

£ Pod Scheduler

1 H June- 2018~ )
Sun Mon Tue Wed Thu Fri Sat

Selected Day Current Time

June

27 28 29 30 31 1 2 £
3 4 5 6 7 8 9 27 | J

0 11 12 13 14 15 16

17 18 19 20 21 22 23 65
u 25 ] 2 » 3 2018 Eastern Time (US & Canada)
Ethical_Hacking_Pod_1
4INDG
Security

Ethical Hacking

15:00

16:00

17:00

18:00
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Pod Scheduler Features:

i CalendarUse the calendar in the uppéeft corner to select the date for the
reservation by clicking on the date of your choice. You may scroll from month to
month by selecting the! and P buttons. Select thef button to reset the

A w s oA~

4SSt SOGSR RIe (2 G2RlIé&Qa RIGSO

1 Selected DayThe day selectedn the calendar is shown herk.is initiallyset to
0 2 R Idate®@it can be modified by making a new selection on the calendar.

1 Current TimeDisplays the current time aording to your time zone settings.
The time may be displayed using-i@ur or 24hour time, depending on your
settings.

1 Schedule TableThe columns of the table show the pods available to you for
scheduling the selected lab. The number of pods availablelepend upon the
number and type of pods that have been installed on your NETLAB+ system.
Consult your instructor or NETLAB+ administrator if you have questions about
the pods available to yot.he rows of the table show reservation tim&se
solid red line indicates the current time.

5. &eroll the table as needed to display available tistets. The timeslots below

the red line (current time) may be selected if available. Select a lab reservation
time on a pod by clicking the appropriabex.

immediately below the red line.

% If you want to start your lab reservation now, select the thsiet

Ethical_Hacking_Pod_1

4ANDG
Security
Ethical Hacking
15:00
Click Here for a reservation
starting now.
16:00
17.00
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6. Details of the lab reservation are display&tkrify the detailschange the End
Time if neededand then clickSubmit

£ Add Reservation

Pod Ethical_Hacking_Pod_1
Reservation Type Team Self Study
Class Name Ethical Hacking Spring 2018
Lab Exercise Lab 03: Metasploit Framework Fundamentals
Time Zone Eastern Time (US & Canada)
Start Time  2018-06-27 17:00

End Time  2018-06-27 18:00 |

Length of Reservation 50 mins.

Keep in mind that the last 10 minutes of a lab reservation is used fo
systemcleanup and reset. As shown in the example above, the Len
of Reservation for a-lhour timeslot is 50 minutes.

“_'\U} The End Time may be modified by clicking the End Time field and

— selecting a new time on the peyp calendar (subjedo pod

— availability) Time limits are not enforced for reservations made by th
instructor for teams.
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5. A confirmation message will display. Sel@étto return to the MyNETLAB page.

o Reservation 92 scheduled.

0K

The ld reservation for the teanab session will be displagieon the MyNETLAB page for
the instructor and thelearners that were assigned to teafn

# Home  Schecule =
+INDG

Manzge = gl Help & testinstrucior =
[ Lab Reservations
Date/Time Dascrigticn Pad
¥ 5 2090-08-27 1700 Elass Ethical Hacking Sprng 2008 Ethical_Hacking Pasdl 1
B 2008-06-27 1800 T A ANDG
T 48 ming Clags: Lo 03: MeteaploR Framswork Fundamentale Etl‘llcs:ltm?klliﬂ

& bitad
[ Lab Reservations
L Dl Time Deseription Ped
92 = 2018-08-Z7 1700 aee: Elhical Hacking Safing 2018 Emical_Hecking Pod_1
B 2018-06-27 10:00 Team: A
D A4 mies. Chaen: Lab 03 Metaspioi Framework Fundamennsis 5.“,:;,:,,
) ’ : Ethical Hacking
ol 1

.|||Nm i

2 Lab Reservations

[ oty Wit Demsiiptan (]
a2 ) 201E-06-Z7 17:00 Class: Ethical Hacking Spring 2018 Efwcal Hacking Pod_1
B 2018-06-27 18:00 Team: & ANDG
2 45 mins. Class: Lab 03: Metasplot Framework Fundamernals Smcurity
Ethical Hacking
i TH 1 af 1 ttems

© Mew Lah Resevaton =

For details on entering and performing a lab reservation, please se€értex a Lab
Sessiorsection.
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10.5 View or Cancel Reservations

1. Selectthe View or Cancel Lab Reservatiosshedule optiorio see a list of the
lab reservations currently scheduled.

# Home  Schedule -

@@ View or Cancel Lab Reservations

& Schedule Instructor-Led Training
& Schedule Lab for Myself

& Schedule Lab for a Student
& schedule Lab for a Team

A list of the current reservations is displayed. The optiongdw orcancel a lab
reservation are accessible by selecting the Actimpdown

reservation is active. Instructors maiew both active and inactive
student reservations for a specific class by selecting the option to vi
reservations from the class settings page, 8ed Classes

[ 0 Student reservations will be displayed on this page only while the

access to the Action dropdown and the checkfxow Active Only

% Selecting the schedule option to View or Cancel Reservations allow
which may be selected to list only currently active lab reservations.

[ _‘[T/ Instructors withcommunity administratoprivileges may view, attend,
and manage reservations for the entire community by selecting the
ShowCommunitycheckbox as shown in the picture below. This
checkbox is available only testructors who have been granted
community administrator privileges by the NETLAB+ administrator.
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MyNETLAB > Community Reservations ,
£ Lab Reservations - default } Search
F Show Active Only
’ + | Show Community
- . 4 .
ID Date/Time Pod Action
22 2019-05-28 14:30 Z MAP-ASA-01
79 @ 1.0 hours ILT: Cybe A  MULTI-PURPOSE
Exercicl :@: ACADEMY POD N
Enter Lab © é v WITH ASA
); . MAP-ASA-01
20 22 2019-05-28 15:30 ILT: CYY %  MULTI-PURPOSE
® 1.0 hours Exercisd) :@: ACADEMY POD
. v WITH ASA
@& View
Show 25 v entries Showing 11to I Cancel
2. Selectviewto display the details of a lab reservation.
£9 Reservation 80
Reservation Type  Instructor-Led Training Class
Class Name  Cybersecurity Spring 2019
Exercise Name  5.1.1.6 Lab - Configuring Basic Switch Settings
Equipment Pod MAP-ASA-01
Reserved For  Entire Class
Time Zone  Eastern Time (US & Canada)
Start Time  2019-05-28 (@ 15:30
End Time 2019-05-28 @ 16:30
Initial Configuration load default for exercise (if any)
@ Cancel Reservation
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3. You may seledDismissto return to the list of labs or sele@ancel Reservatian
You will be prompted to confirm the cancellation.

_'\U\/ The message below would also be displayed if you chose the Canc
— option on the Action dropdown on the reservatiastl

9 Are you sure you want to cancel reservation 807?

@ Cancel Reservation m

4. A message will display, confirming that the reservation has loeecelled
SelectOKto return the MyNETLAB page.

o Reservation 80 has been cancelled.
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At the scheduledime of a labreservation the Enter Latbutton will display. Select the
button to enter the lab and display the lab access interface.

Lab button at the scheduled time.

‘; \[T/ It may be necessary to refresh your browser screen to display the E

9 Lab Reservations

D Date/Time

40 £ 2016-09-27 13:00
B3 2016-09-27 14:00
@ 42 mins.

Enter Lab ©

41 £ 2016-09-27 15:00
£ 2016-09-27 16:00
© 50 mins.

Search
Description Pod
ILT: EMC ISM EMC_ISMv2_POD1
Class: Lab 01: Introduction to Storage EMC Academy
ISM v2

Individual Instructor Pod Reservation (private)  EMC_ISMv2_PQOD2
Class: Lab 06: Backup and Recovery EMC Academy

ot ISM v2

You may see thinitializing PODindicator dsplayed on the page at tHeeginning of
your sessionThis indicates thaNETLABIs in the process of initializirthe lab devices
in the podto prepare them for useAllow the initialization to proceed.

the MyNETLAB page.

c ClickDismissonly if you prefer to interrupt the process and return to

Initializing POD...
e
. ®
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11.1 Explore the Tabbed Sections of the Lab Access Interface

The lab acesdnterface is divided into several tabbed sections. Theology Content,
and Statustabs provide access to NETLAB+'s functions. Additiabalgrovide access to
the devices in the pod (devices included in pods vary).

INDG # Home Reservation v g% testinstructor v
-l

Pod 3301 > Reservation40 > Lab 01: Introduction to Storage Time Remaining
[RS8 Content ¥ o Status L SAN ~ O Linux ~ hros §n7
192.168.1.0/24
5 .10

SAN Linux

As you perform different actions throughout your lab session in any of the tabbed
sections, you will sekab Notificationsdisplayed in the right corner, below the Time
Remaining Indicator. Most messages are set to display only briefly.

L UO
Eal Topology & Content = ||+ Status 0O SAN - m hrs. | min.

Lab Motifications
Power off Linux requested by Test o
D L Instructor
I Linux viewer has disconnected. [

This PC is powered off.
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11.1.1 Topology Tab

TheTopologytab displays the lab topologyncluding the IP addressing scheme and
physical or logical connections.

In this example, the topology diagram shows two deviaeSAN and a Linux machine.

(ALY & Content ¥ | Status L SAN v L Linux ~

192.168.1.0/24

SAN Linux

Clicking on the icon of a device on the topology diagram will change
active tab to he tab for the selected device (accessing a device is

discussed below).
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11.1.2 Content Tab

TheContenttab displays the lab content, the instructional material associated with the
lab.

If the content is not displayed on the Content tab, please refer to the
section below for configuratioguidance.

Pod 3301 > Reservation 40 > Lab 01: Introduction to Storage Time Remaining

0 25

hrs.

fal Topology W-EeLIC SR AN |~ Status L[ SAN ~ | L Linux -~

Lab 1: Introduction to Storage

3. Switch to the Topalogy window and click on the Linux client.

—

Linux

4. Loginto the Linux client machine. Ensure that the username is set to sysadmin,
then type emcstwdent in the password field. Click the Log In button or press
Enter to log into the system.

5. Open Firefox by clicking on the Web Browser icon in the opp louncher located on
the bottom panel bar.

ma 8uEET N

You may see options to rotate the display of the content, downlead print. The
options available will vary depending on your choice of browser and your browser
settings.

Eal Topology -E=MCHERAN |~ Status L[ SAN - L Linux -

Lab 1: Introduction to Storage
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To adjust your view of the content, you may see buttons to toggle the content display
between Fit to Width/Fit to Display and Zoom in/Zoom out.g3doptions will vary,
depending on your browser selection and browser settings.)

3. Switch to the Topology window and click on the Linux client.

N
Linux ar

4. Log into the Linux client machine. Ensure that the username is set to sysadmin,
then type 1 in the password field. Click the Log In button or press
Enter to log into the system. +

5. Open Firefox by clicking on the Web Browser icon in the opp launcher located on
the bottom panel bar.

[ H@Ehﬁ] .

11.1.2.1 Configure the Browser to Display Content

If your browser is not configured to view PDF files inside the browser, the content will
not be displayed. Insteagiou will £e a messagsimilar to the screen shown below.

Eal Topology E=EEMICHERAN |+~ Status L[ SAN - O Linux ~

pdf

Your browser does not appear to be configured to view PDF files inside of
the browser.

Click this link below to try to open the document using your configured PDF
software application.

Launch PDF: Lab 01: Introduction to Storage

You may launch the PDF in a separate window by clicking the link. But, if you would like

to configure your browser to display the PDF, you may do so by following the steps
below. For this example, waill configure the Firefox browser. The steps required to

configure your browser will vary, depending on your selection of browser and browser
settings.
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1. Open the Firefox menu and sel€@ptions, which will open in a new browser tab.

I | |

& Signinto Sync

L X¥]

I\ Library >
g Add-ons Ctrl+Shift+A
¥ Options

,/ Custgpize..

2. Scroll down the @tions page and locate the Applications sectiSelect the
Content Typef Portable Document Format (PDBEhd set the Action téreview
in Firefox

Applications

Choose how Firefox handles the files you download from the web or the

applications you use while browsing.

£ Search file types or applications

Content Type ~ | Action

—rr . oo "

& mailto [T Use Microsoft Office Outlook (d...

T Portable Document Format (PDF) LY Preview in Firefox ¥ |E

& Video Podcast

& whbx (2 Always ask

B Web Feed *, SaveFile

& webcal [~ Use Adobe Acrobat (defa... -
Use other...

3. Select the browser tab to return to your NETLAB+ lab session. It may be
necessary to reload the browspageand reselect the Content tab. The content
should now be displayed.
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11.1.3 Status Tab

The status of all devices in the pod is displayed orSta¢ustab.

Time Remaining

0 071 20

Eal Topology & Content - O SAN ~ | O Linux - hrs. | min. | sec.

L Lab Devices

EMC_ISMv2_POD1 > Reservation 79 > Lab 01: Introduction to Storage

Device Type Power Status Connections Action
D san Linux & Powered On -
Send CTRL+ALT+DEL
D Linux Linux & Powered On
1 Undock
O Actual Size

[ Scale Display

& Power On
™ Power Off

NETLAB+ provides several options for managing defopésns available vary by
device) which may be accessed by clicking on the Adi@pdown

1 Send CTRL+ALT+D&imulate the action of pressing CTRL+ALT+DEL on the
device.

1 Undock:Access to the device is made available in a separate, floating window,
allowing you to position and arrange windows to suit your neéds.details,
see theUndockand Dock Device Windowsction.

1 Actual Size, Scale Displagptionsto adjust thesize of the output displayed in
the window, relative to thesize of the viewewindow.

1 Power on, Power OffOptions to toggle the power of the device.

5/17/2023 Copyright® 2023 Network Development Group, Ineww.netdevgroup.com Pagel55


http://www.netdevgroup.com/

NETLAB+ Instructor Guide IIII NDG

11.2 Access a Device

In this section, we will illustrate the process of accessing one of the devices in the pod,
starting from theTopologytab. For this example, we will use a Mutirpose Academy
Pod (MAP).

1. Access the R1 routday clickirg the i©on onthe topology diagram or by clicking
on theR1device tab.

2. The active tab will change to tliRltab, andthe R1 routewill be displayed in
the viewer. You may interact with the device as if you were accessing it directly,
including entering credentials (hycally provided in content) and entering
commands.
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