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PART 117 PLANNING
1 Introduction

The NETLAB e Network Fundamentals PadipportasmanyCCNA 4.0 Explorationl lab
exerciss.

1A

| = =

-_— @ -

You may have up teight @) Network FundamentalBods perNETLAB sz System.

TheNetwork FundamentaRod featuredirectaccessto routerand switchconsoles.
Integration with a separatéMware Serversuppors up toseven(7) virtual PCs
NETLAB e can providaemoteaccess to the keyboard, video, and moughefMware
virtual machinesn the pod.

NETLAB se users in a team or instructlad class can share access to a device console or
PC.
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1.1 Deviations

Remote users may gebnfused by local deviations from thersdard curriculum and
labs. The curriculum igelativelycomplex and offers many opportunitiesitona k e
adj ust ment df ydurdNETLABg podsawill fetnadeaccesdile outside your
local Academyyou should carefully consider the impacteiviatons and substitutions.

Even if yourusercommunity islocal or relatively smallwe recommend that you (1)
Documenthe specifics of your pods and (@¥ethe NETLAB A News and
Announcement®ature to point users to your documentation.

1.2 Remote PC Support

A Network Fundamentals Patdipportsup toseven(7) remotePCs NETLAB s allows
three alternative settings for each:

e Direct/VMware. ThePC is implemented as a VMware virturaachine.
o Users can control the keyboard, video, and mouse.
0 Users campower on, shutdown, reboot, and revert to a clean. state
0 Usesscan have administrat rights.

e Indirect. The PC is implementetut not managed QYETLAB e.
0 Usersmay be able to interact withe PG but cannot access the keyboard,
video, or mous¢hroughNETLAB x¢.

e Absent The PC is not implemented.

These options arfelly explained in th&\ETLAB+Remote PC Guidimr VMware Server
Implementation Direct/VMware offers complete administrative access on the remate PC
To learn more about VMwai®erver please visit
http://www.netdevgroup.com/ae/vmware.htm

Direct/Standalone (as described in REETLAB+Remote PC Guidi®r Standalone
Implementatiohis notsupported on this pod.
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1.3 Dynamic Topologies

The Network Fundamentals Pod features dynamic topolotiESLAB »= can alter the
topology and reposition PCs by manipulating VLANs on the control switch. This is done
automatically based on the selecteddabrcise. Instructors can change exercises and
topologies during instructor led class reservations.

In the CCNA Exploration 1 curriculum, the dynamic topologies feature isins@der to
alter the NFP pod to support labs with the following logicabtogy.

Subnet A Subnet B

Fa0/1 Fa0/1 _

Subnet C

Subnet D

Subnet F

l
l
[ Subnet E
l

This topology requires two (2) FastEthernet interfaddisysical outer R2 in the NFP
topologyis usedor therouteractivitiesin the diagranabove and therefore must have
two FastEthernet interfaces. See sec®drfor specific equipment requirements.
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2 Lab Device Requirements

Lab devicesre part of the topology and users aaeract with theneither directly or
indirectly.

The equipment listed in subsequent sections is derived frooffitial Academy
spreadshee&tCMExplorationEquipmentList xls  (June 2007).

Other equipment may work if it is supportedM§TLAB,: and can meet thainimum
requirenentsfor feature setanterfaces, 10S, RAMand Flash A list of NETLAB e
supported lab equipment can be found on the NDG website. Please note, compatibility
with NETLABA: does not guarantee compatibility with the Academy labs.

2.1 Routers R1, R2 and Switch S1

Ethernet Serial Recommended
Router Recommended .
Name Routers Ports Ports Serial
Required Required Modules
R1 Cisco 1841 1 1 1 x WIC-2A/S
R2 Cisco 1841 2 1 1 x WIC-2A/S
S1 Cisco 2960 7 N/A N/A

Router R2 requires two FastEthernet interfaces to support several labs in CCNA
Exploration 1. Please refer to sectibffor details.

Serial intefaces may be butn, or provided by modular interface cards such as the
WIC-2A/S. Serial connections between routers require the appropriate serial cables.
You can use DTE and DCE cables baafback, or special cables that provide both DTE
and DCE inone cable (available from SIGMAnet).

The control switch requires additional configuration commands to accommodate switch
S1. Please refer to sectire

The global commanboot enablebreak must be enabled on switch S1 for proper
operation. Please see refer to seclidh
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2.2 PCs and Servers

A Network FundamentaBodsupports/ VMware Servervirtual machines4 are
required, 2 are optionabndlplays a server rolgEagle Server) VMware Serveris
installed on a separate server.

The following operating system choices aygital based on the curriculunThese
choices are not mandatory; you can make substitutions provided:

(1) VMware Serversupports the operatingsysténaes a .iguest 0)
(2) Your chotes arecompatible with the curriculum.

Virtu'al Recommended Functions

Machine o/s
PC1A Windows XP Student PC, client activities
PC1B Windows XP Student PC, client activities
PC2A Windows XP Student PC, client activities
PC2B Windows XP Student PC, client activities
PC3A Windows XP Student PC, client activities
PC3B Windows XP Student PC, client activities
Server Eagle Server The network services provided:

Instant Messaging
Wiki Server

Domain Name Server
Email Server

Web Server

FTP

TFTP

SSH

2.3 Eagle Server

Eagle Server is a pitauilt application server that can be downloaded from the Tools
section of Academy Connech. Appendix Aof this document describes how to install
and run Eagle Servasa VMware Servevirtual machine.

The NDG implementation of Eagle Server allows direct access to the Eagle Server

console. he KDE graphical user interface has been disabledriserve server memory
and bandwidthand to improve remote access performariCBE is not required.

Please refer tBppendix Afor specific installation instructions for Eagle Server.
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3 Control Device Requirements

NETLAB e control devicegrovide internal connectivity, console access, and managed
power. Control devices are dynamlgahanaged bWWETLAB e and are not@essible
or configurable by lalisers.

TheNETLAB+ AdministratorGuideexplains how to add, change, or delete control
devices.

A Network Fundamentals Padquires the followingontrol device resources:

Control Device Resource Quantity Required

Control Switch 10 consecutive ports
1 reserved port (VMware server)

Access Server 3 lines

Switched Outlet Devices 3 outlets

3.1 Control Switch Overview

NETLAB e USes a control switch to provide connectivity betwaevices in aNetwork
Fundamental®odand VMware server(s)This podrequireslO consecutive porton a
supported control switch (other than a Catalyst 1900 series).

S CONTROL SWITCH

Any Reserved Port

+0 +1  +2 +3 +4 +5 +6 +7 +8 +9 Trunk

B (c BE Flc|H 1 H port —

VMware

ISP Central E24 | Server

Ports are labele#l0 to +9 in the diagram and are relative to these port These ports
must be consecutivan the same control switch

The FastEthernet connections betwterab switch and S1 arttie control switch
require crossover Ethernet cables (unless one or both switches support MDX).

The control switch requires additional configuration commands to accommodate switch
S1. Please refer to secti6r

8/26/2008 Page 8 of 52



NETLABAe Network Fundamentals Pod www.netdevgroup.com

Ports +8 and +9 (S1 E5/E6)aallocated even if the PCs from group 3 are not
implemented.Thereforewe recommend cabling these ports to avoid accidentally using
them for something else.

As with all pods, you choose a base port forgbd during pod installation (secti&iy

A control switch can support multiple pod§o determine the actual port numbesed
for thispod add the base port number to the relative pombersshown in the diagram
For example, if the base port is 5, theuatport numbers will be 5 t.

Using SNMP NETLAB e will automaticallysetup VLANs and configure ports on the

control switch These VLANs are depicted aslettBr&éa 0 t Miboagtd r epr esent
subnet in the topologyEachNETLAB st pod has a uniquéLAN pooland the actual

VLAN numbers will be unique for eadtETLAB e pod. This is to avoid conflict

between pods.

On e i r epereon theecdnirol switch connedtsan 802.1QNIC card on the
VMware Server. This allows devices in the pod to communicate with virtual machines.

The reserved port may be located on a different control switch, provided that all links
between control switches aatsoconfigured a802.1Qtrunksandall VLANSs are

allowed. You may also have more than one VMw&ererand virtual machines in the
pod can be located on differeviiware Servers. For more details, please see seciion
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