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PART 1 ï PLANNING 
 

1 Introduction 
 

The NETLABAE Network Fundamentals Pod supports many CCNA 4.0 Exploration 1 lab 

exercises. 

 

 
 

You may have up to eight (8) Network Fundamentals Pods per NETLABAE
 
system. 

 

The Network Fundamentals Pod features direct access to router and switch consoles.  

Integration with a separate VMware Server supports up to seven (7) virtual PCs.  

NETLABAE can provide remote access to the keyboard, video, and mouse of the VMware 

virtual machines in the pod. 

 

NETLABAE users in a team or instructor-led class can share access to a device console or 

PC. 
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1.1 Deviations 

 

Remote users may get confused by local deviations from the standard curriculum and 

labs.  The curriculum is relatively complex and offers many opportunities to ñmake 

adjustments to the labsò.  If your NETLABAE pods will be made accessible outside your 

local Academy, you should carefully consider the impact of deviations and substitutions. 

 

Even if your user community is local or relatively small, we recommend that you (1) 

Document the specifics of your pods and (2) Use the NETLABAE News and 

Announcements feature to point users to your documentation. 

 

 
1.2 Remote PC Support 

 

A Network Fundamentals Pod supports up to seven (7) remote PCs.  NETLABAE allows 

three alternative settings for each: 

 

 Direct/VMware .  The PC is implemented as a VMware virtual machine. 

o Users can control the keyboard, video, and mouse. 

o Users can power on, shutdown, reboot, and revert to a clean state. 

o Users can have administrator rights. 

 Indirect .  The PC is implemented, but not managed by NETLABAE. 

o Users may be able to interact with the PC, but cannot access the keyboard, 

video, or mouse through NETLABAE. 

 Absent.  The PC is not implemented. 

 

These options are fully explained in the NETLAB+ Remote PC Guide for VMware Server 

Implementation.  Direct/VMware offers complete administrative access on the remote PC.  

To learn more about VMware Server, please visit 

http://www.netdevgroup.com/ae/vmware.htm. 

 

Direct/Standalone (as described in the NETLAB+ Remote PC Guide for Standalone 

Implementation) is not supported on this pod. 

  

http://www.netdevgroup.com/ae/vmware.htm
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1.3 Dynamic Topologies 

 

 The Network Fundamentals Pod features dynamic topologies.  NETLABAE can alter the 

topology and reposition PCs by manipulating VLANs on the control switch.  This is done 

automatically based on the selected lab exercise.  Instructors can change exercises and 

topologies during instructor led class reservations. 

 

In the CCNA Exploration 1 curriculum, the dynamic topologies feature is used in order to 

alter the NFP pod to support labs with the following logical topology.   

 

 
 

This topology requires two (2) FastEthernet interfaces.  Physical router R2 in the NFP 

topology is used for the router activities in the diagram above, and therefore must have 

two FastEthernet interfaces.  See section 2.1 for specific equipment requirements. 
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2 Lab Device Requirements 
 

Lab devices are part of the topology and users can interact with them either directly or 

indirectly. 

 

The equipment listed in subsequent sections is derived from the official Academy 

spreadsheet CCNAExplorationEquipmentList .xls  ( June  2007) .  

 

Other equipment may work if it is supported by NETLABAE   and can meet the minimum 

requirements for feature sets, interfaces, IOS, RAM, and Flash.  A list of NETLABAE  

supported lab equipment can be found on the NDG website.  Please note, compatibility 

with NETLABAE  does not guarantee compatibility with the Academy labs. 

 

 
2.1 Routers R1, R2 and Switch S1 

 

Router 
Name 

Recommended 
Routers 

Ethernet 
Ports 

Required 

Serial 
Ports 

Required 

Recommended 
Serial 

Modules 

 
R1 

 
Cisco 1841 

 

 
1 

 
1 

 
1 x WIC-2A/S 

 
R2 

 
Cisco 1841 

 

 
2 

 
1 

 
1 x WIC-2A/S 

 
S1 

 
Cisco 2960 

 
7 

 
N/A 

 
N/A 

 

Router R2 requires two FastEthernet interfaces to support several labs in CCNA 

Exploration 1.  Please refer to section 1.3 for details. 

Serial interfaces may be built-in, or provided by modular interface cards such as the 

WIC-2A/S.  Serial connections between routers require the appropriate serial cables.  

You can use DTE and DCE cables back-to-back, or special cables that provide both DTE 

and DCE in one cable (available from SIGMAnet). 

The control switch requires additional configuration commands to accommodate switch 

S1.  Please refer to section 8.2. 

 

The global command boot enable-break must be enabled on switch S1 for proper 

operation.  Please see refer to section 8.3. 
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2.2 PCs and Servers 

 

A Network Fundamentals Pod supports 7 VMware Server virtual machines, 4 are 

required, 2 are optional and 1plays a server role (Eagle Server).  VMware Server is 

installed on a separate server.   

 

The following operating system choices are typical based on the curriculum.  These 

choices are not mandatory; you can make substitutions provided:  

 

(1) VMware Server supports the operating system (as a ñguestò). 

(2) Your choices are compatible with the curriculum. 

 

Virtual 
Machine 

Recommended 
O/S 

Functions 

PC1A Windows XP Student PC, client activities 

PC1B Windows XP Student PC, client activities 

PC2A Windows XP Student PC, client activities 

PC2B Windows XP Student PC, client activities 

PC3A Windows XP Student PC, client activities 

PC3B Windows XP Student PC, client activities 

Server Eagle Server The network services provided: 
 
Instant Messaging 
Wiki Server 
Domain Name Server 
Email Server 
Web Server 
FTP 
TFTP 
SSH 

 

 
2.3 Eagle Server 

 

Eagle Server is a pre-built application server that can be downloaded from the Tools 

section of Academy Connection.  Appendix A of this document describes how to install 

and run Eagle Server as a VMware Server virtual machine. 

 

The NDG implementation of Eagle Server allows direct access to the Eagle Server 

console.  The KDE graphical user interface has been disabled to conserve server memory 

and bandwidth, and to improve remote access performance.  KDE is not required. 

 

Please refer to Appendix A for specific installation instructions for Eagle Server. 
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3 Control Device Requirements 
 

NETLABAE control devices provide internal connectivity, console access, and managed 

power.  Control devices are dynamically managed by NETLABAE and are not accessible 

or configurable by lab users. 

 

The NETLAB+ Administrator Guide explains how to add, change, or delete control 

devices. 

 

A Network Fundamentals Pod requires the following control device resources: 

 

Control Device Resource Quantity Required 

Control Switch 10 consecutive ports 
1 reserved port (VMware server) 

Access Server 3 lines 

Switched Outlet Devices 3 outlets 

 

 
3.1 Control Switch Overview 
 

NETLABAE uses a control switch to provide connectivity between devices in a Network 

Fundamentals Pod and VMware server(s).  This pod requires 10 consecutive ports on a 

supported control switch (other than a Catalyst 1900 series).  

 

 
 

Ports are labeled +0 to +9 in the diagram and are relative to the base port.  These ports 

must be consecutive on the same control switch.  

 

The FastEthernet connections between the lab switch and S1 and the control switch 

require crossover Ethernet cables (unless one or both switches support MDX).  

 

The control switch requires additional configuration commands to accommodate switch 

S1.  Please refer to section 8.2. 
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Ports +8 and +9 (S1 E5/E6) are allocated even if the PCs from group 3 are not 

implemented.  Therefore, we recommend cabling these ports to avoid accidentally using 

them for something else. 

 

As with all pods, you choose a base port for the pod during pod installation (section 5).  

A control switch can support multiple pods.  To determine the actual port numbers used 

for this pod, add the base port number to the relative port numbers shown in the diagram.  

For example, if the base port is 5, the actual port numbers will be 5 to 14. 

 

Using SNMP, NETLABAE will automatically setup VLANs and configure ports on the 

control switch.  These VLANs are depicted as letters ñAò through ñIò and represent one 

subnet in the topology.  Each NETLABAE pod has a unique VLAN pool and the actual 

VLAN numbers will be unique for each NETLABAE pod.  This is to avoid conflict 

between pods. 

 

One ñreservedò port on the control switch connects to an  802.1Q NIC card on the 

VMware Server.  This allows devices in the pod to communicate with virtual machines. 

 

The reserved port may be located on a different control switch, provided that all links 

between control switches are also configured as 802.1Q trunks and all VLANs are 

allowed.  You may also have more than one VMware Server and virtual machines in the 

pod can be located on different VMware Servers.  For more details, please see section 7. 

 

 
  


