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OBJECTIVES

PART 1 - Background

What is a remote PC?

What can users do with a remote PC
What is a virtual machine?

What does ESXrovide?

How does NETLAB+ integratéh ESX2

PART 271 Planning

¢ \What software is needed?
¢ What hardware is needed?
¢ How manyESXnhost servers do | need?

PART 31 VMware Server Setup

Install ESXi

Create NETLAB+ management account
Configure physical networks

Install VMware Infrastructure Client
Prepare for virtual networking

PART 41 Adding Virtual Machines

e How do | add a \imal machine to my ESXi ser®er

N/ DG
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¢ How do Imake a virtual machine accessible to NETLAB+ users?

PART 571 Connecting Virtual Machines to Real Lab Devices

e Connecting to an External Network
e Creating VLAN interfaces

PART 61 Verifying Connectivity and Troubleshooting

o Verifying Connectivity Between Virtual Machines and Lab Gear

¢ Identify and resolve the s frequently encounteredssues.

7/20/2010
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Part1  Background

This section builsla fundamental understanding diow remote PG, virtualizationand
NETLAB+ work together.

Objectives

What is a remote PC?

What can users do with a remote PC?
What is a virtual machine?

What does ESXi provide?

How does NETLAB+ integrate with ESXi?

1.1 What is a Remote PC?

Aremote PQs a personal computer or server that can be remotalgessed from

another PC.Remote accesallows auserto have full access to theeyboard, video, and
mouse of the remote PONETLAB+ provides btiilt client software for remote access,
whichislo® SR I dzi2YF GAOFff& @Al GKS dzaSNIa

Campys

Remote pc [@ [ |

Remote Server

User
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1.2 What Can Users Do With a Remote PC?

Users can remotely access tkeyboard, video, and mouse of a virtual machine.
NETLABa&lso provides special featuresch as shared simultaneous access, interfacing
with real lab equipmentrfuters, switches, and firewalls), remotely powering a PC on or
off, and restoring the PC to a clean state. This offers a wide range of possibilities. Here
are a few scenarios that are being used today.

e Application ®rvice Providesstudents with access to real operating systems
and application software, without distributing software or licenses.

e Distance LearningProvidesremote instructorled training by allowing
simultaneous shared access to remote PCs and remote ser@averal users
Oly O2yySOG G2 | yR &kKuddtertatesttidBaie 0S t/ QA&
time. Using NETLAB+, studsrttan observe whdhe instructoris doing on the
remote PCand viceversa.

¢ Resource &heduling. Provides controlled, scheduledisage to limited hardware
resources.

e License Minagement. Limitsthe number of licensed operating systems or
software applications that can be used at the same time.

e Online General IT TrainingProvidson-line access to real operating systems
and real application software. Using NETLAB+, remote PCs can be completely
isolated from production networks, providing a safe environment for instructors
and students to do things that are not typically allowedmroduction networks.
Students can safely experience administrative privileges in complex computing
environments. You can now mvide labsthat are not practicafor students to
set up at home, oscenarioghat would be too difficult to set up by new |
students.

e Online Lab Blivery. Providesremote delivery of student assignments and lab
work.

¢ Online Network Taining. Provides online delivery of network training. Remote
PCs can be interface with real lab equipment, such as routers, switches, and
firewalls, all of which can be accessed remotely using NETLAB+.

¢ Online Security faining. Provides online delivery of security training. Using
NETLAB+, remote PCs can be completely isolated from production networks,
providing a safe environment for insictors and students to do things that are
not typically allowed on production networks. This might include configuring PCs
and lab devices using administrator privileges, installing new software, capturing
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network traffic, experimenting with firewalls andPNs, running malicious
software, and scanning networks. At the end of the lab reservation, NETLAB+
will undo any changes.

1.3 What is a Virtual Machine?

In NETLAB+ \artual machindgs a remotePC oremote serverthat runson virtualized
hardware. Alough the hardware is virtualizetgal operating systesiand real

application softwarecan still be used; virtual hardware appears to be real as far as the
software is concerned. In fact, the software running on a virtual machine is allowed to
execute irstructions directly on the real CPU. This provides relatively good
performance comparable toactualhardware in most cases. A special process known as
the hypervisormanages workloadmongyvirtual machineto ensure that each
applicationhas time to execute.

The result is that virtualization allows you to host real operating systems and real
application software with fewer hardware resources.

g Virtual Machine g Virtual Machine g Virtual Machine

Windows Windows Linu
Applications Applications Applications

(real) (real) (real)

4» Windows /v Windows A Linux

HP Server 2003 0/fs

(real) ' (real) ' (real)

[UidualHardware J [UidualHardware J [‘-.-firtuaIHardwarE

4 N

Virtualization Software

[ Physical Hardware

Host System

To implement virtual machines, the NETLAB+ software interfaces with third party
virtualization products that run on separate servers (not on the NETLAB+ serhes).
guide is specific to EEXom VMware Inc.
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NETLAB+ provideemote PCGaccess solutionfor both virtual machines and real
standalonePCs.However, due to the rapigrogress of virtualization technology and the
numerous benefits it provides, NDG recommends that all new remote PCs be
implemented using virtual machines. New development and support for standalone PC
interfacing is no longer provided by NDG.

1.4 What Does ESXi Provide?

VMwareESXprovidesvirtualizationserversoftware. The softwareabstracts computing
resources so that severBICr servers can run on the same physisaiver.

EachNETLABfemote PC orremote server runs inside of @rtual machine ESXi
providesvirtual CPU, virtual memory, virtual disk drives, virtual networking interface
cards, and other virtual hardwaréor each virtual machineESXalso provides the
concept of a virtual networking switch. Virtual switches can be connecteebio
networks via host network adapters, allowing virtual machines to connect to real
networks.
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{3  ESXiHost [Software)

Virtual Machine [(Guest) Wirtual
Switch
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15 How Do NETLAB+ and ESXi Servers Work Together?

NETLABiterfaces withESXvirtualization servesusing protocols and application
programming interfacesAPI) to incorporate virtual machines (PCs and servers) into the
lab environment, and make them remotely accessible in an-eas\ge intuitive way. It
also facilities sharing so that multiple users can access the keyboard, video and mouse
of a virtual ma&hine simultaneously.

Training Self Study
o ™ ~
E e " &
- i
l NETLAB+ Server N D G|
- - Remote
Sharing Automation
) Access
gvirtualr‘-ﬂachine g\."irtuall‘-ﬂachine g\!irtuall‘-ﬂachine
Windows Windows Linux
Applications Applications Applications
(real) (real) (real)
”!I:r-' Windows ¥ Windows {\ Linux
XP Server 2003 0/s

(real)

(real)

(real)

[ Virtual Hardware ]

[ Virtual Hardware ]

[ Wirtual Hardware ]

| & ESXi ]

Physical Hardware

Here is list of features and benefits provided by NETLAB+, working in conjunction with
VMwarevirtualization servers.

e The keyboard, video and mouse of each virtual machine can be accessed without
I aol O]l R22NE vy $nitliesitidpl macNihe AofassSoNGRvIrtl@dlS
machine is proxied througNETLABand the virtualizatiorhost system, similar
to KVMoverIP hardware solutions

e b2 &LISOALE OfASY(d az2FiolNB 020§KSNJ
NETLABwWiIll download its remote P@ccesspplication to the client whenever
the user clicks on a PC.

GKFyYy W
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e Multiple users can share access to a virtual machine simultaneously.

o NETLABmultiplexesvirtual machine traffic using a single IP address and two
TCP ports. It algarovides a frontend to the virtual machine environment, so
that virtualization servers and virtual machines do not have to be placed on
production networks. This significanttycreases security arnehses firewall
administration.

¢ |If the user has a valilab reservationNETLABwWiIll proxy client access to the
keyboard video and mouse of the virtual machine. This access is terminated
when the lab reservation completes, ensuring that users of different reservations
do not interfere with each other.

e NETAB- supportsrevert to snapshot Changes to a viraimachne can be
discarded at the end of a lab reservation, returning the PC to a clean state.

e Users can have administrative privileges on a virtual machine without risk.

e Users may power on, poweffpand revert to clean state (scrub) from the
NETLABweb interface.

e Users can shutdown and reboot a virtual machine during the lab, without losing
changes.

e Virtual network interfaces on a virtual machine can be tied to real networks in
the lab. NETIAB+ provides the framewh to separate lab networks fromeal
networks in a secure manner.

Virtualizationusing ESXs performed o separate physical sengmot included with
NETLAB+You can interface with multiple EQ¥érversif necessary

7/20/2010 Pagel2of 12&
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Part 2  Planning

This section discusses the software and hardware requirements for planning a remote
PC deloyment using E$X

Objectives

¢ What software is required?
e What hardware is required?
e How many ESXbost servers do | need?

2.1 What Software Is Required?
NETLAB+ Server 2009.R1 [N D G
- - Remote
Sharing Automation
\ )= A C e

g‘u’ir‘tualhﬂachine g‘u"ir‘tualh-"lachine g‘u’irtualhﬂachine

Windows Windows Linux
Applications Applications Applications
{real} {real} | ireal)

J"lif‘|.|"|.|'|r1[:|4:|-1ﬂ.|'5 ""i Windows 0 Linux
XP Server 200 0/s
{real) (real) real)

"ul'lr'tual Hardwa'e "ul'lr'tual Hardware J l Wirtual Hardware J

Refer to the numbered diagram above.

(1)  Your NETLAB+ server must be running veraf}®.Rlor later tointerface with
ESXi

(2)  Each virtualization serveequireseither VMwareESXinstallable (software
downloadablefrom http://www.vmware.com) or VMware ESXi Embedded
(software preinstalled in flash memory by a PC hardware vend@ther
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VMware products are supported (see the table below). All examples and
procedures in this guidera specific to ESIX

(3) Each virtual machine requires a copy of a supgboperating system. In ESXi
and NETLAB+ terms, this is callegliast operating systemPlease refer to the
ESXdocumentation to determine which operating systems versions are
currently suppored. NETLABHas been tested with Microsoft Windows and
Linux operating systems.

Novell Netware is known to have problems with cursor updates, and is therefore
not supportedat this time.

(4) Each virtual machine can run application programs. These are installed on each
virtual machine the same way you install software on a real PC.

2.1.1 Product Licensing

For the purpose of software licenses, each virtuatchineis treated & an independent
real PC or server. Please refer to the specific vendor license agreements (and
educational discount programs, if applicable) to determine licensing requirements for
your virtual machin@ software, server software, operating systems, apglication
programs.

7/20/2010 Pagel4of 12&
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2.1.2 VMware Hosting Product Comparison

The following table compares NETLAB+ support and features for selected VMware
hosting products.This guide is specific ©SX Should you decid&® use one of the

other listed products with NEAB+; pleaseswitch tothe respectiveNETLAB+ Remote PC
Guidespecificto the VMwareproduct

Product VMware VMware VMware
ESXi Server GSX
VMware Version 35 4.01 2.X 1.x 3.X
U3/u4/Us
NETLAB+ Support Supported Supported Supported Deprecated Deprecated
)
Minimum NETLAB+ Version 2009.R1  2009.R1 2009.R1 4.0.11 3.7.0
Architecture Hypervisor Hypervisor Hosted Hosted Hosted
Minimum VMware Version 3.5U3 4.01 2.0 1.0.3 31
Required
VMware Versions Tested by 35 4.01 2.0 1.0.3 3.1
NDG u3/u4us 1.0.6 3.2
1.0.7
Host Operating System No No Windows Windows Windows
Required
Windows Server O/S Version: n/a n/a 2003 2003 2003
Tested 2000 2000
Linux Server O/S Versions n/a n/a n/a (1) n/a (1) n/a (1)
Tested
NETLAB+ Feature Support
e Remote PC Viewer Yes Yes Yes Yes Yes
e Power On/ Off Yes Yes Yes Yes Yes
e Revert to Snapshot Yes Yes Yes Yes Yes
(scrub)
USBSupport within VM No No Yes Yes
(USB 1.1)

(1) VMware Servefor Linux or VMware GS#r Linux is not currently supporteat documentedby NDG.
However, you may run Linux agjaestoperating systenon virtual machines.

(2) VMware GSX has been replaced by VMware Server 1.x and VMware Server 2.x.

7/20/2010 Pagel5of 12E
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2.1.3 NETLAB+ Support Summary for ESXi

VMware ESXi 3.5 VMware ESXi 4.01
NETLAB+ Support Status Supported Supported
Minimum NETLAB+ Version Required NETLAB+ 2009.R1 NETLAB+ 2009.R1
ESXi Minimum Version Required ESXi version 3.5 U3 ESXi version 4.01
ESXVersions Tested ESXi version 3.5 U3/l ESXi version 4.01
Guest Operating Systems Tested Windows XP (x86, 3ty  Windows XP (x86, 3it)
Maximum Number of Running Virtual Machine Varieswith CPU and Varieswith CPU and
(on each ESXi server host) Hardware’ Hardware'
NETLAB+ Supported Features Remote PC Viewer Remote PC Viewer

Power On Power On

Power Off Power Off

Revert to Snapshot (scrut Revert to Snapshot (scrut

USB Support for Virtual Machines No (a separate USBver-IP No (a separate USBver-IP
solution is required to solution is required to
support USB devices) support USB devices)

(1) Pleaseefer to the VMware Guest Operating System Installation Guide for specific product support,
installaton instructions and known issues.

(2) Older 32bit processors will only support 33t guest operating systems. A-Bit processor is
required for 64bit guest operating systems.

(3)NDG currently recommends no more than 4 running VMs per CPU ¢dteiare configuration
maximums can be found at

http://www.vmware.com/pdf/vi3_35/esx_3/r35u2/vi3_35 25 u2_ config_max.pdfAUTION: The
numbers within this document argbsolute maximums, not recommended values.

(4) NDG currently recommends no more than 8 running VMs per CPU core. VMware configuration
maximums can be found at
http://www.vmware.com/pdf/vsphere4/r40/vsp 40 config_max.pdfAUTION: The numbers within this

document are absolute maximums, not recommended values.
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2.1.4 NETLAB+ Known Issues for ESXi

In thissection,we will discuss seval known issuesncounteed whenESXwith
NETLAB+.

2.1.4.1 NETLAB+ Does Not Currently Integrate with vCenter

NETLAB+ communicates directly VMware ESXi hosts. Integration with vCenter and
other VI Infrastructure components is planned.

2.1.4.2 No Built-In USB Support For Virtual Machines

A separate USBver-IP solutionis needed for virtual machines to access physical USB
devices. Alternatively, VMware Server 2.0 supports USB 2.alpasgh from host to
virtual machine.

2.1.4.3 Continuous High CPU Utilization Causes Timeouts

Continuoushigh CPU utilization at arearcapacityon all processor coranaycause API
connection timeouts. This in turn may cause automated operations performed in
NETLAB+ to fail.

Causes.Running too many active virtual machines on one server, and/or using a server
with inadequate hardwareesources.

Workaround #1. Add additional ESXervers and divide the workload.

Workaround #2. Upgrade server CPU and memory. Additional CPU speed, processor
cores and memory are usually helpful. See the hardware discussion in the later section
for additional guidance.

2.1.4.4 NETLAB+ Not Tested With All Guest Operating Systems

VMware provides &uest Operating System Installation Gutdat contains a list of

supported guest operating systems argktknown issues for each. Not all operating
systems in this document have been tested with NETLAB+.

We recommend that you thoroughly test each unique guest operating system in the
NETLABenvironment prior to production deployment. In particular, yowst install
the VMware Tools on the guest operating system, and then use the NETLAB+ Remote PC
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Viewer to test for proper functioning of the keyboard, mouse, mouse cursor, and screen
updates.

2.1.45 NETLAB+ Does Not Support Novell Netware

Novell Netware as guest operating system is not supported by NETLAB+ at this time.

There ae known issues witkbursor updatesmaking remote access unusable.

2.1.4.6 Mouse Cursor and VMware Tools

To use the mouse @ virtual machine from NETLABAVIiware Tools must be instatle

and running on the virtual machine.

2.1.4.7 Installing an Operating System on a Virtual Machine using the NETLAB+
Remote PC Viewer

Normally you install an operating system and VMware Tools on a virtual machine using
the VI or vSphere client before making the virtual machine available to NETLAB+ users.

In some cases you may wish to allow NETLAB+ users to install the operatingas/stem
part of a training exercise using the NETLAB+ Remote PC Viewer Application. In this
case, the operating system installation must be performed using keyboard commands
and shortcuts. The mouse cursor will not work properly during operating systentisnsta
because VMware Tools is not installed during the process Zskd.9.

2.1.5 Upgrading From VMware Server To ESXi
The management interfaces, APasd virtual makine settings foESXaresignificantly

different from VMware Servef.xand VMware 8rver 2.x which has required NDG to
develop this separate guide.

Configuration changes to both NETLAB+ and virtual machine settings are required when
upgradingfrom VMware Server to ESXAppendix @ocuments the necessary changes.
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2.2 ESXi Host Hardware Requirements

At this point, you ha® deciced thatESXis the appropriate product to host your virtual
machines.(If not, please switch to theespective NETLAB+ guide tingtches the
specific VMware product.)

Henceforth,a referencetad 9 {,a® § - A K2 anild & £ 4 Al SMBNID S NE
document referdo a server unning+ a ¢ | NES)®i&ualization software.

Next, we will explore hardware requirement$heVMware HardwareCompatibility
Guideprovides a convenient reference to review hardware compatibility for your
specific version of ESXi.

e If you are using VMare ESXi version 3.5, ymay also consuthe
Requirements section of theSX Server 3i Installable Setup Gardbe ESX
Server 3Embedded Setup Guidgepending on the version you have chosen.
This is importantparticularly if you wish to run 68it guest operating systems.
(Be aware that VMware has made some recent changes to product names; some
VMware documentation refers toSXi by its old produectame, ESX Servel).3i

e If you are using VMware ESXi 4.01, you may reftr@dgequirements section of
the ESXi Installable and vCenter SeiSetup Guider the ESXi Embedded and
vCenter Server Setup Guidepending on the version you haghosen. This
important, particularly if you wish to run édit guestoperating systems.

Remote PCare mplemented on one or more ESXist systems (separate from the
NETLABserver). Thetable below contains list ofrecommended hardware faan ESXi
server.

Servers that do not meet the minimum requirements listedynwork, but may
encounter performancéssues and/or lack suppofr certain guest operating systems.

VMware ESXi only supports hardware RAID. If you are upgradmg/viware Server

to VMware ESXpe sure the RAID controller is supported by ESXi. Please note that the

G292 NR¢ w! L5 Ay YIye& Y20KSNb2I NRA Aa | Oddz €
because the actual RAID functions are performed by device drivers running on the host

operating system You carpotentially run your SATA drives in a r&AID

configuration More information regarding limitations is available in tfiglware

Knowledge BaseThese options should only be considered by those isgeto make

use of existing equipmentf you are purchasing new equipment, following the

requirements in thecurrent test platformsection is your best djon.
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Recommended Minimum / Features Notes
Processor($)® x86-64 compatible (Intel, AMD) Exampls that meetthe minimum:
e 4or morecores e Intel Xeon E5520 (Quad cote)
e 2.33Ghz per core e Intel Xeon E5410 (Quad
coref
Intel-specific features: Please sa@hthe VMware Hardware

Compatibility Guidéor supported
e Intel 64 (formerly EM64T)? processors.
e Intel VT-x (Vanderpool)

AMD -Specific Features:

e AMDS®64 revision D orater?
e AMD-V (virtualization)

Memory Upto 6TB Install enough memory the
maximum number of running virtua
machines and the host.

Disk 3TB RAID1 See note 3 belowoncerning RAID

VMware ESXi also supports extern
iISCSI antlAS storage arrays.

Please saah theVMware Hardware
Compatibility Guidéor supported
processors.

Network Interfaces Dual (2) 100/1000 Ethernetith 802.1q Please sea&h theVMware
Hardwale Compatibility Guidéor
Supported Interfaces supported processors.
e Intel server adapter§25XX
chipse) with Advanced Network
Support (ANS) features

(1) x8664 should not be confused with the Intéhnium (formerly1A-64) architecture, which is not
compatible on the native instruction sktvel with the x86 or x864 architecture.

(2) VMware provides a standalone utilitgat you can use without ESii

perform the same check and determine whether your CPU is supported for
ESXvirtual machines with 6mbit guest operating systemsyou can

download the 64bit processor check utility frorhttp://www.vmware.com/download

(3) VMware ESX/ESXi only suppbardware RAID. If you are upgradingm VMware Server to VMware

ESX({or ESX in the futurgpe sure the RAID controlleris suppeito @ 9{ - Kk 9{ - A ® t t-SrasS y2aSs
0 2 I NR én mary inatherboards is actually2 ¥ G g I N5 w! L 5, becgudtlthé Fctugl 84D w! L 5

functions areperformed by device drivers running on the host operatiggtem You carpotentially run

your SATA drives in a ndtAID configurationMore information regarding limitations is available in the

VMware Knowledge Bas&hese options should only be considered by those seeking to make use of
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existing equipment If you are purchasing new equipment, following the requirements incilreent test
platform section is your best option.

*“This hardware wassed by NDG as the 2009 test platform.

*This hardware was used by NDG as the 2010 test platftmrthe future, the E5520 will be the minimum
processor that may be usead support the VMware IT Academy Program ICM course.
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2.3 How Many ESXi Server Host Systems Do | Need?

The number of ESKost systems and memory requirements vary based on the lab
topologies and number of pods you want to implement.

As a general planning and budget guideliN®G recommends no more than 10 1
virtual machines per server with hardware meeting the requirements in segtian
More virtual machines may be possible for certain workload types and/orémgh
hardware.

Each virtual machine uses CPU&y@and memory on the servemhe table below
shows a hypothetical allocation of processor cores for virtual nmeshand other
system tasks. You do nattaally configure this; ES¥ill do this dynamically based on
workload.

CPU Core #{2.33GHz) VM1 VM2 VM3 VM4
CPU Core #2.33GHz) VM5 VM6 VM7 VM8
CPU Core #2.33GHz) VM9 VM10 VM1l VM12
CPU Coré4(2.33GHz) ESXand API processes

& If you have more than one ESXi host server, consider spreading the VMs from each
pod across all of host servers. This will evenly spread the load on critical system
resources for each ESXi host (processing and mgmo

Running too many virtual machines may starve thet laosl/or ESXServer APIs. This
may lead to timeouts anthsk automation failuregn NETLAB+.

& If a single ESXi host is shared among multiple pods and the ESXi host does not meet
the requirements from sectio.2, users from one pod may noéi@ substantial delay

when the reservation begins/ends from another shared pod. When a reservation
begins NETLABInstructs the ESXi host server to power on or resume all Virtual
Machines represented in that lab topology. When this occurs, the ESXnlagst

experience a high CPU load for several minutes. This can resultapsotal and even
unresponsive communications for thoBEETLABtisers logged in from a different pod,
accessing virtual machines hosted by the same ESXi server.
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StepBy-Step Guidace

Step 1. Carefully study your lab topologies and determine thenber ofvirtual
machines required by each pod@he requirements for severdlETLARpods shown
below assume that you are implementiatiPCs supported by the pod.

The following table shows some of the pods that support virtual machinR&EFLARs
For an updated list dNETLAR:topologies, please view thab topologies page

Maximum Virtual

Machines
Multi-purpose Academy Pod(MAF 3
Basic Router Pod v2 (BRPv2) 4
Basic Switch Pod v2 (BSPv2) 3
Cuatro Router Pod (CRP) 5
Cuatro Switch Pod (CSP) 4
LAN Switching Pod (LSP) 4
Network Fundamentals Pod (NFP 5required

2 optional
Network Security Pod 2(SP) 7

Step 2. Add up thenumber ofvirtual machines used by each pod you are implementing.
For example:

Pod Name Type Virtual Machines
POD 1 Basic Router Pod Version 2 4
POD 2 Basic Router Pod Version 2 4
POD 3 Basic Router Pod Version 2 4
POD 4 Basic Router Pod Version 1 0 (n/a)
POD 5 Basic Switch Pod Version 2 3
POD 6 Network Security Pod (2.0) 7
Total 22
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Step 3. Assign eachqud that supports PCs to an E&&st server.Note, POD4 does not
support PCs andses no ESHKbst resources.

ESXHost #1¢ Example
Pod Type Virtual Machines
POD 1 Basic Router Pod Version 2 4
POD 2 Basic Router Pod Version 2 4
POD 3 Basic Router Pod Version 2 4
Total 12

ESXHost #2- Example

Pod Type Virtual Machines
POD 5 Basic Switch Pod Version 2 3
POD 6 Network Security Pod (2.0) 7
Total 10
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Step 4. Based on the pod type and curriculum requirements, determine which guest
operating system you will use on each virtual machihabulate the operating system
and memory requirements fahe virtual machines. You should allocate the same
amount of memory as you would if standing up a real PC. The following would
represent typical choices for ESXast 1 in the previous example.

VMware Host System #1Example

Pod PC Name Operating System Memory (MB)
POD 1 PCla Windows XP 128
POD 1 PC1b Windows XP 128
POD 1 PC2 Windows XP 128
POD 1 PC3 Windows XP 128
POD 2 PCla Windows XP 128
POD 2 PC1b Windows XP 128
POD 2 PC2 Windows XP 128
POD 2 PC3 Windows XP 128
POD 3 PCla Windows XP 128
POD3 PC1b Windows XP 128
POD 3 PC2 Windows XP 128
POD 3 PC3 Windows XP 128
Total 1536(2GB)*

* At least 4GBper serveris now recommendetb supportrecent mainstreanoperating system
requirementswith greater memory requirements
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Step 5 Translate the requirements from steps 1 through 4 into an itemized list for each
server. The two VMware host systems in the previous examples would require the
following items.

VMware Host System #1Example
Quantity ltem Role

1 Server server hardware

e Intel Core iP20 (2.93 GHz X 4 cores)

e 4GB(recommended)

e 2 x32@B Hard Disks with RAID1 support

e Dual (2) Intel Network Interfaces with 802.1q
VLAN tag support

1 ESXi virtual machine software

12 Windows XP (Home or Pro) guest operating systems

VMware Host System #2Example
Quantity ltem Role

1 Server server hardware

e Intel Corei7 920 (2.93 GHz X 4 cores)

e 4GB(recommended)

e 2 x32@B Hard Disks with RAID1 support

e Dual (2) Intel Network Interfaces with 802.1q
VLAN tag support

1 ESXi virtual machine software
5 Windows XP (Home or Pro) guest operating systems
3 Windows 2000 Server guest operating systems
2 Linux guest operating systems
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2.4 Management Station Requirements

It is also necessary to havelaast one other computer tact as a management station
This computer mugbe running Windows, have heork access to the ESsérver, and
have Internetaccess.

The management software you use will depend uponuession of ESXi ydave
selected:

e If you are using VMware ESXi 3te VMware Infrastructure Client software will
be installed on this machine (see sect®b). In this guide, thenajority of
screenshots show the use of the VMware Infrastructure Cli@tease refer to
the requirements in sectio.4.1

If you are using VMware ESXi 4.0 VMware vSphere Client will be installed on this
machine. Since the majority of screenshots in this guide depict the use of the VMware
InfrastructureClient, you will see minor differencégtween your systemand the
screenshots in this guidePlease refer to the requirements in sectiamt.2

The functionalityis the same for both software versianReferences to the VMware
Infrastructure Client (VI {&ht) throughout this guide apply to both the VMware
InfrastructureClient (ESXi 3.5) and tMMwarevSphere Client (ESXi 4.@kept where
indicated otherwise.

24.1 VMware Infrastructure Client (VI Client) Requirements

If you are using VMware ESXi 36y will instaliVMware Infrastructure Client software
as your management station on a machine meeting the following requirements:

Hardware Requirement

e Processor 266MHz or higher Intel or AMD x86 processor (500MHz
recommended).

e Memory ¢ 256MB RAM minimm, 512MB recommended.

e Disk Storage; 150MB free disk space required for basic installati¥iou must
have 55MB free on the destination drive for installation of the program, and you
must have 100MB free on the drive containing your %temp% directory.

¢ Networking ¢ Gigabit Ethernet recommended.

Software Requirements

e TheVMware Infrastructure Client (VI Cliemt)designed for 3®it versions of the
Windows operating systems.
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e The VI Client requires the Microsoft .NET 2.0 Framework, which will be
automatically installed if it is not present on the system.

2.4.2 vSphere Client Requirements

If you are using Mware ESXi 4.0dou will install vSphere Cliesbftwareas your
management station on a machine meeting the following requirements:

HardwareRequiremens

e Processor 266MHz or faster Intel or AMD processor (500MHz recommended).
e Memory ¢ 200MB RAM
o Disk Storage; 1GB free disk spadg requiredfor a complete installation, which
includes the following components:

0 Microsoft .NET 2.0

0 Microsoft .NH 3.0 SP1

0 Microsoft Visual J#

0 VvSphere Client 4.0

0 VvSphere Host Update Utility@t.

e You must also have 400MB free on the drive that has your %temp% directory.
o |If all of the prerequisites are already installed, 300MB of free space is required
on the drivethat has your %temp% directory, and 450MB is required for the

vSphere Client 4.0.
¢ Networkingg Gigabit connection recommended.

Software Requirements

e The vSphere Client requires the Microsoft .NET 3.0 SP1 Framehivpokir
system does not haveiistalled,the vSphere Client installer installs it.

e For alist of supported operating systems, see@uenpatibility Matrixe®n the

VMware vSphere documentation Web site. Getting Started with ESXi Installable
VMware,
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Part 3  ESXi Host System Setup

This setion describes thenitial preparation ofan ESXhost g/stem. After ESXis
installed and configuredsirtual machines can be added (gsesty and integrated into
the overall NETLAB+ system.

Objectives

Install ESXi Server

Become Familiar with the ES¥anagement console
Learn about the IMAN networking model.
Configure the Outside Interface

Install VMware Infrastructure Client software
Gonfigure the Inside Interface

All tasks in this section are performed separatededicatedserversthat you provide.
Do not perform any of the tasks in this section on the NETLAB+ sswpéance as this
will delete the NETLAB+ software, requiryay toreturn it to the factory for re
installation.

3.1 Installing ESXi Server

ESXi is available embedded in server e, or may be installed from a CD. A free
download is available atww.vmware.com

If you are using VMware ESXi 3.5, pleasgéew the informationin the Getting Started
with ESX Server 3i Installaigieide. You may useithguide as a reference f&SX8.5
Installable and ESXi5 Embedded vesions, with the excepon that usingESXi
Installable requires performing the installation procedure detailed on page 4,
Installing ESX Server.3i

If you are using VMware ESXi 4.01, please review the information Bdtieg Started
with ESKServeinstallableguide. You may use this guide as a reference for ESXi 4.01
Installable and ESXi 4.01 Embedded versions, with the exception thata&Xig
Installable requires performing the instllation procedure detailed on page, Tnstall
ESX4.0.
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3.2 Setup Using the ESXi Management Console

Following installation, @wver on the ESXost (witha keyboard and monitotonnected)
Whenthe ESXi host is powered dor the first time, it enters dootrup phase during
which system network and storage devices are configured with defa@fter the host
completes the boawp phase, the direct console appears on the attached monifior.
the subsection below, details are provided on configuring ttimistrative password.
Additional setup tasks needed in order to configure the outside interfaittde
discussed in sectiod.4.

3.21 Configuring the Administrative Password

The administratre username for the EBE)ost isroot. By default, the
administrative password isull.

To onfigure apassword for the ESXi server:

1. Press F2 to display the default configuration of the host.
Press F2 agaitn display options to customize system options.
Select theConfigure Root Passworaoption.

When prompted for the old password, press enter.
Enter a new password.

Confirm the new password.

Make note of the password for future use.

No gk~ wdN

3.3 ESXi Host Connectivity Using the IMAN Networking Model
Several types afetwork communication occuto and from theESXhost system.

e KVM Provides remote Keyboard/Videoliseaccess to virtual machines, via
the NETLAB+ server.

e APl Provides an interface fodETLAB+ tquery and control virtual machines
(status, power on, power off, and revert to snapshot).

¢ Bridging (optional). Allows wtual machinego connectto reallab devices such
as routers, switches, and firewalls. Thisasamplished by connecting ESXi
virtual machines taavirtual switch, then connectinthe virtual switch to Virtual
LANs (VLANDehindNETLAB+ control switeh Although not documented in
this guide physicahetwork adaptersNIC3$ on the VMware host systemay be
directly connected to laldevicesas an alternative to VLAN®r special
applications that requir@ moredirect path between a virtual machine and

external lab device
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e Remote Management The ESXiostserverand virtual machineare managed
using the VMware infrastructurelient, whichyou will install (see sectiod.5).

NDG has developedreetworking model]nside Networking with External Management
(IMAN)to facilitate this communicationIMAN is the onlyetworking model
recommendedor use with ESXIlf you areupgrading from VMware Server 2.x or
VMware Server 1,%0u may be familiar with thinside Networking with High Security
(ISECandOutside Networking with External Managemé@MAN)models. These
models arenot recommended for use with ESXi.

Networkin L
9 Recommendedfor ISEC OMAN
Model )
ESXi
Security Very Good Excellent Good, with proper
diligence in firewall
configuration
Manage VMware hosts anc Yes No Yes
virtual machines fronVI
Client
Required number of
Ethernet ports in each 2 1 2
VMwareserver
Requires 802.1q VLAN Yes Yes Yes
support on inside interface
Requires 802.1q support or No n/a No
outside interface
Requires native (untagged) Yes Yes No
VLAN 1 support on inside
interface
KVM and API traffitow Inside network Inside network Outside network
(controlswitches) (control switches) (user LAN)

Thelnside Networking model ith External Management (IMANgyovides a balance
between security and manageability. All virtual machine traffic (Bridging), KVM, and
automation traffic (API) remain behind the NETLAB+ inside interface (i.e. the control
switches). Theutside interface on each ES¢rver provides path for remote
management of the VMware host system and virtual mach{mnesVI Client)
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IMAN Features

e Provides a pracal method for managing EXAst systems and virtual
machines, while keeping most NETLAB+ and lab communication safely on a
private network.

IMAN Requirements

e Each ESXi Serwenquires two Ethernet interfaces.
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3.4 Configuring the Outside Interface

In thissection,we will perform tasks required to enable connectivity through the
outside interface.The outside interface is used for external management of the ESXi
server. This interface is referred to as tlanagement Networkn VMware
documentation.

To provide etwork access througthe outside interface to yodeSXhost,you have
two options:
e Use thedefault DHCRDynamic Host ConfiguratidProtocol)configured IP
settings
e (onfigurea static IP address.

Use of a static IP addresshighlyrecommended so that references to the IP aelsb
can be made withoutoncern of future changes.

If you are using ESXi 3.5, tBenfiguring Management Netwodection of theGetting
Started with ESX Server 3i Installajpide includes details on configuring static IP
settings.

If you are using ESXi 4.01, enfiguring IP Settings for ES&ttion of theGetting
Started with ES)Serveinstallableguide includesletails on configuring static IP
settings.

3.5 Verifying and Managing the ESXi Host Using VI Client

As discussed in secti@¥, if you are using ESXi 4.01, you will use the vSphere client,
instead theVMware Infrastructure Client (VI Client) as described this secfitve
functionality is the same for both softwakersions

For details on installing the vSphere client, please refer tdriktll the vSphere Client
section of theGetting Started with E$%erveinstallableguide

You will manage your ESXi host using the VMware Infrastructure Qlie@Gtient) This
client software may be installed on any windows based computer on your network that
has access to your ESXi server through ttiside interface (see sectidh4).

Open a web browser and enter the IP address of your ESXi séryeu have properly
configured your outside interfacgiou will viewthe9 { - A & SNIISNDa adl GA0 o°¢
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21 Welcome to VMware ESX Server HW - Microsoft Internet Explorer =)=

Fle Edt Yew Favontes Took Help ?}
Agdress | @] hitps:]/10.0.0.30] E 6o 4

VMware ESX Server 3i

Welcome

ﬁetting Started For Administrators
If you need to access this host remotely, use the following VMware Infrastructure Remaote
pragram to install VMware Infrastrocture dient software. After Command Linc
running the installer, start the client and log in to this host, The Remote Command Line allows you to
use command hine tools to manage
= Download YMware Infrastructure Client WMware Infrastructure from & client
machine, These tools can be used in shell

To streamling your [T oparations with WMware Infrastrocture, use
the following program to install virualCenter Server. VirbualCentar
Server will halp vou conzolidate and optimize warkload distnbuton
atross ESX Server hosts, reduce new system deployment time
from weeks to saconds, monrtor your virtual computing

scripts to automate day-to-day operations,
Drownload the Wirtual Appliance
= Downlosd the Windows Installer (axe)

* Download the Linue Installer (tar.gz)

gnvironment around the cock, avoid service disruptions due to Web-Based Datastore Browser
planned hardware maintenance or unexpected failure, centralize Use your web browser ta find and
access control, and automate system administration tasks, download files (for example, virtual
rmachine and virtual digk fle<),
* Download WMware VirtualCenter Sarver Browis ditactoras in ik host's
inventory

If yvou need more help, please refer to our documentation library:
For Developers

# YMware Infrastructure 2 Documentation

Select theDownload VMware Infrastructure Clierlink to download the client
software Downloadand runthe executable fileon your local machineThe installation
wizard will guide you through the installation process
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™

ﬁ' VMware Infrastructure Client 2.5

VMware
Infrastructure

Welcome to the installation wizard for
Yiiware Infrastructure Client 2.5

The installation wizard will allow wou ta remove YMware
Infrastructure Client 2.5, To continue, click Mext,

[ext >

Enter the outside network address of the hasipt as the user name, and password (if
configured) to login to VMwarinfrastructureClient (VI Client). The inside interface

tasks insection3.6 will be completed using the VI Client.

@ YMware Infrastructure Client

] vmware:

VMware Infrastructure Client

(w2

To direckly manage a single hosk, enter the IP address or hosk name.
To manage mulkiple hosts, enter the IP address or name of a
YirtualZenter Server,

IP address [ Mame: |1III.EI.IZI.3IZI ;I

Uset name: Iru:u:ut

Easswl:lrd: B o b g

Login Close Help
7/20/2010
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During initial logina security waming may be displayed. Thscuritywarningmessage
occurs because the VI Client detected a certificigmedby the ESMhost itself (default
setting) For highly securenvironments, certificates generated by trusted thpdrty
are recommended.Youcan setup third party certificates later if you choose.

3.6 Configuring the Inside Interface

All virtual machineraffic (Bridging), KVM, and automation traffic (API) will take place
through the inside interface using the IMAN networking modée Inside Interface is
configured using VI Client.

e ESXi 3.5 users, pleasse theESX Server 3i Configuration Gutleapter 2,
Networking as a reference to aid in understanding the concepts and terminology
involved.

e ESXi 4.01 users, pleasseitheESXi Configuration Guijdshapter 2 Networking
as a reference to aid in understanding the concepts and terminology involved.

3.6.1 Understanding VLAN 1 and Bridged VLANs

The number of physical adapters required is greatly reduced by using VLANSs. In the
IMAN mode] VLAN 1s used to transport KVM and API traffic between NETLABthand
ESXi hostBridgedVLANS are used to transport network data between virtual nraah

and real lab equipment. The Inside Physical Interface runs 802.1q and acts as container
for VLANs. VLAN 1 corresponds to the native (untagged) VLAN on the control switch.
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3.6.2 Adding a Virtual Switch

Select the Configuration tab on VI Client afidkcon theNetworking section. You will

see that your first virtualwitch has been assigned a VMkernel Pbtgnagement

Network. This represents the connection you have established through the outside
interface to allow you to use VI Client to manage your ESXi server. A virtual switch must
be added for the inside connection. Seléctd Networkingto start the Add Network

Wizard
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