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1 What is NETLAB+?

NETLABIts an Internet based network lab for instructor led training developed by
Network Development Group, INNETLAB&llows organizations to use the power of
the Internet to teach students by facilitating direct interaction with real network
equipment Students throughout the world have redime access to the equipment in a
training environment that is easy to manage and allows students and instructors to
simultaneously share connections to the same equipment.

The NETLAB+ system is delivered as a netwgkasge and requires no customer
knowledge of UNIX, web server softwace other system administratdunctions.
NETLABIs a turnkey produclbaded and configured on a server for wbased lab
access and equipment management of your Cisco roussvigdes, firewalls, and PCs
NETLAB+ suppartollaborative instructoded class lectures, instructor sgifeparation,
student teams, andtudent selfstudy.

boe¢[!. b LINPOARSE || &FFS dal yROo2EE T2N dza SN&
lab equipment.All lab equipment and supporting devices are located safely behind the
NETLAB+ server and not directly exposed to outside or public networks.

Automation of common tasks freag the instructor to focus oteaching The

NETLAB+ software will load asalve device configurations, recover lpsisswords,

scrub equipment, and prepare the equipment for the next reservation ugmnpletion

Remote accessession sharing allows the instructor to share console access with

students The instructorcanreviewy R | aaSaa | &aGdzRSyidQa | Oldz f
during or after lab sessionsNETLAB+ will even power off the lab equipment when no
upcamingreservations are scheduledPrior to the next lab session, NETLAB+ will power

the equipment on and prdoad confgurations.

8/25/2009 Page3 of 56



NETLAB+ System Overview www.netdevgrroup.com

\ Your NETLAB+ Server

Remote Instructor Internet

Your Lab Equipment

Remote Student

llfﬂ' é é

Local Instructor Local Student

The NETLAB+ produché consists of three versions:

NETLAB Professional Editfdis a customized remote appliance that uses your own lab

topologies. NETLABystemscanb®dza i 2 YAT SR (2 Iegbssahdf I @ Odza (2 Y
branding, text boxcolors, system name, and welcome message. A NRddysEm can

host up to 19 lab devices

NETLAB Enterprise EditiBis a cusbm-built appliance that includeall the features of a
NETLABsystemalod ¢ A (0K KIFNRgI NB dzLJINI Rigue d 2 & dzLILJ2 NI
requirements. NETLABs an ideal choice for enterpridevel customers who requer

capabilities beyond the 150 lab devih&TLAR:Imit.

NETLAB Academy Editidis a remote lab appliance designed to provide online delivery
of the Cisco Networkig Academy Program curriculum. NETAz8¥tems provide

limited customization options including the display of a custom system name and
welcome message. Up to 12 equipment pods can be hosted on a single NETLAB
system. Two of the 12 pods may be custoedi topologies.
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2 Why is NETLAB+ Beneficial?

bo¢[!.b LINPGARSE I &l S aal yRo2EZ T2NJ dza SN&
lab equipment. All lab equipment and supporting devices are located safely behind the
NETLAB+ server and not directly es@a to outside or public networks.

NETLAB+ has a calendar interface, which manages access to equipment bundles.

Automation of common tasks freag the instructor to focus on teaching. The

NETLAB+ software will load and save device configurateosyer lost passwords,

scrub equipment, and prepare the equipment for the next reservation upon completion.

Session sharing allows the instructor to share console access with students. The
AYAGNHz0G 2N Oy NBOGASSG | YR lgeard&iagior diter bl dzRSy G Q a
sessions. NETLAB+ will even power off the lab equipment when no upcoming

reservations are scheduled. Prior to the next lab session, NETLAB+ will power the

equipment on and prdoad configurations.

Training Organization Benefits
e Equipment Access for Blended Distance Learning
e Share Equipment Resources with Other Academies
e Potential to Access Equipment at Other Schools
e Higher Return on Equipment Investment
e Increase Student Lab Time
e Lab Management Software that Freeg Instructos
e Host Academy curriculum
e Graphical User Interface (GUI) for System Administration

Instructor Benefits:
¢ Automates Lab Management and Cleanup Tasks
e Equipment Access from Home for Class Preparation
e Recover Erased Flash and Passwords
ShareSessions wittYour Students
Record and Assess Student Lab Work
NETLAB+ will Save Configurations and Reload if Desired
Manage Configuration Files
¢ Ability to Create Library of Configurations to Load

Student Benefits:

e Equipment Access via the Internet
Reinforce Skilleearned in Class
Potential Access to Equipment at Hosting Schools
Share Sessions with Peers and Instructors
Review Lab Work with Instructors
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2.1 Supporting Distance Education

NETLAB+ is ideally suited to enable training organizations to meet the needs of th

increasing number of students who prefer the flexibility and cost effective advantages of

online programs. Using NETLAB+ to implement remote access to IT equipment allows
LINPINF Ya G2 0S | O00SaaArofsS (2 &adGddzRSayyia I ONRaa
student population is no longer subject to geographic limitations.

As reported in theéStaying the Course: Online Education in the United St2@G38

survey by the Sloan Consortilith online enrollment rose by more than twelve percent
from a year earlier. Factors such as higher fuel costs and rising unemployment have
lead to an increase in students opting for online courses. Meeting the needs of this
growing market is a prime coiteration for all training organizations, which is especially
challenging at a time when many face budgeting shortfalls.

NETLAB+ provides an effective way to make IT equipment accessible to students
enrolled in a distance education program. Students aiogdT equipment through
NETLAB+ benefit from the same hamstraining experience as students seated on
campus. Using NETLAB+, students and instructors can share worldwide access to real
networking equipment and remote PCs in a training environment ithaasy to use and
manage.

2.2 Solutions Serving Disadvantaged Students

For organizations seeking to meet the needs of the disadvantaged student population,
the benefits that NETLAB+ provides by facilitating remote access to real IT equipment
can be a keyactor in implementing a program that is accessible to the disadvantaged
student population:

e NETLAB+ is a cost effective solution that allows organizations to maximize the
NBGOGdzZNYy 2y GKSANI Ay@SadyYSyid Ay €106 Sl dzi LIY S
equipnent.

e Lowcost distance education programs fill a critical need by adult learners
displaced from the workforce who have no access to emplspensored
training.

e Students living in rural areas, or areas where growth and industry are depressed,
may have tited access to local training programs. These students rely heavily
on the availability of distance education programs and benefit significantly from
programs where the costs and logistics of travel to a training center are not
barriers to their success.
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e ANETLABsystem may be used serve multiple communities (schools,
institutions academies, etc.Blocks of time on equipment pods may be
allocated by community to ensure that each community receives a
predetermined share of lab resources. This can ipl@a means for
organizations with limited budgets to defray expenses by sharing expenses.
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3 NETLAB+ Features
3.1 Equipment Pods

1 Apod (or lab topology) is a single instance of a set of lab gear that
- students and instructors interact with during their training via the
. NETLAB+ system. ltis a logical group of equipment that is physically
interconnected and can be reserved as a simgéurce from the
scheduler In addition, a pod is isolated from other pods during normal operation.

NETLABcademy Editioflusers may refer to the guide written specifically for the pod
type they plan to installPodspecificplanningand installationguides include:

o NETLABMulti-Purpose Academy Pod (MAP)

o NETLARNetwork Fundamentals Pod (NFP)
 NETLAR:Basic Router Pod Version 2 (BRPv2)
 NETLAR:-Basic Buter Pod Version 1 (BRPv1)
o NETLAR:-Cuatro Router Pod (CRP)

o NETLARCuatro Switch Pod (CSP)

o NETLARBLAN Switching Pod (LSP)

o NETLARNetwork Security Pod (NSP)
 NETLAR:-Basic Switch Pod Version 2 (BSPv2)
o NETLAR:-Basic Switch Pod Version 1 (BSPv1)
o« NETLARAdvanced Router Pod (ARP)

o« NETLARAdvanced Switch Pod (ASP)

o NETLAR:Security Router Pod (SRP)

o NETLAR:Security PIX Pod (SPP
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Labreservationsare made using the keduling system (see secti@¥). At the

scheduledime, the lab session may be entered.

LABE RESERWATIONS
(] DATE § TIME

DESCRIPTICON

d13 HOwW _ E‘IE‘IE Team & Ann Dale, Jahn Smith, Mary Smith
L Class: CCNP Fall Class
Tue Fek 14, 2008 12:30AM |£occpye Basic Router Pod Yersion 2 (no exercize)

ENTER LAB

H20 How E‘IE‘IE Team C: Bob Miller, Ida Lerner

TODAY 11:30°M - Class: CCNP Fall Class
Tue Feb 14, 2006 12:30.4M Reserve Basic Switch Pod Yersion 2 (no exercize)

ENTER LAB

5§27 Tue Feh 14, 2006

deL ﬁ"gﬁg Class: CCMP Fall Class
900480 - 10:3028M

Instructors: Jane Doe

PoD
FOD 1

BASIC ROUTER POD v2

ﬁ:-j! 3 Routers

- PC Support
POD 2
BASIC SWITCH POD v2

:"-'._ 1 Rouwter, 2 Switches
PC Support

POD 1
BASIC ROUTER POD v2

ﬁ'.?_il 3 Routers

- PC Support

ThelLab AccesPagedisplays the name of the pod, numbermfnutesremaining in the
lab sessiopandthe user name (student or instructor)lhe page is divided into several

GFroo0oSR aSOilAzyas Fftt2eAy3

dza SNA (2

SIaate

Topology Action, Status ConnectionsLoad Saveand Exercisesedions can be

accessed by selecting the section name on the tab.

Lab Access

INSTRUCTOR

MyNETLAB Logout

Topology = Action Status  Connections  Load Save

8/25/2009
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3.2.1 Topology Tab

TheTopologytab displays thedb topologyincluding the IP addressing scheme and
physical or logical connectionséou may click on all devices configured for direct access
to establish direct console or GUI access.

POD 1 46 minutes remaining
Topology | Action Status Connections Load Save A
Basic Router Pod - Version 2 Click on a router ar PC for remote access.

optional

| £
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For this example, console access hagbhepened to ROUTER1, where yoay enter
commands.In NETLAB+, you may share the console port with othensus

If you are usinghe NETLAB+ CLI Terminal as the remote terminal application to
communicate with certain lab equipmentpu mayclick on any of théuttons onthe
button bar at the bottom of the screeto invoke special NETLAB+ features. For
exampe, clicking on the @htrol button allows you to take control of the sessionther
users can see what you are typing, but cannot type at the same firhese commands
may also beonveniently entered usingeybaard shortcuts Use of theNETLAB+ CLI
Terminalis optional;users may configure NETLAB+ to the terminal application
preference and settings of their choice.

'@ R1-POD 1 - janedoe - NETLAB+ CLI Terminal - Mozilla Firefox |- |0/C3)

£ | il

Dizconnect | Contral | Pause | History | Who | Status | Break | Tilde | Color | Font | Help | Clipkoard

NID|G |
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In this example, a lab reservation was made to perform a lab exercise, (see $8ction
The tomlogy page displays graphiggecific to the selected lab exése,devicesmay be
accessed by clicking the graphic of the device.

Topology | Action Status Connections Load Save

Click on the terminal or router icons to open console connections to the routers.

Ll T T
]

L LT T
-

R1 R2
GAD BHM

This lah is using a NETLAB Basic Router Pod.
Router B3 is not used in this lab.

Click the Show Lab Content button below to view the instructions for this lab.
The instructions are in PDF format and require the Adobe Acrobat Reader.

1.2.3 Review of Basic Router Configuration with RIP Show Lah Content
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Another example of thedpologytab for alab reservation to perform a lab exercise.

Topology | Action Status Connections Load Save

Click on the router or terminal icons to open console connections to the routers.

Click the Show Lab Content button below to view the instructions for this lah.
The instructions are in PDF format and require Adobe Acrobat Reader.

2.3.6 Propagate Default Route Information in an OSPF Show Lah Content

Domain

8/25/2009 Pagel3of 56



NETLAB+ System Overview www.netdevgrroup.com

Here we will open a connectiorotR3 by clicking on the device.

& R3 - POD 1 - janedoe - NETLAB+ CLI Terminal - Mozilla Firefox |- |03

.Y

**% wou are connected to B3
**% press ~? for help

Trying le9.254.1.21...
Comnected to 169.254.1.Z21.
Ezcape character iz 'off'.

FEE wou are connected to B3
**% press ~? for help

< ol

Disu:u:unneu:tl Cantral I Pause I Hiztory I ".-"".'hIIII Statusl Elreakl TiIdeI Cu:ulu:url Fu:untI HeIpI Clipkoard

IN| DG T3 :Y janedoe [POD1 |R3 | connected
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3.2.2 Action Tab
TheAction tab provides a convenient method fmwer off, poweron, power recycle,

scrub devicegreturn them to clean stateyr performautomaticpasswordrecovery.
Actions may be performed on single devices or the entire pod simultaneously.

Topology  Action Status  Connections  Load Save Exercise

ACTION Of EMTIRE POD

ACTION

R Cisco 1841 (S0M1/%) —select— v —select— v
R2 Cisco 28012811 (S0£15)

. power off
R3 Cigco 2801/2811 (S0/1/x%) powar an
PCla  Linux power recycle
PC1h Other scrub device

asswio rd recover

For automated operations to work properly, please use the following passwords for
lab routers, switches, and firewalls:

console: cisco enable secret: class

3.2.3 Status Tab

Thecurrentstatus of all devicem the topologyis displayed on th&tatustab. For
reservations that are instructeled or team sessions, other users will be attached to
devices during a lab session, and the number of users will be displayedcaralso
access alevice by clicking the device name.

Topology  Action Status Connections Load Save Exercise

POWER  USERS  STATUS

F1 Cisco 1841 (S001/x%) (yon 2 normal
R2 Cisco 2801/2811 (S0M4) ) QN O normal
R3 Cisco 2801/2811 (S0M/) ) QN O normal
PC1a Linux ) ON 1 online
FC1b Cther yOoN O online
PC2 not implemented in this pod
PC3 nat implemented in this pod

CLICK ON THE DEVICE MAME T OPEN & COMMECTION
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3.2.4 Connections Tab

Device connections are shown on t@ennectiongab. For reservations that are

instructor-led or team sessions, other users will be attached to devices during a lab
sessiorand theirUser Id and Bmes are displayedEach user attached to the device is

assigned #riorityto determine who can assert exclusive control over the devices when
Y2NB G(GKIFyYy 2yS dzzaSNJ Aa & kbtidoys Bavaipkdgity ?v& A OS Q a
students. NETLAB+ automated operationsehariority over both instructors and

students. This tab also contains a buttorCimp My Connectionghat allows

connected users to quickly disconnect from all devid@snnections to devices can be

made from this tab by clicking the device name.

Topology  Action Status  Connections = Load Save Exercise

ISER IC: A RE PRIQRIT
R1 Cisco 1841 (30/M1/x%) Jdoe2006 Jane Doe 3
Jsmith John Smith 1
R2 Cisco 28012811 (S0M14%) - -
F3 Cisco 28012811 (5018 - - -
FC1a Linus Jsmith John Smith
FC1hb Cther - - -

CLICK ON THE DEVMICE MAME TO QPEN & COMMECTION

<5 Drop My Connections

3.2.5 Load Tab

ThelLoadtab is used to load saved configuration files into one or more console based
devices. These saved configuration files can be the result of a previously saved session,
or files created and edited offline. The file path is displayati@top of the directory

list. The top level folders allow for separation between personal and class files (see
section3.8).

Topology ~ Action Status  Connections Load Save Exercise

Top Level Folders Accessible by jdos2006

A& ME TvFE
£ bly Personal Folder (jdoe2005) folder
£ My Class Folders folder

For automated operations to work properly, please use the following passwords for
lab routers, switches, and firewalls:

console: cisco  enable secret: class
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3.2.6 Save Tab

TheSavetab is used to save the configuration files of one or more console based
devices into selected folders that reside on the NETLAB+ server. Configurations can be
saved at any point in the lab reservation. There are two options when saving
configuration files. A configuration folder can be created to hold the configuration files
for all devices or files for specific devices can be saved individually. To manage
configuration files, please refer to sectiGrB).

Topology  Action Status  Connections  Load Save Exercise

CURREMT FOLDER (configurations say
3 jdoe2006 [ Change Folder

SAYE ALL (enter & folder name)

Lecture 2 Configs Sawve All

FILE R.AME
& r1 R Save
&R p2 Save
& 3 [R3 SEve

Cwverwrite existing configurations

For automated operations to work properly, please use the following passwords for
lab routers, switches, and firewalls:

console: cisco  enable secret: class
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3.2.7 Exercise Tab

For lab reservations that have been scheduled as instrdetbtraining sessions, (see
section3.4), there is an additional tab, thiéxercisdab.

The Exercise tab allows instructors to select lab exercises during the lab reservation.
The current lab exercise is displayed at the top.

Topology ~ Action Status Connections Load Save Exercise

Current Lab Exercise

1.2.3 Review of Basic Router Configuration with RIP Show Content

1.2.3 Beview of Basic Router Configuration with BIF

1.2.4 Converting RIF 1 ta RIF w2

1.2 5 Veriftyving RIF w2 Configuration

1.2.6 Troubleshoating RIF «2 using Debug

2.3.1 Configuring OSFF

2.3.2 Configuring OSFF with Loopback Addresses

2.3.3 Moditying OSFF Cost Metric

2.3.4 Configuring O5FF Authentication

2.3.5 Configuring OSFF Timers

2.3k Propagate Default Route Information in an O5FF Damain b

Load default configuration files for exercise (if any)

[ Change Exercize
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The Topology page shewformation for the current exercise.
Topology = Action Status Connections Load Save Exercise

Click on the terminal or router icons to open console connections to the routers.

sants
. "'4,,‘_ Ll s
L] - - -

L L LT LT
] L L]
- ._t 1-‘_'

R1 R2
GAD BHM

This lab is using a NETLAB Basic Router Pod.
Router R3 is not used in this lab.

Click the Show Lab Content button below to view the instructions for this lah.
The instructions are in PDF format and require the Adobe Acrobat Reader.

1.2.3 Review of Basic Router Configuration with RIP Show Lah Content
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The instructor may return to the Exercise tab at any time during the lab sesstn
selectanother lab exercise.

Topology  Action Status Connections Load Save Exercise

Current Lab Exercise

2.3.6 Propagate Default Route Information in an OSPF Domain =how Content

2.3.1 Configuring OSPF -
2.3.2 Configuring OSPF with Loopback Addresses

2.3.3 Moditying OSPF Cost Metric

2.3.4 Configuring OSFF Authentication

2.3.5 Configuring OSPF Timers

2.3.b Propagate Default Route Information in an D5FF Damain

3.2.1 Configuring EIGRF

3.2.3 Veritving Basic EIGRP

5.2.2 Configuring Frame Relay PYC

Feserve Basic Router Pod (ho exercise) hd

Load default configuration files for exercise (if any)

[ Change Exercize ]

The Topology page will be updated with graphics for the new exercise.

Topology = Action Status Connections Load Save Exercise

Click on the router or terminal icons to open console connections to the routers.

Click the Show Lab Content button below to view the instructions for this lab.
The instructions are in PDF format and require Adobe Acrobat Reader.

2.3.6 Propagate Default Route Information in an OSPF Show Lah Content
Domain
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3.3 Remote PCs

A lab topology may includeRemote PCGa remotely accessible PC or server resource on
@€2dz2NJ b9¢[!. ! OFRSY® 9RAGAZ2YT 2NI b9¢[! . tNRTFS

NETLB+QAad NBY203S t/ GSOKyz2f23e lftft2¢6a &2dz 42 IR
include the following features:

e Access to PCs is controlled by the scheduler.

e Instructors and students can share a session and collaborate.

e PC access is potand-click throughyour web browser, like any other lab device
Abuilt-in terminal applicationis provided so there is no specialient software
to download

o NETLAR+technologyproxies alremote accessessions ovethe TCP port(s)
selected by the administratorYou wi not have to opemmultiple IP addresses or
ports on your firewall or expose PCs to the public network.

e PCs can be restored to a clean state after a lab reservation.

NETLAB+ supports three kinds of remote PCs, or the option moiplement a
particularPC
e Direct/VMware. The PGs implemented using supportédviware Inc.
virtualization products.
o Users can control the keyboard, video, and mouse.
o Users can power on, shutdown, reboot, and revert to a clean state.
o Userscan have administrator rights.

e Direct/Standalone. The PC is implemented on a standalone machine, or a virtual
product emulating a standalone machine.
o Users can control the keyboard, video, and mouse.
o0 Users can revert to a clean state by rebooting.
0 Users lave limited rights (administrative access not recommended).

e Indirect. The PC is implemented, but not managed by NETLAB+.
0 Users may be able to interact with the PC, but cannot access the
keyboard, video, or mouse through NETLAB+.

e Absent The PC is not infgmented.
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NETLAB+ works in conjunction with certdiMwareproductsto provide the following
benefits:

e The keyboard, video and mouse of each virtual machine can be accessed without
I ol Ol R22NE ySGg2N] 2N AYIiSNFIOS 2y (GKS

¢ All access ta virtual machine is proxied through NETLAB+ and the VMware host
system, similar to KVMver-IP hardware solutions.

e NETLAB+ suppomtsvert to snapshot Changes to a virtual machine can be
discarded at the end of a lab reservation, returning the PC teancstate.

e Users can have administrative privileges on a virtual machine without risk.

¢ NETLAB+ integrates with the VMware .AP$ers may power on, power off, and
revert to clean state (scrub) from the NETLAB+ web interface.

e Users can shutdown and rebba virtual machine during the lab, without losing
changes.

e Virtual network interfaces on a virtual machine can be tied to real networks in
the lab (requires 802.1q NIC on the VMware host system).
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3.4 Scheduler

—1‘@ NETLAB+ includes a scheduling featuratditate scheduled access to
— lab equipment. Equipment can be scheduled for either classroom
lectures or student lab time.

To schedule a lab reservation, sel&chedulefrom the menu bar or the link on the
body of the MyNETLAB page.

The Scheduler Opns screen will be displayed. Instructors have several options
available to them as to the type of lab session they may schedule. The scheduling
options available to students will depend on the Self Study Access Options selected for
the clasqsee secton 0).

'_ﬁ _J) -5 Reserve instructotded training time for a class Use this option for
« : lecturing or guiding a whole class of students. With this opti@u and a
designated class will share the same lab reservation time.

_-) _j Reserve sefstudy time for teams Use this option for allowing your class to

work as teams. With this kind of reservation, you can allow your students to
share lab time as teams. You can edit team assignments through the Class Manager
pages.

Reserve selstudy time for individual arners. This is a good option to allow
_5 students in your class to work as individuals. With this option, you can designate a
student to work on a specific exercise or free time to gain practice.

Reserve an equipment pod for your own uséhis is andeal option for using lab
Clﬁ equipment for your own practice. You can also use this kind of reservation when
you want to update your lab equipment, or you want to move the lab equipment
around. The reservation process is similar to the other kinds of rasens described
above.

Reserve lab time in a class that you are attending as a leares.an instructor,
D you may be enrolled in a class where you are attending as a learner. You
participate in the class identically to other students that are enrolled in the class. Use
this option to reserve lab time as a learner in a class. The leaddtmtrof the class will
have the option of participating in the reservation.

After a scheduling option has been selecgttt reservaion calendar will be displayed,
where a reservation time may be selected.
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INSTRUCTOR
Today's Date and Local Time
February ¥ 2005
2 |6 F 15 % 13_|:I 14_1 FEerﬂI"f 4.01FPM
1213 [14 [15 [16 [17 [ 18 8 Eastern Time (US & Canada)
19 [ 20 |21 [22 |23 |24 |25
26 |27 | 28 2006

ect a pod and reservation time for class CCWNP Fall Class by clicking on a

POD 1 -
BASIC ROUTER POD w2

ﬁj 3 Routers

- P Support

12am

Tam

Zam

Jam

dam

Sam

)| (BB @) BB @] D) B H)| B
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3.5 Community Management

A communityis a distinct group of instructors, students, and classes.
~ Instructors may only manage students and classes within their own
h=— community Each community reflects a separate autonomous group
using the NETLAB+ system. There is no sharing of accountssor cla

records between communities.

The ability to support multiple communities NETLAB#s designed to facilitate the
sharing of aNETLABsystem among several different groups (schools, institutions
academies, etc.)Blocks of time on equipment pods mhg allocated by community to
ensure that each community receives a predetermined share of lab resources.

For NETLAR each Academy using your system should be defined as a community. If
the system is being used by a single Academy, the default comnassignment
should be used.

Multiple communities are optional. Keep in mind that each instructor, student and class
can belong to only one community. If you do not wish to use communities, all of your
accounts and classes must reside in the default comityu

Administrator

System
Leader(s)

Community
Leader(s)

Instructor(s)

Students

Community
Leader(s)

Instructor(s)

Students

Community )
Leader(s) Community B

Instructor(s)

Students

Default Community

Community A
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3.6 Class Management

f\" /™  Classnformation isentered into the NETLAB+ system using the
Manage Classefinction. You carplace your students into teams
|4 to share lab time when neededsee the Manag€lassesection
of the NETLAB+ Administrator Guifde detailson selectingappropriatesettings
for a class (seepicture on next page)
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Clazz Hame | CCHNF Fall Class | REQ |

Lead Instructor[z] Jane Doge

Global Labs AE CCMNA 1 English w31

AE CCMNA 2 English 3.1

AE CCMNA S English %31

AE CCMNA 4 English w31

AE CCMNA Bridge Exams 3.0

AE CCNA English %21 (retired)

AE CCMNA Pod Reservations (no labs)
AE CCNP BCMEN 5.0 English

AE CCMNP BCMSN 5.0 Skills Exams English
AE CCMNP BSCI 5.0 English

AE CCNP ISCW %5.0 English

AE CCMNP ONT %5.0 English

AE CCMP Pod Reservations (ho labs)
AE FMS Combined 1.2 English

AE FMS PIXW1.2 English

AE FNS Router %1.2 Enalish

HEOEEOOO0OROOOXE

Private Labs o have no instalied private lab content to select

Starting Date Mone (O Date [Jun [s] | 26 [se] | 2008 [a

Ending Date | & Mone O Date | Jun [se] | 26 [+] | 2009 [

self Study Lab Access | [Z] Allgw individuals to schedule lab time
] Allow teams to schedule lab time

Predetermined Lab Time Limits | &) Eqforce 1ab author's time limits (if any)

O Do not enforce lab author's time limits
Preferred Mazimum Length of Beservation | 3.0 hours * | [community maximum is 4.0 hours)
Preferred Minimum Time Between Reservations | 4 hours * | (community minimum is 3 hours)
Conzole Pazsword [Cizco devices] Cisco
Enable Pazsword [Cizco devices] |class

E-mail Configs/Logs | @ 1y O Ta lead instructors upon completion

Retain Configs/Logs |[]Instructor-led reservations
[¢]Individual or team reservations

Retention Period | 1 vear hd
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3.6.1 Self Study Lab Access Options

Instructors may choose to allowdividualstudentsand/or student teams to schedule
their own bhb sessions by selecti@glf StudyLabAccessptions. All individuals in the
class roster must be assigned to a team in order to use the s&radulingoption. See
the ManageClassesection of theNETLAB+ Administrator Guide details.

self Study Lab Access | [/] ajlow individuals to schedule lab time
[#] Allow teams to schedule lab time

3.6.2 Restricting Self Study Access

ThePreferredMaximum Length of Reservatiogsets themaximum length (in hours) of
an individual or team lab reservation. Lab exercises can also have a time limit. The
lower of the two times is used. The maximum time lengths of lab reservations for all
classes within a community are subject to communigamums, if a community
maximum has been set.

Lead instructors and instructded reservations are not bound by this restriction

Preferred M aximum Length of Reservation 4.0 hours i:J (community maximum is 3.0 hours)

no preference
1.0 hours
1.5 hours
2.0 hours
&5 hours
3.0 hours

E-mail Configs/Logs | 3.5 hours d instructors upan completion

4.0 hours
Retain Configz/Logs | 4 ¢ hours serrations

B0 hours I reserdations

E.5 hours

Retention Period | 6.0 hours

B.5 hours

7 7.0 hours

h]_ﬂl’(l 7.5 hours

8.0 hours

Preferred Mimimum Time Between Reservations [community minimurm is 2 hours)
Conzole Password [Cizco devices]

Enable Pazsword [Cisco devices]
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Usethe PreferredMinimum Timebetween Reservationgo set the minimum amount

of time between successive reservations radsy an individual or team. This setting

can be used to prevent excessive scheduling of labs. For example, a seRimguo$
prevents the same individual or team from schédg lab exercises less tharih@urs

apart. The default valuao preferencewill allow a student or team to make unlimited
reservations. The minimum time between reservations for all classes within a
community is subject to community minimums, if a community minimum has been set

Lead instructors and instructded reservationsre not bound by this restriction.

Preferred Minimum Time Between Rezervations EhDurs _____________________ i:J (Community minimum iz 2 hours)
) ) no preference |~
Conzole Pazsword [Cizco devices] 1 g
Enable Pazsword [Cizco devices] 2 hours
3 hours
E-mail Configs/Logs |4 hours d instructors upon completion
b haours
Retain Confige/Logs  E hours servations
7 hours M reservations
8 hours
Retention Period | 3 hours
10 hours
p 11 hours
o OK
- 12 hours
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3.7 Account Management

Y ™ Account information for both student and instructor accounts is entered
‘ into the NETLAB+ system using Manage Accountsunction. At least
one instructor account must be setup by the NETLAB+ Administrator in
order to access the scheduler for lab reservations.

A student account should be created for each student to allow them to participate in
labs as part of an instrtr-led session, a team session, or an individual reservation
Please see the Manage Accounts section ofNEE LAB+ Administrator Guiide details.

Enter New Account Information

Adid to Community ¥ Z Technical Gollege
Initial Passworg] |

Sohodohoiohoioiode

Retype Initial Password

Uzer ID Matne Type E-mail Addrezs (optional) Statuz
1 |Adole Ann Dole IW adolet=fictionalnarme, org E:-:E}: MW User or 15ave
2 || jdoe2006 Jane Doe IW jdoet@fictionalname.org E::I_E": R User or leave
3 [ mzmith kam Smith Im mamithi@fictionalname. ong E:-::}: newy User or [zave
4 || bryiller Bob Miler Im bmiller@fictionalname. org E:-:i MW User or leave

5 I shudent | W Erter mewy user o leave
hlank
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3.8 File Management

The File Manageis used toviewadd, change, odelete configuration files and folders
NETLABcan upload and downloacbnfiguration filego devices in the labThese files
are stored in NETLAR file system

Configuration Files contain the actual device configurations.

3 Ordinary Folders may contain other ordinary folders, configuration folders, and
configuration files.

& Configuration Folders are special folders used for 'Load All' and 'Save All’
operatiors.

A When you issue a 'Load All' request to NETLAB+, you are requesting that the
entire equipment pod be loaded with configuration files from a named
configuration folder Anyconfiguration filesvhose filename matcheshe name
of the device are loadedhio the device Configuration files whose names do not
match a device name are not loaded in a 'Load All' operation.

A When you issue a 'Save All' request to NETLAB+, you are requesting that the
configuration of each device in the equipment pod be saysBETLAB+ will

create a configuration folder using the name specified and create a configuration
for each device in this foldeiThe name oéach configuration file will match the
nameof the devicefrom which it was saved.

The top level folders allow for separation between personal and class files. The top level
folders cannot be modified.

My Configuration Files

« O Clicking on a folder file changes the current folder
. & Clicking on a configuration file opens the file for viewing or editing

Top Level Folders Accessible by jdoe2006

MAIE TYFE
£ My Personal Folder (jdoe2005) folder
£ My Class Folders folder

@Due to access restrictions, you can not create, modify or delete files and folders
here,

<A Return to MyMNETLAB
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Selecting theMy Class Foldernk will display file folders for shared files and system

FTAESa F2NI SFHOK Oflaad | SNB ¢SQff aStSOG GKSE
My Clazs Folders (jdoe2008)

FLAME TWFE
g0 wo ane level folder
CJ CCMA 101 Shared Files folder
3 cona 101 System Files falder
E’ CCMP Fall Class Shared Files folder
CJ CoNP Fall Class System Files folder
C3 fall cona Shared Files folder
CIFNS Class Shared Files folder
O FNS Class System Files folder
C3 FNS review class Shared Files folder
CI FNS review class System Files folder
. spring ccna Shared Files folder

4> My Top Level Folders

@Due to access restrictions, you can not create, modify or delete files and folders
here,

The files in the class shared folder may be accessed by the students enrolled in the class.
Students nay view files, copy files, and load devices with configuration files and folders.
Students do not have access to add, edit or delete items in the class shared folder.

CURRENT FOLDER: CCHP Fall Class Shared Files

SELECT MAKME TYFPE SIZE UPDATED
g0 up one level
A Configs Exercize 1 config folder Fri Feb 10, 2005 11:13AM
O] Configs Exercise 2 config folder Fri Feb 10, 2006 3:26FM
] & CCNP Test Commands config 26 Thu Feb 3, 2005 11:36AM
O &R config 813 |Fri Feb 10, 2006 3:16PM

ction on this folder —> J&e 4 My Top Level Folders | @ Refresh List

<— peform a

8/25/2009 Page32of 56



NETLAB+ System Overview www.netdevgrroup.com
3.9 Student Assessment

The NETLAB+ Log View#ows an instructoto review thefinal configuration filesand
device output lpogs from a lab reservation Using this tool, an instructor caapidly
asses$iow a student or team arrived at a solutioNETLAB+ records every keystroke
and router output of lab sessiong he instructor may ab receive this information by-e
mail.

Log Viewer INSTRUCTOR
MyNETLAE Logout

SLIRR AR

Surmmary

o Cormmand Index Feservation [0 592
DatedTime  hon Feb B, 2006 G:00PK
Final Configs Clazz | CCMP Fall Class
0 F1 Uzer Mame  hary Smith (msmith)
o RZ
o R Status | cormpleted

Session Logs

° E; Lse the navigation links on the left to see the details of this lab.
L+

o R3

<= Back |

For routers, switches, and firewalls, NETEABVvides a command index. Thhelex lists
the sequence of commands that were entered during the kdyoss all devices, in
chronological order You may click omachcommand the view theesulting outputin
the corresponding log fileThis tool sorts through all logs, highlights the commands
entered by the student, and allows you to quickly assess the students work.
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