NETLAB :...0
Edition®

Basic Switch Pod 17 Version 2

Planning and Installation Guide
For Cisco Networking Academy® CCNA Curriculum

Document Version: 2008.10.07

NETLAB Academy Edition features two variations of the Basic Switch Pod. You may
implement either pod type based on available resources.

e Version 2 (this guide) supports remote PCs using VMware Server.
e Version 1 (separate guide) does not support PCs.

Copyright © 2008, Network Development Group, Inc.
www.netdevgroup.com

Network Development Group grants permission for Cisco Networking Academies
to make copies and distribute this document to Academy students and instructors,
provided that the document content is not modified.

NETLAB Academy Edition and NETLAB+ are registered trademarks of Network
Development Group, Inc.

Cisco, 10S, Cisco I0S, Networking Academy, CCNA, CCNP, and PIX are registered
trademarks of Cisco Systems, Inc.


http://www.netdevgroup.com/

NETLABAe Basic Switch Pod V2 www.netdevgroup.com

R [ o1 (oo 18 ox 1 o] o WO PSSO TPPPPPO 3
1.1 DEVIALIONS.....ciiiiiiieeeieiiiiii ettt eees e e e e e e e e e e e e e e e e annnn e e e e e e 4
1.2 Remote PC SUPPQIL.......oiiieeei et e 4

2 Lab DeVvice REQUITEMENTS.......uuuiiiiiiiiiiiiii ettt 5
2.1 ROULEI R e eree e e e e e s emen e 5
2.2 SWILCNES S1 ANd S2.....cooiiiiiiiiiiiie e 5
2.3 PCS ANA SEIVELS.....uuuiiiiiiiiiiiiiiiitieeetiite ettt ettt e e e e e e e e s smmt e e e e e e e e e e e e e e e s s s s s nnees 6

3 Control Device ReQUITEMENTS.........uuuuiiiiiiiiiiiieeeiiiiiiie et e e e e e e e s e e e e e e e e e e 7
3.1 Control SWItCh OVEIVIEW........ccooiiiiiiii e e 7
3.2 ACCESS SEIVEI POILS... .ttt e e e e eeenes 9
3.3 SWILChEd OULIELS.....ceiiiiiiiiiiee e 9

4 Prer@QUISITES.....ceiiiiiiiiiie et aeenen e 10
4.1 Understanding VMware Server and Virtual Machines...............ccccvvveee. 10
4.2 Setup CoNtrol DEVICES. ........ccccuiiiiiiiiiiieeeiie bttt eeere e e e e 10
4.3  Upload IOS IMAQgES......cceiiiiieieeeiiiieeieeeee et mnee e e e e eeaeeaneanaaas 10
4.4 Disable User LOgiNS (OPWGAI) ........ceviiiiiiiiiiiiiiiiiieeeeeee e 10

5  AddING the POU.......ccooiiii e e e e e e e e e e e 11
5.1 Startthe New Pod Wizard............coooiiiiiiiiiiieee et 11
5.2 Add aBasic SWItCh PO V2.........ccuuiiiiiiiiiiiiieesiiiiiiiiiiiceeeee e 11
5.3 Select Control SWitch and POILS...........ccuuuiiiiiiiiieeeiiiiiieeee e 11
5.4 Select Acces Server(s) and POMS........uuoiiiiiiiiic e, 12
5.5 Select Switched OQULIELS............ooiiiiiiiiiiieeme e e 13
5.6 SeleCt DEVICE TYPES....coiiiiieiiiiiiiie s et s e e e e e e e e e emnsaa s e e e e e e e e eaaeeaes 14
5.7 Select Software Images and Recovery Optians............ooooeeeieeereeeeeeenne 15
5.8  SeleCt PC OPLIONS.......uviiiiiiiiiii e e et s e e e e e e e e e e e e aeeeia s e e e e e e e e e e e e eeeenannnes 16
5.9  VMWArE SEIINGS ...eitiiiiiiiiiiieee it 17
5,10  SeleCt @ PO ID.......ccooiiiiiiiiiitiieee it eeer e e e e e e e e e e 17
5.11  Select a PO NAME........ccooiiiiiiiiiieiieeee e 17
5.12  Verify YOUr SEtNGS.......cooviiieeiiii i 18

6  Cable the POQ... ...t 20

7  Configuring VMware and Virtual Machings...........cccccoeeeeeiiiieeeiiiiceeee e, 21
7.1 Connecting Virtual Machines to the Pod.............ccccoiiiccc e 21
7.2  VMware Virtual Switches and VLANS..........cooiiiiiiiiiiiieeen e 22
7.3 Configure VMware Server INSide POrL..........ooiiiiiiiiiiicc s 24
7.4  Create Virtual Switches (VMNEL)........uuiiiiiiiiiiiieeeceeeciccceeeee e eeeeeea 25
7.5 Binding Virtual Machines to Virtual Switches (VMnet).........ccccccvvvvvirinee 26
7.6 Configuring the Control Switch for VMware...........cccooeeiiiiiiiceeciiiciieeeeenn. 27
7.7 VMware Server(s) on Different Control SWitCh................oevvviiiiveciiiiiinnne. 28

8  Switch Configuration TasKS............coiiiiiiiii e 29
8.1 Verify Control SWitCh 10S VEerSiOn...........ccccuuiiiiiiiiieeeiiiiiiieeeeeeeee e 29
8.2 Configure Control SWItCh POIIS...........viiiiiiiieie e 29
8.3 Initial Lab SWItCh SEtUP.........uuiiiiiiiiiiiiie et 30

9 Testing the POd..........ouiii e et 32

10 FiNISNING UP. .ot e e bbbt e e e ener e e ee s 33
10.1 Bring the Pod(s) Back Online...........ccoovmiiiiiiiceen e 33
10.2  Enable Lab EBICISES.........uuuuiiiiiiiie et eenen e e e e e a e e e 34
10.3  Schedule a Lab Reservation for Your New Pod.............ccoooviiiieecinnnnnnn 35

10/7/2008 Page 2 of 37



NETLABAe Basic Switch Pod V2 www.netdevgroup.com

PART 117 PLANNING
1 Introduction

Did you see the video? NDG features a flash video at
www.netdevgroup.com/agdchspv2.htnthat provides good introduction to this pod.

BasicSwitchPod Version 2 (V2) iglesigned for CCNA switch lab exercise¢ETLAB
Academy Edition features two variations of the B&atchPod. You mgimplement
either pod type based on available resources.

e Version 2(this guide)supports remote PCausing VMwareServer
e Version 1(separate guidejoes not support PCs

You may have up teight (8)BasicSwitchPod V2perNETLAB e System.

BasicSwitch Pod V2 featuredirectaccessto routerand switchconsoles.Integrdion
with a separate Mware Serversuppors up to 3virtual PCs NETLAB e can provide
remoteaccess to the keyboard, video, and mousé\wivare virtual machines the pod.

NETLAB se users in a team or instructled class can share access to a device console or
PC.
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1.1 Deviations

Remote users may gedvnfused by local deviations from the standard curriculum and
labs. The curriculum igelativelycomplex and offers many opporttias tofi ma k e
adj ust ment df ydurd\ETLABg poldsawlill §einadeaccesdile outside your
local Academyyou should carefully consider the impactdefviations and substitutions.

Even if yourusercommunity islocal or relatively smallwe reconrmend that you (1)
document the specifics of your pods and (2)the®&ETLAB: News and
Announcementi®ature to point users to your documentation.

1.2 Remote PC Support

BasicSwitchPod V2supports3 remotePCs NETLAB e allowsthree alternative settings
for each:

e Direct/VMware. ThePCis implemented as a VMwaxgrtual machine.
o0 Users can control the keyboard, video, and mouse.
o Users can power on, shutdown, reboot, and revert to a clean state
0 Usescan have administratrights.

e Indirect. The PC ismplementedbut not managed QYETLAB 4e.
o Usersmay be able to interact withe PG but cannot access the keyboard,
video, or mous¢éhroughNETLAB 4.

e Absent The PC is not implemented.

These options arfelly explained in th&\ETLAB+Remote PC Guid®r VMwareServer
Implementation Direct/\VMware offers complete administrative access on the remote PC
and offers the greatest support for lalbe. learn more about VMwai®erver please visit
http://www.netdevgroup.com/ae/vmware.htm

Direct/Standalonenode,as described in theETLAB+Remote PC Guid®r Standalone
Implementationis not supporté on this pod.
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2 Lab Device Requirements

Lab devicesre part of the topology and users aaeract with theneither directly or
indirectly.

The equipment listed in baequent sections is derived from tfgcial Academy
spreadsheetCNAConfigurationandPricingGuide.xls (August 2005)

Other equipment may work if it is supportedNMETLAB = and can meet th@inimum
requirenentsfor feature setanterfaces, 10S, RAMand Flash A list of NETLAB e
supported lab equipment can be found on the NDG website. Please note, compatibility
with NETLABA: does not guarantee compatibility with the Academy labs.

2.1 Router R1

Recommended Ethernet Serial
Router Ports Port
Models Required Module

Cisco 1841 2 not required
Cisco 2801 2 not required
Cisco 2621XM 2 not required
Cisco 17xx router not supported

g? 2.2 Switches S1 and S2
]

Recommended

Switch Description

Models
WS-C2950-24 24 port, 10/100 autosensing, autonegotiating Catalyst Switch
WS-C2950T-24 24 10/100 ports w/ 2 10/100/1000BASE-T ports, Enhanced Image

The global commanboot enablebreak must be enabled aal switchesfor proper
operation. Please see refer to secBon
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2.3 PCs and Servers

www.netdevgroup.com

BasicSwitchPod V2supports3 VMware Servervirtual machines.VMware Servers
installed on a separate serv@ihe NETLAB+Remote PC Gidefor VMwareServer

Implementatiorcontains general infaration for setting up a VMwar@erver.

The following operating system choices aygit¢a based on the curriculunilhese

choices are not mandatory; you can make substitutions provided:

(1) VMware Serversupports the operating systéna s
(2) Your choices areompatible with the curriculum.

Virtu_al Recommended Functions
Machine o/s
PCla Windows XP Student PC, client activities
PC1b Windows XP Student PC, client activities
PC2 Windows XP Student PC, client activities

10/7/2008

.Aguest 0)

Page 6 of 37



NETLABAe Basic Switch Pod V2 www.netdevgroup.com

3 Control Device Requirements

NETLAB e control devicegrovide internal connectivity, console access, and managed
power. Control devices are dynamically managedNBTLAB »: and are not@essible

or configurable by lalisers.

= TheNETLAB+ AdministratorGuideexplains how to add, change, or delete control
devices.

Basic Switch Bd V2requires the followingontrol deviceaesources:

Control Device Resource Quantity Required

4 consecutive ports

Control Switch 1 reserved port (VMware Server)

Access Server 3 lines

Switched Outlet Devices 3 outlets

3.1 Control Switch Overview

NETLAB e USes a control switch to provide cawtivity between devis in theBasic
SwitchPod V2 and VMwareServer(s) This podrequires4 consecutive porton a
supported control switch (other than a Catalyst 1900 series).

CONTROL SWITCH

+3

Trunk
D ror — & 0 @

Any Reserved Port

Vidware
Senrver

Ports are labele#l0 to +3 in the diagram and are relative to theseport. These ports
must be consecutivan the same control switchAs with all pods, you choose a base port
for thepod during pod installation (secti®. A control switch can support multiple
pods. To detemine the actual port numbeused for thigpod add the base port number
to the relative port numbeshiown in the diagramFor example, if the base port is 5, the
actual port numbers will be 5 ta 8

Using SNMP NETLAB ez will automaticallysetup VLANs ad configure ports on the

control switch These VLANSs are depicted as lettBr&a 6 t h roo uaghhd A pr esent
subnet in the topologyEachNETLAB st pod has a uniqué€LAN pooland the actual
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VLAN numbers will be unique for eadtETLAB e pod. This is t@avoid conflict
between pods.

IMPORTANT : section8.2outlines configuration tasksthat are essential when
connecting a lab switch to a control switch. These tasks must be performed
manually and are required to preventloops,high CPU utilization, error -disabled
ports, and connectivity loss.

On e i r epsereon theecdnrol switch connedtsan 8021q NIC card on the
VMware Server. This allows devices in the pod to communicate with virtual machines.

E‘E Virtual Machines

Ve
f\f_Lj_

) VMware
Inside Inside GSX
Ho st

NETLAB
Server

Outside Outside

N

— R =

NETLAB Users VMware Administrator

The reservedagrt may be located on a different control switch, provided that all links
between control switches amsoconfigured as8802.1gtrunks andall VLANSs are
allowed. You may alshave more than one VMwaS8erverand virtual machines in the
pod can be lcated on differenBServers. For more details, please see seciion
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3.2 Access Server Ports
Access servers provide console connectiohalioouters so thatsers can access the

from NETLABe. Users danot communicate directly with the access server. Rather, all
connections are proxied throuBIETLAB ag.

Basic Switch Pod/2 requires3 access server portd.hese porsdo not have to be
consecutive, and can span multiple access servers.

Access Server

+2

=

3.3 Switched Outlets

=

Switched outlets provide managed electrical power, alloNBTOLAB Az and users to turn
lab equipment on and ofBasic Switch Po¥/2 requires3 switched outlets, onter each
lab device

Outlets do not have to be consecutive and may span muligswitched outlet devices
(i.e. APC7900 or APC7920).

Switched Outlets (APC 79xx, 92xx)
+1 +2
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PART 217 IMPLEMENTATION
4 Pre-requisites
This sectiorcovers tasks that should be executed prior to addBagse Switch Pod/2.
4.1 Understanding VMware Server and Virtual Machines

TheNETLAB+Remote B Guidefor VMwareServer Implementatiocontains essential
information for setting up VMwareServer and virtual machines. It should be used in
conjunction with this guide.

4.2 Setup Control Devices
E Using the guidelines isection3, decide which contileswitch ports, access
f server ports, and switched outlets you will use for y@asic Switch Pod

o = V2. Add control devices if necessary. Control device configuration is
arc =md documented in thRETLABF AdministratorGuide.

Basic Switch Pod V2 requires addital IOS commands issued on control switch ports.
Please refer to sectidh2

4.3 Upload IOS Images

1 Upload the IOS image fdhe lab router (R1)NETLAB s Will recover ths
image on theouterif erased from flashNote: IOS recovery is not

@ currently supported on lab switches.

4.4 Disable User Logins (optional)

ﬁ You must take all equipment pods offline to add pods or configure control
devices. You may wish to disable user logins during this time.
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5 Adding the Pod

This sedbn walks you through the press of adding Basic Switch Po&/2 using the
NETLAB: New Pod Wizard.

51 Start the New Pod Wizard

Login to the administrator account.

SelectEquipment Pods.

Select® Take All OFFLINEIf any of the pods are online. Caution: this will cancel any

reservations in progress.
Selecti” Add a Pod

The New Pod Wizard wihow help you add an equipment pod to your system.

5.2 Add a Basic Switch Pod V2

When prompted, seleBasic Switch Pod2. BASIC SWITCH POD v2
S=—J 1 Fouter, 2 Switches
._L PC Support

5.3 Select Control Switch and Ports

Basic Switch Po¥2 requires4 consecutive control switch ports NETLAB e Will
present a listfothe control switches on your system. Switches that meet the port
requirement can be selected. Choose one control switch for your new pod.

COMTROL SWITCHES
SELECT |ID SWITCH TYPE PORTS THAT ARE FREE COMMENT
MELIGIBLE 1 Catalyst 2950-24 NONE MC FREE PORTS
IMELIGIBLE 2 Catalyst 2950-24 PORT 15-20 MOT EMCUGH COMSECUTIVE PORTS
® |3 Catalyst 2950-24 PORT 1-20 OK TO USE

&> Next | <= Back | [ Cancel |
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Next, select the ports you want to use.

—r
-
You have chosen contral switch 3.

& Basic Switch Pod {Yersion 2) requires 4 consecutive control switch parts,

Which free 4-port range would you like to use? I Forns1tod  +

&> Next | <= Back | [3 Cancel |

54 Select Access Server(s) and Ports

Basic Switch Pod/2 pod requies3 access server ports

It is a good idea to use consecutive ports on one access server if possible. This practice
will make it easier to cable and troubleshoot. If consecutive ports are not available, you

can use nowtonsecutive port®n differentaaccess servers if necessary.

Use thephysicalport numbershownn on the access servesome models start at port 1
(Cisco 2509 and 2511) and others start at port 0 (CiscalBiMand NM32A modules).

NETLAB e allows you to choose consecutive ports on @uess server, or you can
chooseilLet me piclkhto select an access server and port for each router.

ACCESS SERWVERS
I [ TTPE PORTS THAT ARE FREE
1 Cizsco 25811-R) 10-16
2  NM-32A Module in Cisco Router 0-5, 9-18, 21-31
3 Cisco 2509-RJ 7-8

& Basic Switch Pod (VYersion 2) requires 3 access server ports,

& Use 3 consecutive ports on access server I'I % starting at port |10
(3 Let me pick the access server and ports for each device

E> Next | <3 Back | [ Cancel |
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fiLet me piclo, allows you to m&e granular selections and split ports among several
access servers.

SELECT AR ACCESS SERVER AMD PORT FOR EACH LAB DEWICE

LA&B DEYICE ACCESS SERVER (1D PORT
R [T~ [0 ™
51 [T [T~
52 [T 12 -

5> Next | <= Back | [£3 Cancel |

55 Select Switched Outlets
Basic Switch Pod/2 Pod requires3 switched outlets

It is a good idea to use consecutive outlets on one switched outlet device (SOD) if
possible. This practice will make it easier to cable and troubleshoot. If consecutive outlets
are not available, you may use poonsecutie outlets, spanning multiple SODs if
necessary.

6 APC 7900 Switched Rack PDU 1-8
7 APC 7900 Switched Rack PDU 1-8
8 APC 7900 Switched Rack PDU 1-8

& Basic Switch Pod {Yersion 2) requires 3 switched outlets,

& Use 3 consecutive outlets on switched outlet device IE % starting at outlet |1 W
(3 Let me pick select outlets for each dewvice manually

&> Next | <= Back | [£3 Cancel |

ALet mevil &lowcykudo make gnaular selections.

SELECT & SWYATCHED QUTLET FOR EACH LAB DEYICE
LAB DEYICE SoD CQUTLET
=] |6 v [1 v
31 |6 v B
52 |6 v |3

&> Next | <= Back | [£3 Cancel |
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5.6 Select Device Types

Selectthe lab device router and switoiodels you are going to deploy.

= Your seledbns are used to assign thgpeopriateNETLAB se device driver
= Improper selections may cause errors.

= NETLAB e may offer selections that do not support the curriculum. s8eton?2 for
a list ofrecommendedevicesor this pod

SELECT A MODEL FOR EACH LAB DEWICE

LAB DEWICE T%PE MODEL
R1 @ Router [ Cisco 1841 (No Sefial) v
51 Switch [ Cisco 2950-24 v
52 ™ Switch | Cisco 2950-24 v

&> Next | <= Back | [£] Cancel |
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5.7 Select Software Images and Recovery Options

NETLAB e scrubseachlab deviceat the end of lareservation or upon requebBuring a
scrub,NETLAB e can recover an 10S imaga router RIf it has been erased from flash.

SELECT AM IMAGE AMD RECOVERY OPTIONS FOR EACH LAB DEWICE

DEYICE TYFE SOFTWARE IMAGE RECCWER LISING SPECIFIED IMAGE
R1 QIQ Cisca 1841 (Na Serial) | c1841-iphase-mz.123-14TE.bin v [if specified image not in flash v
51 Cisco 2950-24 hia A
52 Cisco 2850-24 i, "

&> Next | <= Back | [5 Cancel |

You have three choices fdagh recovery:

Recovery Using Specified Image During A Scrub Operationé

If specified image not in flash Restores the selected software image if that image is
not in flash.

If no image in flash (erased) Restores the selected software image if there are

no .bin images in flash. No action is taken if flash
contains a .bin image (even if it is not the specified
one).

Never (device may become unusable) NETLABe will take no action if the flash does not
contain a bootable image. In this case, NETLAB se
automated boot process will fail and manual
restoration of IOS will be required.

= If you select an automatic recovery option, you must also setattveare image
supportedy the curriculuni{see sectioR).
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5.8 Select PC Options

In this task, you will selean ID, type, access method, and operating system for your
PCs and servers.

Figure 5.8.1i Typical remote PC settings
REMOTE PC SETTINGS

PZ MAKME IC» T¥FE ACCESS OPERATIMG =STEM
Tlecta [13 % [Wwire = [WiC v [windowsxP v
Tlecie [16 w [wwie ©  [WiC v [windowsxP v
Llec2 15w [wware v [WiC v [windowsxP v

& Next | <= Back | [ Cancel |

The following TYPE and ACCESS combinations correspond to the documentation.

The defaultypesettings iISSTANDALONE. This settings not supported in thBasic
Switch Podv2. You must change the default setting.

To i mpl ement|SetTYPEt oé Set ACCESS

Direct/VMware VMWARE VNC

Direct/Standalone
(not supported in this pod)

Indirect (any) INDIRECT

Absent (no PC) ABSENT n/a
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5.9 VMware Settings

Tl Please enter the following settings for your YMware GSX virtual machines,

*+ IP Address. The IP address of the YMware GSX host and the address used for
accessing the YMware management APIL

*+ Username. The username of the host account used for controlling the wvirtual
machine through the YMware API.

+ Password. The password of the host account,

+ Configuration File. The full path of the virtual machine's configuration file {for
example, C:hWirtual Machines\PoD_1 PC_2winx<Ppro.vm:)

WRIMARE G ARTUAL MACHINE SETTINGS

P IO PC WAKME P ADDRESS ISERMARME PASSNORD CONFIGURATION FILE

13 Ll Pcia [10.0.0.25 [NETLAE JNETLAE |C:4¥irtual Machines\POD_7APCT atwini
14 O pctb [10.0.0.25 |NETLAR JHETLAE |C:tirtual Machines\POD_7\PCT biwini
15 .E_|, PC2 |10.0.0.25 [NETLAB JNETLAE |C:tiirtual MachinestPOD_7WPC24WiridP

&> Next | <= Back | [ Cancel |

5.10 Select a Pod ID

Each pod is assigned a unique numeric ID.

Please select a Pod ID.

FPod IO I? VI
£ Next | < Back | &3 Cancel |

5.11 Select a Pod Name

Each pod can have a unique narii@is name will appear in the scheduler, alontpw
the pod type.

Pod Name: IGaIau:tiu:a‘l

& Next | <= Back | [ Cancel |
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5.12  Verify Your Settings
At this pointNETLAB ,z hasadded the pod to its database. However, the pod has not

been brought online yetyou will want to cable up the pod, configyP€s and run a pod
test before bringing the pod onlin€éhese tasks are discussed in the remaining sections.

New Pod Wizard

@ The Mew Pod Wizard has added the pod,

* MNew pods are not brought online autamatically.
+ %ou should cable the pod and run a pod test befare bringing the pod online.

() OK

After you click OK, the new pod will appear in the list of equipment pods.

Click on the magnifier button or pod ID to manage you new pod.

BASIC SWITCH POD w2

gl 7 —dl 1 Router, 2 Switches  (Salactica () OFFLINE IDLE
- PC Support
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NETLAB e Will display the status of the pod and thgthlevel settings for each device,
PC, and control switch.

PoD ¥ - STATUS
POD ID POD NAME STATUS ACTIMITY POD TYPE
BASIC SWITCH POD v2
7 Galactica ) OFFLINE IDLE ~=—4 1 Router, 2 Switches
PZ Support
POD 7 - ROUTERS, SWITCHES, AND FIREW k )
ACCESS () SWMTCHED
GO | NAME TYPE E BORTS ac SOFTWARE IMAGE
Ck| g R Cisco 1841 (Mo Serial)  PERIPORTI0 50D 6 OUTLET A 1841 -ipbaze-mz.123-14 75 hin
Ck| S1  Cisco 2950-24 MEEIFORT 11 |S0D 6 QUTLET 2 nia
Ck| :: 52 Cisco 2050-24 MEEIPORT 12 =006 OUTLET 3 nif

[ SERVERS buttans to reconfigure)
0 [ A MIE PCID | STATUS TvPE ACCESE COMTROL P OPERATIMNG S STEM
Cgl E_I PC1a 13 OrLIME WA RE WMC 10.00.25 Windowes XP
Cgl E_I PC1b 14 ORLIME Wi ARE WM 10.00.25 Windows XP
C%l E_l PC2 14 ORLIME YhiARE WMIC 10.00.25 Windows wP

SITCH 1D P PORT RAMGE BASE WLAMN WLAMN POCL

- 1-4 160 160-163
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6 Cable the Pod

Use theNETLAB s cable chart feature to help you connect the lab dswicgour pod.
The chart is generated in rdahe and contains pedpecific information based on your
current lab device and control device settifigge cable chart function is accessed from
the pod management page.

Pod 5 -- Management Options

45 Online | Bring this pod COMWLIME and make it available for reservations.

Ar Test | Tell e if this pod is warking propetly.

|:| Cable | Show me how to cable this pod.

— Delete | Femove this pod fram METLAR.

CABLE CHART FOR POD 7
@ R1 (Cisco 1841 (Mo Serial))

COMMECT FROCHM LISIMG CABLE COMMECT TO
FastEthernetio CAT-5 Straight Through =1 Port &
FastEthernet0X CAT-5 Straight Through CIS3 Part 1
Conzole Conzole Cable E A5 Part 10
Paowver Power Cord lII' oD 6 Cutlet 1

APC
S1 (Cisco 2950-24)

COMMECT FROM LISING CABLE COMMECT TO
Paort & CAT-5 Straight Through g‘ F1 FEASE 0
Part 1 CAT-5 Crozsover ::: 52 Part 1
Port 4 CAT-3 Crozsover ::: 52 Port 4
Part 2 CAT-5 Crossover Ci53 Part 2
Part 3 CAT-5 Crossover Cis 3 Part 3

Virtual machine informatiowill not appear on the cable chart. Refersiction7 for
configuration instructions.
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7 Configuring VMware and Virtual Machines

TheNETLAB+ Remote PC Guid®r VMwarelmplementatiorexplains how to set up
VMware Server and virtual machine®lease review the pespecific information in this
section and apply it to thesgeral information in thRETLAB+Remote PC Guidir
VMwarelmplementation Please note, only the sections referring to VMware are
relevant;Basic Switch Pod/2 does not support standalones?C

After you load applications or make changes to a PC, be sure to take a VMwar®tnapsh
NETLABye i Nstructs VMware to Areverto to the sna
reservation. Any changes made after a snapshot are lost.

The IP addresses and/or default gatewaysaoh PGnay vary Depending on your
snapshots, the stadt may need to adjust IP settings to reflect the lab.

7.1 Connecting Virtual Machines to the Pod

Virtual Machines must communicate with routers in the pod. Control switches provide
the connection pointln the recommended configuration (belovie Mware Server is
equipped with an inside and outside interface. The inside interface is configured for
802.1Q connects to a reserved port on a control switciffic between virtual machines
and devices the pod traverse the VMwaSBerver inside interfacePreferably, the
VMware Server should connect to the same control switch as the pod.

Virtual Machines

3

NETLAB
Server

Outside Outside

Ny

—=r | —= =

NETLAB Users VMware Administrator
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7.2 VMware Virtual Switches and VLANSs

www.netdevgroup.com

VMware Servervirtual network adapters and virtual LAN switches (VMnets) are used to
connect virtual machines to the pd8asic Swith Podv2 uses3 VMnets. Since

VMware Serversupports 10 virtual swehes, it is possible to hogp to3 completeBasic
Switch Pod on a single VMwaré&erver.

Each virtual switch is mapped tspecificVLAN and bound to the VMware inside

802.1Q NICced. T h e

actual

VLAN

Virtual Machines

PCla VMnet

ffﬂn— PC1b VMnet

VLAN +1

| '

i * Y
Yok}

PC2 VMnet

VLAN +2

VLAN +3

VMware GSX
Host

10/7/2008

numbers used ar e

.. Virtual Adapter

Intel 802.1q NIC

v

802.1q Trunk

Any Reserved Port

Control Switch

%@E

Lab Devices
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EachNETLAB e pod is automatically assignedpool of unique VLAN number¥.ou
must determine which VLAN numbecsrrespond to each virtual switch thre VMware
Server.

First, deternme the base VLAN for the pod you are setting up. This is shown on the pod
management page. From the administrative account, gouipment Podand select
the pod from the list. Obtain tlB&ASE VLAN from theCONTROL SWITCHtable.

PoD 7 - CONTROL SMTCH
SWITCH ID POD PORT RANGE BASE WLAMN WLAR POCL

e 1-4 160 160-163

In this xample,pod 7 uses VLANs 16063 The base VLAN is 160.

Next, determine the actual VLAN number for each virtual network by addirpise
VLAN to the offsets in the table below.

: Virtual

M\;Icr;[wllj:(;s (?/‘I’\"Airt]‘;rt‘) (add toot:zf:éit VLAGg | AYEE) VLAN Eemple
PCla | PClaVMnet +1 = 160 + 1 = 161
PClb | PC1bVMnet +2 = 160 + 2 = 162
PC2 PC2 VMnet +3 = 160 + 3 = 163
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7.3 Configure VMware Server Inside Port

Refer to section 6f theNETLAB- Remote PC GuideCreate th&/LAN s (calculated

alove) onthe VMwar&e r ver 6 s

inside 802.1Q NI C.

Although it is possible to bind an IP address, mask, and gateway to each VLAN on

t he

servero6s

i nsi de ThéeVLANsyreated anlthe setvaebctn o t
as a layer 2 conduit between lab devices drvirtual machines.

Binding layer 3

information to the VLAN interfaces on the server adapter may cause unpredictable
routing and/or leakage to outside nevorks.

Connect using:

General I Advanced I

_i_Intel Pro 1 Propetrties

I H& |ntellR] PROA 00+ Dual Park Server Adapter

Thiz connection uzes the following items;

Configure. ..

[nztall...

— Description——

Alloves wour cor
hietwiork.

[ Show iconin

10/7/2008

[ . Client for Microzaft Metworks
S IntellR] Advanced Metwaork, Services Protocal

Boot Agent
General I Link.

I nté | Wirtual Lak z

WLAMz aszociated with thiz adapter

New YLAN

Mew... | e

Allowys you to config
An adapter zupports

Adapters with VLAK
that support the IEEE
the “WLAN, QoS Pack

HOTE: Afte
azzociated
connectivity

Drriver I

I Advanced I Teaming

YLAN (D
|152

VLA M ame:
I‘-.I"L.-'-‘-.N'I B2 - POD B Left Inside Ney

WLAN MName

Type a label for the VLAMN inthe YLAN Hame field. ﬂ

For example, Marketing or Engineering. The name
does naot have to match the name on ather network
devices; it iz for identification purposes anly.

HOTE: LAM names are limited to 32
characters.
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7.4 Create Virtual Switches (VMnet)

Refer to section 6 of theETLAB+Remote PC Guid®r VMware Server Implementatian
Crede thevirtual switches and bind them to the VLANS created in the previous section.

It does not matter which VMnet number you uBg default, VMnet0, VMnetl, and

VMnet8 are reserved for special functions in VMware. However, you can convert these
into odinary VMnets to use with pods. This is explained in Appendix A oNEELAB+
Remote PC Guid®r VMwareServer Implementatian

fll Local host - ¥Mware ¥irtual Machine Console

J Eile Edit Miew || Host | ¥M Power  Snapshob  Windows  Help
Switch Host. .. Chrl+L =
| @ g 2o =

Wirtual Metwork Settings. ..

Inventary
CHPOD_5 PC_2 Settings. ..
(1 Windows %P Professional KL POD 5 PC 2

i ¥irtual Network Editor

Summar_l,ll Automatic Bridging  Host Wirtual Metwork Mapping | H ozt Wirtual .-’-‘-.daptersl DHEF‘I MAT I

VMretl 188 ntellR) PRO/1 00+ Dual Part Server Adapter #2 =
Whinetl I Whdware Mebwork, ddapter Widnet1 j
Whdnet2 Mot bridged j
Yhinetd Mot bridged

B3 Fealtek R

TLE1.39 Family Pl Fast Ethernet HIC

L);

YMnetd e e
VMne | ot biidged
VMne® | ot biidged
VMnetZ | ot biidged

Whinetd Iﬁ Whlware Metwork Adapter YMnetd

e e e [ [

Ll L L Led Ll

YMnetd | ot biidged
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7.5
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Binding Virtual Machines to Virtual Switches (VMnet)

Refer to section 7 of theETLAB- Remote PC Guid®r VMware Server Implementatian
In the last section, you associated a specifi&Mlwith a virtual switch (VMnet).When
you create a virtual machinggu must bind it to the correeirtual switch (and by
association, VLAN).

: Virtual
Virtual : Offset
Machines Switch (add to base VLAN) Actual VLAN Example
(VMnet)
PCla PCla VMnet +1 = 160+ 1 =161
PCilb PC1b VMnet +2 = 160 + 2 =162
PC2 PC2 VMnet +3 = 160 + 3 =163
¥irtual Machine Settings
Hardware | I:Ipticlnsl
Bt | SummEry — Device statuz
Bl Memary 256 ME [ Conrected
&2 Hard Disk. 1 {IDE 0:0) V' Conrect at power on
%CD-ROM 1 (IDE 1:0) Auto detect
— — Adapter bype
_uskom
" wlance
% wmEnet

10/7/2008

— Metwork, connection

" Bridged: Connected directly to the phyzizal network
€ HaT: Used to share the host's I[P address
€ Host-only: & private network shared with the: host

£+ Custom: Specific vitual network

YMnet! < as required R
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7.6 Configuring the Control Switch for VMware

One Areser

vedo

port on

www.netdevgroup.com

t hJy NI€ candtonthel s wi t ¢ h

VMwareServer. Thisallows devices in the pod to communicate with virtual machines.

The reserved port should be configured as an 802.1q trunk port.

Virtual Machines

PCla VMnet

pans Virtual Adapter

Intel 802.1q NIC

VLAN +1
PC1b VMnet

VLAN +2
PC2 VMnet

VLAN +3

VMware GSX
Host

| '

ro 4

<

802.1q Trunk

<IIIIIIIIII

Any Reserved Port

: Control Switch

Lab Devices

Once you have allocated a reserved port on theaaswitch, connect the VMware
Server inside NIC using a straight thghuCAT5 cable. Configure the switch port as a
trunk and allow only the VLANSs that were boutadthe VMnets. If your VMware
Server hosts virtual machines for more than one glbolv all the relevant VLANS for

each pod.

Example switclport configuraton. Interface number and VLANSI| vary.

interface FastEthern
switchport mode trunk

switchport nonegotiate
no switchport access vl
no shutdown

et0/23

switchport trunk allowed vian

an

161,162,163

10/7/2008

Page 27 of 37

co



NETLABAe Basic Switch Pod V2 www.netdevgroup.com

7.7 VMware Server(s) on Different Control Switch

The reserved port may be located on a different control switch, provided that all links
between control switches are also configured asl®02unks and all VLANSs are
allowed. You may alshave more than one VMwaS8erver Virtual machines in the

pod can be locateon dfferentVMware Servers.

Alternate Configuration
VMware Server(s) on Different Control Switches

y=—==/
&7 CONTROL SWITCH 2 -\
Basic Switch Pod V2 < ”’
(4 Ports) R [\
1
VMware GSX Server(s) 802.1Q TRUNK I
— = ALLOW
802.1Q TRUNK ALL VLANS |
ALLOW ]
RELEVANT . — .
VLANS = nNnReserye ojr
A X l
NETLAB ¥ X ’
SERVER R RIN R
-_— s - —y /
[ ~y —
@7 CONTROL SWITCH 1
[

Ports connectingp VMware Servers should only allow the VLANSs associated with the
pods beingserved I n addition, Aswitchport nonegoti ¢
Dynamic Trunk Protocol (DTP)

interface FastEthernet0/23
switchport mode trunk
switchport trunk allowed vlan 161,162,163
switchport nonegotiate
no switchport access vlan
no shutdown

Ports connecting control switches together, allow all VLANs and DTP:

interface FastEthernet0/24
switchport mode trunk
no switchport access vlan
switchport trunk allowed vian all
no shutdown
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8 Switch Configuration Tasks

Basic Switch Pod V2 requires additional switch configution tasks for successful
operation.Using Hyperterm or other terminal, connect to the console port of the control
switch in which the Basic Switch Pod is connected. The following passwordsest®n
the control switch.

Console login password router

Enable secret password cisco

Please do not change the passwordghey are usedfor NETLAB+ automation and
technical support.

8.1 Verify Control Switch I0S Version

Each control switch should be rungilOS 12.1(22)EA2 or later Earlier versions may
havedefectsthat affeCtNETLAB x¢.

8.2 Configure Control Switch Ports

There are three essential commands that must be manually configured on each control
switch port that connects to a lab switch (S1 anthSRis case).

e spanningtree bpdufilter enable
o Instructs control switch portot tosend and receive spanning tree BPDU
frames to and frorthe lab switch
0 Spanning tree in the lab must not mingle with spanning tree on the control
switch This would cage several undesirable effects in both the lab and
on the control switches.

¢ switchport mode access
o Prevents the link from becoming a trunk port.
o The labs will not work as designed if the link between control switch and
lab switch is trunking.
o Trunkingon ports that should be access poctanbined with BPDU
filtering, createdoops that are not prevent&y spanningree.

e no cdp enable
o Disabling CDP is not critical, but will hide the control switch from lab
switch users performing CDP commands.

Do not anit these commandswithout them, loops will form causinggh CPU
utilization, errordisabled ports, and connectivity losEhese commands are specific to
switch podsandare not atomatically configured
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Locate the 3 control switch ports connectiagstl and S2. Refer to the cabling diagram
if necessary (sectiof). The following commands must be manually added to each
switch port.

Example switclport configuraton. Interface numbensill vary.

interface FastEthernet0/2
description port to S1 port 2 (PC1la)
switchport mode access
spanning - tree bpdufilter enable
no cdp enable

interface FastEthernet0/3
description port to S1 port 3 (PC1b)
switchport mode access
spanning - tree bpdufilter enable
no cdp enable

interface FastEthernet0/4
description port to S2 port 2 (PC2)
switchport mode access
spanning - tree bpdufilter enable
no cdp enable

If the control switch does not recognize fipanningtree bpdufilter command, make
sure the switch is running at led&.1(22)EA2

8.3 Initial Lab Switch Setup

Several switch models are subject to a common problem when usébasnatch.
These include (but not limited to):

e Cisco Catalyst 2900 XL Series Switches
e Cisco Catalyst 2950 Series Switches
e Cisco Catalyst 3550 Series Switches
e Cisco Catalyst 3560 Series Switches

By default, these switches will not respond to a console break dignsaine way
routers do. There are tvamvironmentariables whichaffect this:Enable Breakand
BOOT path-list.

The following procedure explains how to check these variables and set them so that the
console port will respond to a break signal.

When to Use

You must initialize the environment variables when:
¢ Installing a lab switch for the first time .
e The Enable Break environment variable is set to "no".
e The BOOT patHist environment variable is set.
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This procedure does not apply to control switchs.
Determining the Boot Status

From the enable mode, issue the following IOS command.

Lab_Sw# show boot

BOOT path - list: flash:c2950 -i60412 - mz.121 - 22.EA4.bin
Config file: flash:config.text

Private Config file: flash:private - config.text

Enable Break: no

Manual Boot: no

SettingUp the Environment

Foll ow this procedure if EnabHsis&rteank
image.

Lab_Sw# configure terminal
Lab_Sw(config)# boot enable - break
Lab_Sw(config)# no boot system
Lab_Sw(config)# end

Lab_Sw# copy run start

Lab_Sw# show boot

BOOT path - list:

Config file: flash:config.text
Private Config file: flash:private - config.text
Enable Break: yes
Manual Boot: no
Verification

With Enable Break set to "yes" and removal of a BOOT-pstha pod test should pass.

If the environment variables are not set correctly, you may experience one of the
following symptoms:

1. Pod test fails with a messaggch as "unable to put the switch into monitor
mode"

2. Lab automation such as scrub fails

3. Users cannot perform password recovery (automated or manual)
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9 Testing the Pod

After all routers andirtual machinedave been installed, you should run a podttest

verify that your pod is working. The pod test will detect common configuration and
cabling problems.

4> Online | Bring this pod OMLIME and make it available for reservations.

Ar Test | Tell me if this pod is warking properly.

|:| Cable | Show me how to cable this pod.

= Some tests may take a long time. DuringBleTIOStest,NETLAB mayhave to
load the specifietiOS image if it is notn flash. Somémagesarevery largeand can
take up to 30 minutes to program into flash memory.

If you cannot resolve an issue and decide to contact technical support, please cut and

paste the text from tHeOD TEST LOGand include with your-enail.

METLAR 3.6.0
Admin
TESTING POD 5
DEYICE T%PE TEST STATUS DETAILS
Control Switch 3| Catalyst 3550-24 () PASSED  Stestis) passed, device looks good
QI‘ ROUTER Cisco 2521¥M | CONSOLE (D RUMNING  recover consdle test
&Q ROUTER2 Cisco 2621¥M | CONSOLE | (D RUMMING  recover console test
E =] STAMNDALOMNE () PASSED 2 test(s) pazsed, device looks good
.E_L PC_1 STANDALOMNE () PASZED 2 test(s) pazsed, device looks good
E] # This P is not managed by NETLAB
1= 1
=y - DGRBS SdlarE * |t iz assumed to be warking
-E_'. PC_2 STANDALOME ZKIPPED * Thiz PC iz administratively OFFLINE
E 1= _2 ABRSEMT SHKIPPED #* This PC is not implemented
POD TEST LOG

[00:07] P23 Testing remate PC softvware and AP - PASS
[Q0:07] PC3: Pinging PC st 168925403 - PASES

[00:05] P2 Testing remote PC softvware and AP - PASS
[O0:05] PC2: Pinging PC &t 16925402 - PASE

[00:03] C530 Applying pod YLAN map on contral switch 3 - PASS
[00:03] C53 Setting up WLAM pool on control switch 2 - PASS

TESTING IN PROGRESS |5 STOP |

IMPCORTAMT: UUse the STOP button to the right if yvou want to stop the pod test,
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10 Finishing Up
10.1  Bring the Pod(s) Back Online

Now you can bring the pod online and make it available for lab reservations. You can
bring just this pod online by clicking tH> Onlinebutton unde Management Options.

Pod 5 -- Management Options

£ Online | Bring this pod OMLIMNE and make it available for reservations.

Ar Test | Tell me if this pod is warking propery.

|:| Cable | Show me how to cable this pod.

— Delete | Remave this pod from METLAB.

Alternatively, you canclick 4 Bring All ONLINE onthe Equipment Pods page. Choose
this option when you have no more additions or modificationmotls or control devices
and you wish to put all podstmservice.

HETLABR 3.6.0

Equipment Pods
Admin

Equipment pods contain the lab devices that are accessed by users,

EXISTING PODS (click on the GO buttons to manage a pod)
GO | D | POD TYPE | POD HAME | STATUS ACTIVITY
BASIC SWITCH POD

%l 3 ﬁ 1 Router FOD 3 () CFFLIME IDLE
- 2 Switches

SECURITY ROUTER POD

gl 5 ﬁ 2 Firewall Fouters | Galactica (@ OFFLINE IDLE

PCs & Servers

25 AddaPod |  dTake All OFFLINE || <> Bring Al ONLINE || <2 Back |
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10.2 Enable Lab Exercises

To makeBasic Switch Pod/2 podsavailable to classes and students, you must enable
the corresponding lab exercise conterdachnew or existing class.

To add or edit class information, log iINMETLAB s USINg your instructor account.
See the Instructor Accounts section of HETLAB+Administrator Guiddor details.

LOGIM

Username:
alab

Password:

SelectClassfrom the menu bar at the top of tRyNETLAB page, or the link in the
bodyof the page.

MyNETLAB

File Class Scheduler Profile  Curriculum  Archive Logout Help

The Class Manager page will be displayed.

7 Add aClass | goject to add a new class efext @ existingclass from the class
list by clicking on a class name

CIZC0 METWIORKING ACADEMY PEOGREAM - MY ACADEMY

CLASS MAME INSTRUCTOR STUDEMT= T%PE START DATE EMD DATE
© 2002 Sermester 2 Jane Doe 2 CHAP Jan 25, 2002 Jan 25, 2003
© Antonio's FMNS Class  Antonio Labmeister 2 CHARP Febh 17, 2005 Feb 17, 2006
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To enable Basic Switch Pod Version 2 and associated lab exercises in a classtde su
check CCNA Labs and Podsthe class settings

MyMETLAB Logout Help

+ Edit the information for this class, then click Ok,
+ For help with the form, click Help on the menu bar,

Class Name |CCNx 3x Test REQ
Primary Instructor IKaan Llzun »

Content and Exercises [] CCHNAZA

Labz available to students I CLMA 3 % Labs and Pods I

CCMNA 3. x Skills Azsessment
CCMP 3.x Labs and Pods

] FRNES/PIX

[] FMS/Router

[] Wetwork Security 2.0

Starting Date INDV v |23 w |2I]I]5 v

10.3 Schedule a Lab Reservation for Your New Pod

To schedule a lab reservation, selechedulerfrom the menu bar or tHank on the
body of the MyNETLABpage.

MyNETLAB

File Class Scheduler Profile  Curriculum  Archive Logout Help

The Scheduler Options screen willdisplayed. Detailed descriptions of the scheduler
options are available by selectiriglp on the menu bar. In this example, we will reserve
an equipment pod for your own use.

Q QA View or cancel reservations

@ PB88 reserve instructor-led training time for a class
Q B88 reserve gelf-study time for student teams

O 8 Reserve self-study time for individual students

® M Reserve an equipment pod for your own use

SelectOK to proceed to the reservation calendar.
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Theseletion of pods depictedhay be different from the pods available at your. site

The reservation time area may be scrolled up and down. Scroll to the bottom to display
the color legend
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