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PART t PLANNING
1 Introduction

TheNETLAR:Multi-PurposeAcademy Pods a versatilgpod, which includes3 routers
and 3 switches.This pods designed to be compatible with Basic Router Podivier2
and the LAN Switching Patierefore, it supporis many CCNMPiscovery and Exploration
Labs. Th#Multi-Purpose Academy Pod also supports all CCNA Security Latbhe and
beta release o€CCNR6.0TSHOOTADS.

JE’
e

Youmayhave up toeight (8)Multi-PurposeAcademy Poslper NETLAR:System.

TheMulti-PurposeAcademy Podeaturesdirectaccessto router and switchconsoles.
Integration with a separat® Mwareserversupports up to 3 virtual PCs NETLAR:can
provideremote access to the keyboard, video, and mous¢hefVMware virtual
machinesin the pod.

NETLAR:users in a team or instructded class can share access to a device console or
PC.
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1.1 Deviations

Remote users may gebnfused by local deviations from the standard curriculum and
labs. The curriculum iselativelycomplex and offrs many opportunities ta Y'I {1 S
I R2dza 0 YSy U alf yolNETLREEpods Wit Berbaddeaccesdile outside your
local Academyyou should carefully consider the impactdsviations and substitutions.

Even if youusercommunity idocal or relativéy small we recommend that you (1)
document the specifics of your pods and (2) tieeNETLAR:News and
Announcementfeature to point users to your documentation.

1.2 Remote PC Support

A Multi-PurposeAcademy Pogupportsup to 3 remote PCsNETLAR:allows several
settings for each:

Direct/VMware. ThePC is implemented as a VMware virtaachine.

e Users can control the keyboard, video, and mouse.
e Users can power on, shutdown, reboot, and revert to a clean state
e Usesscan have administrat rights.

NETLAB+ Remote PC Guidesvide detailed, versiospecific information on the
implementation of VMware productand virtual machines. Use the guide appropriate
for the VMware virtualization product ydoave choserto implement on your NETLAB+
system in orér to support remote PCs in your p{ske sectiory).

To learn more about VMware virtualization produgcidease visit
http://www.netdevgroup.com/ae/vmware.htm

Indirect. The PC is implementdaut not managed by NETLABUsers may be able to
interact withthe PC but cannot access the keyboard, video, or matlseugh
NETLAR:

Absent The PC is not impteented.

Direct/Standalone (as described in tNETLABRemote PC Guider Standalone
Implementatior) is not supported on this pod.

1.3 Dynamic Topologies

TheMulti-PurposeAcademy Podeatures dynamic topologies. NETLAEanN alterthe
topology and repasion PG by manipulating VLANs on the control switch. This is done
automatically based on the selected lab exercise. Instructors can change exercises and
topologies during instructor led class reservations.
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2 Lab Device Requirements

Lab devices are poof the topology and users can interact with them either directly or
indirectly.

The lab @vice requirements vary for the Multiurpose Academy Podlependingon
whether you plan to use the pod to teach CCNPv6.0 TSHOOT.

If you plan to use your Mulpurpose Academy Pod to teach CCNA Security, Eatioio
and/or Discovery, you mdpllow the requirements in sectiof.1 below.

If you plan to use youviulti-purpose Academy Pod (MAP) tbe CCNPv6.0 TSHOOT
course, please refer to the lab device requirements in secti@ Following these
requirements will allow you to use the MAP for CCNPv6.0 TSHOOT in addition to CCNA
Security, Exploration and/or Discovery.

Other equipment may work if it is supported by NETAZ&RBd can meet theninimum
requirementsfor feature setsjnterfaces, 10S, RAMNd Flash A list oNETLAR:
supportedlab equipment can be found on the NDG website. Please note, compatibility
with NETRAB\edoes not guarantee compatibility with the Academy labs.
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2.1 Lab Device Requirements for CCNA Security, Exploration and Discovery

The lab device guirements in the section may be usegdu plan to teach CCNA
Security, Exploration and/or Discoveryucses.

If you plan to use the Multipurpose Academy Pod (MAP) ftie CCNPv6.0 TSHOOT
course, please refer to the lab device requirements in sectiba.

2.1.1 Routers R1, R2 and R3
Ethernet Serial Recommended Minimum
Router Recommended Ports Ports Serial DRAM
Name Routers Required Required Modules
R1 Cisco 1841 2 2 1 x WIC 2A/S" 1927
R2 Cisco 1841 2 2 1 x WIC 2A/S* 128
R3 Cisco 1841 2 2 1 X WIC 2A/S* 1922

1 The WIC 2A/S module includes 2 serial ports.

2 Minimum DRAM when used to support the CCNA Security Course. For CCNA Discovery and
CCNA Exploration, 128 MB DRAM may be sufficient. Please consult your Cisco Academy
contact for more information.

Serial interfaces may be buitt, or provided by modular interface cards such as the
WIG2A/S Serial connections between routers require the appropriate serial cables.
You can use DTE and DCE cablestoaloick, or special cables that provide both DTE
and DCE in one cable (available fro@MNAnet).

4/6/2010
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E 21.2 Switches S1, S2, and S3

ST Recommended Minimum IOS & Feature Set

Name Switch
S1 Cisco 2960 Catalyst 2960 24 10/100 + 2 1000BT LAN Base Image
S2 Cisco 2960 Catalyst 2960 24 10/100 + 2 1000BT LAN Base Image
S3 Cisco 2960 Catalyst 2960 24 10/100 + 2 1000BT LAN Base Image

The global commanboot enablebreak must be enabled on all switches for proper
operation. Please see refer to secti®n

I:l 2.1.3 PCs and Servers

A Multi-PurposeAcadeny Podsupports3 VMware virtual machinesYour selectiorof
NETLAB+ supported VMware virtualization prodséhstalled on a separate server.

The following operating system choices aypital based on the curriculunThese
choices are not mandatorypu can make substitutions provided:

TheVMwarevirtualization producsupports the operating systed | & | .a3dzSa i ¢ 0
Your choices areompatible with the curriculum.

Virtua}l Recommended Functions

Machine | O/S

PC A Windows XP Student PC, client activities
PC B Windows XP Student PC, client activities
PCC Windows XP Student PC, client activities

To teach CCNA Securitye@se readhe next section for detailed information about
Recommended O/S and thequiredsoftwareto beloadedonto the Virtual Machines.
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Required software to be uploaded on PCs for CCNA Security

Software

Purpose

Requirements

Comments / Links

Supported Microsoft

When using SDM:

Windows O/S: e The web browser
requires SUN JRE 1.4
ME or later and ActiveX
.. . control must be
Secure Device | 'h€ Sk? Mis msl,tafllledh gl'lp’ 3.0 Workstation enabled.
Manager (SDM) onto the routerss flas e The recommended
memory or in the PCs. e XP Professional .
screen size for the
* 2003 Server virtual PCs is 1024 x
e 2000 Professional 768.
SP 4 e Visit www.cisco.com
for more information
Supported O/S:
e  Windows 98 or
This software will be later .
Kiwi Syslog used as the syslog * x86-based Linux www.kiwisyslog.com
server distributions with
’ GTK+ 2.0 (or
higher) and glibc-
2.3 (or higher)
This software will be
. used as the sniffer . . .
Wireshark and packet analyzer. Windows/Linux www.wireshark.org
WinRadius is a
standard RADIUS
WinRadius Server f_or n_etwork Windows/Linux www.suggestsoft.com
authentication and
accounting.
This software is used
NMAP to te_st the_lab Windows/Linux www.insecure.org
configuration.
. This software is used
g:isecr(l)t N to build a VPN. WWW.CiSC0.com

Tera Term Pro
V2.3

Software terminal

emulator for Windows.

www.ayera.com/teraterm/

DHCP, TFTP, SMTP,
Syslog servers, and

TFTP32 TETP client. tftpd32.jounin.net.com
To obtain instructions on the file
10S-Sxxx- This file is used with version and how to download,
CLI.pkg the Chapter 5 lab. please read the Chapter 5 Lab.
To obtain instructions on the file
real- This file is used with version and how to download,

cisco.pub.key.txt

the Chapter 5 lab.

please read the Chapter 5 Lab.
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2.2 Lab Device Requirements for CCNPv6.0 TSHOOT Beta Release
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The nformation provided in this sectioris based on the specifications of the beta

release of CCNP v6.0 TSHOOT. This information is subject to change.

If the Multi-purpose Academi?ad (MAP)is built baséd on the CCNPv6.0SHOOT&ab
device requirementspecified in thisection, it mayalso be used for CCNA Security,

Discovery and Exploration

2.2.1 Routers R1, R2 and R3

Ethernet Serial Recommended Minimum
Router Recommended Ports Ports Serial DRAM
Name Routers Required Required Modules
R1 Cisco 1841 2 2 1 x WIC 2A/S* 1927
R2 Cisco 1841 2 2 1 x WIC 2A/S* 192°
R3 Cisco 1841 2 2 1 x WIC 2A/S* 1922

! The WIC 2A/S module includes 2 serial ports.

2 Minimum DRAM when used to support the CCNPv6.0 Courses.

Serial interfaces may be buitt, or provided bynodular interface cards such as the
WIG2A/S Serial connections between routers require the appropriate serial cables.
You can use DTE and DCE cablestoaloiick, or special cables that provide both DTE
and DCE in one cable (available from SIGMAnet).
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Router Recommended I0S Recommended
Name Routers
R1 Cisco 1841 Advanced IP Services
R2 Cisco 1841 Advanced IP Services
R3 Cisco 1841

Advanced IP Services

! pleaseconsult the Cisco Networking Academy Lab Equipmentdofoment to
determine exactly the 10S part number.

E 2.2.3 Switches S1, S2, and S3

Switch Recommended Description Minimum 10S & Eeature Set
Name Switch
Layer 3
s1 Cisco 3560 Switch Catalyst 3560-24PS IP Services Image®
Layer 2
52 Cisco 2960 Switch Catalyst 2960 24 10/100 + 2 1000BT LAN Base
Image1
Layer 3
S3 Cisco 3560 Switch Catalyst 3560-24PS IP Services Image *

! Pleaseconsult the Cisco Networking Academy Lab Equipment Info document to
determine exactly the 10S part number.

The global ammandboot enablebreak must be enabled on all switches for proper
operation. Please see refer to secti®n

4/6/2010
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2.2.4 PCs and Servers

A Multi-Purpose Academy Padipports 3VMware virtual machinesYour selectiorof
NETLAB+ supported VMware virtualization prodschstalled on a separate server.

The following operating system choices are typical based on the curriculum. These
choices are not mandatory; you can make substitutions provided:

TheVMwarevirtualization producti dzLJLI2 N1 a GKS 2LISNI GAy3 aeadsSy
Your choices are compatible with the curriculum.

Virtua}l Recommended Functions

Machine | O/S

PC A Windows XP Student PC, client activities
PC B Windows XP Student PC, client activities
PCC Windows XP Student PC, client activities

2.2.5 Required software to be uploaded on PCs for CCNPv6.0 TSHOOT

Required Software Comments, Links, Manufacturer

Firefox 2.0 and later versions, Mozilla, Microsoft
or Internet Explorer 6.0 and
later versions

Tera Term Pro version 2.3 Software terminal emulator for Windows
http://www.ayera.com/teraterm/
Ayera Technologies - Freeware

PuTTY Terminal Emulator http://www.chiark.greenend.org.uk/~sgtatham/putty/
Freeware
Kiwi Syslog Daemon http://www.kiwisyslog.com/kiwi-syslog-daemon-

overview/ - Freeware

TFTP32 Includes DHCP, TFTP, SNTP and Syslog servers as
well as a TFTP client http://tfpd32.jounin.net/ -
Freeware

Wireshark Network protocol analyzer

http://www.wireshark.org/ - Freeware

Cisco SDM Requires Sun Java Runtime Environment (JRE)
http://java.com/en/download/manual.jsp
Sun Microsystems, Inc. (Free download)

4/6/2010 Pagel2 of 46


http://www.ayera.com/teraterm/
http://www.chiark.greenend.org.uk/~sgtatham/putty/
http://www.kiwisyslog.com/kiwi-syslog-daemon-overview/
http://www.kiwisyslog.com/kiwi-syslog-daemon-overview/
http://tfpd32.jounin.net/
http://www.wireshark.org/
http://java.com/en/download/manual.jsp

NETLAR: Multi-Purpose Academy Pod www.netdevgroup.com
3 Control Device Requirements
NETLAR:control deviceprovideinternal connectivity, console access, and managed

power. Control devices are dynamically managetNByfLABand are not acessible or
configurable by lalisers.

The NETLABAdministratorGuideexplains how to add, change, or delete control
devices.

A Multi-PurposeAcademy Podequires the followingontrol device resources:

Control Device Resource Quantity Required

8 consecutive ports

CEo) S 1 reserved port (VMware)

Access Server 6 lines

Switched Outlet Devices 6 outlets

3.1 Control Switch Overview

NETLAR:uses a control switch to provide connectivity between desgim aMulti-
PurposeAcademy Podnd VMware server(s)This podrequires8 consecutive porton
a supported control switch (other than a Catalyst 1900 series).

CONTROL SWITCH

Ay Repersed Port

Trunk

rort — (|E B

Ports ardabeled+0to +7 in the diagram and are relative to thmse port These ports
must be consecutiven the same control switchAs with all pods, you choose a base
port for the pod during pod installation (sectids). A control switch can support
multiple pods. To determine the actual port numbeused for thigpod, add the base
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port number to the relative port numbershown in the diagram For example, if the
base port is 5, the aatl port numbers will b& to 12.

Using SNMRETLAR:will automaticallysetup VLANs and configure ports on the

control switch These VLANSs are depicted as letterls ¢ { KHR dz¥ R NS LINS A Sy i
subnet in the topology EachNETLAR:pod has a uniqu&LAN poohnd the actual

VLAN numbers will be unique for eadETLARpod. This is to avoid conflict between

pods.

hyS & NBparSoNifieScRrirol switch connects an 8021q NIC card on the
VMwareserver. This allows devices in the pod to communicate with virtual mashine

The reserved port may be located on a different control switch, provided that all links
between control switches aralsoconfigured as802.1qgtrunks andall VLANs are
allowed. You may also have more than one VMvgaregerand virtual machines in the
pod can be located on differeMMware ®rvers. For more details, please see section

& 9 9
i\ l /// ““ﬁ

ul

__| —
NETLAB ] Vitware
Server Inside Inside Host
Qutside Outside
L] JE]L |
g p—
;7
NETLAE Users Vhware Administrator
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3.2 Access Server Ports

Access servers provide console connectiongitorouters so thatisers can access tire
from NETLAR: Users do not communicate directly with the access server. Rather, all
connections are proxied through NETLAB

A Multi-PurposeAcademy Podequires6 access server ports.

These porsdo not have to be consecutive, and can span muliueess servers.

ACCESS SERVER

+3

3.3 Switched Outlets

Switched outlets provide managed electrical power, allovhiir LABand users to
turn lab equipment on and off. Wulti-PurposeAcademy Podequires6 switched
outlets, onefor each router.

Outlets do not have tdve consecutive and may span multiple switched outlet devices
(i.e. APC7900 or APC7920).

e SWITCHED OUTLET DEVICE {APC 92XX, APC T9XX)

+0 +1 +2 +3 +4 +5
J0 0 e Ul
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PART 2 IMPLEMENTATION
4 Pre-requisites

This sectiortovers tasks that should be executed prior to addimgudti-Purpose
Academy Pod

4.1 Understanding VMware Virtualization and Virtual Machines

NETLAB+ Remote PC Gu{des sectiory) provide detailed, versiospecific
information on theimplementation of VMware virtualization producésd virtual
machines ANETLAB+d®Rote PC Guidgwould be used in conjunction with this guide.

Use the guide appropriate for the VMware virtualization product you have chosen to
implement on your NETLAB+ system in order to support remote PCs in your pod.

4.2 Setup Control Devices

Usingthe guidelines irsection2.2, decide which control switch ports, access server
ports, and switched outlets you will use for yddulti-PurposeAcademy PodAdd
control devices if necessary. Control device configuration igrdeated in the
NETLABAdministratorGuide.

4.3 Upload IOS Images

Upload the IOS images fthre lab routers NETLAR:will recover these images on the
devicesf they are erased from flash.

4.4 Disable User Logins (optional)

You must take all equipment gs offline to add pods or configure control devices. You
may wish to disable user logins during this time.
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5 Adding the Pod

This section walks you through the pess of adding &ulti-PurposeAcademy Pod
using theNETLARNew Pod Wizard.

5.1 Start the New Pod Wizard
Login to the administrator account.
SelectEquipment Pods.

Select¥ Take All OFFLINfEany of the pods are online. Caution: this will cancel any
reservations in progress.

Selecte” Add a Pod.

The New Pod Wizard will now help you add gnipment pod to your system.

5.2 Add a Multi-Purpose Academy Pod

®  MULTI-PURPOSE
o/\e ACADEMY POD

| | |
When prompted, seledhe Multi-PurposeAcademy Pod ? 3 Routers, 3 Switches

5.3 Select Control Switch and Ports
A Multi-PurposeAcademy Podequires8 consecutive control switch portsNETLAR:

will present a lisof the control switches on your system. Switches that meet the port
requirement can be selected. Choose one control switch for your new pod.

& AE Multi-purpose Academy Pod requires 8 consecutive control switch ports,

Please select a control switch for this pod, then click Next,

COMTROL SYMTCHES
SELECT D SWATCH TYPE  PORTS THAT ARE FREE COMMENT
MELIGIBLE | 1 Catalyst 29580-24 PORT 7, 9-10, 16 MOT EMCLUIGH COMSECUTIVE PORTS
@ |3 Catalyst 2950-24 PORT 1-16 Ok TO USE

&> Next | <a Back | 3 Cancel |
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Next, select the ports you want to use.

—
-
You have chosen contral switch 3.

& AE Multi-purpose Academy Pod requires 8 consecutive control switch ports.

. Forts 1to 8

Ports 210 9
> Next | <7 Back | 3 Cancel | Forts 310 10

Ports 410 11
Pors 51012
Pors o013
Pors Y1014
Pors 81015
Ports 910 16

54 Select Access Server(s) and Ports

A Multi-PurposeAcademy Pdrequires6 access server ports

It is a good idea to use consecutive ports on one access server if po3gilderactice
will make it easier to cable and troubleshodt consecutive ports are not available, you

can use norconsecutive portspn different access servers if necessary.

Use thephysicalport numbersshown on the access serveSome models start at port 1
(Cisco 2509 and 2511) and others start at port 0 (CiscdlBiMand NM32A modules).

NETLAR:allows you to choose consecutive pern one access server, or you can
choosedlet me pickto select an access server and port for each router.

ACCESS SERVERS

D | TTPE PORTS THAT ARE FREE
1 |Cisco 2511-RJ|4-7,9-10, 14-16

4 AE Multi-purpose Academy Pod requires 6 access server ports,

(& Use 6 consecutive ports on access server |1 |%| starting at port |1 |+
) Let me pick the access server and ports for each device

E> Next | <3 Back | [£3 Cancel |
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dLet me pick, allowsyou to m&e granular selections and split ports among several

access servers.

SELECT AN ACCESS SERVER ARD PORT FOR EACH LAB DEYICE

LB DEYICE
F1

RZ
R3
=1
52
=3

5> Next |

5.5 Select Switched Outlets

A Multi-PurposeAcademy Podequires6 switched outlets

ACCESS SERWER (I PiORT
1 s 2 ||
1 [ 3 [mf
1 [ 1 [
1 s 5 ||
1 [ 6 |v|

<= Back I 3 Cancel I

It is a good idea to use consecutive outlets on one switched outlet device (SOD) if
possible This practice will make it easier to cable and troubleshdbtonsecutive
outlets are not available, you mayge nonconsecutive outlets, spanning multiple SODs

if necessary.

SYITCHED QUTLET DEVICES (=000
I | TYPE

1 APC 7900 Switched Rack PDU |4-7
2 APC 9211 MasterSwitch
3 APC 75900 Switched Rack PDU|1-8

& AE Multi-purpose Academy Pod requires 6 switched outlets,

() Let me pick select outlets for each device manually

&> Next |

4/6/2010
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G S Y &ill allow@®dudo make graular selections.
SELECT & SWITCHED OUTLET FOR EACH LAB DEVICE
LAB DEVICE 0D OUTLET
R Bl | [l
R2 30l | [2[sl
R3 30l | (3l
51 30l | (4]l
52 30l | [5lel
53 130l | [6lsl
E> Next | <= Back | £ Cancel |

5.6

Selectthe model of each lab device that you wiéploy.

Select Device Types

www.netdevgroup.com

= Your selections are used to assthe appropriateNETLAR:-device driver.

= Improper selections may cause errors.

= NETLAR:-may offer selections that do not support the curriculum. Seetion2 for
a list ofrecommendeddevicesfor this pod

SELECT A MODEL FOR EACH LABR DEVICE

LaB DEYICE T%PE MODEL
R QI# Router || Cisco 1841 (30414 |
2§24 Router | Cisco 1841 (307149 v
R3 04 Router | Cisco 1841 (307159 v
a1 Switch | Cisco 2960 v
52 ™ Switch [ Cisco 2060 ]
53 e switch [ Cisco 2960 ]

5> Next | ¢aBack | [ Cancel |
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5.7 Select Software Images and Recovery Options

NETLAR:scrubseach routerat the end of I& reservation or upon requesDuring a
scrub,NETLAR:-can recover an IOS imagatifs erased from flash.

SELECT AN IMAGE AMD RECOVERY OPTIONS FOR EACH LAB DEWICE

DEYICE TYPE SOFTWARE IMAGE RECONER LUZIMNG SPECIFIED IMAGE

= e‘ Cisco 1841 (S0414%) || c1841-iphase-mz.124-10hin v if specified image nat in flash e

R @ Cisco 1841 (50/10) || c1841-iphase-mz.124-10 hin v if zpecified image not in flash w

=] @ Cisco 1841 (30/14%) || c1841-iphase-mz.124-10 hin ~ | |iif specified image not in flash d
if zpecified image naot in flash

= E Cisco 2960 i, if mo image in flazh [erased)
never [device may become unuzable]

52 E Cisco 2960 M M

=3 E Cisco 2960 P2, M2,

| 5> Next | <= Back I 3 Cancel I

The Software Images selected in this exangplpport CCNA Exploration and Discovery
For CCNA SecuritiRl and R#&ust have Advanced IP services, and for CCNIRA.B2
and B must have Advanced IP Services, furthemoteai®l S3 must be 3560s

You have three choices for flash recovery:

Recovery Using Specified Image During A Scrub Operationé

If specified image not in flash Restores the selected software image if that image is
not in flash.

If no image in flash (erased) Restores the selected software image if there are

no .bin images in flash. No action is taken if flash
contains a .bin image (even if it is not the specified
one).

Never (device may become unusable) NETLABe will take no action if the flash does not
contain a bootable image. In this case, NETLABAE
automated boot process will fail and manual
restoration of IOS will be required.

If you select an automatic recovery option, you must also selsoftavare image
supportedby the curriculum(see sectior?).
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5.8 Select PC Options

In this task you will selecan ID, type, access method, and operating system for your
PCs and servers.

The example below shows the typical settings for a VME&Xsetup.

REMOTE PC SETTINGS

PC MAME I PC MWIRTUAL MACHIRE TYPE ACCERS CFERATIMG =Y STEM
g_'_, FC A 1 |w) SbWARE S 3513 {w] WHIC e indowws #P B
,‘5—!‘ FCE 2 | ﬁE“l?"\E"E;‘-E ESHiaoUs WHIC | “whindows Server 2003 i
= VW ARE Server 2.0
gj FCC Ed g?ﬂﬂl{gﬁger 1.0/G5x WHC 4 Lirx B

k> Next | <= Back | 3 Cancel |

PC/Virtual Machine Type

e VMWARE ESXi 3.5 prévides direct access to a VMware virtagachine and
enables automation through the VMware API. This is the correct setting if you
areusing VMware ESXi.

o VMWARE Server 2gbovides direct access to a VMware virtual machine and
enables automation through the VMware AHIhis is the correct $tng if you
are using VMware Server version 2.X.

o VMWARE Server 1.0/Gpprévides direct access to a VMware virtual machine
and enables automation through the VMware API. This is the correct setting for
VMware virtual machines if you are using VMware 8eversion 1.x or GSX.

e STANDALONifovides indirect access to a real PC or server resource.
This setting is not supported in thMulti-PurposeAcademy Pod

ABSENIndicates that you are not implementing the PC in this pod. Users will
get a friendly ppup message if they try to connect to it, informing them that the
PC is not implemented.

If you have not yet set up VMwareand installed virtual machines on your NETLAB+

system (see sectioii), you may use theABSENT settinfipr now, and modify the
setting after installing your virtual machines.
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TheAccesssetting specifies a direct access protocol, or indirect access.

e VNG ff2g& RANBOG FOO0Saa G2 GKS t/ Qa |
protocol.

o |INDIRECSpecifies a static PC or server resource. Users will not have access to
the keyboard, video, or mouse. This option is only available when PC type is
STANDALONE.

TheOperating Systensettingspecifies an OS for this PC. The availability ofeatseh
does not guarantee compatibility with all labs.

The following table depicts the type and access settings that are available for selection:

To i mpl emeé Set TYPE Set ACCESS

VMware Select the VMware VNC
virtualization product
you are using.
Selections include,
VMWARE ESXi 3.5
U3, VMWARE Server
2.0 and VMWARE
Server 1.0/GSX.

Standalone Does not apply to VMware implementations.
Indirect STANDALONE INDIRECT
Absent (no PC) ABSENT (not applicable)

5.9 VMware Settings

If you select one of #taVMwaresettings for any of the POSETLABwill prompt for
additional settings on the next page.

ARE VIRTUAL MACHIMNE SETTINGS

PC D PC MaAME P ADDRESS USERMAME PASSWIORD COMFIGURATION FILE
1 .E_ll PC A 169.254.1.253 rietlab gtrongpaszsword [datasztore] Pod_4 wire<Ppro vy
2 -E_I, PC B 169.254.1.253 nietlab gtrongpassword [datastorel] Pod_4/win2 003, vms
3 -E_I, PCC 169.254.1.253 netlab gtrongpaszword [datastorel] Pod_4./0n. vms

> Next <= Back | [ Cancel |
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Each virtual machine requires four VMwaspecific settings. Please refer to the
NETLAB+ Remote PC Gyse sectiory) specific to your VMware server virtualization
product selection for versiospecific details regarding these settings.

5.10

ThelP Addressetting is used to connect to the VMware host system. This is the
IP address usefvr KVM and API traffiflow.

Usernamespecifies an operating system account on the VMware host system.
NETLABWill use this account to login to the VMware host and control virtual
machines through the VMware API (se

Passwordspecifies the password associated with theshaccount (see section

Configuration FileEnterthe path of the virtual machine configuration file on the
VMware host.

Select a Pod ID

Each pod is assigned a unique numeric ID.

Each equipment pod is assigned a unique numeric 1D,

Please select a Pod ID.

Pod ID: |4 |»

5> Next | <3 Back | 3 Cancel |

511

Select a Pod Name

Each pod can have a unique naniéis name wilhppear in the scheduler, along with
the pod type.

Each equipment pod is assigned a unique name,

Pod Mame: |Aflantic

&> Next | <= Back | [ Cancel |

4/6/2010

Page?4 of 46



NETLAR: Multi-Purpose Academy Pod www.netdevgroup.com
5.12  Verify Your Settings

At this pointNETLAR:-hasadded the pod to its database. However, the pod has not
been brought online yetYou will want to cable up the pod, configyP€sand run a

pod testbefore bringing the pod online. These tasks are discussed in the remaining
sections.

MNew Pod Wizard METLAH

m The Mew Pod Wizard has added the pod.
*+ hew pods are not brought anline automatically.

+ You should cable the pod and run a pod test before bringing the pod online,
+ Additional management options can be set for Cisco ASA security appliances.

() OK
After you click OK, the new pod will appear in the list of equipment pQidisk on the
magnifier button or pod ID to manage you new pod.

% MULTI-PURPOSE

Q 4 2483 ACADEMYPOD Atlantic @ OFFLINE IDLE
- ? 3 Routers, 3 Switches
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NETLAR:wiIll display he status of the pod and the highvel settings for each device,
PC, and control switch.

POD 4 - STATUS
POD D POD MAKE STATUS ACTIVITY POD TYPE
*  MULTI-PURPOSE
4 Atlantic @ OFFLINE IDLE *Le ACADEMYPOD

u |
? 3 Routers, 3 Switches

CHES, &hD FIREWALLS (click on the GO buttons to reconfigure dey ]
ACCESS @ SYITCHED

G0 MAME TYPE E EORTS 4 SOFTWARE IMAGE
Q| g Rl |Cizco 1841 (S0M ) = PORT 0 =00 3 OUTLET 1 1 841 -ipbase-mz 1 24-10 bin
Q| - R2  |Cizco 1841 (5005 M= PORT A SO0 3 OUTLET 2 1641 -iphase-mz.124-10 hbin
Ck| b R3  |Cizco 1841 (50045 = PORT 2 50D 3 OUTLET 3 1641 -iphase-mz.124-10 kin

—
Ck' e =1 |Cisco 2960 M= PORT 3 500 3 OUTLET 4 nis

—r
Q| el =2 |Cisco 2960 = PORT 4 500 3 OUTLET 5 nia

—
Q| el 53 Cisco 2950 M= PORT 5 S0D 3 OUTLETE nia

POD 4 - PCs AND SERVERS  (click the GO buttons to reconfigure)

et} AARE PCID STATUS TFE ACCESS | COMNTROL IR CPERATIMNG S STEM
Cg' .E_|, PC &, 1 | OMLIME | “MWARE ESKi 3.5 U3 YNC | 169.254.1.253 Wincows XP

Ckl .E_'I PC B 2 CMLIME YAARE ESX 3.5 U3 W 1689.234.1 253 | Windows Server 2003

C%l .EJI pCC 3 CMLIME | WhWAARE ESX 3.5 U3 WG 169.234 .1 233 Lir

PO 4 - COMTROL S

SWWITCH 1D PO PORT RAMGE BASE YLAM WLAR POCL

— K 1-8 130 130137
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6 Cable the Pod

Use theNETLAR:cable chart feature to help you connect the lab desigeyour pod.

The chart is generated in re@ime and contains porspedfic information based on your
current lab device and control device settingshe cable chart function is accessed from
the pod management page.

Pod 4 -- Management Options

£ Online | Bring this pod OMLIME and make it available for resemvations.

A Test | Tell me if this pod is warking praperly.

|:| Cable | show me how to cable this pod.

= Delete | Remave this pod from NETLAB.

CABLE CHART FOR POD 4
@ R1 (Cisco 1841 (S0/1/x)

COMMECT FROM LISk CABLE CORMMECT T
FastEthernetil CAT-5 Straight Through Cf53 Port 1
FaztEthernet 0M CAT-5 Straight Through S FaztEthernet 0/5
Conzale Conzole Cable E &5 2 Port 0

Powver Powver Cord E«: =003 Citlet 1

Setiall DCE Back-to-back zerial cables gﬁ Rz Seriall DTE
Seriall DTE Biack-to-hack serial cables g R3 Seriall DCE
'I‘ R2 (Cisca 1841 (S0//))

COMMECT FROM LISIMG CABLE COMMECT T
FastEthernetid CAT-5 Straight Through Cr53 Port 2
FastEthernetOM CAT-S Straight Through L3 Part 3
Conzale Conzole Cable E &5 2 Port 1
Powver Povwver Cord IE'C =00 3 Cutlet 2
Serial0 DTE Back-to-back serial cables q R Seriall DCE
Setiall DCE Back-to-back zerial cables gﬁ R3 Setiall DTE

The cable chart is continued on the next page.
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p.‘:i R3 (Cisco 1841 (S0/1/x))

COMMECT FROM
FastEtherneti0
FastEthernet 0OM

Conzale
Powver
Zeriall DCE

Seriall DTE

E S1 (Cisco 2960)

COMMECT FRCM
FastEthernet 0A
FastEthernet 072
FastEthernet 0/3
FastEthernet 0/
FastEthernet 05

FastEthernst QUG
Conzole

Powver

E S2 (Cisco 2960)

COMMECT FRCM
FastEthernet 0A
FastEthernet 072
FastEthernet 0/3
FastEthernet 0/

FastEthernet 0511
FastEthernet 0M 3
Conzole

Powver

The cable chart is continued on the next page.

4/6/2010

ISIMG CABLE
CAT-5 Straight Through
CAT-5 Straight Through

Console Cable
Powver Cord
Back-to-back serial cables

Back-to-back serial cables

ISIMG CABLE
CAT-3 Crossover
CAT-53 Crossover
CAT-5 Crossover
CAT-5 Crossover
CAT-S Straight Thraugh

CAT-S Crossover
Console Cable

Powver Card

ISIMG CABLE
CAT-3 Crossover
CAT-53 Crossover
CAT-5 Crossover
CAT-5 Crossover

CAT-5 Crossover
CAT-S Crossover
Console Cable

Powwer Card

-

SiE

!.i Ars 2

@ =003
APC

’,I‘m

W Fo
%

F1

-
!.i A2

@O soos3
APC

www.netdevgroup.com

COMMECT TO
Port 4
FastEthernst QU5

Port 2
Cutlet 3
Zeriall DTE

Seriall DCE

COMMECT T
FastEthernet 0A
FastEthernet 072
FastEthernet 0/3
FastEthernet 0/
FastEthernet 0A

Patt 5
Port 5

Ciutlet 4

COMMECT T
FastEthernet 0A
FastEthernet 072
FastEthernst OM
FastEthernet 0752

Port &
Part 7
Patt 4

Citlet 5
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E S3 (Cisco 2960)

COMMECT FROM ISING CABLE COMMECT TO
FastEthernet 04 CAT-S Crogsover W2 FastEthernet 053
FastEthernet 052 CAT-5 Crogsover =2 FastEthernet 064
FastEthernst 003 CAT-S Crossover S FastEthernst 003
FastEthernet 054 CAT-5 Crossover = FastEthernet 054
FastEthernet 065 CAT-5 Straight Thraugh R3 FastEthernet 01
FastEthernet 0/3 CAT-5 Crossover Chs 3 Part &

Conzole Conzole Cable !I‘i AfE 2 Paort 5
Povwwer Powver Card Ec =00 3 Outlet 6

Virtual machine information will not appear on the cable chart. Refer to setfon
configuration instructions

The Ethernet interface names show in the cable guidance will be the actual interface
names based on your selected hardwatdowever, the interface names shown for
serial ports are relative, not actual. Pleasmsider thisvhen cabling the pod
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7 Configuring VMware and Virtual Machines

The material in thisectionshould be sed in conjuntton with aNETLAB+ Remote PC
Guide NETLAB+ Remote PC Gupteside detailed, versiospecific information on the
implementation of VMware virtualizatioand virtual machines. Use the guide
appropriate for the VMware virtual&ion product yothave chasento implement on
your NETLAB+ systamorderto supportremote PCs in your pod

Currently availabl&@ ETLAB+ Remote PC Guidelside:

¢ NETLAB+ Remote PC Guide fowslid Implementation Using ESXi Version 3.5

¢ NETLAB+ Remote PC Guide for VMware Implementation Using VMware Server
2.X

o NETLAB+ Remote PC Guide for VMware Implementation Using VMware Server
1.x and GSX

Please refer to th&lETLAB+ Documentation Pdgea complete list of Remote PC
Guidesjncluding the latest releases.

EachNETLABRemote PC Guidacludes These Sections

Material regarding irtial implementation of VMware virtualizationwith your
NETLAB+ system:
PART &, Background (Introductorinformation)
PART 2 Planning (Hardwarand Software Requirements Specific to the
VMware product you are using)
PART & VMware VirtualizatiorSetup(Defails on installatioh

Details on adding virtual machines to a pod:
PART 4 Adding Virtual Machine@Adding Virtual machines and making them
accessible to NETLAB+ users)
PART & Connecting Virtual Machines to Real Lab De(@mnnecting to an
External NetworkCreating VLAN interfac&onfiguring VMnefis
PART @ Verifying Connectivity and Troubleshodagif/erifying Connectivity
Between VirtuaMachines and Lab Gea
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7.1 Connecting Virtual Machines to the Pod

Virtual Machines must communicate with routers in the pod. Control switches provide
the connection point.In the recommended configuration (belowhe VMware server is
equipped withan inside and outside interface. The inside interface is configured for
802.1Q connects to a reserved port on a control swit€haffic between virtual

machines and devices in the pod traverse the VMware server inside interface.
Preferably, the VMwareesver should connect to the same control switch as the pod.

] gg

— —

NETLAB ] Vitware
Server || Inside Inside | Host
Outside Qutside
L JDL Ll
Qﬁ —
F
NETLAE Users Vhhware Administrator
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7.2 VMware Virtual Switches and VLANSs

VMwareServervirtual network adapters and virtual LAN switches (VMnets) are used to
connect virtual machines to the pod:heMulti-PurposeAcademy Podises3 VMnetsin

the required configuration Since VMwar&erverfor Windowssupports 10 virtual
switches, it is possible to hoap to 3 completeMulti-PurposeAcademy Poslon a single
VMware Srver.

The limit of 10 virtual switches applies to VMware ®emnly. This limit does not apply
to VMware ESXi. Using ESXi, all VLAN adapters will be connected to a single virtual
switch The picture belowhowing multiple VMnetslepictsa systenusing VMware
Srver.

Each virtual switch is mapped tespecificVLAN and bound to the VMware inside

802.1QNICcardt KS | Ol dzr t [ !b ydzyoSNB dzaSR I NB

PCla and PC1b share a common VMnet and VLAN.

Each NETLABpod is automatically assignedpool of unique VLAN numbersou must
determine which VLAN numbect®rrespond to each virtual switch dhe VMware
server.
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