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PART 1 ï PLANNING 
 

1 Introduction 
 

The NETLABAE  Network Security Pod (version 2.0) corresponds to the Academy 

Network Security 2.0 curriculum. 

 

This document assumes that you have reviewed Academy Network Security curriculum 

and labs.  In particular, you should review the Student Lab Orientation exercise.  This lab 

provides an overview of the pod, labs, objectives, and general requirements. 

 

 
 

 

You may have up to four (4) Network Security pods per NETLABAE
 
system. 

 

The Network Security pod features direct access to router and PIX consoles.   

This pod also supports integration with a separate VMware server to provide PC and 

server support.  NETLABAE can provide remote access to the keyboard, video, and mouse 

of VMware virtual machines in the pod. 

 

NETLABAE users in a team or instructor-led class can share access to a device console or 

PC. 
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The security labs are designed around a two-team model.  One team of students 

configures the left (or P) side, while another team configures the right (or Q) side.  

 

  To reduce operating costs, NETLABAE does not mandate that you implement every PC 

and server, nor does it require any particular operating system.  You can easily 

reconfigure the pod settings at any time during the semester, making adjustments and 

repositioning PCs as needed.  Although NETLABAE provides this flexibility, certain 

choices may be required by the curriculum and by NETLABAE. 

 
1.1 Deviations 

 

Remote users may get confused by local deviations from the standard curriculum and 

labs.  The curriculum is relatively complex and offers many opportunities to ñmake 

adjustments to the labsò.  If your NETLABAE pods will be made accessible outside your 

local Academy, you should carefully consider the impact of deviations and substitutions. 

 

Even if your user community is local or relatively small, we recommend that you (1) 

document the specifics of your pods and (2) use the NETLABAE News and 

Announcements feature to point users to your documentation. 

 
1.2 Remote PC Support 

 

The Network Security Pod supports 7 remote PCs.  NETLABAE supports three alternative 

settings for each: 

 

 Direct/VMware .  The PC is implemented as a VMware virtual machine. 

o Users can control the keyboard, video, and mouse. 

o Users can power on, shutdown, reboot, and revert to a clean state. 

o Users can have administrator rights. 

 Indirect .  The PC is implemented, but not managed by NETLABAE. 

o Users may be able to interact with the PC, but cannot access the keyboard, 

video, or mouse through NETLABAE. 

 Absent.  The PC is not implemented. 

 

These options are fully explained in the NETLAB+ Remote PC Guide for VMware Server 

Implementation.  Direct/VMware offers complete administrative access on the remote PC 

and offers the greatest support for labs.  To learn more about VMware virtualization 

products, please visit the companyôs web site at            

http://www.vmware.com. 

 

Please Note: Direct/Standalone (as described in the NETLAB+ Remote PC Guide for 

Standalone Implementation) is not supported on this pod. 

 

http://www.vmware.com/
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1.3 Client-to-IOS-Firewall Topology 

 

The curriculum contains labs that use a Client-to-IOS Firewall topology.  NETLABAE 

does not implement a separate pod type for these labs.  You may optionally configure the 

Backbone Server (BB) for direct access by users, and use BB for VPN client exercises.  

By enabling direct access, BB can also be used as an external PC for labs that require 

testing from an outside network (i.e. simulating a host on the Internet). 
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2 Lab Device Requirements 
 

Lab devices are part of the topology and users can interact with them either directly or 

indirectly. 

 

The equipment listed in subsequent sections is derived from the official Academy 

spreadsheet  NSv2.0_Configuration_and_Pricing_Guide_03OCT05.xls .  

 

Other equipment may work if it is supported by NETLABAE and can meet the minimum 

requirements for feature sets, interfaces, IOS, RAM, and Flash.  A list of NETLABAE  

supported lab equipment can be found on the NDG website.  Please note, compatibility 

with NETLABAE  does not guarantee compatibility with the Academy labs. 

 
2.1 ROUTER1 and ROUTER2 

 

Recommended 
Devices 

Ethernet 
Ports 

Required 
IOS Releases 

Cisco 831 (Economy) 2 
S831CHK9-12402T   
Cisco 831 Series IOS IP/FW 3DES 

Cisco 1841 (Standard) 2 
IP Advanced Security 
Minimum of 12.3.(8)T IOS IP/FW/IDS Plus  
IPSec56 or 3DES image 

Cisco 2811 (Premium) 2 
IP Advanced Security 
Minimum of 12.3.(8)T IOS IP/FW/IDS Plus  
IPSec56 or 3DES image 

 
2.2 PIX1 and PIX2 
 

Devices 
Ethernet 

Ports 
Required 

IOS Features 

ASA 5510* 
 

RECOMMENDED 
3  IOS 7.0(6) or higher.  

PIX 515E 
 
 

3 

PIX-515E-DMZ Bundle (Chassis, Restricted SW, 64MB 
SDRAM, 3 FE ports. Includes PIX-1FE PIX 10/100 Fast 
Ethernet card)  
 
Select SF-PIX-515-7.0 [PIX OS 7.0- or later] for the PIX 515E 
Chassis for Software Option. Select PIX-515-VPN-3DES for 
PIX-VPN Options (or select PIX-VPN-DES in encryption 
restricted countries) 

PIX 501 
PIX 506E 

2 * *  

* *  501s and 506s do not have a DMZ interface and cannot 

be upgraded to OS v 7.0 or later. 

 
These models are options in NETLAB, but they are limited in 
functionality.  At least one PIX in the pod should be a PIX 
515E. 

*Even though the ASA 5510 is not included in the recommended academy equipment list 

for the Network Security courses, this is the best option because PIX5xx are mostly EOS 

(End Of Sale).  
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2.3 Router Backbone (RBB) 
 

RBB is a backbone router with a static configuration.  At least one Fast Ethernet port 

supporting 802.1q is required.   

 

 
NETLABAE 

Recommended 
Devices 

Ethernet 
Ports 

Required 
IOS Features 

Cisco 1841 

1 12.2, IP, 802.1q, RIP Cisco 2801 

Cisco 2620/21 

 
 

NETLABAE does not allocate an access server connection for RBB, so users cannot 

directly access the console port.   However, it is part of the topology so users can 

indirectly interact with it (i.e. ping, trace, RIP, etc.). 

 

  You may allow student Telnet access to RBB from BB, PC1, or PC2.  Since RBB is 

part of the pod infrastructure, we do not recommend privileged (enable) access. 

 

 
2.4 PCs and Servers 

 

The Network Security pod supports 7 VMware virtual machines.  VMware virtualization 

is installed on a separate server.  The NETLAB+ Remote PC Guide for VMware 

Implementation contains general information for setting up a VMware server. 

 

Please Note:  The Academy labs refer to a ñSuperServerò option.  This is not supported 

by VMware or NETLABAE.  Multiple servers in the pod are implemented as virtual 

machines on the VMware server. 

 

The following operating system choices are typical based on the curriculum.  These 

choices are not mandatory; you can make substitutions provided:  

 

(1) VMware virtualization products support the operating system (as a ñguestò). 

(2)  Your choices are compatible with the curriculum. 

 

 

Virtual 
Machine 

O/S Functions 

PC1 
PC2 

Windows XP Student PC, client activities, VPN 

IS1 
IS2 

Windows 2000 or 2003 Server CSACS, Web, FTP, DHCP 

DMZ1 
DMZ2 

Linux or Windows Web, FTP 

BB Windows 2000 or 2003 Server Backbone Server 
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3 Control Device Requirements 
 

NETLABAE control devices provide internal connectivity, console access, and managed 

power.  Control devices are dynamically managed by NETLABAE and are not accessible 

or configurable by lab users. 

 

 The NETLAB+ Administrator Guide explains how to add, change, or delete control 

devices. 

 

The Network Security Pod requires the following control device resources: 

 

Control Device Resource Quantity Required 

Control Switch 
11 consecutive ports 
1 reserved port (VMware server) 

Access Server 2 lines 

Switched Outlet Devices 2 outlets 

 

 
3.1 Control Switch Overview 
 

NETLABAE uses a control switch to provide connectivity between devices in the Network 

Security Pod and VMware server(s).  This pod requires 11 consecutive ports on a 

supported control switch (other than a Catalyst 1900 series).  

 

 
 


