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1 Overview 
 

This document explains how to setup a remotely accessible PC or server 

lab resource for your NETLAB Academy Edition® or NETLAB 

Professional Edition® system using supported VMware Inc. 

virtualization products. 

 

 

NETLAB+ works in conjunction with certain VMware products (listed in section 2) to 

provide the following benefits: 

 

 The keyboard, video and mouse of each virtual machine can be accessed without 

a ñbackdoorò network or interface on the virtual machine. 

 All access to a virtual machine is proxied through NETLAB+ and the VMware 

host system, similar to KVM-over-IP hardware solutions. 

 NETLAB+ supports revert to snapshot.  Changes to a virtual machine can be 

discarded at the end of a lab reservation, returning the PC to a clean state.  

 Users can have administrative privileges on a virtual machine without risk.  

 NETLAB+ integrates with the VMware API.  Users may power on, power off, and 

revert to clean state (scrub) from the NETLAB+ web interface.  

 Users can shutdown and reboot a virtual machine during the lab, without losing 

changes.  

 Virtual network interfaces on a virtual machine can be tied to real networks in the 

lab (requires 802.1q NIC on the VMware host system). 

 

 
1.1 Direct Access  

 

A NETLAB+  remote PC configured for direct access allows users to control the 

keyboard, video, and mouse using a Java based viewer.  No special client software (other 

than Java) is required on the userôs computer.  NETLAB+ will download the viewer to the 

client whenever the user clicks on the PC shown in the lab topology. 

 

Direct access is useful in scenarios that involve client related tasks, such as using a web 

browser, performing pings, generating traffic to test access control lists, experimenting 

with VPN client software, or any other applications that use a graphical user interface. 

 

Several users can connect to and share the PCôs graphical interface at the same time.  

This feature facilitates mentoring in instructor-led classroom lectures and teaming during  

student lab practice. 

 

Direct access is based on Virtual Network Computing (VNC), a platform independent 

remote access protocol.  VNC connections from the userôs viewer are routed to the 

NETLAB+ serverôs outside interface on TCP port 23. 

 

 

http://www.vmware.com/
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If the user has a valid lab reservation, NETLAB+ will open a second VNC connection 

from the NETLAB+ server to the desired remote PC.  NETLAB+ then proxies all 

keyboard, video, and mouse events between the userôs VNC connection and the remote 

PCôs VNC connection, giving the appearance that there is a direct connection between 

the user and the PC.  All connections are terminated when the lab reservation is 

completed.   

 

The diagram above illustrates four remote PCs, implemented as virtual machines on a 

single VMware host.  Virtual machines do not need the NETLAB+ Remote PC software, 

and do not require a second network interface.  VNC between NETLAB+ and each VM is 

facilitated by the VMware host.  NETLAB+ controls each VM using the VMware API. 

 

NETLAB+ multiplexes both Telnet and VNC connections over the same port.  If you have 

already opened TCP port 23 at your site firewall to support remote access to router and 

switches, then you do not have to open any additional ports or IP addresses at the site 

firewall to support remote PCs. 
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The NETLAB+ approach offers several advantages: 

 

 The scheduler can enforce access to the remote PC. 

 Remote PCs do not require connections to outside networks. 

 Only one IP address and port (TCP/23) needs to be opened at the site firewall, 

regardless of the number of remote PCs and console-based devices (routers, 

switches, etc.).  

 

VMware products supported by NETLAB+ have a built-in VNC capability that provides 

direct access to a virtual machine through the VMware host.  NETLAB+ fully exploits this 

feature; it is not necessary to load NETLAB+ Remote PC software on the VMware host 

system or virtual machine. 
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2 VMware Product Compatibility and Host System Requirements 

 

Product Status Comments 

VMware Server for Windows 
(version 1.0.1 ï 1.0.7) 

Supported Requires NETLAB+ version 4.0.11 or higher. 
 
NDG supports VMware Server version 1.0.1 ï 
1.0.7 on the following host operating systems:  
 

 Windows Server 2003 

 Windows 2000 Advanced Server 
 

Known 
Issues 

 The VMware Authorization Service 
may fail to start automatically.  This is 
a VMware problem.  (KB1282693) This 
problem seems to affect Windows 
2000 Advanced Server, but not 
Windows Server 2003. 

 

 At this time, VMware Server for 
Windows version 2.x is not 
compatible with NETLAB+.  A known 
issue with API support in VMware 
Server 2.x has been identified by our 
technical team.  We are hopeful this 
issue will be resolved in a timely 
manner by VMware, Inc., as indicated 
in their release notes.  Support of this 
version will also require us to develop 
new documentation to support the 
significant changes to the front-end 
interface in version 2.x.  This effort will 
begin when VMware Server 2.x is 
finalized. 

 

 Please continue to use VMware 
Server for Windows version 1.0.1-
1.0.7 until advised otherwise.  We 
will alert you, when support for version 
2.x becomes available.  If you are 
planning to install VMware Server in 
the future, we recommend you 
download version 1.0.7 from the 
VMware website, while it is still 
available. 

 

 VMware Server known issues page. 

  

http://www.vmware.com/support/server/doc/releasenotes_server.html#issues
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VMware GSX for Windows 
(version 3.1 or 3.2) 

Supported 
 

NDG supports GSX version 3.1 or 3.2 on the 
following host operating systems:  
 

 Windows Server 2003 

 Windows 2000 Advanced Server 

VMware ESX Not Supported This product does not implement the VNC 
remote access protocol and is not compatible. 

VMware Workstation Not Supported This product does not implement the VMware 
API and is not compatible.  There are also 
license restrictions that explicitly prohibit most 
remote access activities. 

VMware Virtual Center Not Supported This product is not compatible with NETLAB+. 

 

 

VMware implemented on a Linux host system is not currently supported by NDG.  

However, you may run Linux as a guest operating system on virtual machines. 

 

Henceforth, ñVMwareò and ñVMware host systemò in this document refers to the 

subset of VMware Inc. products and host operating systems that are supported in the 

table above.  



NETLAB+ Remote PC Guide for VMware Server Implementation   www.netdevgroup.com 

 

 9/16/2008 

 
Page 8 of 81 

2.1 Virtual Machines and Guest Operating Systems 

 

NETLAB+ is known to work with mainstream Microsoft Windows and Linux operating 

systems installed on the virtual machines (guest operating systems).   

 

Novell Netware is not supported at this time. 

 
 

2.2 VMware Host System Requirements 
 

Remote PCs are implemented on one or more VMware host systems (separate from the 

NETLAB+ server).  Host systems should meet the following minimum requirements. 

  

VMware Host Requirements 

Processor   

 

 

 

Windows Server 2003 and VMware can support and benefit from 
multiple processors or multiple cores.  Please review the 
requirements and license options of each product. 

Running too many virtual machines or using a low-end server can 
starve the host operating system and cause API timeouts between 
VMware and NETLAB. 

Minimum Recommended 

Intel Pentium 4 

3.0Ghz 

Intel Core 2 Quad 

2.4Ghz or higher 

Memory  

 

 

Memory is based on the number of virtual machines implemented.  
Please refer to the section below.   

Minimum Recommended 

1.5 GB 4 GB 
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Network Interfaces Dual Intel® 802.1q Adapters (recommended).  Two Gigabit 
Ethernet network interfaces are recommended, one for pod 
connectivity and one for host connectivity.  The pod NIC must 
support 802.1q VLAN tagging.  All NETLAB+ documentation is 
based on Intel® adapters, drivers, and management utilities. 

Broadcom Adapters (supported).  Although Intel® adapters are 
recommended, Broadcom adapters that support 802.1q VLAN 
tagging will work as the pod NIC.  The Broadcom Advanced Control 
Suite is used to create Virtual Adapters. 

DLink cards and/or chipsets are not supported.  NDG has 
verified that the DLink driver has an MTU problem when used with 
VMware virtual switches.  This problem will break almost all labs. 

Hard Disk 80GB (minimum recommended) Two drives and RAID1 are 
recommended.   

VMware Software The following versions have been tested with NETLAB:  

 VMware Server 1.0.1 ï 1.0.7 for Windows 

 VMware GSX for Windows 3.1 

 VMware GSX for Windows 3.2 

Host Operating System  Microsoft Windows 2000 Advanced Server 

 Microsoft Windows Server 2003 
o Web Edition (up to 2GB RAM, 2-way SMP)  
o Standard Edition (up to 4GB RAM, 4-way SMP)  
o Enterprise (up to 32GB RAM, 8-way SMP)  
o Datacenter (up to 64GB RAM, 64-way SMP)  

Windows Server 2003 Standard Edition is the recommended choice 
for most sites. 

Each virtual machine uses a preset amount of memory.  Choose the 
version of Windows Server that will accommodate enough memory 
for your virtual machine (see guidelines below). 

Because the VMware host is limited to 10 virtual switches, 
Enterprise and Data Center Edition may support far more virtual 
machines than can be implemented on a single server.   

Guest Operating Systems 
(virtual machines) 

NDG has tested Windows XP, Windows 2000 Server, and Linux as 
guest operating systems.  Novell Netware is not supported.  Other 
operating systems that are supported by VMware may work, but they 
have not been tested by NDG. 

Please Note: Each guest operating system is fully functional and 
must meet the vendor's licensing requirements.   
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2.3 Calculating the Number of VMware Host Servers 

 

The number of VMware host systems and memory requirements vary based on the lab 

topologies and number of pods you want to implement. 

Step 1.  Carefully study your lab topologies and determine the number of virtual switches 

and virtual machines required by each pod.  The requirements for several NETLABAE each 

pods shown below assume that you are implementing all PCs supported by the pod. 

The following table shows some of the pods that support virtual machines in NETLABAE.  

For an updated list of NETLABAE topologies, please view the lab topologies page. 

 

 
Maximum Virtual Switches 

(VMnet) 
Maximum Virtual 

Machines 

 

3 4 

 
3 3 

 
4 5 

 
4 4 

 
3 4 

 
5 required, 2 optional 5 required, 2 optional 

 
5 7 

 
3 5 

 
5 7 

  

http://www.netdevgroup.com/ae/topologies.htm
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Step 2.  Add up the number of virtual switches and virtual machines used by each pod 

you are implementing.  For example: 

Pod Name Type Virtual Switches Virtual Machines 

POD 1 Basic Router Pod Version 2 3 4 

POD 2 Basic Router Pod Version 2 3 4 

POD 3 Basic Router Pod Version 2 3 4 

POD 4 Basic Router Pod Version 1 0 (n/a) 0 (n/a) 

POD 5 Basic Switch Pod Version 2 3 3 

POD 6 Network Security Pod (2.0) 5 7 

Total  17 22 

 

Step 3.  Assign each pod that supports PCs to a VMware host server. 

VMware GSX and VMware Server for Windows support 10 virtual switches per server 

on Windows Server host platforms.  This is a hard limit. 

 

The number of virtual switches (VMnet) required for your lab topologies could 

effectively limit the number of virtual machines you can implement on a single VMware 

host server.  Please consider this when evaluating your VMware host hardware 

requirements.  You do not want to purchase a very high-end system capable of running 

20 virtual machines, only to realize later that virtual switch requirements for your 

topologies will limit you to a smaller number! 

We recommend no more than 10 to 12 virtual machines per server that meets the 

requirements in section 0.  Each virtual machine uses CPU cycles and memory on the 

server.  As a simple rule of thumb, divide the processor clock speed by the number of 

virtual machines to determine the speed of each virtual machine in a heavily loaded  

environment (i.e. all pods are running at the same time and users are working on the 

PCs).  For example, a 3GHz processor could run 10 virtual machines at 300MHz each.  

This does not account for overhead on the host operating system. 



NETLAB+ Remote PC Guide for VMware Server Implementation   www.netdevgroup.com 

 

 9/16/2008 

 
Page 12 of 81 

In the example from step 2, 17 virtual switches are required.  Since you can have up 10 

virtual switches per server, you would need at least two VMware host servers for this 

implementation.  Server 1 could accommodate POD1, POD2, and POD3.  Server 2 could 

accommodate POD5 and POD6.  Note, POD4 does not support PCs and uses no VMware 

host resources. 

VMware Host #1 - Example 

Pod Type Virtual Switches Virtual Machines 

POD 1 Basic Router Pod Version 2 3 4 

POD 2 Basic Router Pod Version 2 3 4 

POD 3 Basic Router Pod Version 2 3 4 

Total  9 12 

 

VMware Host #2 - Example  

Pod Type Virtual Switches Virtual Machines 

POD 5 Basic Switch Pod Version 2 3 3 

POD 6 Network Security Pod (2.0) 5 7 

Total  8 10 
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Step 4.  Based on the pod type and curriculum requirements, determine which guest 

operating system you will use on each virtual machine.  Tabulate the operating system 

and memory requirements for the host operating system and virtual machines.  You 

should allocate the same amount of memory as you would if standing up a real PC.  The 

following would represent typical choices for VMware Host 1 in the previous example. 

VMware Host System #1 - Example  

Pod PC Name Operating System Memory (MB) 

n/a VMware Host O/S Windows Server 2003 512 

POD 1 PC1a Windows XP 128 

POD 1 PC1b Windows XP 128 

POD 1 PC2 Windows XP 128 

POD 1 PC3 Windows XP 128 

POD 2 PC1a Windows XP 128 

POD 2 PC1b Windows XP 128 

POD 2 PC2 Windows XP 128 

POD 2 PC3 Windows XP 128 

POD 3 PC1a Windows XP 128 

POD 3 PC1b Windows XP 128 

POD 3 PC2 Windows XP 128 

POD 3 PC3 Windows XP 128 

Total  2048 (2GB) 
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To utilize all available virtual switches on a VMware host system, it is possible to split 

virtual switches and machines in a single pod across two different VMware hosts.  You 

should be very familiar with the remote PC and virtual switch layout for each pod before 

attempting this.  

 

Step 5.  Translate the requirements from steps 1 through 4 into an itemized list for each 

server.  The two VMware host systems in the previous examples would require the 

following items. 

 

VMware Host System #1 - Example  

Quantity Item Role 

1 Intel Pentium 4 Server  

 3.0GHz or higher  

 2048MB RAM (2GB)  

 2 x 80GB Hard Disks with RAID1 support  

 Dual (2) Intel Network Interfaces with 802.1q 
VLAN tag support  

server hardware 

1 VMware GSX for Windows virtual machine software 

1 Windows 2003 Server - Standard Edition host operating system 

12 Windows XP (Home or Pro) guest operating systems 

  

VMware Host System #2 - Example  

Pod PC Name Operating System Memory (MB) 

n/a VMware Host O/S Windows Server 2003 512 

POD 5 PC1a Windows XP 128 

POD 5 PC2 Windows XP 128 

POD 5 PC3 Windows XP 128 

POD 6 PC1 Windows XP 128 

POD 6 IS1 Windows 2000 Server 256 

POD 6 DMZ1 Linux 64 

POD 6 BB Windows 2000 Server 256 

POD 6 PC2 Windows XP 128 

POD 6 IS2 Windows 2000 Server 256 

POD 6 DMZ2 Linux 64 

Total  2048 (2GB) 
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VMware Host System #2 - Example  

Quantity Item Role 

1 Intel Pentium 3 Server  

 3.0GHz or higher  

 2048MB RAM (2GB)  

 2 x 80GB Hard Disks with RAID1 support  

 Dual (2) Intel Network Interfaces with 802.1q 
VLAN tag support  

server hardware 

1 VMware GSX for Windows virtual machine software 

1 Windows 2003 Server - Standard Edition host operating system 

5 Windows XP (Home or Pro) guest operating systems 

3 Windows 2000 Server guest operating systems 

2 Linux guest operating systems 
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3 NETLAB+ and VMware Integration Concepts 
 

NETLAB+ utilizes the VMware API, built-in VNC capability, snapshot feature and virtual 

networking to provide a powerful remote PC environment for lab users. 

 

 
3.1 VMware Networking Concepts 

 

This section assumes that you have a basic understanding of the following topics: 

 

 802.1q trunks 

 Setting up VLAN interfaces in Windows 

 VMware virtual networking 

o virtual network adapters 

o virtual switches (VMnet) 

 

Three types of communication occur between NETLAB+ and a VMware host system: 

 

 VNC connections with the VMware host system on ports TCP 5901 to 6150.  

This provides access to the keyboard/video/and mouse of a virtual machine 

(proxied by the NETLAB+ server). 

 

 VMware API connections to the VMware host system on TCP port 902.  This 

allows NETLAB+ to query and control virtual machines (status, power on, power 

off, and revert to snapshot). 

 

 Network traffic between virtual machines and NETLAB+ lab devices such as 

routers, switches, and firewalls.  This is accomplished by connecting VMware 

virtual machines to VLANs on the NETLAB+ control switches using trunks and 

virtual switches (VMnets), and ñtie linesò.  Although not documented here, 

physical NICs may also be used as an alternative to VLANs and trunk ports on 

control switches. 
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3.1.1 Keyboard, Video, and Mouse (VNC) 

 

The VMware host software provides functionality similar to KVM-over-IP hardware.  

The keyboard, video, and mouse of a virtual machine are accessed through the VMware 

software running on the host operating system.  You do not need to install VNC software 

or enable terminal services on the virtual machine (guest operating system). 

 

Each virtual machine must have a unique TCP port for VNC access.  NETLAB+ uses the 

PC ID + 5900.  For example, if the PC ID in NETLAB+ is 15, the TCP port used for the 

virtual machine is 5915.   

 

Since you can have up to 250 PCs in NETLAB+, the possible TCP port numbers used for 

VNC can range from 5901 to 6150. 

 

Lab users do not directly access these ports.  They only need to be open between the 

NETLAB+ server and the VMware host system. 
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3.1.2 VMware API 

 

VMware provides an application-programming interface (API) to automate many virtual 

machine functions.  NETLAB+ uses the API to query a virtual machine, power on, power 

off, restart, or revert to snapshot. 

 

The VMware API uses TCP port 902.  This port must be open between the NETLAB+ 

server and the VMware host system.  Lab users do not access this port directly. 
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3.1.3 Understanding Virtual Networking 

 

If a virtual machine needs to communicate with other PCs and lab devices, you will need 

a virtual network adapter tied to a VMnet.  A virtual network adapter emulates a real 

network adapter on a virtual machine.  A VMnet is a virtual switch that can interconnect 

one or more virtual adapters.  A VMnet can also connect to one real adapter or VLAN 

interface on the VMware host system.  This is how virtual machines achieve external 

connectivity. 

 

 

 
 

 

VMware supports up to ten (10) VMnet switches named VMnet0 to VMnet9.  By default 

VMnet0, VMnet1, and VMnet8 are reserved for special functions, but can be converted 

into ordinary VMnet switches if required (see 7.4 and Appendix A). 

 

Some lab topologies will allow several virtual machines to share a VMnet.  Other lab 

topologies may require a VMnet for each virtual machine.  NETLAB Academy Edition
® 

pod guides indicate how many VMnet switches are required for a particular pod.  For 

custom pods, please view the NETLAB+ NETLAB+ Pod Design Guide and NETLAB+ Lab 

Design Guide. 

 

The number of VMnet switches required for your lab topologies could effectively limit 

the number of virtual machines you can implement on a single VMware host server.  

Please consider this when scoping your VMware server hardware.  You do not want to 

purchase a very high-end system capable of running 20 virtual machines, only to realize 

later that VMnet requirements for your topologies will limit you to a smaller number.  
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3.1.4 External Pod Connectivity Using Trunks 

 

If each VMnet were tied to a physical adapter on the host, you would need at least ten 

network interfaces (NIC).  The alternative is to use an 802.1q capable network interface, 

such as the Intel Pro series.  Many servers today come with built-in networking adapters 

that support 802.1q. 

 

The example below shows the PCs and routers in a NETLAB Academy Edition® Security 

Router Pod.  NETLAB+ automatically assigns unique VLAN numbers for each pod.  You 

can determine what VLANs are used through the pod management interface.  In this case, 

the pod is using VLAN 150 to VLAN 156.  VLAN 152, 155, and 156 contain remote 

PCs.  These VLANs must be extended to the VMware virtual switches.  To accomplish 

this, we create an 802.1q trunk between the server NIC and any reserved port on the 

control switch. 

 

On the VMware host, we create VLAN interfaces for VLAN 152, 155, and 156.  We then 

connect VMnet3, VMnet4, and VMnet5 to VLAN 152, 155, and 156 respectively.  The 

VMnet switch numbers were chosen arbitrarily.   
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On the control switch, we configure the reserved port for trunking and permit VLANs 

152, 155, and 156. 
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Traffic should be bridged, not routed, between equipment pods and VMware virtual 

machines.  Therefore, it is important to unbind TCP/IP and Microsoft client protocols 

from each of the 802.1q sub-interfaces on the VMware host adapter that are associated 

with lab VLANs.  

 

VMware Bridge Protocol ï CHECKED  

File and Printer Sharing ï UNCHECKED  

Intel Advanced Network Services ï CHECK if listed  

Internet Protocol (TCP/IP) - UNCHECKED  
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3.2 VMware Host Connectivity - Two Interface Method 

 

In addition to external traffic as described in section 3.1.4, NETLAB+ requires IP 

connectivity to the VMware host operating system to facilitate VNC and API 

connections.  VMware administrators may also want to access the VMware host in order 

to manage the server and virtual machines.  Two (2) network interfaces on the VMware 

server are recommended to achieve this: 

  

 Interface #1 (User/LAN) provides a connection path to the VMware host 

operating system for VNC connections, VMware API connections, and VMware 

management console connections.  This connects to your local user LAN and 

does not require 802.1q capability.  If you cannot assign an IP address from your 

local user LAN, please see section 3.2.3. 

 

 Interface #2 (Pod/Trunk) is configured for 802.1q (VLAN tagging) and provides a 

connection path between virtual machines and NETLAB+ equipment pods.  This 

interface connects to a NETLAB+ control switch. 

 

 

 

 
 

In the diagram above, NETLAB+ and VMware administrators open VNC, console, and 

management (API) connections over the red path.  NETLAB+ users communicate with 
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NETLAB+ over the blue path.  Access controls are recommended between the user LAN 

and the VMware host so that only NETLAB+ and VMware administrators can connect to 

the VMware host.  This is discussed in the next section. 

 

To implement the two-interface method, configure each NIC and interface properties per 

the following table.  Interface properties are configured in Start > Control Panel > 

Network Connections. 

 

802.1q VLAN tagging is enabled on the pod interface.  The settings below refer to the 

physical network interfaces, not the VLAN sub-interfaces that you will create later 

(section 7.1). 

 

 
Interface #1 
User / LAN 

Interface #2 
Pod / Trunk 

Connect To User LAN Control switch reserved port 

Enable 802.1Q No Yes 

Bind Client for Microsoft 
Networks 

No (unchecked) No (unchecked) 

Bind File and Print Sharing No (unchecked) No (unchecked) 

Bind VMware Bridge Protocol No (unchecked) No (unchecked) 

Bind Internet Protocol (TCP/IP) Yes (checked) No (unchecked) 

IP Settings Choose a valid IP address, 
mask, and gateway based on 
the User LAN (typically same 
network as NETLAB+ server 
outside interface). 

None, not set 

Create VLAN sub-interfaces None As needed per section 7.1 

Network Connections 
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3.2.2 Securing the VMware Host (on your Local User LAN) 

 

This task is optional, but recommended.  If host connectivity is provided by a second NIC 

as described in section 3.2, you can implement the following security measures. 

 

1. The following ports are associated with the VMware host system: 

 

TCP 902 VMware management console and API 

TCP 5901 ï 6150 NETLAB+ VNC connections 

 

2. Only the NETLAB+ server needs to access TCP ports 5901 through 6150 on the 

VMware host(s).  Users do not need direct access to these ports. 

 

3. Limit connections to TCP port 902 on the VMware host(s) to the NETLAB+ 

outside interface and valid VMware management console users. 

 

 

Example 1.  The following access list provides basic protection. 

 
access - list 100 permit tcp host <netlab_outside> host <vmhost> range 5900 6150  

access - list 100 deny tcp any any range 5901 6150  

access - list 100 permit ip any any  

 

 

Example 2.  A strict access policy might look like this: 

 
access - list 100 permit tcp any any established  ! allow TCP outbound  

access - list 100 permit tcp host <netlab_outside> host <vmhost> range 5901 6150  

access - list 100 permit tcp host <netlab_outside> host <vmhost> eq 902  

acc ess - list 100 permit tcp host <vmware_admin1>  host <vmhost> eq 902  

access - list 100 permit tcp host <vmware_admin2>  host <vmhost> eq 902  

access - list 100 permit icmp any any  ! ping and other important stuff  

access - list 100 deny ip any any  !implicit  

 

 

Some switches (including the Cisco 2950T and 3550) conveniently support access 

control lists directly on switch ports.  If your switches do not support ACLs, we 

recommend you create a routed network between the user LAN and VMware host and 

apply the ACL on the routed interface.  
 

 

Troubleshooting tip.  Make sure everything is working before applying access controls. 
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3.2.3 Using a NETLAB+ Control Switch for the User Lab Interface 

 

Alternatively, if you cannot assign an IP address from your local user LAN, you may use 

an IP address from the NETLAB+ inside interface.  NETLAB+ automatically binds two IP 

addresses on the inside interface: 169.254.1.1/24 and 169.254.0.254/24.  Other IP 

addresses used in the 169.254 range are predetermined and assigned to control devices 

and remote PCs.  The network 169.254.0.0/16 is the IANA reserved block called 

LINKLOCAL .  IP addresses in this range are not globally routable.  This IP range has 

been chosen to avoid conflict with RFC1918 addresses that you may be using in your 

network. 

 

For each VMware host, select an address from the high range of the 169.254.0.0/24 

subnet (169.254.0.250 -- 253).  There is no default gateway assigned to this interface.  

The VMware hostôs lab interface NIC is connected to any reserved port on your control 

switch.  Recall from the NETLAB+ Administrator Guide that a reserved port is not 

assigned to any particular pod and is normally bound to VLAN 1.  Therefore, it shares a 

common VLAN with the inside interface of your NETLAB+ server. 

 

When cabling the VMware hostôs network interfaces to the NETLAB+ control switch, 

please pay attention to the exact ports used on the control switch.  The method outlined in 

this section will have you connect both of the network interfaces on the VMware host to 

reserved ports on the control switch.  However, only the control switch port that connects 

to the VMware hostôs interface configured for 802.1q (VLAN tagging), will be 

configured as a trunking port, as per the pod topology guides. 

 

 
3.3 VMware Host Connectivity Using 802.1q 

 

Section 3.2 describes one method of providing connectivity to the VMware host 

operating system.  Alternatively, you can create a VMware management VLAN on the 

NETLAB+ control switch.  This method can be useful if you only can only accommodate 

one NIC in your server, or you have several VMware host systems associated with your 

NETLAB+ server. 

 

VLAN 902 is recommended for your VMware management VLAN, because:  

 

 NETLAB+ will not automatically delete any VLANs above 900. 

 TCP port 902 is the VMware management port. 

 

VLAN 902 is connected to the user LAN using a non-trunking port.  A VLAN 902 interface is 

also created on the VMware host and the appropriate IP address is assigned.  This VLAN 

connects to the VMnet that is bridged to VLAN 902.  This should be the only logical adapter 

(VLAN interface) with both an IP address and default gateway assigned.  Through VLAN 902, 

both NETLAB+ and VMware administrators can connect to the VMware server. 

 

 

http://www.netdevgroup.com/doc/NETLAB_Administrator_Guide_40.pdf
http://www.netdevgroup.com/ae/documentation.htm
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An access control list (ACL) is recommended between the user LAN and VLAN 902 so 

that only NETLAB+ and VMware administrators can connect to VMware host(s).  This 

ACL will be similar to the examples discussed in section 3.2.2. 

  

VMnet

VMnet

Virtual Machines

VMware Host

Intel 802.1q NIC

VMnet
VMware

Host O/S

VLAN 902

VLAN X

VLAN Y

VLAN Z

User LAN

Reserved

Port in

VLAN 902

(no trunk)

Reserved

Port in

VLAN 1

Trunk

NETLAB+

Inside

Outside

NETLAB+

Control

Switch

VMware

Administrator

NETLAB+

Users

ACL



NETLAB+ Remote PC Guide for VMware Server Implementation   www.netdevgroup.com 

 

 9/16/2008 

 
Page 28 of 81 

4 Setting Up a VMware Host System 

 

This section describes the tasks involved in setting up a VMware host system.  It is 

assumed you have installed one of the following operating systems: 

 

 Windows Server 2003 (recommended) 

 Windows 2000 Advanced Server 

 

Currently, it is not necessary to install Windows Internet Information Services, which is 

typically installed as part of the Windows Server product.  However, future versions of 

NETLAB+ may use the FTP server component to implement additional functionality.  To 

maximize available VMware computing resources, you may choose to not install IIS, or 

safely disable IIS at this time. 

 

 
4.1 Installing VMware 

 

An installation wizard will guide you through the VMware product installation.  The 

following example is specific to VMware GSX. 
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Choose a custom install. 

 

 
 

 

Only the VMware GSX Server and VmPerl API components are required for NETLAB+.  

The VMware Management Interface and VmCOM Scripting APIôs are not required. 

 

The VMware Web-based Management Interface, if installed, requires Microsoft Internet 

Information Server (IIS).  Neither component is required by NETLAB+. 
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4.2 Creating a NETLAB+ Host Account 

 

To use a VMware virtual machine with NETLAB+, you will need a dedicated NETLAB+ 

account on the host operating system.  NETLAB+ will use this account to control virtual 

machines through the VMware API. 

  

Using the Windows Computer Management interface, create an account called NETLAB  

and assign a secret password.  Check the boxes for ñPassword never expiresò and ñUser 

cannot change passwordò. 
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4.3 Granting Directory Permissions 

 

NETLAB+ must have full access to the VMware Virtual Machines directory. 

 

1. Using Windows Explorer, locate the virtual machines directory (usually 

C:\Virtual Machines). 

2. Right click on the directory, and select Properties. 

3. Click on the Security Tab. 

4. Add the account NETLAB  and grant full control. 
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5 Creating a Direct / VMware Remote PC 
 

This section explains how to configure a new VMware GSX virtual machine and the 

proper settings required for NETLAB+.  Repeat this process for each new virtual machine. 

 

 
5.1 Creating a New Virtual Machine (or VM) 

 

Open the VMware Virtual Machine console and select New Virtual Machine. 
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Select a Custom installation. 

 

 

 
 
 

Select any Guest Operating System. 

 

 
 



NETLAB+ Remote PC Guide for VMware Server Implementation   www.netdevgroup.com 

 

 9/16/2008 

 
Page 34 of 81 

Choose a name for your virtual machine very carefully.  Here are two recommended 

examples: 

 

 [VM NAME] = [POD_X PC_Y]:  If you do not plan on moving virtual machines 

from one pod to another, we recommend that you include the NETLAB+ pod 

number and/or PC ID in the name.  

 [VM NAME] = [SERVER_X VM_Y]:  Another, more flexible naming 

convention would include the VMware server number and virtual machine 

number.  This method would be useful if you are going to be moving virtual 

machines from one pod type to another. 

 

Make a note of the ñvirtual machine nameò and the full pathname of the ñconfiguration 

fileò.  You will need these to configure the remote PC in NETLAB+. 

 

 

 
 

 

Make this virtual machine public by un-checking the Access Rights checkbox. 

 

 
 



NETLAB+ Remote PC Guide for VMware Server Implementation   www.netdevgroup.com 

 

 9/16/2008 

 
Page 35 of 81 

Select the Startup/Shutdown options shown below. 

 

The virtual machine account setting should be set to Local system account.  This will 

ensure that the virtual machine has privileges to access system resources and will avoid 

potential permission problems. 

 

 

 
 

 

Select the amount of physical memory that will be allocated to the virtual machine. 

 

 




