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1 Overview 
 

This document explains how to setup a remotely accessible PC or server 

lab resource for your NETLAB Academy Edition® or NETLAB 

Professional Edition® system using supported VMware Inc. 

virtualization products. 

 

 

NETLAB+ works in conjunction with certain VMware products (listed in section 2) to 

provide the following benefits: 

 

 The keyboard, video and mouse of each virtual machine can be accessed without 

a ñbackdoorò network or interface on the virtual machine. 

 All access to a virtual machine is proxied through NETLAB+ and the VMware 

host system, similar to KVM-over-IP hardware solutions. 

 NETLAB+ supports revert to snapshot.  Changes to a virtual machine can be 

discarded at the end of a lab reservation, returning the PC to a clean state.  

 Users can have administrative privileges on a virtual machine without risk.  

 NETLAB+ integrates with the VMware API.  Users may power on, power off, and 

revert to clean state (scrub) from the NETLAB+ web interface.  

 Users can shutdown and reboot a virtual machine during the lab, without losing 

changes.  

 Virtual network interfaces on a virtual machine can be tied to real networks in the 

lab (requires 802.1q NIC on the VMware host system). 

 

 
1.1 Direct Access  

 

A NETLAB+ remote PC configured for direct access allows users to control the 

keyboard, video, and mouse using a Java based viewer.  No special client software (other 

than Java) is required on the userôs computer.  NETLAB+ will download the viewer to the 

client whenever the user clicks on the PC shown in the lab topology. 

 

Direct access is useful in scenarios that involve client related tasks, such as using a web 

browser, performing pings, generating traffic to test access control lists, experimenting 

with VPN client software, or any other applications that use a graphical user interface. 

 

Several users can connect to and share the PCôs graphical interface at the same time.  

This feature facilitates mentoring in instructor-led classroom lectures and teaming during  

student lab practice. 

 

Direct access is based on Virtual Network Computing (VNC), a platform independent 

remote access protocol.  VNC connections from the userôs viewer are routed to the 

NETLAB+ serverôs outside interface on TCP port 23. 

 

 

http://www.vmware.com/
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If the user has a valid lab reservation, NETLAB+ will open a second VNC connection 

from the NETLAB+ server to the desired remote PC.  NETLAB+ then proxies all 

keyboard, video, and mouse events between the userôs VNC connection and the remote 

PCôs VNC connection, giving the appearance that there is a direct connection between 

the user and the PC.  All connections are terminated when the lab reservation is 

completed.   

 

The diagram above illustrates four remote PCs, implemented as virtual machines on a 

single VMware host.  Virtual machines do not need the NETLAB+ Remote PC software, 

and do not require a second network interface.  VNC between NETLAB+ and each VM is 

facilitated by the VMware host.  NETLAB+ controls each VM using the VMware API. 

 

NETLAB+ multiplexes both Telnet and VNC connections over the same port.  If you have 

already opened TCP port 23 at your site firewall to support remote access to router and 

switches, then you do not have to open any additional ports or IP addresses at the site 

firewall to support remote PCs. 
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The NETLAB+ approach offers several advantages: 

 

 The scheduler can enforce access to the remote PC. 

 Remote PCs do not require connections to outside networks. 

 Only one IP address and port (TCP/23) needs to be opened at the site firewall, 

regardless of the number of remote PCs and console-based devices (routers, 

switches, etc.).  

 

VMware products supported by NETLAB+ have a built-in VNC capability that provides 

direct access to a virtual machine through the VMware host.  NETLAB+ fully exploits this 

feature; it is not necessary to load NETLAB+ Remote PC software on the VMware host 

system or virtual machine. 
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2 VMware Product Compatibility and Host System Requirements 

 

Product Status Comments 

VMware Server for Windows 
(version 1.0.1 ï 1.0.6) 

Supported Requires NETLAB+ version 4.0.11 or higher. 
 
NDG supports VMware Server version 1.0.1 ï 
1.0.6 on the following host operating systems:  
 

 Windows Server 2003 

 Windows 2000 Advanced Server 
 

Known 
Issues 

 The VMware Authorization Service 
may fail to start automatically.  This is 
a VMware problem.  (KB1282693) This 
problem seems to affect Windows 
2000 Advanced Server, but not 
Windows Server 2003. 

 

 At this time, VMware Server for 
Windows version 2.x is not 
compatible with NETLAB+.  A known 
issue with API support in VMware 
Server 2.x has been identified by our 
technical team.  We are hopeful this 
issue will be resolved in a timely 
manner by VMware, Inc., as indicated 
in their release notes.  Support of this 
version will also require us to develop 
new documentation to support the 
significant changes to the front-end 
interface in version 2.x.  This effort will 
begin when VMware Server 2.x is 
finalized. 

 

 Please continue to use VMware 
Server for Windows version 1.0.1-
1.0.6 until advised otherwise.  We 
will alert you, when support for version 
2.x becomes available.  If you are 
planning to install VMware Server in 
the future, we recommend you 
download version 1.0.6 from the 
VMware website, while it is still 
available. 

 

 VMware Server known issues page. 

  

http://www.vmware.com/support/server/doc/releasenotes_server.html#issues
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VMware GSX for Windows 
(version 3.1 or 3.2) 

Supported 
 

NDG supports GSX version 3.1 or 3.2 on the 
following host operating systems:  
 

 Windows Server 2003 

 Windows 2000 Advanced Server 

VMware ESX Not Supported This product does not implement the VNC 
remote access protocol and is not compatible. 

VMware Workstation Not Supported This product does not implement the VMware 
API and is not compatible.  There are also 
license restrictions that explicitly prohibit most 
remote access activities. 

 

 

VMware implemented on a Linux host system is not currently supported by NDG.  

However, you may run Linux as a guest operating system on virtual machines. 

 

Henceforth, ñVMwareò and ñVMware host systemò in this document refers to the 

subset of VMware Inc. products and host operating systems that are supported in the 

table above.  
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2.1 Virtual Machines and Guest Operating Systems 

 

NETLAB+ is known to work with mainstream Microsoft Windows and Linux operating 

systems installed on the virtual machines (guest operating systems).   

 

Novell Netware is not supported at this time. 

 
 

2.2 VMware Host System Requirements 
 

Remote PCs are implemented on one or more VMware host systems (separate from the 

NETLAB+ server).  Host systems should meet the following minimum requirements. 

  

VMware Host Requirements 

Processor   

 

 

 

Windows Server 2003 and VMware can support and benefit from 
multiple processors or multiple cores.  Please review the 
requirements and license options of each product. 

Running too many virtual machines or using a low-end server can 
starve the host operating system and cause API timeouts between 
VMware and NETLAB. 

Minimum Recommended 

Intel Pentium 4 

3.0Ghz 

Intel Core 2 Quad 

2.4Ghz or higher 

Memory  

 

 

Memory is based on the number of virtual machines implemented.  
Please refer to the section below.   

Minimum Recommended 

1.5 GB 4 GB 




