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1 Overview

This document explains how to setup a remotely accessible &ver
lab resource for yoWMETLAB Academy Edition® oNETLAB
Professional Edition® system using suppoi@dware Inc.

— P virtualization products.

NETLAB+ works in conjunction with certaidMware productg(listed insection2) to
provide the following benefits:

e The keyboard, video and mouse of each virtual machine can be accessed without
a Abackdoor 0 nethedriud maehine.i nt erface on t

¢ All access to a virtual machine is proxied throigTLAB+ and the VMware
host system, similar to KVMverIP hardware solutions.

e NETLAB+ supportgevert to snapshotChanges to a virtual machine can be
discarded at the end of a lalseevation, returning the PC to a clean state.
Users can have administrative privileges on a virtual machine without risk.

e NETLAB+ integrates with the VMware APMUsers may power on, power off, and
revert to clean state (scrub) from tHETLAB+ web inteface.

e Users can shutdown and reboot a virtual machine during the lab, without losing
changes.

e Virtual network interfaces on a virtual machine can be tied to real networks in the
lab (requires 802.1q NIC on the VMware host system).

1.1 Direct Access

A NETLAB+ remote PC configured falirect accessillows users to control the

keyboard, video, and mouse using a Java based viewer. No special client software (other
than Java) i s r equi MEELAB+will downtoad the sieverdoshe c o mp ut e
clientwhenever the user clicks on the PC shown in the lab topology.

Direct access is useful in scenarios that involve client related tasks, such as using a web
browser, performing pings, generating traffic to test access control lists, experimenting
with VPN client software, or any other applications that use a graphical user interface.

Sever al users can connect to and share the F
This feature facilitates mentoring in instructed classroom lectures and teaming dgri
student lab practice.

Direct access is based on Virtual Network Computing (VNC), a platform independent

remote access protocol. VNC connections fro
NETLAB+ s e r voetsideé mterfacen TCP port 23.
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If the user has a valid lab reservatiatETLAB+ will open a second VNC connection
from theNETLAB+ server to the desired remote PETLAB+ then proxies all

keyboard, video, and mouse events between th
PC6s VNC connection, giving the appearance t
the user and the PC. All connections are terminated when the lalateseis

completed.

The diagram above illustrates four remote PCs, implemented as virtual machines on a
single VMware host. Virtual machines do not need\B&LAB+ Remote PC software,
and do not require a second network interface. VNC betWEg&hAB+ and each VM is
facilitated by the VMware hostNETLAB+ controls each VM using the VMware API.

NETLAB+ multiplexes both Telnet and VNC connections over the same port. If you have
already opened TCP port 23 at your site firewall to support remotesaocesiter and
switches, then you do not have to open any additional ports or IP addresses at the site
firewall to support remote PCs.
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TheNETLAB+ approach offers several advantages:

The scheduler can enforce access to the remote PC.

e Remote PCs do nogquire connections to outside networks.
Only one IP address and port (TCP/23) needs to be opened at the site firewall,
regardless of the number of remote PCs and coitissed devices (routers,
switches, etc.).

VMware products supported INETLAB+ have a buikin VNC capability that provides
direct access to a virtual machine through the VMware IETLAB+ fully exploits this
feature; it is not necessary to |ldSHTLAB+ Remote PC software on the VMware host
system or virtual machine.
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2 VMware Product Compatibility and Host System Requirements
Product Status Comments
VMware Server for Windows Supported Requires NETLAB+ version 4.0.11 or higher.

(version 1.0.17 1.0.7)
NDG supports VMware Server version 1.0.1 7
1.0.7 on the following host operating systems:

e Windows Server 2003
e Windows 2000 Advanced Server

Known e The VMware Authorization Service

Issues may fail to start automatically. This is
a VMware problem. (KB1282693) This
problem seems to affect Windows
2000 Advanced Server, but not
Windows Server 2003.

e At this time, VMware Server for
Windows version 2.x is not
compatible with NETLAB+. A known
issue with API support in VMware
Server 2.x has been identified by our
technical team. We are hopeful this
issue will be resolved in a timely
manner by VMware, Inc., as indicated
in their release notes. Support of this
version will also require us to develop
new documentation to support the
significant changes to the front-end
interface in version 2.x. This effort will
begin when VMware Server 2.x is
finalized.

e Please continue to use VMware
Server for Windows version 1.0.1-
1.0.7 until advised otherwise. We
will alert you, when support for version
2.X becomes available. If you are
planning to install VMware Server in
the future, we recommend you
download version 1.0.7 from the
VMware website, while it is still
available.

e VMware Server known issues page.
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VMware GSX for Windows Supported NDG supports GSX version 3.1 or 3.2 on the
(version 3.1 or 3.2) following host operating systems:

e Windows Server 2003
e Windows 2000 Advanced Server

VMware ESX Not Supported This product does not implement the VNC
remote access protocol and is not compatible.

VMware Workstation Not Supported This product does not implement the VMware
API and is not compatible. There are also
license restrictions that explicitly prohibit most
remote access activities.

VMware Virtual Center Not Supported This product is not compatible with NETLAB+.

VMware implemented on a Linuxost systemis not currently supported by NDG.
However, you may run Linux asgaestoperating system on virtual machines.

Henceforthfi V Mwa a a8 ¥Mware hostsystendo i n t hi s document ref e
subsebf VMware Inc. products and host operating systems that ppoged in the
table above.
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2.1 Virtual Machines and Guest Operating Systems

NETLAB+ is known to work with mainstream Microsoft Windows and Linux operating
systems installed on the virtual machingggst operating systejns

Novell Netware is nosupported at this time.

2.2 VMware Host System Requirements

Remote PCs are implemented on one or more VMware host systems (separate from the
NETLAB+ server). Host systems should meet the following minimum requirements.

VMware Host Requirements

Processor

Minimum Recommended

Intel Pentium 4 | Intel Core 2 Quad

3.0Ghz 2.4Ghz or higher

Windows Server 2003 and VMware can support and benefit from
multiple processors or multiple cores. Please review the
requirements and license options of each product.

Running too many virtual machines or using a low-end server can
starve the host operating system and cause API timeouts between
VMware and NETLAB.

Memory
Minimum | Recommended

15GB 4 GB

Memory is based on the number of virtual machines implemented.
Please refer to the section below.
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Network Interfaces

Hard Disk

VMware Software

Host Operating System

Guest Operating Systems
(virtual machines)

9/16/2008

Dual Intel® 802.1q Adapters (recommended). Two Gigabit
Ethernet network interfaces are recommended, one for pod
connectivity and one for host connectivity. The pod NIC must
support 802.1g VLAN tagging. All NETLAB+ documentation is
based on Intel® adapters, drivers, and management utilities.

Broadcom Adapters (supported). Although Intel® adapters are
recommended, Broadcom adapters that support 802.1g VLAN
tagging will work as the pod NIC. The Broadcom Advanced Control
Suite is used to create Virtual Adapters.

DLink cards and/or chipsets are not supported. NDG has
verified that the DLink driver has an MTU problem when used with
VMware virtual switches. This problem will break almost all labs.

80GB (minimum recommended) Two drives and RAID1 are
recommended.

The following versions have been tested with NETLAB:

e VMware Server 1.0.17 1.0.7 for Windows
e VMware GSX for Windows 3.1
e VMware GSX for Windows 3.2

e Microsoft Windows 2000 Advanced Server
e Microsoft Windows Server 2003
0 Web Edition (up to 2GB RAM, 2-way SMP)
o Standard Edition (up to 4GB RAM, 4-way SMP)
o Enterprise (up to 32GB RAM, 8-way SMP)
o Datacenter (up to 64GB RAM, 64-way SMP)

Windows Server 2003 Standard Edition is the recommended choice
for most sites.

Each virtual machine uses a preset amount of memory. Choose the
version of Windows Server that will accommodate enough memory
for your virtual machine (see guidelines below).

Because the VMware host is limited to 10 virtual switches,
Enterprise and Data Center Edition may support far more virtual
machines than can be implemented on a single server.

NDG has tested Windows XP, Windows 2000 Server, and Linux as
guest operating systems. Novell Netware is not supported. Other
operating systems that are supported by VMware may work, but they
have not been tested by NDG.

Please Note: Each guest operating system is fully functional and
must meet the vendor's licensing requirements.
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2.3 Calculating the Number of VMware Host Servers

The number of VMware host systems and memory requirements vary based on the lab
topologies and number of pods you want to implement.

Step 1. Carefully study youtab topologies and determine the number of virtual switches
and virtual machines required by each pdtie requirements for seveETLAB e each
pods shown below assume that you are implemeatii®Cs supported by the pod.

The following table shows ste of the pods that support virtual machineSBETLAB xe.
For an updated list METLAB ,c topologies, please view tlt@b topologies page

Maximum Virtual Switches Maximum Virtual
(VMnet) Machines
BASIC ROUTER POD w2
74
ep_l 3 Routers 3 4
) PC Support
BASIC SWITCH POD v2
-‘:'-"__ 1 Fouter, 2 Switches 3 3
— PC Support
CUATRO ROUTER POD
ﬂ 4 routers, PCs 4 5
- e
CUATRO SWITCH POD
4 switches 4 4
== 1=~ ML

LAN SWITCHING POD
= 3 Switches
F 5 ’ )
PC Support

?—g NETWORK
FUNDAMENTALS 5 required, 2 optional 5 required, 2 optional
-7 POD

NETWORK
SECURITY 5 7
POD (2.0)

SECURITY ROUTER POD

2 Firewall Routers 3 5
PCs & Servers

SECURITY PIX POD

2 PI¥ Firewalls 5 7
PCs & Servers
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Step 2. Add up the number of virtual switches and virtual machines used by each pod
you are implementingFor example:

Pod Name Type Virtual Switches Virtual Machines
POD 1 Basic Router Pod Version 2 3 4
POD 2 Basic Router Pod Version 2 3 4
POD 3 Basic Router Pod Version 2 3 4
POD 4 Basic Router Pod Version 1 0 (n/a) 0 (n/a)
POD 5 Basic Switch Pod Version 2 3 3
POD 6 Network Security Pod (2.0) 5 7
Total 17 22

Step 3. Assign each pod that supports PCs to a VMware host server.

VMware GSX and VMware Server for Windows support 10 virtual switches per server
on Windows Server host platform$his is a hard limit.

The number of virtual switches (VMnet) required for your lab topologies could
effectively limit the number of virtual machines you can implentena single VMware
host server. Please consider this when evaluating your VMware host hardware
requirements You do not want to purchase a very higid system capable of running
20 virtual machines, only to realize later that virtual switch requirements for your
topologies will limit you to a smaller number!

We recommend no more than 10 to 12 virtual machinesegyeer that meets the
requirements in sectiodh Each virtual machine uses CPU cycles and memory on the
server As a simple rule of thumb, divide the processor clock speed by the number of
virtual machines to determine the speed of eatbal machine in a heavily loaded
environment (i.e. all pods are running at the same time and users are working on the
PCs) For example, a 3GHz processor could run 10 virtual machines at 300MHz each
This does not account for overhead on the hogiatipg system.
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In the example from step 2, 17 virtual switches are requisatce you can have up 10
virtual switches per server, you would need at leastVMware host servers for this
implementation Server 1 could accommodate POD1, POD2, and PCd&8ver 2 could
accommodate POD5 and POD8ote, POD4 does not support PCs and uses no VMware
host resources.

VMware Host #1 - Example

Pod Type Virtual Switches Virtual Machines
POD 1 Basic Router Pod Version 2 3 4
POD 2 Basic Router Pod Version 2 3 4
POD 3 Basic Router Pod Version 2 3 4
Total 9 12

VMware Host #2 - Example

Pod Type Virtual Switches Virtual Machines
POD 5 Basic Switch Pod Version 2 3 3
POD 6 Network Security Pod (2.0) 5 7
Total 8 10
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Step 4. Based on the pod type and curriculum requirements, determine which guest
operating system you will use on each virtual machirebulate the operating system

and memory requirements for the host operating system and virtual machines. You
should allocat the same amount of memory as you would if standing up a real PC. The
following would represent typical choices for VMware Host 1 in the previous example.

VMware Host System #1 - Example

Pod PC Name Operating System Memory (MB)
n/a VMware Host O/S Windows Server 2003 512
POD 1 PCila Windows XP 128
POD 1 PC1b Windows XP 128
POD 1 PC2 Windows XP 128
POD 1 PC3 Windows XP 128
POD 2 PCila Windows XP 128
POD 2 PC1b Windows XP 128
POD 2 PC2 Windows XP 128
POD 2 PC3 Windows XP 128
POD 3 PC1la Windows XP 128
POD 3 PC1b Windows XP 128
POD 3 PC2 Windows XP 128
POD 3 PC3 Windows XP 128
Total 2048 (2GB)
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VMware Host System #2 - Example

Pod PC Name Operating System Memory (MB)

n/a VMware Host O/S Windows Server 2003 512

POD 5 PCla Windows XP 128

POD 5 PC2 Windows XP 128

POD 5 PC3 Windows XP 128

POD 6 PC1 Windows XP 128

POD 6 IS1 Windows 2000 Server 256

POD 6 DMZ1 Linux 64

POD 6 BB Windows 2000 Server 256

POD 6 PC2 Windows XP 128

POD 6 IS2 Windows 2000 Server 256

POD 6 DMZ2 Linux 64

Total 2048 (2GB)

To utilize all available virtual switches on a VMware host system, it is possible to split
virtual switches and machines in a single pod across two different VMware Nosts
should be very familiar with the remote PC and virtual switch layout for each pod before
attempting this.

Step 5 Translate the requirements from steps 1 through 4 into an itemized list for each

server. The two VMware host systems in the previaasnles would require the
following items.

VMware Host System #1 - Example

Quantity Iltem Role

1 Intel Pentium 4 Server server hardware

e 3.0GHz or higher

e 2048MB RAM (2GB)

e 2 x80GB Hard Disks with RAID1 support

e Dual (2) Intel Network Interfaces with 802.1q

VLAN tag support

1 VMware GSX for Windows virtual machine software
1 Windows 2003 Server - Standard Edition host operating system
12 Windows XP (Home or Pro) guest operating systems
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VMware Host System #2 - Example

Item

Intel Pentium 3 Server

3.0GHz or higher

2048MB RAM (2GB)

2 x 80GB Hard Disks with RAID1 support
Dual (2) Intel Network Interfaces with 802.1q
VLAN tag support

VMware GSX for Windows

Windows 2003 Server - Standard Edition
Windows XP (Home or Pro)

Windows 2000 Server

Linux

Role

server hardware

virtual machine software
host operating system

guest operating systems
guest operating systems

guest operating systems
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3 NETLAB+ and VMware Integration Concepts

NETLAB+ utilizes the VMware API, buittn VNC capability, snapshot feature and virtual
networking to provide a powerful remote PC environment for lab users.

3.1 VMware Networking Concepts

This section assumes that you have a basicrstaseling of the following topics:

e 802.1q trunks
e Setting up VLAN interfaces in Windows
¢ VMware virtual networking

o0 virtual network adapters

o virtual switches (VMnet)

Three types of communication occur betw8&&TLAB+ and a VMware host system:

¢ VNC connections with the VMware host system on ports TCP 5901 to 6150.
This provides access to the keyboard/video/and mouse of a virtual machine
(proxied by theNETLAB+ server)

e VMware API connections to the VMware host system on TCP port 902. This
allows NETLAB+ to query and control virtual machines (status, power on, power
off, and revert to snapshot).

¢ Network traffic between virtual machines aiBETLAB+ lab devices such as
routers, switches, and firewalls. This is accomplished by connecting VMware
virtual machines to VLANs on theETLAB+ control switches using trunks and
virtual switches (VMnets), and Ati e
physical NICs may also be used as an alternative to VLANs and trunk ports on
control switches.
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3.1.1 Keyboard, Video, and Mouse (VNC)

The VMware host software provides functionality similar to K\VerIP hardware.

The keyboard, video, and mouse of a virtual machine are accessed through the VMware
software running on the host operating system. You do not aeestall VNC software

or enable terminal services on the virtual machine (guest operating system).

Each virtual machine must have a unique TCP port for VNC actiESELAB+ uses the
PC ID + 5900. For example, if the PC IDNETLAB+ is 15, the TCP pomused for the
virtual machine is 5915.

Since you can have up to 250 PCSIETLAB+, the possible TCP port numbers used for
VNC can range from 5901 to 6150.

Lab users do not directly access these ports. They only need to be open between the
NETLAB+ sener and the VMware host system.

PCID=12
WinXP

PCID=15

NETLAB+ Linux

Remote PC
Java Viewer

)

D G

VMware L I
Host

A

1

]

1

|

|

|

1

1

I

NETLAB :

*
|
|
|
|
1
|
|
|
|
|
|

| VNC (keyboard + video + mouse) |
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VMware provides an applicatigorogramming interface (API) to automate many virtual
machine functionsNETLAB+ uses the API to query a virtual machine, power on, power
off, restart, or revert to snapshot.

The VMware API uses TCP port 902. This port must be open betweBiE Thé\B+
server and the VMware host system. Lab users do not access this port directly.

Please
power ON
PC 15¢

Web Interface

9/16/2008

D G

NETLAB

Host

VMware

Virtual Machines

PCID=12 PCID=15

VMware GSX Server
Windows Server 2003

TCP 902

Power On
VM PC 15

(status, power on, power off, revert to snapshot)

VMware API Connection
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3.1.3 Understanding Virtual Networking

If a virtual machine needs to communicate with other P@dandevices, you will need

a virtual network adapter tied to a VMnet. A virtual network adapter emulates a real
network adapter on a virtual machine. A VMnet is a virtual switch that can interconnect
one or more virtual adapters. A VMnet can also eghto one real adapter or VLAN
interface on the VMware host system. This is how virtual machines achieve external
connectivity.

. Virtual Adapter

Virtual Machines o*

PCID=12 PCID=15 Real Adapter

= .‘ = m

<llllllllll

VMnet5

PCID=7
— .n

VMware GSX
Host

VMware supports up to ten (10) VMnet switches named VMnetO to VMnet9. By default
VMnet0, VMnetl, and VMnet8 are resedvior special functions, but can be converted
into ordinary VMnet switches if required (sé&l andAppendix A.

Some lab topologies will allow several virtual machines to shafinet. Other lab
topologies may require a VMnet for each virtual machiNETLAB Academy Editioff
pod guidesndicate how many VMnet switches are required for a particular pod. For
custompods, please view ti¢ETLAB+ NETLAB+Pod Design GuidandNETLAB+Lab

Design Guide

The number of VMneswitches required for your lab topologies could effectively limit
the number of virtual machines you can implement on a single VMware host server.
Please consider this when scoping your VMware server hardware. You do not want to
purchase a very higéndsystem capable of running 20 virtual machines, only to realize

later that VMnet requirements for your topologies will limit you to a smaller number
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3.1.4 External Pod Connectivity Using Trunks

If each VMnet were tied to a physical adapter on the host, yoldweed at least ten
network interfaces (NIC). The alternative is to use an 802.1q capable network interface,
such as the Intel Pro series. Many servers today come withrbngtworking adapters

that support 802.1q.

The example below showviise PG ard routers in &NETLAB Academy Edition® Security
Router Pod.NETLAB+ automatically assigns unique VLAN numbers for each pod. You

can determine what VLANSs are used through the pod management interface. In this case,
the pod is using VLAN 150 to VLAN 156VLAN 152, 155, and 156 contain remote

PCs. These VLANs must be extended to the VMware virtual switches. To accomplish
this, we create an 802.1q trunk between the server NIC and any reserved port on the
control switch.

On the VMware host, we create VLAN interfaces for VLAN 152, 155, and 156. We then

connect VMnet3, VMnet4, and VMnet5 to VLAN 152, 155, and 156 respectively. The
VMnet switch numbers were chosen arbitrarily.
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On the control switch, we configure theeeged port for trunking and permit VLANS
152, 155, and 156.

Virtual Machines

IS 1

. Virtual Adapter

.
“

Intel 802.1g NIC

v

802.1q Trunk

Any Reserved Port

Control Switch

.

VMnet3 VLAN 152
VMnetS |y AN 156
VMnetd =GN 155

A

VMware GSX
Host

VLAN 152
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VLAN 150

P~ VLAN 156

" RBB
VLANEI/

VLAN 155

Page21 of 81



NETLAB+ Remote PC Guide for VMware Server Implementation www.hetdevgoup.com

Traffic should bébridged, not routedbetween equipment pods and VMware virtual
machines. Therefore, it is importantuobind TCP/IP and Microsoft client protocols
from each of the 802.1spbinterfaces on the VMware host adapter that are associated
with lab VLANSs.

VMware Bridge Protocol i CHECKED

File and Printer Sharing i UNCHECKED

Intel Advanced Network Services CHECK if listed
Internet Protocol (TCP/IP) - UNCHECKED

_L_ To METLAE control switch Properties E
General lﬁu:lvanu:a:l]

Connect using:
8 Inted(R) PROA000 MT Network Can Configure...

i : ——

d S‘H’M ware Bridge Protocal

C] J® File and Printer Sharing for Microsoft Networks
¥ W= Intel(R) Advanced Metwork Services Protocal
L] %= Internet Protacol [TCPAF)

Sl

| L | 2|,
Irstall... | Urirztall I Properties |
~ Descrption
Allowses your computer o access resounces on a Microsoft
rietwork,

[ Show icon in notification area when connected
[v Motify me when this connection has limited or no connectivity

DK Carcel
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3.2 VMware Host Connectivity - Two Interface Method

In addition to external traffic as described in secBan4 NETLAB+ requires IP

connectivity to the VMwar@ost operating system to facilitate VNC and API

connections. VMware administrators may also want to access the VMware host in order
to manage the server and virtual machines. Two (2) network interfaces on the VMware
server are recommended to achievs:thi

o Interface #1 (User/LAN) provides a connection path to the VMware host
operating system for VNC connections, VMware API connections, and VMware
management console connections. This connects to your local user LAN and
does not require 802.1qg capabilitif you cannot assign an IP address from your
local user LAN, please see secti®bf.3

¢ Interface #2 (Pod/Trunk) is configured for 802.1q (VLAAgging) and provides a
connection path between virtual machines ldBILAB+ equipment pods. This
interface connects toNETLAB+ control switch.

Virtual Machines

Intel 802.1q NIC

NETLAB+
Control
Switch

==

N

ACL Reserved

. Portin
\ H VLAN 1

N
P

)
, 5 Inside
“" Outside
‘ \

VMware
Host O/S

.

VMware
Administrator

In the diagram abov®&ETLAB+ and VMware administrators open VNC, console, and
management (API) connections over the red pRBTLAB+ users communicate with

NETLAB+ NETLAB+

Users
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NETLAB+ over the blue path. Access controls are recommended between the user LAN
and the VMware host so that oN\e TLAB+ andVMware administrators can connect to
the VMware host. This is discussed in the next section.

To implement the twanterface method, configure each NIC and interface properties per
the following table. Interface properties are configured in Start >r@dPanel >
Network Connections.

802.1q VLAN tagging is enabled on the pod interface. The settings below refer to the
physical network interfaces, not the VLAN simterfaces that you will create later
(section?.1).

Interface #1 Interface #2
User / LAN Pod / Trunk
Connect To User LAN Control switch reserved port
Enable 802.1Q No Yes
Bind Client for Microsoft No (unchecked) No (unchecked)
Networks
Bind File and Print Sharing No (unchecked) No (unchecked)
Bind VMware Bridge Protocol No (unchecked) No (unchecked)
Bind Internet Protocol (TCP/IP) Yes (checked) No (unchecked)
IP Settings Choose a valid IP address, None, not set
mask, and gateway based on
the User LAN (typically same
network as NETLAB+ server
outside interface).
Create VLAN sub-interfaces None As needed per section 7.1
N etWOfk Con neCtionS L To LAN Properties I3 E3 |l i To NETLAB control switch Properties =]
Beneral | Advanced | General | Advanced |
Connect using: Connect using
I B8 IrtellR] PRO/A000 CT Network Conn | E8 Intel[R) PROADDD MT Network Can
This cannestion uses the follawing items This sonnestion uses the fallowing items
O E File and Printer Sharing for Micrasaft Networks ;I EVMwale Bridge Pratacal ;I
[] % Intel[Fi] éckvanced Network Servises Pratosal [ /8 File: and Printer Sharing for Microsaft Metwarks Hl
Internet Pratacal (TCP/IP) % Intel(R) Advanced Metwork Services Pratocal
d - b Fll 3 Intemet Protocol [TCPAP) | _"LI
st Uninstall | Puperies | st | Urinstall | Fopeies |
r— Description r~ Description
Transmizsion Control Protocol/Intemet Protocal. The default Allows pour computer to access resources on a Microsoft

wide area network protocal that provides communication netwark.
across diverse interconnected netwarks.

™ Show icon in notification area when connected [~ Show icon in notification area when connected
[¥ Motify me when this connection has limited or no connectivity [¥ Notify me when this connection has limited or no connectivity
oK | Cancel ok Cancel |
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3.2.2 Securing the VMware Host (on your Local User LAN)

This task is optional, but recommended. If host connectivity is provided by a second NIC
as described in sectid2, you can implement the following security rsaees.

1. The following ports are associated with the VMware host system:

TCP 902 VMware management console and API

TCP 590171 6150 NETLAB+ VNC connections

2. Only theNETLAB+ server needs to access TCP ports 5901 through 6150 on the
VMware host(s). Users do not need direct access to these ports.

3. Limit connections to TCP port 902 on the VMware host(s) toN\thELAB+
outside interface and valid VMware management console users.

Example 1. The following access list provides basic protection.

access - list 100 permit tcp host <netlab_outside> host <vmhost> range 5900 6150
access - list 100 deny tcp any any range 5901 6150
access - list 100 permit ip any any

Example 2 A strict acess policy might look like this:

access - list 100 permit tcp any any established ! allow TCP outbound

access - list 100 permit tcp host <netlab_outside> host <vmhost> range 5901 6150
access - list 100 permit tcp host <netlab_outside> host <vmhost> eq 902

acc ess - list 100 permit tcp host <vmware_adminl1> host <vmhost> eq 902
access - list 100 permit tcp host <vmware_admin2> host <vmhost> eq 902
access - list 100 permit icmp any any ! ping and other important stuff

access - list 100 deny ip any any limplicit

Someswitches (including the Cisco 2950T and 3550) conveniently support access
control lists directly on switch ports. If your switches do not support ACLs, we
recommend you create a routed network between the user LAN and VMware host and
apply the ACL on theouted interface.

Troubleshooting tip. Make sure everything is workirigefore applying access controls.
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3.2.3 Using a NETLAB+ Control Switch for the User Lab Interface

Alternatively, if you cannot assign an IP address from your local user LAN, you may use
an IP address from tiNETLAB+ inside interface NETLAB+ automatically binds two IP
addresses on the inside interface: 169.254.1.1/24 and 169.254.0.254424 IP

addresses used in the 169.254 range are predetermined and assigned to control devices
and remote PCsThe network 169.254.0.0/16 is the IANA reserved block called
LINKLOCAL . IP addresses in this range are not globally routabiés IP range has

been cheen to avoid conflict with RFC1918 addresses that you may be using in your
network.

For each VMware host, select an address from the high range of the 169.254.0.0/24

subnet {69.254.0.256- 253). There is no default gateway assigned to this interface

The VMware hostds | ab interface NIC is conne
switch Recall from theNETLAB+Administrator Guidehat a reserved port is not

assignedd any particular pod and is normally bound to VLANTherefore, it shares a

common VLAN with the inside interface of yoNETLAB+ server.

When cabling the VMwar e HKEAB+Gentrohswitchyor kK i nt er
please pay attention to the expotts used on the control switcfihe method outlined in

this section will have you connect both of the network interfaces on the VMware hast to

reserved ports on the control switdHowever, only the control switch port that connects

to the VMwmerfaee cdnfigsred dor 802.1q (VLAN tagging), will be

configured as a trunking port, as per tloel topology guides

3.3 VMware Host Connectivity Using 802.1q

Section3.2describes one method of providing connectivity to the VMware host
operating system. Alternatively, you can create a VMware management VLAN on the
NETLAB+ control swith. This method can be useful if you only can only accommodate
one NIC in your server, or you have several VMware host systems associated with your
NETLAB+ server.

VLAN 902 is recommended for your VMware management VLAN, because:

e NETLAB+ will not automatically delete any VLANs above 900.
e TCP port 902 is the VMware management port.

VLAN 902 is connected to the user LAN using a #iamking port. A VLAN 902 interface is

also created on the VMware host and the appropriate IP address is assigned. ATis VL
connects to the VMnet that is bridged to VLAN 902. This should be the only logical adapter
(VLAN interface) with both an IP address and default gateway assigned. Through VLAN 902,
bothNETLAB+ and VMware administrators can connect to the VMware server
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Virtual Machines

Intel 802.1q NIC

NETLAB+
Control
Switch

Reserved

Portin
VLAN 1
=% Portin
P VLAN 902
(no trunk)
Inside
*

Qutside
*

*

NETLAB+ NETLAB+

Users
VMware
Administrator

An access control list (ACL) is recommended between the user LAN and VLAN 902 so
that onlyNETLAB+ and VMware administrators can connect to VMware hasi{k)s
ACL will be similar to the examples discussed in secldh?2
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4 Setting Up a VMware Host System

This section describes the tasks involved in setting up a VMware host system. It is
assumed you have in8&d one of the following operating systems:

e Windows Server 200@ecommended)
e Windows 2000 Advanced Server

Currently, it is not necessary to install Windows Internet Information Services, which is
typically installed as part of the Windows Server pradétowever, future versions of
NETLAB+ may use the FTP server component to implement additional functionality. To
maximize available VMware computing resources, you may choose to not install 1IS, or
safely disable IS at this time.

4.1 Installing VMware

An installation wizard will guide you through the VMware product installation. The
following example is specific to VMware GSX.

i'_‘%l ¥Mware G5X Server Master Installer

Welcome to the installation wizard for
¥i¥lware GSX Server

The installation wizard will install ¥Mware G55 Server
components on your computer, To continue, click Mext,

WARMING: This program is protected by copyright law and
inkernational kreaties,

Cancel |

= Back
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Choose a custom install.

i'él‘ ¥Mware GSX Server Master Installer

Setup Type

Choose the setup type that best suits vour needs,

Please select a setup bype.

" Complete

space. )

&ll program Features will be installed. {Requires the most disk

Choose which program features vou want installed and where they
will be installed, Recommended for advanced users.

www.netdevgoup.com

< Back I Mexk = I Zancel

Only the VMware GSX Server and VmPerl APl components are requiréEMrAB+.

The VMwareManagement |

nterface and

VmCOM Scr

The VMwareWeb-basedvlanagement Interfacé installed,requires Microsoft Internet
Information Server (11S) Neither component isequired byNETLAB+.

i'qz!:l‘ ¥Murare GSX Server Master Installer

Custom Setup

Select the program features vou wank installed,

Click on an icon in khe list below to change how a Feature is installed.

B gvl Seryer Components
I = &
= 7] Cliert Components
- = | WMweare VmCOM Scripting APT
= = | YMware ¥mPerl Scripting AP
9/16/2008

— Feature Description

Web server for managing wirkual
machines from a browser,
Requires that Microsoft Inkernet
InFormation Server (115) is
installed on this machine.

This feature requires OKEB on
wour hard drive.,
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4.2 Creating a NETLAB+ Host Account

To use a VMware virtual machine wikETLAB+, you will need a dedicatedETLAB+
account on the host operating systeMETLAB+ will use this account to control virtual
machines through the VMware API.

Using the Windows Computer Management interfaceate araccountcalledNETLAB
and assignasecneta s swor d. Check the boxes for fAPass
cannot change passwordo.

E Computer Managemenkt

Q Eile  Action Wew window  Help
€| | 2

Q Compuker Management (Local) Mew User Eq |

EI% Systermn Tools
@ Event Yiewer Uszer name: METLAE
; Shared Folders B
Local Users and Groups Full name:; INETL.E‘-.B

] Groups Description: INETL.-'-‘-.E Application [nterface

EI@ torage Pazsword: I---------
g Removable Storage
[l Disk Defragrenter Confirm password: I"""'"
H ol .
- Disk Management
Eg..@ services and Applications ™ Wser must change password at nest logon

W User cannat change passwaord

¥ Pazzword never expires

Account iz dizabled

Create I Cloze
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4.3 Granting Directory Permissions
NETLAB+ must have full access to the VMware Virtual Machines directory.

1. Using Windows Explorer, locate the virtual machines directory (usually
C:\Virtual Machines).

Right click on the directory, and select Properties.

3. Click on the Security Tab.

4. Add the accounNETLAB and grant full control.

N

Address Iqﬁ i

Mame = | e e | [ ik

)Documents and Settings ¥irtual Machines Properties

—aInetpub

General Security | Eustu:umizel

alnkela.2
i Group or uzer names:;
&virtual Machines ﬁ Adrministrators [G5X\administrators)
[_1wrnpub o ‘ e
i | SEMETLAR (GSH\NETLAR)
[Z] Gui_DMIx bt aralEM
[Z] UtilieyProvw. bt €7 Users [GSH\Wsers)
Add... | Bemove |
Permizzionz far HETLAR Al Deny
Full Control
b iy

Fead & Execute
Lizt Folder Contents
Read

rite j

For zpecial permizzions or for advanced settings, vt |
clck Advanced. =

E E E E E &
OO00O00O0O0
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5 Creating a Direct / VMware Remote PC

This section explains how to configure a new VMware GSX virtual machine and the
proper settings required fOIETLAB+. Repeat this process for each new virtual machine.
5.1 Creating a New Virtual Machine (or VM)

Open the VMware Virtual Machine neole and select New Virtual Machine.

i8] Local host - ¥Mware Yirtual Machine Console

J File Edt iew Host %M Power  Snapshob indows  Help

Rewerk ”E ﬁ

Inwentary x POD_SPC_2 Windowes ¥P Professional KL
CijjPoD SPC_ 2
5 windows =P Professional KL Vhware Virtual Machine Console

Connected to Local host running ¥Mware G5

The Wrware Virkual Machine Console lets wou connect bo wirkw.
YWiware @5y Server or Yware ESX Server systems, Each wirk
physical server with skorage, nebwarking, memary and device:
Consale gives waou Full contral over virtual machines, including

inkerackivity,

e

Il\.
{ : | t IJse this butkon to create a new virkual ma

and run a variety of standard operating s

e Wirkual
Machine

IJze this butkon to display a lisk of wirkoal rr

.//‘ server and ko seleck one to display in this |

with the guest operating swstem within thi

':'FIEI'I Existing standard PiC,
‘Wirkual Machine
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Select a Custom installation.

Mew Yirtual Machine Wizard

Select the Appropriate Configuration
How would wou prefer to configure your new virtual machine?

—%irtual machine configuration

i~ Typical
Create a new virtual machine with the mozt common devices and configuration
ophions.

i
Cho
devices or specific configuration optionz.

Select any Guest Operating System.

Mew Yirtual Machine Wizard

Select a Guest Operating System
W'hich operating syztemn will be ingtalled on thiz vikual machine?

Guest operating systen:

&+ Microsoft Windows
= Linus

= Movell Metware
™ Sun Solariz

= Other

Werzion:

9/16/2008
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Choose a name for your virtual machine very carefuligre are two recommended
examples:

e [VM NAME] = [POD_X PC_Y]: If you do not plan on moving virtual machines
from one pod to another, we recommend that you includeEne€AB+ pod
number and/or PC ID in the name.

e [VM NAME] = [SERVER_X VM_Y]: Another, more flexible naming
convention wouldnclude the VMware server number and virtual machine
number This method would be useful if you are going to be moving virtual
machines from one pod type to another.

Make a note of the Avirtual machine nameo an
file O . You wi || need t heBSELABt0 configure the r

Mew ¥irtual Machine Wizard

Mame the VYirtual Machine
YW'hat name would pou like to uze for thig virtual machine?

—%irtual machine name

— Location —

IE: Wfirtual Machinet'xF'El O EPC_| Browse. . |

Make this virtual machine public by tehecking the Access Rights checkbox.

Mew Yirtual Machine Wizard

Set Access Rights
To whaorm would pou like to allow access?

—Acceszs ights

Wwhould vou like to have private access to thiz virtwal machine?

™ #dake this virtual machine private

|f wour chiooze bo make thiz wirtual maching private, only your user account will
have access b it

To allow access to ather users, uncheck the iterm above. Access ta the wirtual
machine will be determined by itz file system pemizzions.
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Select the Startup/Shutdown options shown below.

The virtual machine account setting should be skebtmal system account This will
ensure that the virtual machine has privileges to access system resources and will avoid
potential permission problems.

Mew Yirtual Machine Wizard

Startup / Shutdown Options
Set the options for starting upeshutting down thiz virtual machine.

—\irkual machine accounk
Fur this wirtual machine as:

™ User that powers on the virkual machine

™ This user: INETLP.E

Password; I TTYTITTY

Canfim: I TIIITITIY

—Startup [ Shukdown options
Select the skartup)shutdown power options Faor this virkual machine.

On host skartup: Con't power on virbual machine "i

On host shutdown: § o oer off virtual machine j

Select the amount of physical memory that will be allocated to the virtual machine.

Mew ¥irtual Machine VWizard

Memory for the Yirtual M achine
Haow rmuch memary would you like to use for this virual machine?

— Memany

Specify the amount of memaony allocated to thiz virtual machine. The memany size
muzt be a multiple of 4 MEB.

b ermory far thiz virtual machine:

— | [ red=] me

ALY F Y 2764
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