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1 Introduction 

 
NETLAB+ is an Internet based network lab for instructor led training developed by Network 
Development Group, Inc. NETLAB+ allows organizations to use the power of the Internet to 
teach students by facilitating direct interaction with real network equipment.  Students 
throughout the world have real-time access to the equipment in a training environment that 
is easy to manage and allows students and instructors to share connections simultaneously to 
the same equipment. 
 
The NETLAB+ system is delivered as a network appliance and requires no customer 
knowledge of UNIX, web server software, or other system administration functions.  
 
The administrative tasks detailed in this guide are performed through two types of 
interfaces: 
 
 System Console:  Menu driven interface used to establish basic connectivity. 
  
 Web Interface:  Almost all administrative tasks are performed through the web-  
 based interface.  Tasks performed using the web-based interface include viewing 
 logs and alerts, performing system maintenance, management of administrator 
 and instructor accounts and equipment configuration. 
 

TCP/IP configuration must be performed from the system console to provide basic 
network connectivity in order to access the Web-based interface.  Please refer to the 
Installation Guide or Appendix A of this document for information on console 
configuration. 

 
. 
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2 Using the Web Interface 

 
The web-based interface allows the administrator to monitor and maintain the NETLAB+ 
server and devices.  This interface is accessible to the administrator.  In order to use the 
Web-based Interface, several basic installation tasks must be performed (See the 
Installing the NETLAB+ Server section of the NETLAB+ Installation Guide).  To access the 
login page, direct a browser to the IP address of the NETLAB+ server. 
 
Enter administrator and the factory default password, netlab. 
 
Username:  administrator 
 
Password:  netlab 
 

The password must be changed during the initial login by the administrator.  Usernames 
and passwords are case-sensitive.  Please record your new password in a safe place.  
Changing the password is strongly recommended. 
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After successful login, the Administration page will be displayed.  The administrative functions 
include displaying various logs and alerts, performing system and configuration tasks and 
diagnostic tests.  Select any task by clicking on the icon or the function name. 
 
 
 
 
 
  



NETLAB+ Administrator Guide    www.netdevgroup.com 

 

  
5/13/09            Page 8 of 202 

  



NETLAB+ Administrator Guide    www.netdevgroup.com 

 

  
5/13/09            Page 9 of 202 

2.1 Remote Access Test 

 
A Remote Access Test is performed during each user login.  The purpose of the test is to 
attempt to establish an outbound TCP connection.  This connection is necessary for 
remote device access, and remote PC access and access to chat functions (chat 
functions will be available in a future software release).   
 
This test will fail if a connection using the TCP port(s) defined by the NETLAB+ 
administrator cannot be established.  
 

 
 
 
In this example, the Remote Access Test failed wheƴ ƛƴǎǘǊǳŎǘƻǊ άƧŀƴŜŘƻŜέ ƭƻƎƎŜŘ ƛƴΦ   
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NETLAB+ now allows the administrator to define the Remote Access Port (or list of 
ports) that may be used in place of the factory default, port 23.  
 
It is critical that the ports specified are opened in the site firewall, or the client may 
experience delays and/or port test failures during user login. 
 
Please see the Remote Access Ports section of the NETLAB+ Installation Guide. 

 
There are several reasons why the Remote Access Test may fail: 
 
1) Personal Firewall settings on your computer:  The personal firewall software on your 
computer may be set by default to prohibit the port connection.  This issue is routinely 
resolved by selecting to allow the connection when prompted by a pop-up window from 
your personal firewall software.   
 
2) Security policy at your current location: It is possible that local security policy does 
not allow outbound access using the port(s) chosen by the NETLAB+ administrator.  This 
is the most likely diagnosis if you are able to successfully access the system from 
another location. 
 
3) Ports have not been opened in the site firewall: As part of the installation process, 
you must be certain to open the ports in the site firewall that have been designated 
available for outbound client connections.  This is only likely to be the problem if all 
users are unable to establish a connection. 
 

 
 
 
Use the ά¢Ǌȅ !Ǝŀƛƴέ option if you wish to repeat the test after adjusting your personal 
firewall settings.  You may select ά{ƪƛǇ ¢Ŝǎǘέ if you prefer to proceed to your MyNETLAB 
page without resolving the issue at this time.  You will not have remote device access, 
remote PC access or chat functions (chat functions will be available in a future software 
release). 
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2.2 Maintenance Reminder 

 
For your convenience, your NETLAB+ system displays the status of your system 
maintenance agreement.  The maintenance fee covers the cost of technical support and 
software updates. 
 
The last day of your current maintenance agreement is displayed in the upper right-
hand corner main page when logged in to the administrator account.  This notice will be 
displayed in green until 60 days before the maintenance end date.  The status message 
will then change from green to yellow.  You can review your renewal options by 
selecting the How to Renew link. 
 

 
 

If your maintenance agreement is not renewed by the maintenance end date, the 
notification message color will change from yellow to red.  You are strongly encouraged 
to make immediate arrangements to continue maintenance to avoid any disruption of 
services. 

 
You may find it helpful to enable the display of the maintenance reminder to instructors 
who use the system on a regular basis.  This is recommended particularly if you do not 
log into the administrator account frequently.  As the Administrator, you may enable 
the display of the maintenance notification for an instructor by editing the instructor 
account information as shown in section 2.15.2. 
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2.3 Administrative Alerts 

 
The status of system events, such as software upgrades are detailed in 
the Alert log.  The alerts that are tracked by NETLAB+ can be used by the 
administrator or central support team as needed, to track user access 

and server processes to aid in troubleshooting or device configuration.   
 
The log is generated by NETLAB+ automatically.  Events and errors are dated and time-
stamped.  The interface includes an option to delete some or all of the alert entries. 
 
2.4 NETLAB+ Event Log  

 
The NETLAB+ Event Log contains entries for each event occurring in the 
NETLAB+ system, including changes to system configuration, user logins, 
user authentication issues, automated processes, creation and deletion 
of accounts and classes.  The events that are tracked by NETLAB+ can be 
used by the administrator or central support team as needed.  

 
The log is generated by NETLAB+ automatically.  Events and errors are dated and time-
stamped.  You may select the time-period of events to view. 
 

 Select to display the log. 
 

 Select to return to previous screen. 
 
 

 
 
 
All events are dated and time-stamped. 
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2.5 Web Server Access Log 

 
The NETLAB+ Web Server Access Log lists a dated and time-stamped 
entry for each web server action.  When troubleshooting, the log entries 
may be helpful to determine if a user is making contact with the web 
server.  The file can also be used by the Technical Support Team to 
diagnose any web server problems.  Similar to the NETLAB+ Event Log, 

you may select the time-period of entries to view. 
 

 
 
 
All entries are dated and time-stamped. 
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2.6 Web Server Error Log 

 
The NETLAB+ Web Server Error Log lists a date and time-stamped entry 
for each web server error.  While the Web Server Access logs contain 
entries for all events, the Error Log contains entries for errors only.  
When troubleshooting, the file can be used to diagnose any web server 
problems.  Similar to the NETLAB+ Access Log, you may select the time-

period of entries to view. 
. 
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All entries are dated and time-stamped. 
 

 
 
 
2.7 Backup Status 

 
NETLAB+ Central Services stores backup files of the data necessary to 
rebuild your NETLAB+ system, to be used only in the case of a 
catastrophic event such as system disk failure.  The NETLAB+ system 
performs system backups transparently, by selecting Backup Service (see 

section 2.10).  If no backup files are listed on this page, data files are not being backed-
up to the Central Support Site.  Backups will not occur if Backup Service has been 
disabled on the Configure Services page. 
                                                                                                                                                        
Up to five backup files will be stored, with the newest files replacing the oldest files. 
  

These backups are used only to restore a non-functioning system, not to restore 
accidentally deleted student or class information.  At this time, due to data integrity 
issues, NETLAB+ has no facility to restore accidentally deleted student or class 
information. 

 

Central Support Services (CSS) are required for backup services to operate.  If your 
system is not communicating with the NDG CSS support server, your system will not be 
backed-up (see section 2.10). 

  

 Select to return to the previous page. 
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2.8 Shutdown NETLAB+ 

 
Using the Shutdown NETLAB+ function, the administrator can perform a 
graceful shutdown of the NETLAB+ server.  Do not shutdown the NETLAB+ 
server using the power switch, since this may cause data integrity 
problems by forcing processes to suspend abruptly. 

 

hƴŎŜ ǘƘŜ ǎȅǎǘŜƳ ƛǎ ǎƘǳǘ ŘƻǿƴΣ ƛǘ Ŏŀƴƴƻǘ ōŜ ōǊƻǳƎƘǘ ōŀŎƪ ǳǇ ǘƘǊƻǳƎƘ ǘƘŜ ŀŘƳƛƴƛǎǘǊŀǘƻǊΩǎ 
interface, since the server will not be operating and the interface will not be available 
through a browser.  To restore operation, it will be necessary to press the reset button 
or cycle the power switch on the NETLAB+ server. 
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2.9 Reboot NETLAB+  

 
Use this task to reboot the NETLAB+ server.  Performing the reboot 
procedure does not require a physical power up to restore the system, 
but bear in mind that the administrator will be disconnected from the 
server during the reboot and will need to login again when the reboot 

has completed.  The reboot process will cause any users connected to the NETLAB+ 
server to be disconnected. 
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2.10 Configure Services  

 
The Configure Services page allows the administrator to configure 
several services to run automatically.  These services are available to all 
NETLAB+ systems with a current support agreement with the 
NETWORK DEVELOPMENT GROUP, Incorporated.  If Backup Service, 
Software Update Service, and Time Service are enabled, your NETLAB+ 

database will be automatically backed up, software upgrades will be installed, and the 
system clock will be updated daily  These services are enabled by default.  You must 
select Update Settings at the bottom of the page to save any changes made to these 
settings. 
 

It is strongly recommended that these services remain enabled. 

 

 
 
The Technical Support Over Remote Access Ports Service is used for troubleshooting 
only, and should only be enabled at the suggestion of the product vendor. 
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The NETLAB+ license agreement requires the system to have Internet connectivity and 
access to the NETLAB+ Central Server Center.  In order to meet this license requirement, 
NETLAB+ must be able to send outbound HTTP requests through the Internet to a 
central server using the HTTP protocol.   
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More information on NETLAB+ Central Support Services is available at this address:  
http://www.netdevgroup.com/netlab-css-connect.htm 

 
Also available on the Configure Services page, the HTTP Proxy section allows the 
administrator to enter an IP address and TCP port number of a non-transparent proxy server, 
if one is used on the network.  These values are only required for proxy servers that are non-
transparent.  If the proxy server at your site does not require manual client configuration, the 
fields should be left blank.  If changes are made to the proxy server settings, click the Update 
Settings button to apply the new values. 
 
NETLAB+ may not function properly with every proxy server.  It may be necessary to find 
an alternate location for the NETLAB+ server within your network 
 
 

 
 
 
NETLAB+ performs SMTP services to deliver email as part of the configurable services 
offered to administrators and instructors.  The administrator may also enter the IP 
address for an alternate SMTP mail server, if needed.  Some mail servers only allow mail 
from designated servers.  Using an alternate SMTP mail server has not been tested for 
all configurations or servers.   
 

http://www.netdevgroup.com/netlab-css-connect.htm
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  Select to save any changes made on this page. 
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2.11 Software Updates  

 
The administrator may use this function to manually check for an 
updated software version and perform an upgrade.  This is accomplished 
by first selecting the Check Availability option.  The NETLAB+ system will 
query the Central Support System to see if an update is available and 
display an informational message indicating whether an update is 

available.  If an updated version is available, you may select Perform Upgrade Now to 
perform the update. 
 

 
 
 
If the administrator wishes to perform all software updates manually, the Software 
Upgrade Service (see 2.10) can be disabled.  A link to these services is provided on the 
page. 
 

It is recommended that the Software Update Service be enabled rather than performing 
manual updates.  (See 2.10). 

 

 
 
 
  



NETLAB+ Administrator Guide    www.netdevgroup.com 

 

  
5/13/09            Page 23 of 202 

2.12 Set Date/Time 

 
The administrator may use this function to display the currently 
configured date and time.  This information is displayed in UTC format.  
Allowing the NETLAB+ server to configure the date and time through 
Central Services makes certain that the NETLAB+ server maintains 
accurate time settings.  

 
To perform manual date adjustment the administrator must first disable the Time 
Service (see 2.10).  A link to these services is provided on the page. 
 

 
 
 
If the Time Service has been disabled, the Set Date/Time page will display a form 
allowing you change the system date and time manually. 
 

It is recommended that the Time Service be enabled rather than setting the clock 
manually (see 2.10). 
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2.13 Administrator Profile 

 
Selecting this function will display a form allowing the administrator to change the 

contact information for both the business and technical contacts for the 
NETLAB+ system.  The Administrator will be prompted to update this 
information during the initial login to the system, and subsequent 90-day 
intervals.  Keeping this information updated will enable NDG to contact 

the appropriate parties quickly should any issues arise. 
 
The information includes Contact Name, E-mail Address, Phone Number and AOL 
Instant Messenger ID for both business and technical contacts.  There is an option to 
receive NETLAB+ system alerts by E-mail.  Selecting to receive NETLAB+ News allows 
NDG to send general announcements (such as version upgrade notifications) to the 
specified E-mail address.  We recommend that you enable this option so we can keep 
you informed of new features. 
 

 
 
 
Select Update Contact Info to open the update screen to make any changes to the 
profile information. 
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2.13.1 Change Administrator Password 

 
The administrator may elect to change his password by selecting Change Admin 
Password on the administrator profile page.  See section 2.13.  The Change Password 
screen will also be displayed during the initial login into the administrator account, 
changing the password during the initial login is mandatory.   
 
To change the administrator password, enter the current password, and the new 
password.  The new password must then be retyped.  Select OK to change the 
password. 
 

Usernames and Passwords are case-sensitive. 

 
Passwords must meet the following requirements: 
Not found in the English dictionary and not too simple 
Between 7 and 16 ASCII characters 
Contain both numbers and letters 
 
An error message will be displayed if the new password does not meet these 
requirements.  
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2.14 Manage Communities 
 

 A community is a distinct group of instructors, students, and classes.  
Instructors may only manage students and classes within their own 
community (unless they are granted system-wide privileges by the 
administrator).  See section 2.15.2.1 for information on instructor 

privileges.  Each community reflects a separate autonomous group using the NETLAB+ 
system.  There is no sharing of accounts or class records between communities.  

The ability to support multiple communities on NETLAB+ is designed to facilitate the 
sharing of a NETLAB+ system among several different groups (schools, institutions 
academies, etc.).  Blocks of time on equipment pods may be allocated by community to 
ensure that each community receives a predetermined share of lab resources. 

For NETLABAE, each Academy using your system should be defined as a community.  If 
the system is being used by a single Academy, the default community assignment 
should be used. 
 
Multiple communities are optional.  Keep in mind that each instructor, student and class 
can belong to only one community.  If you do not wish to use communities, all of your 
accounts and classes must reside in the default community. 
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2.14.1 Add New Communities 

 

Only the NETLAB+ system administrator may add new communities to the system. 
 

 
 

Select Add Community to display the Add Community page. 

Administrator

System
Leader(s)

Community
Leader(s)

Community
Leader(s)

Community
Leader(s)

Instructor(s)

Students

Classes

Instructor(s)

Students

Classes

Instructor(s)

Students

Classes

Default Community

Community A

Community B



NETLAB+ Administrator Guide    www.netdevgroup.com 

 

  
5/13/09            Page 28 of 202 

 

 

Enter information and change default settings as needed for the fields on the page.  
Descriptions of each field may be displayed by selecting show help tips. 
 

 Community ID:  A numeric identifier for this community.  This value determines 
the order in which this community is displayed in the community list.  You may 
accept the default, or select a different number.  Other communities will be 
renumbered relative to your selection. 

 

 Name:  A name for this community. 
 

 Account Logins: Enable or disable logins by users in this community. 
 

 Maximum Length of Reservations: The maximum length of time a reservation 
can be scheduled by an individual student or team.  This setting does not restrict 
reservations made by instructors.  Instructors can establish lower (more 
restrictive) maximums for a class by setting a lower number for Preferred 
Maximum Length of Reservation in the class settings (see section 2.16.1).  
Instructors cannot establish higher (less restrictive) maximums for a class than 
this community maximum, which is enforced for all classes within the 
community. 
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 Minimum Time Between Reservations: The minimum time that must elapse 
before an individual student or team in a class can make successive reservations.  
This setting does not restrict reservations made by instructors.  Instructors can 
define higher (more restrictive) minimums for a class by setting a higher number 
for Preferred Minimum Time Between Reservations in the class settings (see 
section 2.16.1).  Instructors cannot establish lower (less restrictive) minimums 
than this community minimum, which is enforced for all classes within the 
community. 

 

 Welcome Message: You may set a welcome message that appears on top of the 
MyNETLAB page for all users in the community.  You may apply NETLAB+ 
embedded markup (see section 2.17) to the text.   

 

 News and Announcements: This information will appear on top of the 
MyNETLAB page, below the welcome message for all users of the community.  
You may apply NETLAB+ embedded markup (see section 2.17) to the text.   

 
 

If you set Welcome and/or News and Announcement banners for a community, users in 
the community will see these banners instead of the ones set for the entire system (see 
sections 2.17.6 and 2.17.7). 

 
After entering information into the fields on the page, select OK to add the community 
to the system. 
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2.14.2 Edit Community Records 

 

To edit a community record, select the  button to the left of the community ID and 
name.  The community record will be displayed. 
 

 
 

Select the  button to edit any of the fields in the community record. 
The edit screen will be displayed. 
 

 
 
Descriptions of each field (see section 2.14.2) may be displayed by selecting show help 
tips, in the lower right-hand corner of the page. 

Select  to save changes to the record.   
 


