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1 Introduction

bo¢[!. b LINPOARSE || &FFS dal yROoO2EE TF2N dza SN&
lab equipment. All lab equipment and supporting devices are located safely behind the
NETLAB+ server and not directly exposedutside or public networks. NETLAB+ is

delivered as a network appliance and requires no knowledge of UNIX, web server

software or other system administration.

This guide provides information on the installation of a NETLAB+ system. The NETLAB+
productline includesNETLAB Academy Ediff@nd NETLAB Professional Editlbn

server appliancg This install guide should be used to setup a NEAAGKBNETLAR:

server.

1.1 Planning

Before setting up your NETLAB+ server, you should revieNEie AB+ System
Overviewdocumentation. The overview explains NETLAB+ basic concepts and how all of
the components fit together.

NETLAB+ has some connectivity requirements that may influence the placement of the
server on your network and the ports that are opened inyficewall. It may be

necessary to work with your network administrators. To assist you in this task, we have
prepared a white paper designed specifically for network and firewall administrators:

Detailed firewall connectivity requirements are explainedhe CSS, Connectivity and
Firewall Considerationshite paper.

The NETLAB+ server can best be describegasxg server All connections to lab
equipment are proxied through the NETIHABNoO connections are allowed unless the
user is attending an active lab reservation. Because all connections are proxied (not
routed), you only have to open one IP address and two TCP ports to provide access to
NETLAB+ and the lab equipment behind it.

1.2 Interfaces

NETLAB+ has two Ethernet network interfaces.
e Theoutside interfac€Ethernet 0) attaches to your network and faces your users.

e Theinside interfac€Ethernet 1) attaches to a NETLAB+ control switch and faces
your lab equipment and variousontrol devices.
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1.3 Outside IP Address

You must allocate a static IP address for the outside interface. This address can be
3t 26l ftfe& NRdAzilFIo6fSZT 2NJ I LINAGIGS o6wC/ wmMpmy O |
be on the same network as the outsideerface.

NETLABédoes not support DHCP or BOOTP.

1.4 Inside IP Addresses

You do not allocate or configure IP addresses on the inside interface.

NETLAB+ automatically binds two IP addresses on the inside interface: 169.254.1.1/24
and 169.254.0.254/24. tBer IP addresses used in the 169.254 range are

predetermined and assigned to control devices and remote PCs. The network
169.254.0.0/16 is the IANA reserved block called LINKLOCAL. [P addresses in this range
are not globally routable. This IP range basn chosen to avoid conflict with RFC1918
addresses that you may be using in your network

1.5 Network Address Translation

NETLAB+ supports static NAT. You can assign a fixed IP address for the NETLAB+ server
on the outside of your firewall, then definessatic translation to the IP address assigned
to the NETLAB+ outside interface.

Port Address Translation (PAT) is not supported.
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1.6 Ports and Firewall Requirements

NETLAB+ only requires one IP address and three inbound TCP ports for all inbound
connections. NETLAB+ also initiates outbound traffic on ports that are normally open.

Inbound Port Requirements

TCP 80 Provides HTTP access to the NETLAB+ web interface.

Factorydefault setting for the remote access pdor proxied connections
to lab equipment. Proxy servers are not poped ¢ this port must be
open, or a different remote access port number (or list of port number
must be selected. Please refer to sectibh.

TCP 2201
(or selected
alternate(s))

Provides SSH for NDG technical support only. In lieu of SSH, this fur
TCP 22 can also be performedver the TCP port(s) defined for remote accéss,
special arrangement.

Outbound Port Requirements

t NPGARSE |1 ¢¢t | énddbsupportis@vicesqtieng, status

TCP 80 backup, software upgrades). Sée7for information about proxy servers

Provides DNS lookups. You do not have to open UDP 53 in the firew

UDP 53 you configure NHIAB+ to use a local DNS inside the firewall.

Provides SMTP outbound mail. You do not have to open TCP 25 in tl
SMTP 25 firewall if you configure NETLAB+ to use a local SMTP mail server ing
the firewall.

NETLAB+ uses ICMP echo for some diagniestis, although this is not

FINE critical to its operation.

1.7 Outbound HTTP and HTTP Proxy Servers

NETLAB+ makes outbound HTTP connections associated with support functions. These
functions are essential to NETLAB+. It is highly recommended that your@seport

80 outbound for the NETLAB+ server. Some networks redirect outgoing HTTP requests
to a proxy server. The proxy can be transparent or may require manual client
configuration. A NETLAB+ configuration setting is provided for manual configuration o

a HTTP proxy server. You only need to configure this if (1) you are using a proxy server,
and (2) the proxy server is not transparent.
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AlthoughNETLABprovides an HTTP proxy server setting, it will evidyk with proxies
that do not interfere with HTRP. NDG cannot provide support for problems caused by
proxy servers.

1.8 Power Requirements

Determine your overall power requirement by adding up the power requirements for
each device in your NETLAB+ installation. A dedicated circuit is recommendedrfor y
installation. Additional circuits may be required for very large NETLAB+ installations.
Some of the lab devices in your installation will use switched outlets provided by your
APC Switched Rack PDUs (or other supported models). The NETLABstaadadgne
PCs, and control devices should connect teswiiched, surge protected outlets.

Do not connect theNETLABserver, control devices, or remote BGo switched outlet

devices (APCs). This may cause your system to become temporarily inopé&nade.
though a switched outlet may be unassigned and turned on, these outlets may be
turned off during certain events.
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2 Installing the NETLAB+ Server

This section of the Installation Guide describes, step by step, how to install a NETLAB+
server.

2.1 Unpack the NETLAB+ Server

Carefully unpack your NETLAB+ server and save all boxes and packing materials. You

should also review any safety notices and other reference material that has been
packaged with your server.

2.2 Hardware Appendices

The appendices dhe end of this document contain hardwaspecific information. The
appendix for your server will provide rack mounting information. It will also describe
how to connect to the memdriven console in order to perform IP configuration.
Refer the appendi section appropriate for your server:

A Sun LX 50 Server: SeppendixA.

A IBM xSeries 305 :Séependix B

A IBM xSeries 306: Ségpendix C
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2.3 Rack Mounting

Your NETLAB+ server can be rack mounted. The appendix for your hardware will have
specific instructions for rack mounting your server. You should mount your server in a
rack in a way that will provide for maximumrgansion of your installation.

2.4 Connect Server to Outside Network

Connect the NETLAB+ server outside interface to your network. Referring to the printed
label on your server, make sure the cable is connected to Ethernet 0. Ethernet 1 will be
connectedlater in the installation.

Ethernet 0 should connect to a functional 10/100 port on your LAN. When the server is
on, the link lights should remain illuminated on both Ethernet 0 and your LAN switch
port.

The IBM link lights do not come on unless thieditet network connection is 1 Gbps
(see the appendix for serwapecific information).

2.5 Choose a Console Access Method

To perform basic IP configuration, you will need to connect to the NETLAB+ console
interface. There are two acceptable ways to dsthi

1) Connect a VGA monitor and keyboard to the designated ports on your system.
This method is preferred because you are able to observe the server when it is
booting. Connect the monitor and keyboard before powering on the server.

2) Establish a serial ppconnection from another PC, laptop, or terminal using the
& S NJ2 S Nisérial@aitfaridicommunications software (such as Hyper
Terminal). The serial port does not become active until the server has booted.
The appendix specific to your server haede contains the correct serial port
settings.
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2.6 Connect Server to Power Source

Connect the power cord of the NETLAB+ server to aswitthed, surgegrotected

outlet. Do not connect it to a switched outlet (APC device). A printed label has been
placedon the top of the NETLAB+ server to help identify the power and reset buttons.
You may need to remove the front cover to access these buttons. Remember to replace
the front cover after the unit has been powered on. Find the power button or switch for
your NETLAB+ server and power on the unit.

To reduce the risk of accidental data loss, follow the warnings on the printed label.
Always perform a graceful shutdown from the system console or administrator web
interface before powering down the server. 3$arly, these interfaces should be used
to perform a reboot. Pressirthe reset button on the front panel will NOT perform a
graceful reboot and should be avoided.

2.7 Access the System Console

Initial server configuration tasks are performed using a mdriven console interface.
These tasks establish necessary IP connectivity prior to using théasell
administrator interface.

Connect to the console using either method described in se&ibn If you are using a
serial onnection, the console will not respond until the server has booted. Press the
ENTER key. When asked if you want to login, resjasdYou will be prompted to
SYGSNI 6KS FTRYAYAAGNI G2NRA LI 2a62NROD ¢ KS
netlab.
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Flle Edit “iew Call Transfer Help

NETLAB Console Access

Do you want to login? (yes/no): yes

NETLAB System Conszole
Software Version 2.21.0a

[I] IP Configuration
[F] Passwords

[A] Access Restrictions
[T] Tools

[L] Logs

[5] Shutdown Gracefully
[R] Reboot

[¥] Exit (Logout)

Enter administrator paszsword to enter NETLAB console:

netlab

Disconnected Auto detect Auto detect SCROLL |CAF'5 LM |Capture Print echa

N

Each menu item has a h&ey identified by brackets.

'-‘Ei Mew Connection - HyperT erminal
File Edit “iew Call Transfer Help

I8 [=] 3

NETLAE System Console
Software Verzion 2.21.0a

[I] IFP Configuration
[F] Passwords

[A] Accesgsg Restrictions
[T] Tools

[L] Logs

[8] Shutdown Gracefully
[R] Reboot

[¥] Exit (Logout)

Dizconnected Auto detect Auto detect SCROLL |EAF'S MUK |Eaptule PFrint echo

Al
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2.8 IP Configuration

As discussed previously in the previous sectiba NETLAB+ server will require a static IP
address. If you are using Network Address Translation (NAT) at your site, lyoeedito
allocate a unique external IP address to NETLAB+ and open a static mapping between the
external and internal NETLAB+ IP addresses.

You must assign a uniqeéatic IP address

9YGSN) aLé¢ G2 | O00Saa GKS b9 ¢ lonfiguration ofthe? y ¥ A 3 dzNJ
server.

". Mirwy orarvess Bagrn - [ ppet | oominal .mn
Fle Edt Wwwm Cal Tuchs Halp
Ol 53| 5| =)
=
MNETLAE TP Configuration Current YValue Mew Walue
[T] IP Addreszs= 10.0.0,95
[8] 8ubnet Mask 255.255.255.0
[Z] Default Gateway 10.0.0.1
[F] 1=zt DN2 Name Server 10.0.0.83
[B] 2nd DNS (optional) 10.0.0.14
[A] Bemote Access Portis) 23

[R] 8tatic Routes

[T] Network Test {using current wvalues)
[2] Quit (without sawving)
[X] Exit (=ave and apply new waluss)

Drscenreted Bupodelect  Subedeie

Any Current Values will be displayed. Any new values configured during your session will be
displayed in the New Value column. The values will be applied once you choose [X] Exit to
save and apply the new values.

Choosd]l] to configure the IP address you will use at your site. This IP address must be

compatible with your LAN network address space. At the prompt, enter the IP address in
dotted decimal format.
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"[g Mew Connection - HyperT erminal

Flle Edit “iew Call Transfer Help
D2 =8|
=l
IP address, subnet mask, and default gateway are aszigned
to METLAB interface (eth0). Looking at the back of the system,
this interface is on the left. This is the interface that
attaches to your network.
Press <Esc»> or leave blank to keep the current wvalue.
Current IP address: 10.0.0.84
New TP address: |
L]
Disconnected |Autodetact |Aulodetect |SCF|DLL |CAF'5 LM |Capture |Printecho Y

Next, enter values for the subnet mask and default gatgwThe default gateway address
must be on the same network as the IP address and subnet mask you assign.

"L Mew Connection - HyperT erminal

Fle Edit “iew Call Transfer Help
0|z 53] =0l
=l
IP address, subnet mask, and default gateway are aszigned
to METLAB interface (eth0). Looking at the back of the system,
thig interface is on the left. This is the intertface that
attaches to your network.
Press <Esc» or leave blank to keep the current wvalue.
Current Subnet Mask: 255.255.255.0
New Subnet Mask:
[7]
Disconnected Auto detect Auto detect SCROLL |CAF'5 LM |Capture Print echa 4

A Domain Name Server (DNS) provides host name to IP address resolution. Enter the IP
address of the primary and backup DNS servers. Youwquéred to enter a primary DNS.
The backup, or secondary DNS, is optional but highly recommended.
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"[g Mew Connection - HyperT erminal

Flle Edit “iew Call Transfer Help
0| 53] 2o
Presg <Esc> or leave blank to keep the current wvalue.
Current primary name server IP address: 10.0.0.14
New primary name server IP address:
Disconnected Auto detect Auto detect SCROLL |CAF'5 LM |Capture Print echa Y

Proceed to the next section if you would like to define remote access ports to use in place of
the defaultremote accesport selection, port 2201.

The default remote access port is 22Qkis is a change from previous NETLAB+
software versions Existing systems with software prior to 2009.R1.beta.2 will continue
to have theformer default setting of 23. The remote access port selection may be
changed, as described isection2.9.

Otherwise, in order to complete the configuration procgssi must selecfX] Exit to save the
newly configured values for your server. Once the new values have been savetioydd
run a [T] Network Test. Details of the Outbound Firewall @esdiscussed in the section
2.10
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2.9 Define Remote Access Ports

The factory default portused byNETLABfor remote device access, remot€Riccess and

chat functions i CPport 2201 (existing systems with software prior to 2009.R1.beta.2 will
have the former default setting of 23Yhat functions will be available in a future software
release) At some organizations, it may be desiraldesélect a different port, in order to
NEBYIFAY O2YLX ALyl 6AGK @&2dzNJ 2 NHI gnk ormdrdpdry Q a
numbers to bausedin place of the factory default.

A Remote Access Test is performed during each user ldyis.test vl fail if a

connection using the TCP port(s) cannot be establisltiegbu define more than one

port for use aghe outbound TCP connection, the test will attempt to establish a

connection usingach port number, in the order they are listed, untie Remote

Access @st detects a successful connectiofhe system will keep track of which port
NBadzZ G6a Ay adz00Saa¥dzZ | 00Saa |yR gAftft dzas

".,- Mirwy orarvess Bagrn - [ ppet | oominal
Fis Edt Vo= Cal Trnchs il
Dle| 53] o] =
=
METLAE IP Configuration Current Value Mew Walue
[T] IP Address 10.0.0,95
[8] 8ubnet Mask 255.255.255.0
[Z] Default Gateway 10.0.0.1
[P] 13t DN2 Name Server 10.0.0.83
[B] 2nd DNE (cptional) 10.0.0.14
||_£-._' Bemote Access Portis) 23 I
lE] Statizc Houtes
[T] Network Test {using current wvalues)
[Q] Quit (without saving)
[X] Exit (save and apply new wvaluss)
=l
Deticrrained Bumadelect  Auba delee

Select [ARnd entera listof TCP ports separated by commas, in theeoitthey should be tried
by the user clientEach port may be a number from 1 to 65535.

Port 22, 80, and 443 are reserved for otherdtionsand cannot be used as Remote
Access ports.
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T Maw Cornection - HpperT srminasl

Fie Edt Wiem Cal Tranche Help
O|&| 53] cls| =
=
Remote Access Ports
Configure the gpecified TCP port(s) will be used for remote
device access, remobte PC access, and chat functions. Enter
a list of TCP ports separated by commas, in the order they
should be tried by the user client. Each port may be a
number from 1 to bB3535. Port £2, 80, and 443 are resecrved
for other functiona. The factory default port is 23.
BE SURE THE PORTS Y0OU SPECIFY ARE OFENED IN THE S5ITE
FIREWALL, ©OR THE CLIENT MAY EXPERIENCE DELAYS AND/OR PORT
TEST FAILURES DURING LOGIN.
Current port(a) .o v aaras s 23
ew port(s) [ESC teo guik).... 2301,23 |
. . . -
e Puasomect  Petoteed  [SCROLL [ [ [Cates [Pk oo -

Here, ports 2301 and 23ave beerentered as Remote Access Port

It is critical that the ports you specify are opened in the site firewall, or the client may
experience delays and/or port test failures during user login.
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2.10 Outbound Firewall Test

NETLAB#ust be able to send certain types of data through the netwnor&rder to function
properly. This outbound traffic includes DNS lookups, outbound mail, and HNBETtcAB+
Central Services.

The Outbound Firewall Test will determine if the interface, gateway and DNS are reachable. It
gAtt I faz @dliyiocdmihdicateSVNIIET NIB@&entral Support. Failure of

any of these tests will indicate a network problem and should be corrected for proper
functionality of NETLAB+A successful test will indica@Kfor all test types.

This is an outbound t& only.

Since this is only an outbound test, it will not determine if inbound clients can access the
NETLABserver. Inbound access problems must be addressed on a-blfeslient basis,

AaAyO0S (GKAA oAttt Ayod2i METLARSSverQib AT andradmoted A £ A ( &
access ports

Any errors reported during the test should be evaluated and corrected. Most errors are
caused by firewall configuration issues.

'-‘&. Mew Connection - HyperT erminal M=k
File Edit “iew Call Transfer Help
0 ﬁ4€§|g|;ﬁhﬁ E@

;I

NETLAE Qutbound Network and Firewall Test.

Test Protocol/ Port Destination Status

ping icmp {echo) primary interface RUNNING - OK (5/5)

ping icmp {(echo) default gateway RUNNING - OK (5/5)

ping icmp {(echo) primary DNS RUNNING - OK (5/5)

find dns (53 udp) nss.intranet RUNNING - CK (10.0.0.82)
ping icmp (echo) nss.intranet RUNNING - OK (5/5)

get http (80 tcp) nss.intranet RUNNING - OK

mail smtp (25 tep) mail .netdevgroup.com RUNNING - OK

Tracing the route from this server to CTSS.

This may fail if ICMP echo packets are blocked.

tracercute to nss.intranet (10.0.0.8Z2), 320 hops max, 38 byte packets
1 nss.intranet {10.0.0.82) 0.345 ms 0.311 ms 0.307 ms

Press any key to continueJ

L]
4

Disconnected |Aulndetecl |Auludelect |5CHDLL |EAF‘5 MU |Captule ‘F‘rintecho

When your test runs correctly, you can exit tNETLAB$ystem Console interfaand
continue with yourNETLAB stallation tasks. You can choose to logout from your main
menu. Do not shut down or power off the server at this tinfféne Outbound Firewall Test
may also be accessed from the web interface, see the Test OutboundsAei®n of the
NETLAB+ Administrator Guide
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2.11 Connect to the Web-based Interface

After the IP configuration of thBIETLABserver is complete, you will be able to access the
web-based interface to perform the remainder of your configuration tasks. Using a PC
connected to the LAN, open a web browser and connect to the-mased administrator
interface of theNETLABserver by entering the IP address you assigned toNB&LAB+
server in the IP configuration step.

A about:blank - Microsoft Internet Explorer  [= [B)X]
File Edit “iew Favorites Tools Help l.;,

>

e Back -~ [ \ﬂ \ELl L ;\] ;NJ Search ‘Hj‘\'(’ Favorites <)
Address | htp://100,0.0.84/ v
&] Done $ Internet

The web browser should open the NETLAB+ login page allowing you to login using the
administrator account.

8/25/2009 Pagel8of 98



NETLAB+ Installation Guide www.netdevgrroup.com

HMETLABR Academy Edition® provides remote access to Cisco
Username Metwaorking academy Program lab equipment and curriculum, To
access, you need a user [0 and passward, assigned by your
instructor or local system administrator,

administrator

Password

shohohododoioho

Personal Firewall software can interfere with NETLAB. If you are
hawving login problems or other issues, please disable your personal |
firewall to see if that fixes the problem. If so, adjust your firewall

software accordingly.

Required Browser Plugins and Options
Forgot password?

Java™ Enabled (IE users see below)
JavaScript Enabled
Cookies Enabled {far this site)

Fopup Windows Enabled (dizable popup blockers for this site)

POWERED BY

mE Browser Support

NETL ABAE Browser Version Status
Microsoft Internet Explorer (Windows) 5.5, 6.x |© Supported
Firefox 1.x O Supported
Mozilla 1.x O Beta (not tested)
7o O Beta (not tested)
Metscape B.x @ Mot supported (bugs)

A% ® Obsolete

Microsoft Internet Explorer users may need a Java plug-in. ¥ou:
can obtain Java at java.sun.com. '

2.12  Troubleshooting: Accessing the Web-based Administrative Interface

If the server is not accessiblem the web browser of your PC, installation cannot
continue. In order to continue installation, you must troubleshoot your connectivity
problem now. Here are some things to try:

A The most common connectivity issue is incorrect cabling. Recheck thedrint
label on top of your NETLAB+ server to ensure that your server is connected to
your LAN via Ethernet O.

A To avoid routing issues, it is recommended that your PC and the NETLAB+ server
be connected to the same LAN during the installation process. dic#ise, both
your PC and the NETLAB+ server should have IP addresses within the same
network range.
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A Confirm that all configured IP parameters are correct and that this is the IP
I RRNBaa &2dz SYGSNBR Ay @2dz2NJ 6S6 0NRgaSNDa

A Test the LAN port uskto connect the NETLAB+ server to your LAN to ensure
that it is operational. This port should not be in a segregated VLAN that is
inaccessible to other network ports.

A Test the Ethernet cable used to connect the NETLAB+ server to your LAN. This

cable slould operate at 100 Mbps. A manufactured cable should be used when
available.
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2.13 Login to Administrator Account

When prompted for the username and password, logia@siinistrator using the
default passwordhetlab. Remember that NETLAB+ usernames ass$ywords are case
sensitive.

A password change is required during the initial login to the administrator account. You

gAff 0S LINPBYLIWGSR (2 OKFy3aS G4KS ! RYAYA&AUNI G2 N
with the default password. This step is mandatatyposingCancebill log you out of

the server, and require you to log in again.

To change the administrator password, enter the current password, and the new
password. The new password must then be retyped. S€lKtb change the
password.

Password must meet the following requirements:

A Not found in the dictionary and not too simple
A Between 7 and 16 characters
A Contain both numbers and letters

An error message will be displayed if the new password does not meet these
requirements.

' Current Password P ——
'New Password R,

‘Re-type New Passworl |, peneesss

OK Cancel

For additonal information on the administrator account, see the Administrator Account
section of theNETLAB+ Administrator Guide
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2.14 Remote Access Test

A Remote Access Test is perfodrduring each user loginThe purpose of the test is to
attempt to establish an outbound TCP connection. This connection is necessary for
remote device access, and remote PC access and access to chat functions (chat
functions will be available in a futeisoftware release).

This test will fail if a connection using the TCP port(s) defined by the NETLAB+
administrator cannot be establishedhe procedure for defining ports for remote
access is described in sectipm.

Remote Access Test IMSTRUCTOR

PORT TEST FAILED

& TCR/IP connection for remote console and remote PC functions could not he
established.

Personal Internet METLAB+
Firewall Server
Software

Please refer to the diagram above.

This system uses TCP port 23 for remote access functions. It is possible that personal
firewall software on wour computer, or some other firewall in the path is blocking
connections on this TCP port,

® Are you using Windows Firewall, Mcafee®, Norton, Comodo, Zone alarm®, VG, or other
security software?

® If your software is prompting you to walidate the connection, please accept and try
again.

® Manual configuration changes to your software may be required.

® For technical details about this port test, please click the Support button,

%

In this example, the Remote AccessiTe Tl Af SR gKSye¢é AVYARABERIRWIH G 2
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NETLABmow allows the administrator to define the Remote Access Port (or list of
ports) that may be used in placéd the factory default The default remote access port
is 2201 this is a change from previous NETLAB+ software verskxisting systems
with software prior to 2009.R1.beta.2 will continue to have tbemer default setting of
23.

It iscritical that the ports specifiedre opened in the site firewall, or the client may
experience delays and/or port test failures during user login.

Please sesection2.9for details on defining remote &ess ports.

There are several reasons why the Remote Access Test may fail:

1) Personal Firewall settings on your computefhe personal firewall software on your
computer may be set by default to prohibit the port connectiorhis issue is routinely
resolved by selecting to allow the connection when prompted by ayowindow from
your personal firewall software.

2) Security policy at your current locatiorit is possible that local security policy does
not allow outbound access using the port(spsan by the NETLAB+ administratdhis
is the most likely diagnosis if you are able to successfully access the system from
another location.

3) Ports have not been opened in the site firewalhs part of the installation process,
you must be certain t@open the ports in the site firewall that have been designated
available for outbound client connectionhis is only likely to be the problem if all
users are unable to establish a connection.

£ Try Again Repeat the port test.

£ Skip Test Skip remote access test and login.

@) Learn More Mare information to help you troubleshaot,
2~ Support Show port test details for technical suppon.

Use thed ¢ NB  bpHdn K y6@é wish to repeat the tésfter adjustingyour personal
firewall settings. You may select{ 1 A LJf yduSpéeferéto proceed to your MyNETLAB
page without resolving the issue at this tim&ou will not have remote device access,
remote PC access or chat functions (chat fuoriwill be available in a future software
release).
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2.15 Administrative Functions

After successful login, the Administration page will be displayed. Tasks may be selected
by clicking on the icon or the function name.

Eae)) Eae

Administrator NETLAB Web Server Web Server Backup
Alerts Event Log Access Log Error Log Status
. g E 2 10011
il 88 00111 o
- L 110
Shutdown Reboot Configure Software Set
NETLAB NETLAB Services Updates Date / Time

~ (@)

Administator Manage Manage

2

Profile Communities Accounts

<5

J

Enable / Equipment Control Lab Device Pod
Disable Pods Devices Software Rules
User Logins !IOS, SDM. etc.)

,
Pod Lab Manage Dis Network
Designer Designer lnsialled Status Status
Labs

Usage Add / Remove Academy
Reporting Curriculum Sharing Portal
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2.16 Check for Software Updates

It isrecommended at this time to check for software updates. Y¢HTLABserver was
shipped with the latest available software version installed. However, the possibility exists
that a new software update may have become available while the server was ertmybur
site. Checking to see if an update is available will allow you receive the updated version
immediately.

Select Software Updates from the Administrator functions displayed. SeleCitbek
Availability option. The NETLAB+ system will quesy @entral Support System to see if
an updated version exists and display an informational message indicating whether an
update is available. If an updated version is available, sBledorm Upgrade Novio
perform the software update.

It is ecommendedhat the Software Update Service remain in its default configuration
setting, which will allow th&lETLABs$ystem to receive software updates automatically.
NETLABWill periodically check the Central Support sité a software upgrade is
available, itwill be downloaded and installed when the lab is not in.use

METLAR uses the Internet to download and upgrade the system software,
Use this page to check the availabilty of an upgrade, or to perform an
upgrade on demand.

MOTE: ¥our system is currently configured to upgrade software automatically. If yvou wish
to perform all upgrades manually from this page, you can disable the automatic upgrade
feature from the services page.

Your system is currently running software version 2009.R1 {beta 3}.

Please see the release notes for upgrade details.

Check Availability | Perform Upgrade Now |

For more information on the Software Update Service, please see the Software Updates
section of theNETLAB+ Admistrator Guide
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2.17  Configure Services

. .| Next, select the Configure Services from the Administrator page. The first
i " i section of the page lists several services configured to run automatically.
These services are available to all NETLAB+ systems autheat
- support agreement with the Network Development Group, Incorporated.

If Backup Service, Software Update Service, and Time Service are enabled, your
NETLAB+ database will be automatically backed up, software upgrades will be installed,
and the systen clock will be updated daily. These services are enabled by default. You
must selectUpdate Settingsat the bottom of the page to save any changes made to
these settings.

It is strongly recommended that theservices remain enabde

. The following services can be configured to run automatically provided you have a
. current support agreement with NDG,

Backup Service

All METLABR data is stored in an SQL database. Check this box to have NETLABR
send a daily backup of the database to the METLABR central support site. This
will help NDG reconstruct your system in the event of a hard disk failure.

Software Update Service

Check this box to have WETLABR perfarm software upgrades automatically.
METLAR will contact the central support site every six hours, If a3 software
upgrade is available, it will be downloaded and installed when the lab is not in
use.

: Time Service

Check this box ta have METLAR update its system clock on a daily basis. The
clock is synchronized with the METLAR central support server,

The TechnicaBupport Over Remote Access P@tsvice is used for troubleshooting
only, and should only be enabled at the suggestion of the product vendor.
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Technical Support over Remote Access Port{s)

Enable this option ta allow MWOG to access and troubleshoot your system using
the TCP port{s) vou have defined for remaote access. Marmally this would be
done using S5SH which provides additional capabilities. However, if firewalls
and/or local policy prohibit WOG access using SSH (TCP port 22), wou may
enable this option. You should only enable this option at MDG's request in
conjunction with problem resolution.

Permit Third Party Telnet Applications / Clear Text Passwords

Enable this feature to permit terminal access to lab device using third party
Telnet application software, The Telnet protocol will transmit clear text
passwords, Disable this feature to prevent clear text passwords from crossing
the network -- users will be required to use the built-in NETLAB+ terminal
applications and the secure automatic login feature,

Obscure Login for Third Party Telnet Application Users

This security option determines the type of login prompts and
errar messages displayed to third party Telnet applications. If
enabled {obscured), METLABR+ will emulate UNIx-style login
prompts and error messages, making METLAB+ ook like a generic
Unix system to both users and port scanners. The disabled
(unobscured) setting provides NETLAB+ specific login prompts and
informative error messages to users, but also provides information
to port scanners that could be used to identify the system.

If your site has a netransparent proxy server, you must enter the IP address and TCP port
number in tre indicated fields on this page. These values are only required for proxy servers
that are nontransparent. If the proxy server at your site does not require manual client
configuration, the fields should be left blank. If changes are made to the peoxgr

settings, click th&Jpdate Settingsutton to apply the new values.

AlthoughNETLABprovides an HTTP proxy server setting, it will evdyk with proxies

that do not interfere with HTTPNDG cannot provide support for problems caused by
proxy severs.
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HTTP Proxy

METLAR uses outbound HTTP {web protocol) for all services. Some networks
require that all HTTP traffic pass through a proxy server,

¢ Leave the IP address/port values blank if your network does not use a
praxy server, or the praxy is transparent {i.e., no client configuration is
required}.

o If you have a non-transparent proxy server, please enter the IP
address and TCP port number here,

Proxy IP address:
TCP port:

Alternate SMTP Mail Server

To send e-mail, NETLAR normally performs the function of a SMTP mail server,
If outbound SMTP mail is restricted within your network, please specify the IP
address of a SMTP server that can be used to deliver mail.

slternate SMTP server IP address:

NETLABperforms SMTP services to deliver email as part of the configurable services offered
to administrators and instructors. If email delivery is restricted within your network to a
specific SMTP server, you can configNEET LABto use theSMTP server at your site to

deliver email. This configuration is not tested for all SMTP servers or configurations. Some
mail servers may not deliver email generated fridMaTLABdtue to restrictions based on

email headers.

If you enter an Alternate SMPTMail Server IP address, click thedate Settingdutton.
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2.18 Maintenance Reminder

For your convenience, your NETLAB+ system displays the status of your system
maintenance agreement. The maintenance fee covers the cost of technical support and
software updates.

The last day of your current maintenance agreement is displayed in the upper right
hand corner main page when logged in to the administrator account. This notice will be
displayed in green until 60 days before the maintenance end date. tatis snessage

will then change from green to yellow. You can review your renewal options by
selecting thePlease Renewnk.

METLAB+ 2009.R1 (beta &)

Profile Logout Help administrator
The WETLAB administrator account allows you to perform MAINTENANCE ENDS
configuration tasks and manage your system. For security, some July 1, 2009
configuration tasks must be done from the system console, 45 DWYT5) REMAINING

HOw' T REREW

If your maintenance agreement is not renewed by the maintenance end date, the
notification message color will change fromlgel to red. You are strongly encouraged
to make immediate arrangements to continue maintenance to avoid any disruption of
services.

You may find it helpful to enable the display of the maintenance reminder to instructors
who use the system on a regulaadis. This is recommended particularly if you do not
log into the administrator account frequently. Please refer to Hi€TLAB+

Administrator Guiddor more information.
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3 Installing The Control Plane

The NETLABR:ontrol planeforms the foundation needed to interconnect various
components of the NETLAB+ system. The control plane consists of devices that are
required in order for NETLAB+ to function, but are not accessibledests and
instructors.

Control devices may be control switches, access servers, or switched outlet devices.

OUTSIDE pamme INSIDE
INTERFACE '“'- :L INTERFACE
METLAB+ SERVER
RESERVED PORTS CONTROL SWITCHES ‘E’
I

Y

ACCESS SWITCHED [aPc
SERVERS [ @ ouTLETS | @

NETLAE CONTROLDEVICE

Control switchegrovide internal connectivity between NETLAB+, access servers, remote
PCs, and switched outletdices. The control switch also provides a network path for
NETLAB+ to download IOS images to Cisco lab devices in the event flash has been erased
(or the correct image is not installed).

Access serveovide console connections to lab routers, labtsives, and lab firewall
devices so that users can access these devices from NETLAB+.
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Switched outletprovide managed electrical power, allowing NETLAB+ and users to turn
lab equipment on and off.

Careful planning is necessary in order to make efftaiese of your equipment. Port
requirements vary depending on the type and number of pods you will be installing in
NETLAB+.

The port requirements for control devices of each pod type are listed in the table below.
Each pod type requires control switcbrps, access server ports, and switched outlets.

Port Requirements Reference Table
Control Switch

Pod Access Serve Switched
Pod Types Ports Reserved Ports Ports Outlets

Multi-purpose Academy Pc 8 1 6 6
Network Fundamentals Poi 10 1 3 3
Basic Router Pod V1 3 0 3 3
Basic Router Pod V2 (PCs 6 1 3 3
Cuatro RoutePod 8 1 4 4
Basic Switch Pod V1 3 0 3 3
Basic Switch Pod V2 (PCs 4 1 3 3
Cuatro Switch Pod 4 1 4 4
Advanced Router Pod 3 0 3 3
Advanced Switch Pod 8 0 8 8
Network Security Pod 2.0 11 1 2 2
Security Router Pod (FNSF 10 3 2 2
Security PIX Pod (FNSP 14 3 2 2
CCNA 2.1 Pod 6 0 6 6
Custom Pods As needed based on your unique requirements

Control switch ports are broken down inpmd portsandreserved ports

Pod portsconnect lab equipment to NETLAB+. During normal operation, pod ports are
automatically placed in uniqgue or common VLANS to simulate one or more Ethernet
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segments required by the topology of the pod. In the event that NETLAB+ must
download an 10S image to a lab device, NETLAB+ will temporarily place the device in
VLAN 1 so that itan access the NETLAB+ TFTP server. Pod ports must be consecutive
and reside on the same switch. A single control switch can have pod ports for several
pods, as long as all pod ports are consecutive on the switch.

Thereserved port®n a control switctprovide the framework to interconnect NETLAB+

and control devices. Reserved ports always operate in VLAN 1 and provide a common

network for NETLAB+ to communicate with control devices. A reserved port is never
Fftf20FGSR (2 SljdA LWYNFIASNBRRERSD § Kdza GKS yIFYS ¢

Reserved ports are also used by standalone remote PCs in conjunction with Virtual

Network Computing (VNC). VNC provides a method to remotely access the keyboard,

video, and mouse. A remote PC that offers VNC typically has two network ieterfac

One interface connects to the lab topology; the other connects to a reserved port on a

control switch. The VNC connection traverses the control plane and is proxied back to a

Javad &SR b/ Ot ASYyd 6AyR2¢ 2y (KS dzZaSNDa ¢2N]

POD 1

P\ 4

OUTSIDE m E INSIDE E/ CONTROL
INTERFACE INTERFACE | PATH
NETLAB

——————— T= UNCPROXY= = === === == —eee=--l|
TCP 23 TCP 5900

PROXIED CONNECTION

e e | ———

Pods that do ot have remote PCs do not require reserved ports.

Reserved ports operate in VLAN 1, so there are no consecutive port requirements.
However, it is desirable to connect NETLAB+, access servers, switched outlet devices,
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