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1 Introduction 
 

b9¢[!.Ҍ ǇǊƻǾƛŘŜǎ ŀ ǎŀŦŜ άǎŀƴŘōƻȄέ ŦƻǊ ǳǎŜǊǎ ǘƻ ǎŎƘŜŘǳƭŜΣ ŎƻƴŦƛƎǳǊŜ ŀƴŘ ƛƴǘŜǊŀŎǘ ǿƛǘƘ 
lab equipment.  All lab equipment and supporting devices are located safely behind the 
NETLAB+ server and not directly exposed to outside or public networks.  NETLAB+ is 
delivered as a network appliance and requires no knowledge of UNIX, web server 
software or other system administration. 
 
This guide provides information on the installation of a NETLAB+ system.  The NETLAB+ 
product line includes NETLAB Academy Edition® and NETLAB Professional EditionTM 
server appliances.  This install guide should be used to setup a NETLABAE or NETLABPE 
server.  
 
 
1.1 Planning 
 

Before setting up your NETLAB+ server, you should review the NETLAB+ System 
Overview documentation.  The overview explains NETLAB+ basic concepts and how all of 
the components fit together. 
 
NETLAB+ has some connectivity requirements that may influence the placement of the 
server on your network and the ports that are opened in your firewall.  It may be 
necessary to work with your network administrators.  To assist you in this task, we have 
prepared a white paper designed specifically for network and firewall administrators: 
 

Detailed firewall connectivity requirements are explained in the CSS, Connectivity and 
Firewall Considerations white paper. 

 
The NETLAB+ server can best be described as a proxy server.  All connections to lab 
equipment are proxied through the NETLAB+.  No connections are allowed unless the 
user is attending an active lab reservation.  Because all connections are proxied (not 
routed), you only have to open one IP address and two TCP ports to provide access to 
NETLAB+ and the lab equipment behind it. 
 
 
1.2 Interfaces 
 

NETLAB+ has two Ethernet network interfaces.  
 

 The outside interface (Ethernet 0) attaches to your network and faces your users.   
 

 The inside interface (Ethernet 1) attaches to a NETLAB+ control switch and faces 
your lab equipment and various control devices. 

 

http://www.netdevgroup.com/netlab-css-connect.htm
http://www.netdevgroup.com/netlab-css-connect.htm
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1.3 Outside IP Address 

 
You must allocate a static IP address for the outside interface.  This address can be 
Ǝƭƻōŀƭƭȅ ǊƻǳǘŀōƭŜΣ ƻǊ ŀ ǇǊƛǾŀǘŜ όwC/ мфмуύ ŀŘŘǊŜǎǎΦ  ¢ƘŜ ǎŜǊǾŜǊΩǎ ŘŜŦŀǳƭǘ ƎŀǘŜǿŀȅ ǿƛƭƭ ŀƭǎƻ 
be on the same network as the outside interface. 
 

NETLAB+ does not support DHCP or BOOTP. 

 
 
1.4 Inside IP Addresses 
 

You do not allocate or configure IP addresses on the inside interface. 
 
NETLAB+ automatically binds two IP addresses on the inside interface: 169.254.1.1/24 
and 169.254.0.254/24.  Other IP addresses used in the 169.254 range are 
predetermined and assigned to control devices and remote PCs.  The network 
169.254.0.0/16 is the IANA reserved block called LINKLOCAL.  IP addresses in this range 
are not globally routable.  This IP range has been chosen to avoid conflict with RFC1918 
addresses that you may be using in your network 
 
 
1.5 Network Address Translation 
 

NETLAB+ supports static NAT.  You can assign a fixed IP address for the NETLAB+ server 
on the outside of your firewall, then define a static translation to the IP address assigned 
to the NETLAB+ outside interface.   
 

Port Address Translation (PAT) is not supported. 
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1.6 Ports and Firewall Requirements 
 

NETLAB+ only requires one IP address and three inbound TCP ports for all inbound 
connections.  NETLAB+ also initiates outbound traffic on ports that are normally open. 
 

Inbound Port Requirements 

TCP 80 Provides HTTP access to the NETLAB+ web interface. 

TCP 2201 
(or selected 
alternate(s)) 

Factory default setting for the remote access port for proxied connections 
to lab equipment.  Proxy servers are not supported ς this port must be 
open, or a different remote access port number (or list of port numbers) 
must be selected.  Please refer to section 2.9. 

TCP 22 
Provides SSH for NDG technical support only.  In lieu of SSH, this function 
can also be performed over the TCP port(s) defined for remote access, by 
special arrangement. 

 
 

Outbound Port Requirements 

TCP 80 
tǊƻǾƛŘŜǎ I¢¢t ŀŎŎŜǎǎ ǘƻ b9¢[!.ҌΩǎ Ŏentral support services (time, status, 
backup, software upgrades).  See 1.7 for information about proxy servers. 

UDP 53 
Provides DNS lookups.  You do not have to open UDP 53 in the firewall if 
you configure NETLAB+ to use a local DNS inside the firewall. 

SMTP 25 
Provides SMTP outbound mail.  You do not have to open TCP 25 in the 
firewall if you configure NETLAB+ to use a local SMTP mail server inside 
the firewall. 

PING 
NETLAB+ uses ICMP echo for some diagnostic tests, although this is not 
critical to its operation. 

 
 
1.7 Outbound HTTP and HTTP Proxy Servers 
 

NETLAB+ makes outbound HTTP connections associated with support functions.  These 
functions are essential to NETLAB+.  It is highly recommended that you open TCP port 
80 outbound for the NETLAB+ server.  Some networks redirect outgoing HTTP requests 
to a proxy server.  The proxy can be transparent or may require manual client 
configuration.  A NETLAB+ configuration setting is provided for manual configuration of 
a HTTP proxy server.  You only need to configure this if (1) you are using a proxy server, 
and (2) the proxy server is not transparent. 
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Although NETLAB+ provides an HTTP proxy server setting, it will only work with proxies 
that do not interfere with HTTP.  NDG cannot provide support for problems caused by 
proxy servers. 

 
 
1.8 Power Requirements 
 

Determine your overall power requirement by adding up the power requirements for 
each device in your NETLAB+ installation.  A dedicated circuit is recommended for your 
installation.  Additional circuits may be required for very large NETLAB+ installations.   
Some of the lab devices in your installation will use switched outlets provided by your 
APC Switched Rack PDUs (or other supported models).  The NETLAB+ server, standalone 
PCs, and control devices should connect to un-switched, surge protected outlets. 
 

Do not connect the NETLAB+ server, control devices, or remote PCs to switched outlet 
devices (APCs).  This may cause your system to become temporarily inoperable.  Even 
though a switched outlet may be unassigned and turned on, these outlets may be 
turned off during certain events.  
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2 Installing the NETLAB+ Server 

 
This section of the Installation Guide describes, step by step, how to install a NETLAB+ 
server. 
 
 
2.1 Unpack the NETLAB+ Server 

 
Carefully unpack your NETLAB+ server and save all boxes and packing materials.  You 
should also review any safety notices and other reference material that has been 
packaged with your server. 
 
 
2.2 Hardware Appendices 
 

The appendices at the end of this document contain hardware-specific information.  The 
appendix for your server will provide rack mounting information.  It will also describe 
how to connect to the menu-driven console in order to perform IP configuration. 
 
Refer the appendix section appropriate for your server:  
 
Á Sun LX 50 Server:  See Appendix A. 
 
Á IBM xSeries 305 :See Appendix B. 

 
Á IBM xSeries 306: See Appendix C. 
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2.3 Rack Mounting 
 

Your NETLAB+ server can be rack mounted.  The appendix for your hardware will have 
specific instructions for rack mounting your server.  You should mount your server in a 
rack in a way that will provide for maximum expansion of your installation. 
 
 
2.4 Connect Server to Outside Network 
 

Connect the NETLAB+ server outside interface to your network.  Referring to the printed 
label on your server, make sure the cable is connected to Ethernet 0.  Ethernet 1 will be 
connected later in the installation. 
 
Ethernet 0 should connect to a functional 10/100 port on your LAN.  When the server is 
on, the link lights should remain illuminated on both Ethernet 0 and your LAN switch 
port.  
 

The IBM link lights do not come on unless the Ethernet network connection is 1 Gbps 
(see the appendix for server-specific information). 

 
 
2.5 Choose a Console Access Method 
 

To perform basic IP configuration, you will need to connect to the NETLAB+ console 
interface.  There are two acceptable ways to do this: 
 

1) Connect a VGA monitor and keyboard to the designated ports on your system.  
This method is preferred because you are able to observe the server when it is 
booting.  Connect the monitor and keyboard before powering on the server. 

 
2) Establish a serial port connection from another PC, laptop, or terminal using the 
ǎŜǊǾŜǊΩǎ ōǳƛƭǘ-in serial port and communications software (such as Hyper 
Terminal).  The serial port does not become active until the server has booted.  
The appendix specific to your server hardware contains the correct serial port 
settings. 
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2.6 Connect Server to Power Source 
 

Connect the power cord of the NETLAB+ server to an un-switched, surge-protected 
outlet.  Do not connect it to a switched outlet (APC device).  A printed label has been 
placed on the top of the NETLAB+ server to help identify the power and reset buttons.  
You may need to remove the front cover to access these buttons.  Remember to replace 
the front cover after the unit has been powered on.  Find the power button or switch for 
your NETLAB+ server and power on the unit. 
 

To reduce the risk of accidental data loss, follow the warnings on the printed label.  
Always perform a graceful shutdown from the system console or administrator web 
interface before powering down the server.  Similarly, these interfaces should be used 
to perform a reboot.  Pressing the reset button on the front panel will NOT perform a 
graceful reboot and should be avoided. 

 
 
2.7 Access the System Console 
 

Initial server configuration tasks are performed using a menu-driven console interface.  
These tasks establish necessary IP connectivity prior to using the web-based 
administrator interface. 
 
Connect to the console using either method described in section 2.5.  If you are using a 
serial connection, the console will not respond until the server has booted.  Press the 
ENTER key.  When asked if you want to login, respond Yes.  You will be prompted to 
ŜƴǘŜǊ ǘƘŜ ŀŘƳƛƴƛǎǘǊŀǘƻǊΩǎ ǇŀǎǎǿƻǊŘΦ  ¢ƘŜ ǎȅǎǘŜƳ ŘŜŦŀǳƭǘ ŀŘƳƛƴƛǎǘǊŀǘƻǊ ǇŀǎǎǿƻǊŘ ƛǎ 
netlab. 
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Each menu item has a hot-key identified by brackets. 
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2.8 IP Configuration 
 

 As discussed previously in the previous section, the NETLAB+ server will require a static IP 
address.  If you are using Network Address Translation (NAT) at your site, you will need to 
allocate a unique external IP address to NETLAB+ and open a static mapping between the 
external and internal NETLAB+ IP addresses. 
 

You must assign a unique static IP address.  

 
9ƴǘŜǊ άLέ ǘƻ ŀŎŎŜǎǎ ǘƘŜ b9¢[!.Ҍ Lt /ƻƴŦƛƎǳǊŀǘƛƻƴ ƳŜƴǳ ŀƴŘ ōŜƎƛƴ Lt /onfiguration of the 
server. 
  

 
 
Any Current Values will be displayed.  Any new values configured during your session will be 
displayed in the New Value column.  The values will be applied once you choose [X] Exit to 
save and apply the new values. 
  
Choose [I] to configure the IP address you will use at your site.  This IP address must be 
compatible with your LAN network address space.  At the prompt, enter the IP address in 
dotted decimal format. 
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Next, enter values for the subnet mask and default gateway.  The default gateway address 
must be on the same network as the IP address and subnet mask you assign. 
 

 
 
  
A Domain Name Server (DNS) provides host name to IP address resolution.  Enter the IP 
address of the primary and backup DNS servers.  You are required to enter a primary DNS.  
The backup, or secondary DNS, is optional but highly recommended.  
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Proceed to the next section if you would like to define remote access ports to use in place of 
the default remote access port selection, port 2201. 
 

The default remote access port is 2201; this is a change from previous NETLAB+ 
software versions.  Existing systems with software prior to 2009.R1.beta.2 will continue 
to have the former default setting of 23.  The remote access port selection may be 
changed, as described in section 2.9. 

 
Otherwise, in order to complete the configuration process you must select [X] Exit to save the 
newly configured values for your server.  Once the new values have been saved, you should 
run a [T] Network Test. Details of the Outbound Firewall Test are discussed in the section 
2.10. 
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2.9 Define Remote Access Ports 

 
The factory default port used by NETLAB+ for remote device access, remote PC access and 
chat functions is TCP port 2201 (existing systems with software prior to 2009.R1.beta.2 will 
have the former default setting of 23).  Chat functions will be available in a future software 
release).  At some organizations, it may be desirable to select a different port, in order to 
ǊŜƳŀƛƴ ŎƻƳǇƭƛŀƴǘ ǿƛǘƘ ȅƻǳǊ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ǎŜŎǳǊƛǘȅ ǇƻƭƛŎƛŜǎΦ  ¸ƻǳ Ƴŀȅ ǎŜƭŜŎǘ one or more port 
numbers to be used in place of the factory default. 
 
A Remote Access Test is performed during each user login.  This test will fail if a 
connection using the TCP port(s) cannot be established.  If you define more than one 
port for use as the outbound TCP connection, the test will attempt to establish a 
connection using each port number, in the order they are listed, until the Remote 
Access Test detects a successful connection.  The system will keep track of which port 
ǊŜǎǳƭǘǎ ƛƴ ǎǳŎŎŜǎǎŦǳƭ ŀŎŎŜǎǎ ŀƴŘ ǿƛƭƭ ǳǎŜ ǘƘŀǘ ǇƻǊǘ ŦƛǊǎǘ ŦƻǊ ǘƘŜ ǳǎŜǊΩǎ ƴŜȄǘ ƭƻƎƛƴΦ 
 

 
 
 
Select [A] and enter a list of TCP ports separated by commas, in the order they should be tried 
by the user client.  Each port may be a number from 1 to 65535. 
 

Port 22, 80, and 443 are reserved for other functions and cannot be used as Remote 
Access ports. 
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Here, ports 2301 and 23 have been entered as Remote Access Ports. 
 

It is critical that the ports you specify are opened in the site firewall, or the client may 
experience delays and/or port test failures during user login. 
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2.10 Outbound Firewall Test 
 

NETLAB+ must be able to send certain types of data through the network in order to function 
properly.  This outbound traffic includes DNS lookups, outbound mail, and HTTP to NETLAB+ 
Central Services.   
 
The Outbound Firewall Test will determine if the interface, gateway and DNS are reachable.  It 
ǿƛƭƭ ŀƭǎƻ ǘŜǎǘ ǘƘŜ ǎŜǊǾŜǊΩǎ ability to communicate with NETLAB+ Central Support.  Failure of 
any of these tests will indicate a network problem and should be corrected for proper 
functionality of NETLAB+.  A successful test will indicate OK for all test types. 
 

This is an outbound test only. 

 
Since this is only an outbound test, it will not determine if inbound clients can access the 
NETLAB+ server.  Inbound access problems must be addressed on a client-by-client basis, 
ǎƛƴŎŜ ǘƘƛǎ ǿƛƭƭ ƛƴǾƻƭǾŜ ǘƘŜ ŎƭƛŜƴǘΩǎ ŀōƛƭƛǘȅ ǘƻ ǊŜŀŎƘ ǘƘŜ NETLAB+ server via HTTP and remote 
access ports. 
 

Any errors reported during the test should be evaluated and corrected.  Most errors are 
caused by firewall configuration issues. 
 

 
  
When your test runs correctly, you can exit the NETLAB+ System Console interface and 
continue with your NETLAB+ installation tasks.  You can choose to logout from your main 
menu.  Do not shut down or power off the server at this time.  The Outbound Firewall Test 
may also be accessed from the web interface, see the Test Outbound Access section of the 
NETLAB+ Administrator Guide . 

http://www.netdevgroup.com/doc/NETLAB_Administrator_Guide_40.pdf


NETLAB+ Installation Guide   www.netdevgrroup.com 

 8/25/2009 Page 18 of 98 

2.11 Connect to the Web-based Interface 
 

After the IP configuration of the NETLAB+ server is complete, you will be able to access the 
web-based interface to perform the remainder of your configuration tasks.  Using a PC 
connected to the LAN, open a web browser and connect to the web-based administrator 
interface of the NETLAB+ server by entering the IP address you assigned to the NETLAB+ 
server in the IP configuration step.   
 

 
 
The web browser should open the NETLAB+ login page allowing you to login using the 
administrator account.  
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2.12 Troubleshooting: Accessing the Web-based Administrative Interface 
 

If the server is not accessible from the web browser of your PC, installation cannot 
continue.  In order to continue installation, you must troubleshoot your connectivity 
problem now.  Here are some things to try: 
 
Á The most common connectivity issue is incorrect cabling.  Recheck the printed 

label on top of your NETLAB+ server to ensure that your server is connected to 
your LAN via Ethernet 0. 

 
Á To avoid routing issues, it is recommended that your PC and the NETLAB+ server 

be connected to the same LAN during the installation process.  In this case, both 
your PC and the NETLAB+ server should have IP addresses within the same 
network range. 
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Á Confirm that all configured IP parameters are correct and that this is the IP 
ŀŘŘǊŜǎǎ ȅƻǳ ŜƴǘŜǊŜŘ ƛƴ ȅƻǳǊ ǿŜō ōǊƻǿǎŜǊΩǎ ŀŘŘǊŜǎǎ ōŀǊΦ 

 
Á Test the LAN port used to connect the NETLAB+ server to your LAN to ensure 

that it is operational.  This port should not be in a segregated VLAN that is 
inaccessible to other network ports. 

 
Á Test the Ethernet cable used to connect the NETLAB+ server to your LAN.  This 

cable should operate at 100 Mbps.  A manufactured cable should be used when 
available. 
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2.13 Login to Administrator Account 
 

When prompted for the username and password, login as administrator using the 
default password netlab.  Remember that NETLAB+ usernames and passwords are case 
sensitive. 
 
A password change is required during the initial login to the administrator account.  You 
ǿƛƭƭ ōŜ ǇǊƻƳǇǘŜŘ ǘƻ ŎƘŀƴƎŜ ǘƘŜ !ŘƳƛƴƛǎǘǊŀǘƻǊΩǎ ǇŀǎǎǿƻǊŘ ŀŦǘŜǊ ȅƻǳ ǎǳŎŎŜǎǎŦǳƭƭȅ ƭƻƎƛƴ 
with the default password.  This step is mandatory; choosing Cancel will log you out of 
the server, and require you to log in again. 
 
To change the administrator password, enter the current password, and the new 
password.  The new password must then be retyped.  Select OK to change the 
password.  
 
Passwords must meet the following requirements: 
 
Á Not found in the dictionary and not too simple 
Á Between 7 and 16 characters 
Á Contain both numbers and letters 

 
An error message will be displayed if the new password does not meet these 
requirements.  
  

 
 
 
For additional information on the administrator account, see the Administrator Account 
section of the NETLAB+ Administrator Guide. 
 
 
  

http://www.netdevgroup.com/doc/NETLAB_Administrator_Guide_40.pdf
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2.14 Remote Access Test 

 
A Remote Access Test is performed during each user login.  The purpose of the test is to 
attempt to establish an outbound TCP connection.  This connection is necessary for 
remote device access, and remote PC access and access to chat functions (chat 
functions will be available in a future software release).   
 
This test will fail if a connection using the TCP port(s) defined by the NETLAB+ 
administrator cannot be established.  The procedure for defining ports for remote 
access is described in section 2.9. 
 

  
In this example, the Remote Access Teǎǘ ŦŀƛƭŜŘ ǿƘŜƴ ƛƴǎǘǊǳŎǘƻǊ άƧŀƴŜŘƻŜέ ƭƻƎƎŜŘ ƛƴΦ  
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NETLAB+ now allows the administrator to define the Remote Access Port (or list of 
ports) that may be used in place of the factory default.  The default remote access port 
is 2201; this is a change from previous NETLAB+ software versions.  Existing systems 
with software prior to 2009.R1.beta.2 will continue to have the former default setting of 
23.   
 
It is critical that the ports specified are opened in the site firewall, or the client may 
experience delays and/or port test failures during user login. 
 
Please see section 2.9 for details on defining remote access ports. 

 
There are several reasons why the Remote Access Test may fail: 
 
1) Personal Firewall settings on your computer:  The personal firewall software on your 
computer may be set by default to prohibit the port connection.  This issue is routinely 
resolved by selecting to allow the connection when prompted by a pop-up window from 
your personal firewall software.   
 
2) Security policy at your current location: It is possible that local security policy does 
not allow outbound access using the port(s) chosen by the NETLAB+ administrator.  This 
is the most likely diagnosis if you are able to successfully access the system from 
another location. 
 
3) Ports have not been opened in the site firewall: As part of the installation process, 
you must be certain to open the ports in the site firewall that have been designated 
available for outbound client connections.  This is only likely to be the problem if all 
users are unable to establish a connection. 
 

 
 
 
Use the ά¢Ǌȅ !Ǝŀƛƴέ option if you wish to repeat the test after adjusting your personal 
firewall settings.  You may select ά{ƪƛǇ ¢Ŝǎǘέ if you prefer to proceed to your MyNETLAB 
page without resolving the issue at this time.  You will not have remote device access, 
remote PC access or chat functions (chat functions will be available in a future software 
release). 
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2.15 Administrative Functions 
 

After successful login, the Administration page will be displayed.  Tasks may be selected 
by clicking on the icon or the function name. 
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2.16 Check for Software Updates 
 

It is recommended at this time to check for software updates.  Your NETLAB+ server was 
shipped with the latest available software version installed.  However, the possibility exists 
that a new software update may have become available while the server was enroute to your 
site.  Checking to see if an update is available will allow you receive the updated version 
immediately. 
 
Select Software Updates from the Administrator functions displayed.  Select the Check 
Availability option.  The NETLAB+ system will query the Central Support System to see if 
an updated version exists and display an informational message indicating whether an 
update is available.  If an updated version is available, select Perform Upgrade Now to 
perform the software update. 
 

It is recommended that the Software Update Service remain in its default configuration 
setting, which will allow the NETLAB+ system to receive software updates automatically.  
NETLAB+ will periodically check the Central Support site.  If a software upgrade is 
available, it will be downloaded and installed when the lab is not in use. 

 

 
 
 
For more information on the Software Update Service, please see the Software Updates 
section of the NETLAB+ Administrator Guide. 
 
 
  

http://www.netdevgroup.com/doc/NETLAB_Administrator_Guide_40.pdf
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2.17 Configure Services  
 

Next, select the Configure Services from the Administrator page.  The first 
section of the page lists several services configured to run automatically.  
These services are available to all NETLAB+ systems with a current 
support agreement with the Network Development Group, Incorporated.  

If Backup Service, Software Update Service, and Time Service are enabled, your 
NETLAB+ database will be automatically backed up, software upgrades will be installed, 
and the system clock will be updated daily.  These services are enabled by default.  You 
must select Update Settings at the bottom of the page to save any changes made to 
these settings. 
 

It is strongly recommended that these services remain enabled. 

 

 
 
 
The Technical Support Over Remote Access Ports Service is used for troubleshooting 
only, and should only be enabled at the suggestion of the product vendor. 
. 
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If your site has a non-transparent proxy server, you must enter the IP address and TCP port 
number in the indicated fields on this page.  These values are only required for proxy servers 
that are non-transparent.  If the proxy server at your site does not require manual client 
configuration, the fields should be left blank.  If changes are made to the proxy server 
settings, click the Update Settings button to apply the new values. 
 

Although NETLAB+ provides an HTTP proxy server setting, it will only work with proxies 
that do not interfere with HTTP.  NDG cannot provide support for problems caused by 
proxy servers. 
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NETLAB+ performs SMTP services to deliver email as part of the configurable services offered 
to administrators and instructors.  If email delivery is restricted within your network to a 
specific SMTP server, you can configure NETLAB+ to use the SMTP server at your site to 
deliver email.  This configuration is not tested for all SMTP servers or configurations.  Some 
mail servers may not deliver email generated from NETLAB+ due to restrictions based on 
email headers. 
 
If you enter an Alternate SMTP Mail Server IP address, click the Update Settings button. 
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2.18 Maintenance Reminder 
 

For your convenience, your NETLAB+ system displays the status of your system 
maintenance agreement.  The maintenance fee covers the cost of technical support and 
software updates. 
 
The last day of your current maintenance agreement is displayed in the upper right-
hand corner main page when logged in to the administrator account.  This notice will be 
displayed in green until 60 days before the maintenance end date.  The status message 
will then change from green to yellow.  You can review your renewal options by 
selecting the Please Renew link. 
 

 
 
 

If your maintenance agreement is not renewed by the maintenance end date, the 
notification message color will change from yellow to red.  You are strongly encouraged 
to make immediate arrangements to continue maintenance to avoid any disruption of 
services. 

 
You may find it helpful to enable the display of the maintenance reminder to instructors 
who use the system on a regular basis.  This is recommended particularly if you do not 
log into the administrator account frequently.  Please refer to the NETLAB+ 
Administrator Guide for more information.  

http://www.netdevgroup.com/doc/NETLAB_Administrator_Guide_40.pdf
http://www.netdevgroup.com/doc/NETLAB_Administrator_Guide_40.pdf
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3 Installing The Control Plane 

 
The NETLAB+ control plane forms the foundation needed to interconnect various 
components of the NETLAB+ system.  The control plane consists of devices that are 
required in order for NETLAB+ to function, but are not accessible to students and 
instructors. 
 
Control devices may be control switches, access servers, or switched outlet devices.   
 

 
Control switches provide internal connectivity between NETLAB+, access servers, remote 
PCs, and switched outlet devices.  The control switch also provides a network path for 
NETLAB+ to download IOS images to Cisco lab devices in the event flash has been erased 
(or the correct image is not installed). 
 
Access servers provide console connections to lab routers, lab switches, and lab firewall 
devices so that users can access these devices from NETLAB+.   
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Switched outlets provide managed electrical power, allowing NETLAB+ and users to turn 
lab equipment on and off. 
 
Careful planning is necessary in order to make efficient use of your equipment.  Port 
requirements vary depending on the type and number of pods you will be installing in 
NETLAB+. 
 
The port requirements for control devices of each pod type are listed in the table below.  
Each pod type requires control switch ports, access server ports, and switched outlets. 

 

 

Port Requirements Reference Table 

Pod Types 

Control Switch 

Access Server 
Ports 

Switched 
Outlets 

Pod 
Ports Reserved Ports 

Multi-purpose Academy Pod 8 1 6 6 

Network Fundamentals Pod 10 1 3 3 

Basic Router Pod V1 3 0 3 3 

Basic Router Pod V2 (PCs) 6 1 3 3 

Cuatro Router Pod 8 1 4 4 

Basic Switch Pod V1 3 0 3 3 

Basic Switch Pod V2 (PCs) 4 1 3 3 

Cuatro Switch Pod 4 1 4 4 

Advanced Router Pod 3 0 3 3 

Advanced Switch Pod 8 0 8 8 

Network Security Pod 2.0 11 1 2 2 

Security Router Pod (FNSR) 10 3 2 2 

Security PIX Pod (FNSP) 14 3 2 2 

CCNA 2.1 Pod 6 0 6 6 

Custom Pods As needed based on your unique requirements 

 
 
Control switch ports are broken down into pod ports and reserved ports.   
 
Pod ports connect lab equipment to NETLAB+.  During normal operation, pod ports are 
automatically placed in unique or common VLANs to simulate one or more Ethernet 
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segments required by the topology of the pod.  In the event that NETLAB+ must 
download an IOS image to a lab device, NETLAB+ will temporarily place the device in 
VLAN 1 so that it can access the NETLAB+ TFTP server.  Pod ports must be consecutive 
and reside on the same switch.  A single control switch can have pod ports for several 
pods, as long as all pod ports are consecutive on the switch. 
 
The reserved ports on a control switch provide the framework to interconnect NETLAB+ 
and control devices.  Reserved ports always operate in VLAN 1 and provide a common 
network for NETLAB+ to communicate with control devices.  A reserved port is never 
ŀƭƭƻŎŀǘŜŘ ǘƻ ŜǉǳƛǇƳŜƴǘ ǇƻŘǎΣ ǘƘǳǎ ǘƘŜ ƴŀƳŜ άǊŜǎŜǊǾŜŘέΦ 
 
Reserved ports are also used by standalone remote PCs in conjunction with Virtual 
Network Computing (VNC).  VNC provides a method to remotely access the keyboard, 
video, and mouse.  A remote PC that offers VNC typically has two network interfaces.  
One interface connects to the lab topology; the other connects to a reserved port on a 
control switch.  The VNC connection traverses the control plane and is proxied back to a 
Java-ōŀǎŜŘ ±b/ ŎƭƛŜƴǘ ǿƛƴŘƻǿ ƻƴ ǘƘŜ ǳǎŜǊΩǎ ǿƻǊƪǎǘŀǘƛƻƴΦ 
 

 
 

 
Pods that do not have remote PCs do not require reserved ports.   
 
Reserved ports operate in VLAN 1, so there are no consecutive port requirements.  
However, it is desirable to connect NETLAB+, access servers, switched outlet devices, 
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